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TL-WR1045ND BecnpoBogHOM rMrabuTHbIM MapwpyTusaTop cepum N

KomMmnneKkT nocTtaBku

B KoMnnekT noctaBky BXOAMT crieqytoLlee:

> bBecnpoBogHon rurabuTHbIn MapwpyTtmsatop cepun N mogenun TL-WR1045ND, ckopocTb o
450 MowuT/c

» ApganTtep nuMTaHWMsa NOCTOSIHHOIO TOKa

» PykoBoacTBO No ObICTpON HacTporike

> Kabenb Ethernet

» KomnakT-gmck ¢ matepuanamu ans mogenu TL-WR1045ND, Ha KOTOPOM HaxogaTcs:
e [laHHOe pyKkOBOACTBO Morb3oBaTens

e [lpoyas nonesHas nHgopmaums

& MpumeyaHue:
Y6eoutecb, 4YTO ynakoBKa COOEPXWUT BCe BblllenepeyucrnieHHoe. Ecnu kakon-nubo npegmet

OTCYTCTBYET Unn nospemqéH, CBAXNTECb C Ballm npogaBLOM.
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Mmasa1. O6waa nHdopmaums

1.1 [penHa3HayeHue yCTpoOUCTBa

BecnposogHon rmrabutHein mapwpytmnsatop cepun N wmogenm TL-WR1045ND - ato
MHOroyHKLMOHaNbHOE CeTeBOe pelleHWe [Ans CO34aHWs MPOBOAHOTO U GecrnpoBOAHOMO
VHTepHeT-nogknioveHns, coBMeLaoliee B OOHOM  YCTpoUCcTBe  4-MOPTOBbIA  KOMMYTATOP,
mexceteBoun akpaH, NAT-mapLupyTusatop n 6ecnpoBogHyto Touky goctyna. CKOpocTb nepegaym
AaHHbIX 0o 450 M6uTt/c, 6onbliasa 30Ha NOKPbITUSE CETM U MOLLHOCTb CUrHana 4OCTaTOYHbl ANs

ntoboro goma nnmn HebonbLoro ocurca 1 He pasoyapytoT TpeboBaTeNbHbIX NONb30BaTENEN.

BbIicoKas CKOpPOCTb nepeaayn AaHHbIX

Mogenb TL-WR1045ND ob6ecneunBaeT CKOpPOCTb nepepadn paHHbix o 450 M6wut/c no
©ecnpoBOAHOMY COeOMHEHUIO C noMoLbio cTaHaapTa 802.11n. YCTpOMCTBO OTNINMYHO MOAXOAUT
Ans oQHOBPEMEHHON 00paboTKM HECKOSNbKMX MOTOKOB AaHHbIX, YTO NpubaBuT BalLen CETU
HagéXHoCTM n cTabunbHOCTU. Bbicokasi MpoOM3BOAUTENBHOCTbL AAHHOW MOAENU 3HAYUTESNTbHO
obnerunt paboty B VIHTepHeT, Tak kak ckopocTb ctaHgapTta 802.11n Ha 650 % Bbilwe CKOPOCTU
paHee wucnonb3yemoro crtaHgapta 802.11g. YcTponcTBO Takke 0OpaTHO COBMECTUMO CO
ctaHgaptamu IEEE 802.11g n IEEE 802.11b.

HapéxHasa 3awmTa

TL-WR1045ND o6ecneymBatoT Hag€xXHyl0 3alMTy BalUMX AaHHbIX C MOMOLLBbI HECKOITbKUX
peleHnn 3aluTbl, TaKMX KakK KOHTponb wupokoBewaHms SSID, 64/128/152-6utHoe
WEP-wundpoBaHue 6GecnpoBogHOW NoKanbHOW CETW, HacTpowka 3awuwéHHoro  Wi-Fi

(WPA2-PSK, WPA-PSK) 1 HacTpanBaeMbIin MEXCETEBOWN 9KpaH.

Mbkuin KOHTpoOnb AocTyna

Mapwpytnsatop TL-WR1045ND nosBonsieT HacTpamBaTb MNOMWUTMKY KOHTpOMNs AocTyna.
Pogutenun unu ceteBble agMWHUCTPATOPLI MOTYT OrpaHU4MBaTh A0CTYyN K VHTEepHeT n ceTeBbiM
pecypcam and getern wunu cotpygHukoB. lNMoggepxka BupTyanbHbIX cepBepoB, y3na DMZ un
dyHkumm Port Triggering no3sBonutT agMuUHUCTpaTopam ynpaensTb CETbI0 W OCYLLECTBMATL €é

MOHMWTOPUHI B pearibHOM BPeEMEHU yAanéHHo.

Mopknouun n 3adbIN

B cBasn c T1em, uTO MapLlpyTn3aTtop COBMECTUM MNpakTn4eckm CO BCEMU OCHOBHbIMU
onepaunoHHbIMU cucrtemamu, nm O4YeHb nerko ynpaenATb. yCTpOVICTBO nveet

npenycraHoBI1€HHbIe HaCTDOIZKM nocTaBLLNKOB I/IHTepHeT-ycnyr, YTO 3HaAYMTENbHO Oobneryaer
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HacTponky ycTpouncTtea. [lepen ycTaHOBKOM MaplupyTusatopa crefyeT BHUMAaTeNbHO U3yyYnTb

AaHHOE PYKOBOACTBO, YTOObI 03HAKOMUTLCS CO BCEMMU (PYHKLMSIMU YCTPOMCTBA.

1.2 [onyweHusn

TepmuH «mapuwpyTtmusatop» unn HammeHoBaHne TL-WR1045ND, ncnonb3yemble B HacTosiLeM
PYKOBOACTBE, O3HAYaloT TONbKO 6ecnpoBOAHON MMrabuTHbIA MapLupyTmsatop cepun N mopenm

TL-WR1045ND co ckopocTbio nepegayun gaHHbix o 450 MouT/c.

1.3 OCHOBHbIE XapaKTEepPUCTUKMU
> Tloppepxka ctaHgapta IEEE 802.11n oGecneumBaeT ckopocTb GecnpoBOAHOM Nepedayu
JaHHbix go 450 MoéuT/c.

»  OpawmH nopt WAN 10/100/1000 M6uT/c ¢ doyHKUMENn aBTOMaTUYECKOro cornacoBaHms (pasbeém
RJ45), yetbipe Ethernet-nopta LAN 10/100/1000 M6wut/c ¢ dyHKUMEN aBTOMATUYECKOro
cornacosaHus (pasbém RJ45), nogoepxka Asto-MDI/MDIX.

»  MHorodyHKuMoHanbHbI USB-nopT o6ecneynT COBMECTHbIM JOCTYN K MPUHTEPY M AAHHbLIM C
USB-HakonuTens gaHHbIX.

» T[loppepxka ayteHTudpumkaumm WPA/WPA2, WPA-PSK/WPA2-PSK, 3awuTta Cc nomoLybio
wmncppoBaHna TKIP/AES.

»  COBMECTHbIN JOCTYN K AaHHBbIM U K IHTEpHET ¢ NOMOLLBbIO cneayowmux TUNoB
WHTepHeT-noakntodeHus: AnHammyeckun IP-agpec/Ctatudeckui
IP-appec/PPPoE/PPTP/L2TP.

> [loggepkka BUpTyanbHbIX CEPBEPOB, cneunarnbHbIX NpUnoXxeHnn n yana DMZ.
> Togpepxka UPnP, OnHamudeckoro DNS, ctatnyeckoin mapLupytusauuu.

> [lopgpepxka aBTOMaTMYECKOro NOAKIMIYEHUS K IHTEPHET Mnu NOAKIIOYEHUS MO PaCMUCaHMIO
B yKasaHHoe Bpems (ans PPPoE).

» BcTpoeHHbii NAT (B Tom yucrnie annapatHein) 1 DHCP-cepBep ¢ nogaepXkon ctaTtmyeckoro
pacnpegenenus |IP-agpecos.
> Tlopgaepxka pyHKUMM poauTENbCKOro KOHTPOMS U KOHTPONS AOCTyna.

> [NopgknioveHne Kk WHTepHeT no TpebGoBaHMIO W OTKMOYEHME BO BpeMs MpPOCTos
(PPPoE/PPTP/L2TP).

> 3awmta ¢ nomowbio 64/128/152-6utHoro WEP-wimndpoBaHMsi, CNUCOK KOHTPONsS AocTyna
Ans 6ecnpoBOAHOM NoKanbHOW CETH.

> I'Iop,,qepmka CTaTUCTUKKN MO NOTOKaM.

> Tloppepxka obHoBNeHMs1 BcTpoeHHoro MO n HacTpolika Yepes Beb-Opaysep.
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1.4 OnucaHue naHenen

1.4.1 [llepeaHasa naHenb

Puc. 1-1 TllepegHasa naHenb

CeeToguogHble MHAMKATOPbl MapLUpyTU3aTopa Ha nepegHer naHenum (cnesa Hanpaeo).

UHaukaTop CocTosiHUue 3HauyeHue
) He roput. | lNuTaHue OTKMOYEHO.
(MutaHue) TopwT. MUTaHWe BKIIOYEHO.
FoouT MaplpyTusaTtop 3arpyxaeTcsi UM BO3HMKIA CUCTEMHas
{;} P owmnbka.
(Cucrema) Mwuraet MapLpytusartop paboraet 6e3 npobriem.
He roput | CuctemHas owwimoka.
o> He roput BbecnpoBoaHoe BeLLaHne OTKITHYEHO.
(Becnposoproe Muraet BecnpoBoaHoe BellaHme BKIHOYEHO.
BeLaHme)
HeT ycTpoWCTB, NOAKMIOYEHHBIX K COOTBETCTBYHOLLEM
He ropuT ycTp , 0 yoemy
. nopTy.
(MHTepHerT) FopuT K cooTBeTcTBylOLWEMY MOPTY MOAKIIOHEHO YCTPOWCTBO,
) OOHaKO OHO HE aKTMBHO.
(Ethernet) ~
Muraer OcywecTtBnderca nepegada/mpném wmHdopmaumm yepes

COOTBETCTBYIOLLMIA MOPT.

Mwuraet BbecnpoBogHOe YCTPOMCTBO MOAKMOYaETCs K cetn 4yepes
meaneHHo | WPS. MNpouecc NogknioveHnsa AnuTes napy MUHYyT.

[ BecnpoBogHOE YCTPOWCTBO YycCnewHo [oGaBreHo B CeTb
& (WPS) Fopur yepe3 WPS.

Muraet HeynayHasa nonbiTka go6aButb 6ecnpoBogHOE YCTPOUCTBO
ObICTpO B ceTb yepe3 WPS.

He ropuT HeT nopgkntoveHHbix k nopty USB yCTPOWCTB XpaHeHus
ij AaHHbIX UNW NPUHTEPOB.
(USB)

K nopty USB nogknto4eHo yCTPOMCTBO XpaHEHUs1 AaHHbIX
UNu NpUHTEP.

loput

Tabnuua 1-1 OnucaHne nHaMKaTopoB
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& MpumeyaHue:
lMocne TOro kak yCTPOWCTBO ObINO ycnewHo A00aBneHO B CEeTb C MomoLibio dyHkumn WPS,
nHgukatop WPS 6yaet ropetb NPUMEPHO 5 MUHYT, 3aTEM MOracHeT.

1.4.2 3apHAAa naHenb

(M ) (]

=

Internet | USB | OmOff | Power | WPS/Reset |

Puc. 1-2 3apHsas naHenb

Ha 3agHen naHenu pacnonoxeHbl criegyoLlime anemMeHTbl (BUA cnesa Hanpaso).
» Wireless On/Off: KHonka BknoueHUs/0Tko4YeHnst 6eCcnpoBOAHOMO BeLLAHUS.

» Ethernet (1, 2, 3, 4): 31 noptbl (1, 2, 3, 4) cnyxaT Ana NOAKMIOYEHNS KOMMbLIOTEPOB

NoKanbHOW CETU K MapLUpyTU3aTopy.

» Internet: 3TOT NopT ncnonb3yeTca ANA NoaknNYeHns K Mapipytudaropy DSL/kabenbHoro

moaema unu kabens Ethernet.
» USB: K nopty USB nogknitodatotcss USB-ycTporcTBa xpaHeHus gaHHbix unm USB-npuHTep.
»  On/Off: KHonka BKMOYEHNSA/OTKITIOMEHNST NTUTaHNA MapLupyTM3aTopa.

> Power: Pasbéwm, kyga nogkniovaercs kabenb agantepa nutaHus. Micnonb3yite TONbKO TOT

aganTtep nNUTaHus, KOTOPbIN BXOAUT B KOMMMEKT K MapwpyTtusatopy mogenu TL-WR1045ND.

> WPS/Reset:
HaxaB 3Ty KHOMKY M yaepxuBasi €€ HaxaTo MeHee 5 cekyHA, Bbl BKIOYaeTe (PYHKLMIO
WPS. Ecnu Bawe KnneHTCKOe YCTPOMCTBO, Hanpumep, 6ecnpoBogHonm agantep,

nogaepxusaet yHkumo Wi-Fi Protected Setup — HacTtponka sawmwénHoro Wi-Fi (WPS),

Bbl MOXeTe 6bICTpO YCTaHOBUTb 6ecnpOBop,Hoe coeanHeHne mMexany MapLlipytm3atopomM u
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KIMEHTCKUM YCTPONCTBOM, aBTOMATUYECKN HACTPOUB B TOXE BPeEMS 3aLLnUTy GecrpoBOAHON

CceTn ogHUM HaxaTtuem kHonkn WPS.

HaxaB aTy KHOMKY 1 ygoepuBasi e€ HaxaTtol 6onee 5 cekyH, Bbl ocyllecTensete copoc
HacTpoek MaplipytTusatopa. He oTknwuas nuTaHMa MapLlupytus3aropa, Haxmute U
yaepxusanTte Haxaton kHonky WPS/Reset (npumepHoO 8 cekyHf), Kak TONMbKO MHOMKATOP
SYS HauyHET muratb ObICTPO, OTMYCTUTE KHOMKY. [ocne atoro mapuipyTtusatop cbpocut

HACTPOWKN A0 3HAYEHWU MO YMONYaHMIo.

»  AHTEHHbI: CINy>XXuUT and 6eCI'IpOBOD,HOFO nonyvyeHuna n nepenadn AaHHbIX.
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MmaBa 2. [Mopgkno4yeHne mapLuipyTmusaTtopa

21 CucteMHble TpeboBaHUs

>  LUupokononocHbin goctyn k MHTepHeTt (DSL/kabenb/Ethernet)

> OpmH DSL/kabenbHbin Mogem c pasbéMoM RJ45 (He Tpebyetcsa, ecnm YCTPOWUCTBO

HanpsiMyro nogkntoveHo kK cetn Ethernet)
»> KomnbloTepsbl ¢ paboTatomm agantepom u kabenem Ethernet ¢ pasbémamn RJ45
> [Noppepxka npotokona TCP/IP anga kaxgoro koMmnbloTepa
» Beb-6paysep — Microsoft Internet Explorer, Mozilla Firefox unun Apple Safari

2.2 TpeboBaHus K cpeaie yCTaHOBKMU
> MapLupmisaTop OOJKEeH HaxXoAuTbCA B XOpPOLWIO npoBeTpuBaemMoM MecTe B oTAaaneHnn ot
HarpeBaTeneVl nnn O60I’peBaTeJ'IbHO-BeHTVIJ'IF|LI,VIOHHbIX CUCTEM

> yCTpOVICTBO He OOJMKHO noaBeprarbCcAa npaMomy BO34ENCTBMIO UCTOYHUKOB CUIIbHOIO CBETA

(Hanpumep, CONHEYHbIN CBET)
>  Bokpyr ycTponcTtea OOMmMKHO OcTaBaTbCs He MeHee 5 cM cBOBOAHOIo NpoCcTpaHcTBa
» Temnepatypa akcnnyatauun: oT 0°C go 40°C

» OTHocuTenbHasa BnaxHOCTb Bo3dyxa npu akcnnyatauumn: 10% - 90%, 6e3 obpasoBaHus

KOHOeHcara

2.3 MoaknoyeHue mapLlipyTusatopa

Mepen yctaHoBKOW MapLupyTM3aTopa cnegyet ybeouTbCs, YTO Ball KOMMbIOTEP MOAOKITHOYEH K
VIHTEpHET Yepes LUMPOKOMOSOCHLIN cepBuc. Mpn BO3HMKHOBEHUN Npobrnem obpaTnTechb K CBOEMY
noctaBLUMKY WIHTepHeT-ycnyr. 3aTtem npou3BeguTe YCTAHOBKY MapLLpyTu3atopa COrfacHo
WHCTPYKUMKN. He 3a0yabTe BbITAWUTb BUIKY U3 PO3ETKU, NPOU3BOAUTE OAHHbIE LENCTBUS CyXMMMU

pyKkamu.
1.  OTKn4YMTE OT NUTAHUA KomnbloTep, DSL/kabenbHbIi MOgEM M MapLLpyTH3aTop.

2. Bblbepute ontumanbHoe MecTo Ans Mapwpytmsatopa. OOblMHO NyywyM BapuaHTOM
ABnseTcs ueHTp 6ecnpoBogHow ceTn. MecTo yCTaHOBKM AOMKHO OTBevaTb TpeboBaHWAM

nyHkTa 2.2 TpeboBaHui K cpee YCTaHOBKM.

3. Otperynupyiite nonoxeHne aHTeHH. OObIYHO HaumnyyLLee NOMoXeHNe - BEPTUKANbHOE.

4. [logknounTe KommbloTep (-bl) U KOMMYTaTOPbI/KOHLEHTPATOPbl K fOKaribHOM CEeTU 4depes3

noptbl LAN (1~4) mapLipyTnsaTtopa, kak nokasaHo Ha Puc. 2-1 (ecnu y Bac yxxe ecTb agantep
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becnposogHoii cetn (NIC) m ecnm Bbl XOTUTE BOCMOMb30BATLCA MOAKIMYEHNEM MO

BecnpoBoaHON CeTH, Bbl MOXETE NPOMYCTUTL 3TOT Luar).
5. TogkntounTte DSL/kabenbHbIn Mmogem k nopTy Internet mapupytusaropa (cMm. Puc. 2-1).

MogkntounTe agantep NUTaHUS K COOTBETCTBYIOLLEMY pasbeMy MapLupyTM3aTopa, a Apyroi

€ro KOHeL| BCTaBbTE B PO3ETKY.

BkntounTte komnbtotep U DSL/kabenbHbIn MogeM.

~
Komnblotep W r

JneKTpopo3eTKa

KabenbHblit/DSL-monem

e
Wiloe

o

Puc. 2-1 YctaHoBKa annapaTHOW YacTn MapLupyTnsatopa

| USB-dnew-Hakonutens \
USB-xEcTRIi Anck

—
* He nognep®uBaoTca HeKoTopble USB-wécTkne
AWNCKN, NOTPeBAALINE MHOTO MNEKTPOMHEPIUA 1
paboTarowme Ge2 BHEWHEMO NCTOMHUKA MUTAHKA,

Mpuurep

* HeroTo phie MOQEAN NPUHTEPOBR MOTYT HE
NOAASPHMBATECA K& P WPYTH3aTopom. Utofel yavate,
NOAASPHNBIASTCA AW BAW NPUHTEP KAPIWPYTHIATOPOM,
| NOHEAYACTA, NDCMOTP NTE CAMCOK NOAASPHMBASMBEIX !
\ NPUHTEPOB HA HAWEM CARTE, /

}
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
1

Puc. 2-2 MoakntoyeHune k nopty USB
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NmaBa 3. PykoBoACTBO Mo ObLICTPOM HACTPOUKe

B atow rmaBe paccka3biBaeTcsl O TOM, Kak B TEY4EHME HECKOINbKMUX MUHYT NPOU3BECTUN HACTPOWKY
6azoBbix yHKUM mapwpyTuszatopa TL-WR1045ND npu nomowm mactepa ObicTpoM

HaCTPOMKM.

3.1 Hactpowuka TCP/IP

Mo ymonyaHuio gomeHHoe uma mapupyTtusatopa TL-WR1045ND: http://tplinkwifi.net, IP-agpec

no ymonyanuio — 192.168.0.1, macka nogcetn — 255.255.255.0. MNpun xenaHmmM 3TU 3HAYEHUS
MOryT ObITb N3MEHeEHbI. B JaHHOM pykOBOACTBE B Ka4eCcTBe NpMMepa UCMomb3YTCA 3HAYEHUS Mo

YMOJMT4aHUto.

MoaknoumTe KOMMbIOTEP TNOKanbHOW CeTu K ogHoMy u3 nopTtoB Ethernet mapuupyTtmnsatopa.
Mocne aToro Bbl MOXeTe HacTpouTb IP-aapec Ansa Ballero KoMnbloTEpa, Npodenas crneaylolme

warwu:

1) B npotokone TCP/IP Buibepute Monyuntb IP-appec aBTOMatuyecku. Ecnn Bam
HeoOXoaMMbl MHCTPYKUMM, Kak 3TO cpenatb, cmoTtpute [lpunoxeHne B: Hactporika

KomMmnbtoTepa.

2) Tlocne atoro BcTpoeHHbIn DHCP-cepBep HasHaunT KomnbioTepy IP-agpec.

Tenepb ANga NPOBEPKM CETEBOIO MNOAKITIOYEHNST MEXAY KOMMBbIOTEPOM M MapLLpPYTU3aTOPOM MOXHO
B KOMaHOHOW CTpoke BBecTU koMaHay Ping. NpuBeneHHbIn Hmxke npumep otHocutes k OC
Windows 7.

B komaHgHou cTtpoke BBeauTe ping 192.168.0.1 n HaxmuTe knasuwy Enter.

> Ecnu Bbl nonyumnu pesynstaTt aHanorMyHblii npeacTtaBneHHoMy Ha Puc. 3-1, 3To o3Hadaer,

YTO coeanHEHMe Mexay KOMNbTEPOM U MapLLPyTU3aTopoM Obino YCTaHOBJ1E€HO yCneLlHo.


http://tplinkwifi.net/

TL-WR1045ND

Microsoft Windows [Uersion 6.1.76611
(C> Copyright 2802 Microsoft Corporation.

C:“\Documents and Settings“tplink>ping 192.168.0.1
naketamd ¢ 192.168.0.1 no 32 salrt:

ot 192.168.0.1: yucao eaiT=32 epemallinc TIL=64
ot 192.168.0.1: umcao 6amtT=32 epema<imc TTL=64
o1 1922.168.0.1: yHvcao eaiT=32 ppema<linc TTL=64
oT 192.168.0.1: uMmcao gaMT=32 Bpema<inc TTL=64

CtatucTuka Ping naa 192.168.0.1:

Naxketos: oTnpasaeHo = 4, noayyeHo 4. notepavo = 0 {0x novepnl.
MPUEAHSHTEABHOE BPEMA MPHEMA—NEPEQAYH MC =

MuHuHMaAbHoe = OMcek, MakcuHaabHoe @ mcex,. CpepHee = 0 ncek

C:“\Documents and Settings“tplink>_

m

Puc. 3-1 YcnewHbln pesynbTaTt BbIMOMHEHUA KoMaHabl Ping

» [Ecnu pesynbraT aHanorMyeH npegctasneHHoMy Ha Puc. 3-2, 3TO 03Hadaer,

NOoAKNKYeHNne Mexay KOMnNboTepoM N MapLUpPpyTU3aToOpOM OTCYTCTBYET.

Microsoft Windows [Uersion 6.1.76611
(C> Copyright 280? Microsoft Corporation.

C:\Documents and Settings“tplink>ping 102.168.0.1

naketamd ¢ 102.168.0.1 no 32 salrt:

or 1922.168.0.1: yucao eaiT=32 epemadlnc TTL=64
ot 192.168.0.1: umcao €aMtT=32 Bpema<inc TTL=64
or 1922.168.0. yucAao cakMT=32 Bpema<limc TIL=64
oT 192.168.0.1: yvcao eaMT=32 Bpemadinc TTL=64

CtatucTuka Ping naa 102.168.0.1:

NaxketoB: oTnpasaeHo = 4, nNoaydyeHo 4. notepavo = 0 (0¥ novepnl.
MPUEAHSHTEABHOE BPEMA MPHEMA—MEPEAYH MC =

MuHuHaAbHoe = OMcek, MaxcuHMasbHoe @ mcex,. CpepHee = 0 ncex

C:“\Documents and Settings“tplink>_

B C\Windows\system32\cmd.exe [-=-|[-@ |@

m

Puc. 3-2 HeypayHbin pesynbTaT BbINONHEHMST KOMaHgbl Ping

MpoBepbTe nogknioyeHne crieayoWwmm o6pasom:

BecnpoBogHOM rMrabuTHbIM MapwpyTusaTop cepum N

B C\Windows\system32\cmd.exe || [=] @

4yTO

1. 4dBnsieTcs NM  MNOAKMYEHME MeXOy BallMM  KOMMbIOTEPOM UM MapLLpyTU3aTOPOM

KOPPEKTHbLIM?
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& MpumeyaHue:

Wuaukatopbl 1/2/3/4 noptoB Ethernet, koTtopble Bbl NOOKMYUNM K MapLUpyTU3aTOpPy W
nMHAMKaTOpbl aganTepa KoMMNbloTepa AOMKHbI FOPETh.

2. 4Bnsetcs nu npaBunbHon koHgpurypauma TCP/IP Ha komnbioTepe?

& MpumeyaHue:

Ecnu IP-agpec mapwpytusaTtopa 192.168.0.1, 10 IP-agpeca KOMNbOTEPOB OOMMKHbI NexaTtb B
avanasoHe 192.168.0.2 - 192.168.0.254.

3. TlpaBunbHbi Nn IP-agpec mapLupyTnsaTopa no ymonyaHumio?

& MpumeyaHue:

Ecm LAN IP-agpec mogema, MOAKMAKYEHHOro K BalleMy MapLlipyTusatopy, sBsieTcs
192.168.0.x, LAN IP-agpec maplipyTtMsatopa no yMOSYaHWI0O aBTOMaTUYECKM W3MEHUTCHA C
192.168.0.1 Ha 192.168.1.1, yTObObLI M3bexaTb KoHdnukTa |IP-agpecos. [loaTomy, Ansa Toro,
YTOObI MPOBEPUTL COEAMHEHNE MEXAY BalLUMM KOMMLIOTEPOM U MapLUPYyTU3aTOPOM, Bbl MOXETE
OTKPbITb KOMaHAHYH CTPOKY, BBeCTU ping 192.168.1.1 n 3atem HaxaTtb knasuwwy Enter.

3.2 PykoBOoACTBO NO ObICTPON HAaCTpPOUKe

Mpn nomowm BeG-ytunutel (Internet Explorer, Apple Safari) MOXHO nerko HacTpoutb
MapLLpyTU3aTop M YNpaBnaTb UM. ATy BED-yTUIMTY MOXHO Mcnonb3oaTk B ntobort OC Windows,
Macintosh nnn UNIX OS uepes Beb-6paysep.

1. [Ons pocTtyna K ytunute oTkponTe Beb-Opay3ep n BBeauTe B agpeCcHOM CTpoke OOMEHHOoe

uMms no ymonyanuto: http://tplinkwifi.net.

G-

2] hetp://tplinkwifinet/ B v| & |¢,| x |

Puc. 3-3 Bxopa B maplpyTtmusaTtop

lNoaBnTCA OKHO BXO4a B CUCTEMY, aHarorm4yHoe ToMy, Kak npencraesneHo Ha Puc. 3-4. B none
Monb3oBartensb u Maponb BBeanTe admin, UCMOMb3ya HKHUA PErucTp. 3aTtem HaXXKMUTE KHOMKY

Bxop vnn knaesuwy Enter.

admin

i

aaBa®

Puc. 3-4 Bxopg B cuctemy
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& Mpumeyanue:

Ecnn gaHHoe OKHO He MosIBUMOCb, 3TO O3HavaeT, YTo Baw Beb-Opaysep HacTpoeH Ha paboTy B
pexume npokcu. 3angute B pasgen Cepsuc > ConctBa obo3speBartens > lNogknovyeHnsa >
HacTtpoiika napameTpoB nokanbHon ceTu. B nosiBuBlIeEMCSA OKHe ybepuTe ranouvky ¢ s4enku
«Vlcnonb3oBaTtb NPOKCU-CEPBEP AMA NOKalnbHbIX NOAKIIYEHU» 1 HaxmnTe OK.

2. [locne ycnewHoro Bxoga B cMcTemy BblbepuTe MeHo BbicTpaa HacTpomka Ans HacTPOMKK

mapLupyTu3aTopa.

C NoMOWbH GEICTPOR HACTPONKKN Bhl CMOMETE NErKo HACTPOMTE OCHOEHEIE NApaMETpLl CETH.
[nA npogom#eHua HaxmuTe [anee.

AnA BbIX0Aa M3 GbICTROIA HACTPOMKN HaXMWUTE Beixof.

[ Bhixoa ] Nanee

Puc. 3-5 bBbicTpas HacTpolika

& lMpumeuaHue:

MapLipyT1saTop He MOXeT aBTOMaTU4eCcKM OnpeaenuTb TN noAknioyeHus Kk MHTepHeT. Bam
HeobxoaMMO CBSI3aTbCA C BalUMM MOCTaBLUMKOM WHTEPHET-YCNYr U YTOYHWUTb Y HEro 3Ty

Mchopmaumo, 3aTeM Bbl CMOXeTe Bbl6paTb 13 CNncka Hy)KHbIVI BaM TUMN NOOKIKOYEeHUA.

3. Tloxanyicra, nNO3TaAnNHO YKaXuTe CTpaHy, ropoa/perMoH u HavMeHOBaHWe Ballero
nocrtaswuka WHTepHeT-ycnyr, nocrne 4ero MapLipyTv3aTtop npeanoxut noaxoaswine
HaCTPOMKN NOAKMIOYEHMA ONs Bawero noctaBwmka WHTepHeT-yenyr. Mactep ObicTpon

HACTOWMKWN 3aBEPLUNT HACTPOWKY B COOTBETCTBUM C BbIOPAHHBLIM TUMOM MOAKMOYEHUS.
BbicTpas HacTpomKa - ABTOHACTPOHKA NOAKNKYEHWA K IHTepHeT

CrpaHa: |-Elb|ﬁepme na crucka- "|

Fopon/PernoH:
NMoctaewwy MHTEpHET-YCIIyT:
Tun noakn4eHnA WAN:

F A He HaWEN NoOXoaALWMK HACTRORK.

MoxanyAcTa, NPOBEPLTE, XOPOWO MW NOAKNKYeH Kadens K nopTy WAN Ha Balem yCTpoAcTEE.

I Hasan l

Puc. 3-6 ABTOHaACTpOMKM NOAKITHOYEHUS K MIHTepHeT

CtpaHnua ABTOHaACTPONKM MOAKMYEHNSA K VIHTEpHET No nocTaBlnKy VHTEpHeT-ycnyr noMmoxeTt
HacTpoWTb NOAKMoYeHMe K VIHTepHEeT nNo napameTpam permoHa n noctaBliuka MIHTepHeT-ycnyr,

KOTOpbI€ Bbl YyKasalu. YUTtobbl y6e,D,l/1TbCF|, Kako MMEHHO Tun noaknoyeHna K WHTepHer,
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ncnonb3yeTtcqa Ha BalwlemM KOMMNblOTepe, BaM HGOﬁXOp,I/IMO 06paTI/ITbCFI K BawemMy nocCTaBLUUNKY

WHTepHeT-ycnyr.

CTtpaHa — Bbibepute cTpaHy 13 BbinagatoLlero cnucka.

Fopoa/PernoH — Beibepute ropoa/pernoH 13 cnucka.

MocTtaBwuk UHTepHeT-ycnyr — BuibepuTe Bawwero noctaswmka MIHTEpHET-yCnyr U3 cnucka.

Tun noakntoyeHns WAN — MaplpyTtusatop npeanoxuT BaMm MOaXOOALMUA TUMN NOAKNI0YEeHUS

Ong Ballero nocrtaBLunka l/IHTepHeT-ycnyr.

Haxvmnte [Oanee v npoBepbTe MNpensyioKeHHble MapLUpyTU3aTOpOM HaCTPOWKM Ansl Ballero
nocrasLwimka HTepHet-ycnyr. Ecnn Heobxogumo, Beeante Umsa nonb3oBatens v Maponb ans

aoctyna K MHTepHeT, npeanoctaBfieHHble BallMM NOCTaBLLUMKOM VIHTepHeT-ycnyr.

MpumeuyaHune: Ecnn Bbl HE MOXeETe HaWTM HeobxoAuMmble MapaMeTpbl, OTMeTbTe none S He
HawWeén noaxoAsWwMx HaAcTPOeK, Kak ykazaHO Ha M300paXeHuu Huxe, Y4ToObl HACTPOUTb TUN

NoaKItoyYeHns camocToaTensHo. Haxkmute Oanee.

CrpaHa: -BribiepuTte 12 cnucka-
loponPeron: -Bribepute 12 cnucka-
MocTapwmk MHTEpHET-yCIyT: -Bribepute U3 cnvcka-
Tun nogrrovedns WAN: -BribepuTe U2 cnUMcka-
A He HAWAN NOgXE00ALME HACTRORK,

MoxanyAcTa, NPOERPLTE, XOQOWDO MM NOAKNKNYEH Kafens K nopTy YWAN Ha BaWem yeTRORCTER.

[ Hasag | Oanee |

Puc. 3-7 ABToHacTpounku nogkntoveHms Kk MHtepHeT

Bbl6€pI/ITe N3 Cnncka I/ICI'IOJ'Ib3yeMbIIZ BaMu TUMN NOAKIOYEHUA.

MoaroToBKa K HACTPOIKE TMNA NOAKNIOYEHUA WAN
@ [uuamwyeckwit IP-agpec - A kaBensHoro/DSL-noaknioyeHUA, NOAKMIOYeHA 32 NAT-MapwpyTMIaTopom.
Craruyeckui IP-agpec - Baw NOCTABWKK VIHTEPHET-YCNYT NPeA0CTABNAET KOHKPETHLIE IP-napameTphl.
PPPOE/PPPOE PocCHA - Bul MCMONbayeTe DSL-NogKIoYEHNE ¢ NOMOLWLIO NPOToKeNa PPPOE (WMPOKONONOCHOE NOAKNIOYEHNE) YEPE3 Ball KOMMLITED U MAPWPYTH3ATOP.
L2TP/L2TP Poccus - B 3tom criyyae Bam Heo0X0QUMO BPYyYHy0 BEECTW MMA NONb30BaTeNA, Naponk v IP-agpecigomerHoe wMA VPN-cepeepa. 3T OaHHbIe NPELOCTABNAKTCA BAWNM NOCTAEWMKOM VIHTEPHET-YCIYT,
PPTP/PPTP Poccus - B 3Tom criyuae Bam Heo0X0QWMO BpYYHYK0 BBECTW MMA NONb308aTeNA, Napons i IP-agpeciiomerHoe A VPN-cepeepa. 3TM 0aHHbIe NpefoCTaBNA0TCA BAIWNM NOCTABWNKOM VIHTEpHET-yCnyr.

Moxanyiicra, NpogepsbTe, XOPOWo NV NOQKNIYeH KaBens k nopTy WAN Ha BaWwem yeTpoicTee

Hasag ] [anee

Puc. 3-8 bBbicTpas HacTpoika - Tun nogkniodeHus WAN

MapLwpyTnsatop obecneumBaeT nATb Hanbonee pacrnpoCTPaHEHHbIX CNOCOBOB NOAKMNIOYEHUS K
WHutepHeTr - OuHamuyeckun IP-agpec, Ctatuyeckun IP-apgpec, PPPoE/PPPoE Poccus,
L2TP/L2TP Poccusa v PPTP/PPTP Poccus. Ecnu Bbl HEe yBepeHbl, Kakon TWUM MNOLKITHYEHNS

-13-



TL-WR1045ND BecnpoBogHOM rMrabuTHbIM MapwpyTusaTop cepum N

MCcnosib3yeTcda Ha BalleM KoMnbioTepe, CBAXUTECb C BallMM NOCTaBLUMKOM l/IHTepHeT-ycnyr,
BbIACHUB I/IHCbOpMaLI,I/IIO O BawWleM Tune nogknyeHnd, satemMm BblﬁepVITe ero n Haxxmute [anee.

a) Ecnu Bbl ncnonesyere AnHamunyecknn IP-agpec, nodaBuTCs cTpaHuua KIOHMPOBaHUA
MAC-agpeca. Buibepute “QIA, MHe HYXXHO KnoHnpoBaTb MAC-agpec”, 3aTemMm HaXmute
Oanee.

BblcTpaA HacTpoKWKa - KnoHMpoeaHue MAC-anpeca

KnonvpoeaHue MAC-agpeca AENARTCA 0BAZaTENEHEIM ANA BONBWMHCTES NONb30BATENER C KaBenbHEIM MOAEMOM. HacToATENEHD
PEKOMEHLYETCA NPOBOLMTE KNOHUpoBaHKe MAC-agpeca o MMABHOMD KOMMBIOTERA

Ecnu bl He yEEpeHE!, HaxmuTe A, Bonee nogpoBHyr vHbOpMaUnio cMoTpuTe B pasgene CTIPABRA ¢ npaeol cTOPOHE 3KpaHE.
@ Ha, A vcnonesyio kaBenbHeld MOLEM W NOAKMHYEH K TIABHOMY KOMOLHTERY (KnoHupoeaTe MAC-anpec)

¢ Het, A He nenonezyo nogknYenke Kk MHTepHeT ¢ nomowkr kabensHoro mogema (HE knonvpoeate MAC-agpec)

MpumedaHne: HacToATeNEHO peKOMEHLYETCA NEPe3anyCTUTE KabeNbHEIR MOgeM Noche 3aeeplenna BecTpolR HacTpoRky. 3Ta onepauua
OMEHb BaXHa W NOMONET H3BexaTe npofinem B fansHEALLEM.

’ Haszan ][ Hanee ]

BbicTpas HacTporika — KnoHmnposaHne MAC-agpeca

b) Ecnu Bbl BbiOpanu TN nogkntodeHns Crtatudeckun IP-apgpec, otobpasuTcs
cnepytoulee.

BbicTpas HacTpoWka - CtatM4eckui IP-agpec

IP-anpec: | 0.00.0 |

Macka nopceru: | 0.00.0 |

OCHOBHON WAKO3: | 0.00.0 |

MpeanovntaeMulil DNS-cepeep: | 0.00.0 |
ANbTepHaTHEHRIA DNS-cepaep: |D.EI.D.EI | {HeOBAZATENEHAA HACTROAKS)
( Hasaa ] Oanee ]

Puc. 3-7 BbicTpas HacTpolrika — CTaTtuyeckuii IP-agpec

> IP-agpec — 310 WAN IP-agpec, BugMmbiii BHELWHUM MNonb3oBaTensam B cetn MHTepHeT
(Bkntoyasa Bawero noctaBwuka WHTepHeT-ycnyr). Baw noctaBwmk WHTEepHeT-ycnyr
npegoctasnt Bam IP-agpec, kotopbii Hago Oyaet BBecTu 3gech. Ykaxute IP-agpec B
3TOM Morne.

> Macka nogcetn — Macka nogcetu, ucnonodyemas WAN |IP-agpecom. Baw nocrtasLiuk

VHTepHeT-ycnyr npegocTaBuT BaM Macky NOACETU, Kak npaBuno, 31o 255.255.255.0

> OcHoBHOM wn3 — Baw noctaBwuk WHTepHeT-ycnyr npepoctasuT Bam IP-agpec
LUMK03a, KOTOPLIA NpeacTaBnsieT cobon agpec cepBepa nocTaBliuka VHTepHeT-ycnyr.

Ykaxute |IP-agpec wnto3a B 3TOM none.
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TL-WR1045ND BecnpoBogHOM rMrabuTHbIM MapwpyTusaTop cepum N

> NMpepnountaembin DNS-cepBep — Ykaxute IP-agpec DNS-cepsepa.

»> AnbTepHaTuBHbIn DNS-cepBep — (Mo BbIOOpPY) ecnu Bbl MONyYnnu OT MOCTaBLLMKA

WuTepHeT-ycnyr agpec apyroro DNS-cepBepa, ykaxuTte ero B 9ToM nore.

c) Ecnu Bbl ucnonb3yeTe nogknioyeHne k WHTepHeT 4vepe3 npotokon PPPoE/PPPoE
Poccusa, Bbl nonagérte Ha cTpaHuuy, ykasaHHyto Ha Puc. 3-8. Hactponte napameTpbl 1
Haxmute [anee AN NpogormKeHus.

MMA nonezoBaTens:
Mapon:

MoaTEEpANHTL NAPONb:

[ Hasag | | Oanee J

Puc. 3-8 bbictpas HacTponka — PPPoE/PPPoE Poccus

> Wmsa nonb3oBaTtens/Maponb — Ykaxute Uma nonb3oBartens v MNMaponb, nonyyeHHble
OT nocTaBLmKka NHTepHeT-ycnyr. 3Tn nons sSBNATCA YyBCTBUTENbHBIMU K PETUCTPY.

Mpu BO3HMKHOBEHWUM NPOGremMbl 06paTUTECH K MOCTaBLUMKY VIHTEpHET-yCnyr.

> [lNoareBepauTb naponb — Beeaute ele pa3s naponb, MOMAYyYEHHbIW OT MOCTaBLLMKA
VHTepHeT-ycnyr, 4tobbl y6eanTbcs, YTO BBEAEHHLIN BaMU Naposb NpaBUIbHbINA.
d) Ecnu Bbl ncnonesyete tnn nogkntoderHns L2TP/L2TP Poccusn, nosasutca cTpaHuua Kak

Ha Puc. 3-9. Hactponte napameTpbl 1 HaxkmuTe Janee.

HmA nones3oBaTens:

NMaponk:

@ [uHamuuyeckuii IP-agpec Cratnyeckwil IP-agpec

IP-agpec/Mma cepeepa: tp.internet.beeline ru

| Hasag | | Nanee |

Puc. 3-9 beicTpas HacTponka — L2TP/L2TP Poccus

> Wma nonb3oBaTens/Maponb — Ykaxute Uma nonb3oBartena v MNMaponb, NonyyeHHbIE
OT Bawlero nocraBwuka WMHTepHeT-ycnyr. OTn nons siBNAKTCA YyBCTBUTENbHLIMU K

pernctpy. Mpu BO3HNKHOBEHWM Npobrembl 06paTUTeCh K NOCTaBLLMKY VIHTEpHET-yCnyr.

Ecnn IP-agpec/macka noacetu/wnio3 n agpeca DNS-cepBepoB Obinv npeaocTaBrieHbl
BawuM nocTaBwmkoM WHTepHeT-ycnyr, Bbibepute Crtatudeckmn IP-appec. Bseaute
IP-agpec uwnn pomeHHoe ums VPN-cepBepa, npefocTaBfeHHble BaluM MOCTaBLLMKOM

NHTepHeT-ycnyr, BBEAUTE NpoYMe napaMeTpbl.
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Ounamuueckd IP-aopec @ Cratwuecksd IP-aopec

IF-anpeciiuMa cepoepac

IP.agpec: 0.000

Macxka nomoeT: 0.0.0.0
OCHOBHOR LMK 0.0.0.0
DHS-capaep: 0.0.0.0

Puc. 3-9 CraTtudecknn IP-agpec

Ecnu ykasaHHble Bblle napameTpbl He ObinvM MNpegoCTaBreHbl BallUM  MOCTaBLLMKOM
WHTepHeT-ycnyr, Bbibepute AuHamu4veckun IP-agpec. Toroa Bam noTtpebyetcda ykasaTb

Tonbko IP-agpec nnn gomeHHoe nmsa VPN-cepBepa oT Ballero noctasLlumnka NHTepHeET-yCnyr.

@ [NuHamuyeckun IP-agpec Cratnyeckmin IP-agpec

IP-agpec/MuMA cepeepa:

Puc. 3-10 [OuHamwundeckun IP-agpec

e) [lpwn Bbibope PPTP/PPTP Poccua nosiBuTCA CcTpaHuua kak Ha Puc. 3-10. HactponTe

crieayloluime napameTpbl, a 3aTeM HaxMmuTe [lanee Ans NpoAoIHKeHUs.

WA nonszoearena:

Mapone:

@ JUHAMUYECEWA IP-30p0ec O CTaTMieckui IP-agpec

IP-anpecMuA cepeepa:

[ Hasag | | Oanee |

Puc. 3-10 beicTtpas HacTpoiika — PPTP/PPTP Poccus

> Wma nonb3oBaTens/Maponb — Ykaxute Uma nonb3oBartensa v MNMaponb, nonyyeHHbIe
OT nocTaBLlUMKka NHTepHeT-ycnyr. 3Tn nons sSBNSATCS YyBCTBUTESNbHBIMU K PETUCTPY.

Mpn BO3HUKHOBEHMM NpobieMbl 06paTUTECH K MOCTaBLUNKY VIHTEpHET-yCnyr.

Ecnu IP-agpec/macka nogcetw/wno3 u agpeca DNS-cepBepoB 6binv npenoctasBneHbl
BalWMM MoCTaBLMKOM WHTepHeT-ycnyr, Bblbepute Crtatudveckmn IP-agpec. Beeaute
IP-agpec wnn gomeHHoe umsa VPN-cepBepa, npenoCTaBfeHHble BallMM MOCTaBLLMKOM

NHTepHeT-ycnyr, BBEAUTE NpoYMe napameTpbi.
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O AuHamudeckui IP-agpe: ® CTaTH4eckMi IP-agpec

IP-agpecWuA cepeepa:

IP-appec: 0.0.0.0

Macka nogceru: 0.0.00
OCHOBHOM W3 0.0.0.0
DNS-cepeep: 0.0.00

Puc. 3-11  CraTtuueckui IP-agpec

Ecnu ykasaHHble Bblle napaMeTpbl He OblNM NpeaocTaBrneHbl BalMM  MOCTABLLMKOM
NuTepHeT-ycnyr, Boibepute OuHamuyveckun IP-appec. Torga Bam notpebyeTcs ykasaTb

Tonbko IP-agpec nnn gomeHHoe nmsa VPN-cepBepa oT Ballero nocrasLmka NHTepHeT-ycnyr.

(& AHamudeckuh IP-agpec () CTaTudeckdid IP-agpec

IP-anpec/MuA cepeepa:

Puc. 3-12 [OuHamundeckun IP-agpec

4. Haxmute Oanee ana npogomkeHusi. OTKpoeTCca CTpaHuua HacTpoek OGecrnpoBOoAHOro

pexuma (cm. Puc. 3-11).

BemaHme:
Hun Gecnposonmoli cen: TP-LINK_FEDEBE (ssID)
Pernon: Poccua v

BHianme: B uensix coBMIoAeHMR JeRCTEYIOWED 3aK0HOAATENLCTEA, YBEAMTECh, UTO CTPaHa BLIDPaHa NPABMNEHO
HenpasunsbHas HiKa MOKET NPRIUHORA nomex

Fawpra GecnpoBoaHOrO pexmMa:
OTKHON T JAUTY
Bromouns saupty (WPA-PSKWPAZ-PSK)
Mapons PSK: 60540263

(Bbl MOXKETE BBECTH CUMBONLI B ASCIlWnm & 0w (hopmaTe; A1A dopmara ASCI| ANMHA kNIoMa ADMKHE BuiTe oT 8 A0 B3, 3 ANA WECTHAAUATEPHIHOTO HOpMaTa 0T B 40 64.)

Bes i(Napons i eeti no YKa3aH Ha HIDKHER NaHENH MapWPYTHIATopa)

a

0 pexima

Hesaa ] [ Danee

Puc. 3-11 BbicTpas HacTporka — becnpoBogHOM pexnm

> bBbecnpoBogHoe BelwaHne — OTobpaxkaeT MHGOPMAaLMIO O TOM, BKIOYEHa/OTKNOYeHa

nn dyHKUMs GecnpoBoAHON Nepeaayn AaHHbIX.

> Wma becnpoBogHOW ceTn — YKaxute 3HayeHwe anvHon go 32 cumBonoB. To Xe nms
(SSID) pomkHO ObITb MPUCBOEHO BceM OGECnPOBOAHBLIM YCTPOWCTBAM B BalLEW CETW.
3HayeHune SSID no ymonyaHuto: TP-LINK_XXXX (XXXX — nocnegHue 4eTbipe YHUKamNbHbIX
cumBonoB MAC-agpeca kaxgoro Maplupytudatopa). HactoatenbHO pekomeHayeTcs
cmeHnTb ums SSID Ha gpyroe 3HadeHue. [laHHOe 3HaveHue YyBCTBUTESNBHO K PErucrpy.

Hanpumep, TEST wn test ssnsaotca PASHbIMW 3HadeHusmn.
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> PernoH — BbiGepuTe pervoH 13 BbinagatolLero cnnucka. B aTom none ykasaH pervoH, B
npenenax KoToporo GyaeT Ucnonb3oBaTbCcs MYHKLMA 6ECNpPOBOAHOIO BELLAHUSA TOYKU
AocTyna. Micnonb3oBaHve AaHHOW pyHKLUUM B PervoHax, He YKkasaHHbIX B CrIUCKE, MOXEeT
OblTb HE3aKOHHbIM. ECnn Ballein cTpaHbl UNKU pernoHa HeT B crucke, obpaTuTech 3a

NOMOLLBK B MECTHbI€ OpraHbl BriacTu.

>  OTKNYUTb 3awmnTy — PyHKUMA GecnpoBOAHON 3alUMTbl MOXET ObiTb BKMAOYEHA UMK
oTkntoyeHa. Ecnu BoiGpate "OTKMOUNTE 3awwmTy", GecnpoBOOHbIE CTaHLMK CMOTYT
UMeTb [OCTYN K YCTpPoWcTBY 6e3 LwwudpoBaHus. HacToaTenbHO pekoMeHayeTcs

BbIOpaTh OHY M3 CrieyoLnX ONLUUA 3aLLMTbI.

> Bknwuutb 3awmty (WPA-PSK/WPA2-PSK) - Bwibpats wwucpposaHne WPA c

ncnornb3oBaHMEM OOLLEero Krova.

e [Maponb PSK - MoxHo BBectn cumBonbl ¢opmata ASCI wnn B

LWecTHagUaTepuyHomMm cdopmare.

B cnyuyae Bbibopa dhopmarta ASCII, naponb MoxeT coaepxaTb nobble umicna ot 0

00 9 n nobble Oykebl OT A o Z, AonvHa napons gosmkHa ObiTb OT 8 0 63 CMMBOIIOB.

B cnyyae Bbibopa wecTHaguaTepuyHoro dopmara, naponb MOXeT coaepXaTb
nobble yncna ot 0 go 9 n nobble Bykebl oT A Ao F, anvHa napons gormkHa 6bITb OT

8 no 64 cumBonos.

Nmente B BMAOyY, YTO Napornb YyBCTBUTENEH K PEMUCTPY, TO €CTb UMEET 3HaYeHne
MCronb30BaHNe CTPOYHLIX UK 3arnaBHbiX OyKB B napone. byaeT Henmnoxo, ecnu Bbl
3anuumnTe Naponb U NPoYMe HacTPOWKM BECNPOBOAHOMO pexuma, YTobbl He 3a0biTb

nx.

> be3 nameHeHun — Ecnu Bbl BbiGepuTe 3Ty onuuio, napameTpbl HACTPOMKM 3alLUThI

6ecnpoBoAHOro pexuma He 6yayT U3MEHEHb!!

Haxxae [dononHuTenbHble HaCTpOVIKM GeCﬂpOBO,D,HOFO pexuma, Bbl nonagére Ha

CTpaHu1LYy Kak yka3aHo Ha crieqytoliem Puc..

JononHUTENbHBIE HACTPOHKH GeCNPOBOOHOTO PeKHMA
Pewnm: 11bgn cMELWEHHEI hd
LUMpHHa KaHana: AEBTO b
Kanan: AETO hd
Puc. 3-12
> Pexum — B 3Ttom none ykasaH 6ecnpoBOAHOM pexum, B KOTOpom paboTtaer
YCTPOWCTBO.

> LUVIpVIHa KaHana — Bb|6ep|/|Te 3HayeHue n3 Bbinagatowlero cnucka. o yMOI4aHuko

LLpWHa KaHana gna salnx KrnneHToB BbI6VIpaeTC$I aBTOMaTU4YeCKU.
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> Kanan — B aTom none ykasblBaeTcsl paboyast YacToTa, kKoTopasi 6yaeT UCNofb30BaTbCS.
Mo ymonuaHuMio 3g0ecb ykasaHo 3HadveHve ABTO, TO eCTb To4yka gocTyna Oyaer
aBTOMatTMyeckn BblOMpaTb Haubonee nooxoAswuii kaHan. MeHaTb  kaHan
6ecnpoBOOHOrO MOAKIHOYEHUSA He 06s13aTENbHO, €Cnv TONMbKO He OyayT OOHapyXeHbI

Npo6nemMel C MOMexamu OT SPYron pacnofioXKeHHON BONU3M TOYKM AOCTyna.

310 HaCTp017IKVI TOJIbKO OCHOBHbIX napameTpoB 6eCI'IpOBO,D,HOFO pexnma. bonee getanbHas

HacTponka onncaHa B Pasgene 4.6: 5ecnpoBoaHON peXuM.

5. Haxas kHonky [Hdanee, Bbl nonagéte Ha cTpaHuuy 3aBeplueHue. HaxmuTte KHOMKy

3aBepwuTh 4519 3aBepLUeHnss BbICTPON HacTpomrKu.

YeTpolcTeo noaknoveHo K UHTepHeT! JeTanbHble HACTPOWKM HAXOAATCA B COOTBETCTBYIOLWMX pa3fenax.
OCHOBHAA HACTPORKA NOAKMIOYEHHA K VIHTEPHET M BECNPOBOAHOND PEXMMA 3ABEPLWEHA, HAMMUTE KHOMEY 3aBepwmTb Tlepesarpy3utb 1 NPOBEPETE NOAKNIOYEHME K FIHTEPHET.

ECNM Bal HE YAAN0GE BbIATH B MHTERHET, NEReZarpy2uTe MOEM M NOACHKAMTE 2 MUHYTE, NHE0 3ANYCTUTE BEICTRVIO HACTROMKY BILE pas.

Hasag ] | 3aBEPWMTE

Puc. 3-13 bbicTpas HacTpolka — 3aBepLueHune

Ecnu Ha cTpaHuue BecnpoBogHou pexum Obinu npogenaHsl Kakme-nnbo namMeHeHus, Bbl
yBMONTE CTpaHuLy 3aBeplieHue Kak ykaszaHO Hwke Ha Puc. 3-14. Haxmute KHomMKy
Mepe3arpy3uTtb ansd Toro, Ytobbl 3aBEpPLUINTL OLICTPYHO HACTPOWKy, a MpoAenaHHble Bamu

HacTpOWKM 6EeCNPOBOAHOIO peXxuma BCTYNUIN B CUTTY.

YcTporcTBO NogknkoYeHo K MIHTepHeT! [leTanbHble HACTPOWKWM HAXOOATCA B COOTBETCTBYHOLLMX pasgenax.
OCHOBHAA HACTPOR KA NOAKNIDYEHUA K IHTEPHET W BECNPOBOHOMD PEXMME 3ABRNLWEHE, HAKMMTE KHONEY 3aBepwmnibTepesarpy3nTb W NPOERPLTE NOAKMIOYEHME K MHTEHET.
EcnK Bam He ¥IAN0Ck BEIATA B VIHTEPHET, NEpezarpyEuTe MOLEM M NOLONIOHTE 2 MHHYTEL, THED ZaMYCTHTe BLICTRVI0 HACTRORKY elWwé paz.

V13MEHEHHEIE HACTRORKW AECNPOBOAHOND PEXUNE ByAYT MCNONE30BATLEA TONBKO NOCAE NEPE3AMY3kM YETPORCTES

[ Hasaa | [ Nepesarpyauts |

Puc. 3-14 bBbicTpas HacTponka — lNepe3sarpy3nTb
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maBa4. Hactpouka mapwpyTtusartopa

B atonm rnaBe pacckasbiBaeTcs 000 BCEX OCHOBHbIX (OYHKUMSIX BeO-yTMNMTbI K crnocobax

HaCTPOWKN.

41 Bxopa B cucremy

Mocne ycnewwHoro Bxoga B CUCTEMY Bbl CMOXETE HacTpouTb YCTponcTBo. OCHOBHOE MeHIo 13 18
NOANYHKTOB HAXOAMTCS C NEBOW CTOPOHbI OKHa BEG-YyTUNUTLI HACTpoWkK. B npason yactu akpaHa

COAEPXUTCS CNpaBoYHasi UHpopMaLUs U MHCTPYKLUN.

CocroAHWe

BLICTpaA HACTPORKA

WPS

Celh

becnpoBoOHOR peXUM
DHCP

Hacipoiu USB

NAT

lMNepeanpecalyA
bezonacHocTh
PoguiensCHlil KOHTPOSib
KoHTpons aocryna
HacTpoilkn MappyTHIaUmMm
KoHTpons NpomycKkHOR cnocobHoCTH

INMpueAz3ka IP- n MAC-anpecor

IOuHaMu4eckuii DNS

Moonepwka IPvG

CHCTEMHLIE WHCTPYMEHThI
Puc. 4-1

Hwxe npuBoanTcs noapobHas nHdopmMaums no BCEM OCHOBHbLIM (PYHKLUAM BED-YTUNUTDI.

4.2 CocTtosiHue

B okHe CocTosiHme cogepXntcsa TekyLlasi MHgopMaLmsa no mapwpyTtusartopy. [JaHHasa
nHGOpPMaUns 4OCTYMHA TOMNbKO AMst YTEHMS.

-20-



TL-WR1045ND

Bepcua ectpoerHoro MO:

Bepcua obopy0EaHHA:

MAC-anpec:
IP-agpec:

Macka nogceru:

00-0A-EB-13-09-19
192.168.0.1
255.255.255.0

BecnpoBoaHON pexXUM

BecnpoBoAHOe BEWaHHe:
HuA cema (S5ID):

Pesxmm:

Kanan:

LnpuHa Kanana:

BrnioyeHo
TP-LINK_130319
11bgn CMEWAaHHLIA
ABTo (Tekywnid kanan &)

ABTOMETUYECKN

MAC-agpec: 00-0A-EB-13-09-19
CocrtoAnne WDS: OTKnMYeHO
WAN
MAC-agpec: 50-E5-49-1E-06-80
IP-agpec: 0.0.0.0 OuHamMuyeckwii IP-agpec
Macka nogceru: 0.0.00
OCHOBHOI WNH3: 0.0.0.0 K nopty WAN He nogknioyed kabens!
DNS-cepeep: 0.0.0.0, 0.0.0.0
CTaTUCTUKa TpaduKka
Mpunato OTtnpaenexo
Bair: 0 0
MNaketos: 0 0

Bpems padoThi:

0 AHeil 00:02:18 | OBHoBwT

BecnpoBogHOM rMrabuTHbIM MapwpyTusaTop cepum N

Puc. 4-2 CTtpaHuua cocTosiHua MapLlpyTusaropa

4.3 bBbicTpasa HacTpounkKa

Cwmotpute Pasgen 3.2: PyKoBOACTBO NO ObICTPON HACTPOMNKe

44 WPS

oToT pasgen noackaXeTt BaM, Kak 6bICTpO nobaBnTb HOBOE 6eCI'IDOBO,D,H06 YCTPOMUCTBO K

umetoencsa cetn ¢ nomowbo pyHkumm WPS (Hactponka sawmwénHoro Wi-Fi).

Bbibpas B meHto nognyHKkT WPS, Bbl nonagéte Ha crieayoLyto cTpaHumuy (cm. Puc. 4-3).
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WPS(HacTporka 3awmuiéHHoro Wi-Fi)

SSID: TP-LINK_0919

CocTonnue WPS: Brmoueno | Oremiguums WPS

Texyumit PIN-kof: 12345670 [ Boccranosuts PIN-kog, ] [ Coagars Hoebii PIN-kog

[] OTkniounTe BBOR PIN-KOAa AaHHOrO YCTpORCTEa

[loGaenTL HOBOE YCTPOICTBO: [obaeute ycTpoicTeo

Puc. 4-3 WPS

» CoctosiHne WPS — TyT MOXHO BbIGpaTh, BKMIOYUTL UK OTKNIOUYNTL pyHKUuo WPS.

>  Tekywmn PIN-kop — Tekywmn PIN-kog yctpowncTtea. PIN-kog no ymonyaHuio MOXHO HanTw

Ha 3TUKETKEe Ha HWKHEeN NaHenu yCTponcTBa.
> BocctaHoBuTb PIN-kog — BocctaHoBneHme PIN-koga ycTponcTea no ymMonyaHmio.

» Cos3pgatb HoBbIn PIN-kopg — HaxmuTe 3Ty KHOMKy, 4TOObl CreHepupoBaTb CryvarHbIn

PIN-kog. [aHHasa onuma noMoXeT Bam 0b6e3onacuTb BaLly CETb.

»> J[o6aBUTb YCTPOMCTBO — HaxaB 3Ty KHOMKY, Bbl CMOXETe BpPYyYHYyl0 O00aBUTL HOBOE

YCTPOWNCTBO K CyLLECTBYIOLLEN CETU.

Y106bI 4O6GABUTH HOBOE YCTPOUCTBO:

Ecnu 6ecnpoBogHon agantep nogaepxmsaeT yHkumio QSS (6bicTpas HacTporika 6e3onacHOCTK)
unn WPS (HacTpowiky 3awmwénHoro Wi-Fi), Bbl MOXxeTe ycTaHOBUTH 6ecnpoBogHoe coeanHeHne
Mexay GecnpoBoaHbIM aganTepoM U MapLipyTusatopoMm nunbo HaxaTtuem kHornku WPS, nmbo
nytém Beoga PIN-koga.

& MpumeyaHue:

UTtobbl ycnewHo HacTpouTb coeduHeHue ¢ nomolbio WPS, Bam Takke HeobxooumMo BHeECTU
cooTBeTCcTBYlOWME HacTponkn WPS onst nogkntoyaemoro ycTponcTaa.

I. [JobaBneHue ycTponcTBa Haxatmem KHonku WPS

Mcnonb3ynte 3TOT MeToq, ecnv BaLle KINMEeHTCKOe YCTPONCTBO umeeT kKHonky WPS.

War 1: Haxmute kHonky WPS/Reset Ha 3agHen naHenu mapupytmsatopa (cMm. Pwuc. 4-4).
CoctosHue gyHkumm WPS ocTtaBbTe MO yMoOnyaHuio, TO ecTb BknrouveHo, 3aTem
Haxmute kHomnky [obaBuTb yctpoucTtBo (CM. Puc. 4-3). 3atem Bblbepute HaxaTb
KHOMKY HOBOroO yCTPOMCTBaA B Te4eHne 2 MUHYT U HaxmuTe MogkntounTtb (cm. Puc.
4-5).

Puc. 4-4
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 BeeanTe PIN-kDA HOBOrO YCTPOACTEA.
PIM:

(% HakaTb KHOMKy HOBOM YCTPOHCTES B TEHEHME 2 MUHYT

Hasag ][ Nogknigamte |

Puc. 4-5 [loGaBneHne HOBOro ycTpoucTea
War 2: Haxmute n ygepxmneante Haxarton kHonky WPS KnMeHTCKOro ycTponcTBa.

War 3: WHoukatop WPS Oyget muraTe NpuMEpPHO ABE MUHYTLI, MOKa YCTPOWCTBO A0baBnseTcs

C nomMoLbio pyHkummn WPS.

War 4: Korga nHgunkatop WPS 3aroputca He murasi, KNMEHTCKOe YCTPOMCTBO OyadeT ycnewHo

NoaKMnioYeHo K MapLipyTusaTopy.

Il. No6aBneHune yctpoucTtBa nyTém BBoga PIN-koga KNMEHTCKOro ycTpoucTBa Ha

mapLlupyTusaTope

OTOT MeTOA MCMOMb3yeTCs, ecnv Balle KIMEHTCKOe YCTPOWCTBO He umeeT kHomku WPS, Ho

nmeet PIN-kog ansa HacTpowku ¢ nomoLubto gyHkumm WPS.

War 1: CoctosiHne dyHkumm WPS ocTtaBbTe No ymMomn4aHuio, TO ecTb Bknro4veHo, 3atem
HaxxMuTe KHomky [lobaBuTb yCTPOMCTBO (CM. Puc. 4-3), NnosiBUTCA CTpaHuLa Kak Ha
Puc. 4-6.

@ BeeauTe PIN-KOA HOBOMD YCTROMCTER.
PIrN

() HaxaTb KHOMKy HOBOMO YCTPOMCTEA B TEYEHME 2 MUHYT

[ Hazaa ][ Noaknwmamts

Puc. 4-6 [lo6aBneHne HOBOro ycTpoucTBa

War 2: Beeaute PIN-kog knmneHTckoro yctpowctsa B none PIN Ha ctpaHuue WPS (cm. Puc.

BblLlJe), 3arteM HaXXMUTe KHOMKY MoaknunTb.

War 3: Ha ctpaHuue, ykazaHHom Ha Puc. 4-6, nossutcsa coobleHne “MogkntovyeHune ycnewHo
yCTaHOBMEHO . JTO 03HAYaeT, YTO KMMEHTCKOEe YCTPOMCTBO YCMELUHO MOAKMIOYEHO K

MapLLpyTM3aTopy.

lll. Jo6aBneHne yctporctBa nytém BBoga PIN-koga mapwpyTusaTtopa Ha KNMEHTCKOM

ycTpoucTBee

OTOT MeTod, MCMOnb3yeTcsi, ecnn Ballle KIMeHTckoe YcTpoincTBo TpebyeT BBecTu PIN-kon

mMapLupyTusaTopa.

War 1: Ha knueHTtckom ycTpounctBe BBeaute PIN-koa, KoTopbli ykasaH Ha cTpaHuue WPS

MapLUpyTM3aTopa (OH yKa3aH Takke Ha HWKHEN NaHenv mapLupyTuaaTopa).
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War 2: WHaukatop WPS GygeTt muratb NpMMepHO ABe MUHYThI, Noka YCTPONCTBO AobaBnseTcs

C nomoLLbio yHkuun WPS.

War 3: Koraga nHamkatop WPS 3aroputcs, He murasi, KIIMEHTCKOE YCTPOWCTBO ByaeT ycnewHo

NOAKIMKYEHO K MapLUpyTU3aTopy.

& lMpumeuaHue:
1) Wngukatop WPS Ha Touke goctyna 6ygeT ropeTb B TeYEHNE 5 MMHYT NOCne YCNeLHOoro
nobaBrneHnst K ceTm HOBOro YCTPOMCTBA.
2) @yHkuna WPS He moxeT ObiTb MCMOMb30BaHa, €Criv Ha MapLipyTM3aTope OTKIHOYEHO
becnpoBogHoe BewaHue. lNepen Tem kak ucnonb3oBatb dyHkuuio WPS, ybeautecs,

4YTO 6ecnposop,Hoe BellaHne BKITHOYEHO.

45 Cetb

Cetb
-WAN
-LAN

- KnoHwpoeauwe MAC-anpeca

-IPTV

Puc. 4-7 MeHio CeTb

MeHio CeTb copepXut udeTbipe nognyHkta (cm. Puc. 4-7): WAN, LAN, KnoHupoBaHue
MAC-agpeca u IPTV. [Ina HacTpoOMKM HY>XHbIX BaM NMapaMeTpoB BblOepuTe COOTBETCTBYOLLMN
NOAMNYHKT.

451 WAN

Ha ctpaHnue Cetb — WAN Bbl cMoxeTe HacTpouTb napameTtpbl WAN (NogkmoveHusa K

VHTEpHET), KaK yka3aHO HUXe.

1. Ecnu Baw nocTaBLMK VIHTEepHET-ycryr npegocTaBrnsieT BaM napaMeTpbl MOOKMHYEHUS K
WMHTepHeT ¢ nomowpsio DHCP-cepsepa, Bblibepute [OuHamuuveckun IP-agpec.
MapLwpyTtnzatop aBTOoMatudecks nonyuut |IP-napameTpbl OT Ballero mnocTaBLUMKa

UuTtepHeT-ycnyr (cm. Puc. 4-8):
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Tun nogknYeHnA WAN: Dunamuyeckni IP-agpec ~ Onpegenits

IP-agpec: 0.0.0.0
Macka nogcena: 0.0.0.0
OCHOBHOW W3 0.0.00
K nopty WAN e nogkntoyeH kabene!
Pasmep MTU (B Ganrax): 1500 (no ymon4aduie: 1500, He WaMeHATL Ge3 HeoGxogMMOoCTH.)

lcnone3oeats cnegywwme agpeca DNS-cepeepoe
MNpegnoyntaemein DNS-cepeep:
AnsTepHaTHEHLIA DNS-cepeep: (HeoGA3aTenkLHAaA HACTPOMKA)

WmA yana: TL-WR1045

Monyunte IP-agpec ¢ nomowsw Unicast DHCP (Kak npaewno, 3To He TpedyeTca.)

( CoxpaHnTh |

Puc. 4-8 WAN - OuHamudeckun IP-agpec

Ha atoi ctpaHuue oTtobpaxeHbl |IP-napametpbl cetn WAN, HasHaueHHble OMHaMUYEeCKU
BalwmM noctasLimkoM NHTepHeT-ycnyr, Bknoyasa IP-agpec, macky nogcetn, OCHOBHOW LUMO3
n agpeca DNS-cepBepoB. YUToObl 0OHOBUTH MapaMeTpbl OT MocTaBWuka VIHTepHeT-ycnyr,
HeobxoauMO HaxaTb KHorky OOHOBUTbL. YTOObI COpocuTb 3HadveHus IP-napameTpos,

BOCMNOMNb3yhTech kHonkoi OcBo6oanUTL.

» Pa3mep MTU — O6bl4HO 3HayeHne MTU (Maximum Transmission Unit — MakcumanbHbIN
pasmep Onoka nepegauv) ana OonbwwuHcTBa ceTeri Ethernet cocrasnser 1500 Ganr.
PekoMeHOyeM He M3MEHATb 3TO 3HAYEHME, ECNU TOMbKO 3TOro He TpebyeT Ball NOCTaBLUUK

NHTepHeT-ycnyr.

» MWcnonb3oBaTb cneayrowme agpeca DNS-cepBepoB — Ecniv Bbl nonyynnu OT NnocTaBLymKa
WHTepHeT-ycnyr ogmH unu gea agpeca DNS-cepsepa, nocrtaBbTe ranoyky HanpoTus
Ucnonb3oBaTb cnepytowmne agpeca DNS-cepBepoB 1 ykaxute B COOTBETCTBYHOLLUMX
nonsx npeanovMTaembli M ansrepHatvMBHbll DNS-cepsepbl. B npoTuBHOM cnydae

DNS-cepBepbl 6yayT HasHa4YeHbl BalLMM NOCTaBLLMKOM VIHTEPHET-yCnyr aBTOMaTU4eCKu.

& MpumeyaHue:

Ecnu npu BeiBpaHHbIX agpecax DNS-cepBepoB npu nonbiTke AOCTyna K CanTy NosiBAsieTcs
coobuleHve 06 owwnbke, TO, Ckopee BCero, Bbl HenpasBunbHO ykaszanu DNS-cepsepbl. Bam
cnefyet cBA3aTtbCsA € MNOCTaBLUMKOM  WHTepHeT-ycnyr, 4Ttobbl NOMy4nTb HeobXxoammyto

NMHopMauuio.
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» Nonyuutb IP-agpec c¢ nomowbio Unicast DHCP — DHCP-cepBepbl HeEKOTOPbIX

NMOCTaBLUMKOB VIHTEpHET-ycnyr He noaaepXunBaloT MNPUMOXKEHNS  LLUMPOKOBELLATENbHOM
nepegayn (broadcast). Ecnu y Bac He nony4yaetca nonyyuTb |IP-agpec obbl4HbIM NyTeM, Bbl
MoxeTe BbIOpaTb Unicast pexxum. Yaie Bcero HeoOXoaMMOCTb MCMONb30BaTh 3Ty OMNUMIO

OTCYTCTBYET.

2. Ecnn pgna nogknioyeHns kK WHTepHeT nocTaBlMK WVIHTepHeT-ycnyr npegoctaBnsieT Bam
cTaTu4eckuin unu cukcmpoBaHHbii IP-agpec, macky nogcetu, wnio3 u napameTpbl DNS,
BblbepuTe Ctatnvecknm IP-agpec. [Npn aTom OTKpoeTCca CTpaHuua, Kak nokasaHo Ha Puc.
4-9.

Tun noakniovenna WAN: Cratwueckuit IP-agpec
IP-appec: goooao
Macka noacerTH: goooao
OCHOBHOH W3 goooao
Pa3sMep MTU (B Galitax): 1500 (Mo ymonuadui: 1500, He MZMEHATE AE3 HEOAXOOUMOCTK)
MpennountaeMolil DNS-cepeep: 0.00.0
AnbTepHaTHBHLIA DNS-cepeep: 0.0.0.0 (HeOOAZATENLHAR HACTROAKS)
[ COXpAHMTE J

Puc. 4-9 WAN - Ctatnyeckun IP-agpec

> |IP-agpec — Begute |IP-agpec B gecatMyHoMm cpopmarte C pasgenurenbHbiMU TOYKaMMu,

KOTOprﬂ Obin npeanocTtasfieH BallMM NOCTaBLLUMKOM I/IHTepHeT-ycnyr.

> Macka nogcetn — Ykaxute MacKy noacetn B A€CATUYHOM cbopmaTe C pasgenntenibHbiIMA
TOYKaMu, KoTopas Obina npeanocrtasfieHa BalluM NOCTaBLLUUKOM l/lHTepHeT-ycnyr, KaK

npaBuIio, 3To 3Ha4eHne BbIrMAauT Tak: 255.255.255.0

> OCHOBHOM W03 — YKa)XUTE€ OCHOBHOW LUMO3 B AECATMYHOM dhopMaTte C pasgenutenbHbIMu

TOYKaMW, KOTOPbI Gbln NPeAocTaBneH BalluM NOCTaBLUMKOM VIHTepHET-yCryr.

» Pa3mep MTU (B 6anTtax) — O6bi4HO pasamep MTU (MakcMmanbHOro pasMmepa nakera) ans
bonbnHcTBa ceten Ethernet coctasnsietr 1500 6anT. JaHHasa npoueaypa TpebyeTcs kpanHe
peako, u eé cnegyeTt npeanpuHMMaTtb TOJIbKO B TOM Clyyae, eClih USMeHeHuda OaHHOro

napameTpa TpebyeT Balll NnocTaBLUuK VIHTepHeT-ycnyr.
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>

Mpepnountaembin/AnsrepHatuBHbin DNS-cepBep — Ykaxute oguH unu aBa agpeca
DNS-cepBepoB B oecATUMHOM hopMaTe C pasgenuTernbHbiMU ToYKamu, nNpegocTaBreHHble

BallMM NocTtaBLLMKOM I/IHTepHeT-ycnyr.

Ecnu Baw noctaBwmk VHTepHeT-yCnyr npeaoctaBnseT noaknoveHne Kk MHTepHeT yepes
npotokon PPPoE, Bbibepute PPPOE/PPPOE Poccusa. Heobxogumo 6yoeT ykasatb

napameTpsbl, Kak ykasaHo Ha Puc. 4-10:

Thn noakioveHnA WAN: PPPOE/PPPOE Poccun v

MoaxmoyeHue PPPOEPPPOE Poccus:
WuA nonb3oBarena:
Mapons:

MonTBEepANTE NAPonb:

BTOpHYHOE NOAKMIOYEHHE: ® OTENYEHD O AduHamudeckui IP-agpec O CTatwyeckui IP-agpec  0nA Dual Access/PPPOE Poccua)

PeiHM nogKnoyeHnA WAN: ) NMoRkiouKTs No TReBoBaHMIo
MaKcMManEHOE BREMA NPOCTOA | 15 WMUHYTEL (0 03HAYAET, 4T NOAKMIHEHME BYET AKTHEHEIM NOCTOAHHO.)
(@ MOBKMOUHTE ABTOMETHHE CKH
) MOBKMOUHTE MO PACTHCAHKIO
Mepuof EpEMEHN. C | [] 0 MHY:MMno | 23 C |59 (U4 MMy
©) NMopkiounTs BpyHHYID

MaKcMMansHOe BReMA NpocToA: | 15 WMUHYTHL (0 03HAYAET, UTO NOAKMIHEHME BYET AKTHEHBIM NOCTOAHHO.)

MoAKIHDYMTE OTKHYMTE OTkntoyenol

[ CoxpaHuTh ] [[Dononwwrencha |

Puc. 4-10 WAN — PPPoE/PPPoE Poccus

Uma nonbsoBaTenﬂ/I'Iaponb — YKkaxute MMmsa nonb3oBaTtens u naposib, nojlyd4eHHble OT

nocTaBLmka NHTEepHET-ycnyr. 3TN Nonsi YyBCTBUTENbHbI K PEFUCTPY.

MopaTBepauTb nNaponb — Beeante naponb, NpegoCTaBfEHHbIN BallMM MOCTaBLUMKOM

NHTepHeT-ycnyr elle pa3, 4Tobbl y6eanTbes, YTO BBEAEHHbIN Naposb NpaBUbHbINA.

BtopuyHoe nogkntoyeHue — [laHHas onumsa AOCTynHa TOnbKo Ans nogkntodeHns PPPoE.
Ecnu Bbl mony4nnn oT nocTtaBluKa VIHTEPHET-yCNyr OOMOMHUTENbHBLIA TUM MOOKII0YEHNS,
Takon kak OuHamudecknin/Ctatndeckuii IP, ana paboTbl ¢ nokanbHOM CETbIO, TO HEOOXOAMMO

BblOpaTb none AnHamuyecknii/Ctatnyeckuii IP, 4ToObl aKTMBMPOBATL 3TO MOAKMIOYEHME.

. Otknounte — [lo YMOIN4YaHuUto BTOpPUYHOE MNOAKMK4YeHWne OTKMKYeHO, TaK 4TOo

ncnonb3yeTcs Tonbko nogkntodeHme PPPoE. PekomeHayeTcs BbibpaTh 3TOT BapmaHT.

o [OuHamunyeckun IP-appec — UYT0ObI WUCNOMb30BaTh AvHamuyecku IP-agpec,
nonyyeHHbI OT nocTaBwuka WHTepHeT-ycnyr, B Ka4ecTBe BTOPUYHOIO MNOAKIIOYEHUS

and pa6OTbI C IOKanbHOW CEThLI0, Bbl6epVITe 3TOT BapUaHT.

. Cratnyeckmm IP-agpec — Ytobbl ncnonb3oBaTb cTatuyeckuin IP-agpec, nonyyveHHbIn oT
nocrtaBlUMKa VIHTEpHET-yCNnyr, B Ka4yecTBe BTOPUYHOIO MOAKIOYEHMs Ons paboTbl C

NoKarnbHOW CEeTbHo, BbiIGEPUTE 3TOT BapuaHT.
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> MoaknounTb No TpeGoBaHUIO — B HacTpoikax mapLupyTU3aTopa MOXHO yKasaTb, YTOObI OH

aBToMaTMyeckn cbpacbiBan coefuHeHne c VIHTepHeT u4epe3 onpedeneHHbIn nepuosa
BpemeHn (MakcumanbHoe BpeMmsA npoctosi). [logkntoyeHve OydeT  yCTaHOBMEHO
aBTOMAaTWYeCKM, Kak TONbKO Bbl CHOBa obpatuTtech k MHTepHeT-pecypcy. Ecnn Bbl xoTuTe,
yToObl MopgkntoyeHne Kk WHTepHeT ObINo akTMBHBIM MOCTOSHHO, BbibepuTe 0 B none

MakcumanbHoe BpeMs npocTton nnoéo YKaXnNTe KOHKpEeTHOEe 3Ha4YeHne B MNHyTax.

> MopknounTb aBTOMaTU4YeCKU — Mapu_lpyTvl3aTop aBToMaTtn4eCkn BOCCTaHaBIIMBaET

coefMHeHne, Kak ToNbKo OHO 6bIfno copoLLeHo.

> MogknounTtb no pacnncaHuvro -— MoagkntoyeHne K MHTepHeT 6y,u,eT YCTaHOBITIEHO W
C6pOLIJeHO B yCTaHOBJIEHHOE BpeMA Ha 3a[jaHHbIN nepwunoa (D,aTa Ha4vana M KOHua nepuoaa

yKasbiBaeTcs B popmate Y4:MM).

& MpumeyaHue:

®yYHKUMA NOAKIMIOYEHNS MO pacnucaHuio Gyaet paboTaTb TONMbKO NOcne TOro, Kak Ha CTpaHuue

CucteMHble MHCTPYMeHTbI — HacTpoika BpeMeHu OyaeT BbICTABNEHO CUCTEMHOE BPEMS.

> [MopKnUYnMTbL BPY4YHYIO0 — [Ind HEMeONEeHHOro NOoAKNIYEHNS/OTKITIOYEHUSA BOCNONb3YNTECH
kHonkon  MogkniounTb/OTKNOYMTL.  [locrne  ucTedeHnMss  ykasaHHOro  nepwuopga
(MakcMmanbHoe BpeMsi MPOCTOA) MapLUpyTU3aTop NpekpatuT nogkniodeHne Kk NHTepHet
(Tak xe kak B pexume [MogknUYMTbL MO TpebGoBaHWIO), NMpU 3STOM, €CNU Bbl CHOBA

obpaTtutech kK MIHTepHeT-pecypcy, NoakntoyeHne He OyaeT aBToMaTUYECKN BOCCTAHOBIEHO.

BHuMaHue: VHorga noakniodeHne K MIHTepHeT He MoXeT ObiTh NpekpalleHo, AaxKe ecnv B rnone
MakcvuMarnbHoe BpeMsi MPOCTOS yKa3aHO KOHKPETHOE 3HauyeHue, T.K. HEKOTOpble MPUIOXKeHUs

NocTosAHHO obpawatoTcs K IHTepHET B )OHOBOM peXMME.

Ecnn Bbl XxOTUTE BHECTU W3MEHEHUA B OOMNOSHUTENbHbIE HaCTpOVIKVI, HaXXMWUTE KHOMKY

[ononHuTenbHO, NoCne Yero Bbl NONageTe Ha CTpaHuuy Kak Ha Puc. 4-11:

Pasmep MTU (g Saiitax): 1480 (N0 yRON4aHMID: 1480, HE H3MEHATE BE3 HEOBXOAMMOCTH.)

HuA ceperca:

WMA KoHUeHTpaTopa fociyna;

[] Mcnonezoeate IP-agpec, NPEROCTAENEHHEIR NOCTABWWKOM MHTEPHET-YCYT

IP-anpec, npeso i no PHET-YCIIYT: 0000

p HAAIH. 0 cekyHae (0 - 120 cekyHd; no ymonyadmio: 0; 0 02HAYEET, UTO OTCNEHMERHME HE NPOWCKOOMT.)

[ Wcnonezoeate cnegriowue agpeca DNS-cepeepos
Mpennounraemblii DNS-cepeep: 0000

AnbTepHaTHBHBII DNS-cepBep: 0.0.0.0 (HeoBAZATENLHAA HACTROMKE)

CoxpaHuTE ] Hasag ]

Puc. 4-11  JononHutenbHble HacTporkn PPPOE/PPPOE Poccus
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> Pa3amep MTU — 3HauyeHune no ymonuaHuto 1480 6anT, 4To 0ObIMHO SBNSAETCS ONTMMAaribHbIM.

He pekomeHayeTtcA WU3MEeHATb AdaHHOe 3HaydeHue, eClin TOJIbKO 3TO He ABNdeTCA

TpeboBaHMeM nocTaBLyKka VIHTEpHET-yChyr.

>  Wma cepBuca/lms koHUeHTpaTopa gocTyna — 3T HACTPOMKN HYXXHO M3MEHSTb TOSbKO MO
TpeboBaHmto noctaslumka VIHTepHeT-ycnyr. B BonblWMHCTBE CriyYaeB MOXHO OCTaBWUTb 3TU

nonsi NyCTbIMM AN HopManbHON paboTbl yCTPONCTBA.

> Wcnonb3oBaTtb IP-agpec, npeaoctaBneHHbIW noctaBwmkom UHTepHet-ycnyr — Ecnu
Baw nocTtaBwmKk WHTepHeT-ycnyr He HasHayaeT MaplwpyTtusatopy IP-agpec B
aBTOMaTMYEeCKOM pexume npu Bxoge B CUCTEMY, OTMETLTE 3Ty A4Yenky n ykaxute IP-agpec,
NonyYeHHbIN OT nocTaBLwmka MHTepHeT-ycnyr B gecsatudHom dopmMare ¢ pasgenuTenbHbIMU

TOYKaMM.

> WHTepBan oHnanH-oTcnexuBaHuA — MaplipyTmMsaTtop Npov3BOAMT OTCMEXMBAHME TOYKM
AOoCTyna 4Yyepes onpeaeneHHbIn NHTepBarn B peXMMe OHNanH. o yMonyaHuilo ycTaHOBMNEHO
3HaveHne “0”. Bbl moxeTe ykasaTb 3HadeHue B npegenax ot 0 go 120. 3HauyeHue “0”

O3Ha4YaeT, YTo PYHKUMS OTKIHOYEHa.

»> [Mpepnountaembin/AnsTepHatuBHbI  DNS-cepBep - Ecnv Baw NoOCTaBLUMK
MHTepHeT-ycnyr He HasHadaeT DNS-agpeca B aBTOMaTU4ECKOM pexXume nNpu BXOOAE B
cuctemy, Bblbepute WUcnonb3oBaTtb cnepywowme agpeca DNS-cepBepoB u ykaxute
nonyyeHHbln OT nocTaBwuka WHTepHeT-ycnyr IP-agpec B gecatnyHoMm dpopmarte c
pasgenuTenbHbiMU Todkamu. Ecnn nmeetca agpec anstepHatuBHoro DNS-cepeepa, ero

TaKxe crnefgyeT yKkasaTb.
YToObI COXpaHUTb caenaHHble USMEHEHUA, HAXKMUTE KHOMKY Coxpanrb.

4. Ecnv Baw noctaswuk NHTepHeT-ycnyr npefocTaBnseT nogkniodeHne Kk VIHTepHeT yepes
kabenb BigPond (vnu Heart Beat Signal), Boibepute Kabenb BigPond. Bam HyxHo byget
ykasaTb criegytowime napameTpsbl (M. Puc. 4-12):
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Tun nogxmovenna WAN: Kabene BigPond v
HuA nonb3oBatens:
Mapone:
Cepeep ayTeHTH(DHKALYIN: SM-SErver
BoMeH ayTeHTH(HKALMN:

Pasuep MTU (B Gaifrax): 1800 (noymondaHuio 1500, He uaMeHATe Gez HeoDx0gumocTh.)
O MogkniuKTE N0 TREGoBaHKMID
MaKCMMANEHDE BREMA NPOCTOA: | 15 MUHYT (0 03HAUAET, UTO NOAKNIOYEHUE GYAET RKTHEHEIM NOCTOAHHOD.)
(@ MoBKNINUMTE AETOMATHYEEKY
() MoBKNIIUMTE BpyHHYI

MaKCMMANEHDE BREMA NROCTOA: |15 MMHYT (0 03HAYEET, UTO NOAKNI0YEHHE BYNET AKTMEHEIM NOCTOAHHO.)

MogKnH4muTs OTRAMMMTE OTknoyeno!

COxpaHHTh

Puc. 4-12 WAN - Kabenb BigPond

> Umsa I10]1b3OBaTeJ1ﬂ/napOJ1b — YKkaxute Mmsa nonb3oBaTtens wu naposib, nojlyd4eHHble OT

nocrasLLMKa VIHTepHeT-ycnyr. 3TK Nonsa SBNATCA YYBCTBUTENBHBLIMW K PETUCTPY.
> CepBep ayTeHTUdMKauumm — Ykaxunte IP-agpec cepsepa ayTeHTUdUMKALMN NN UMS y3na.

> J[omeH ayTeHTUpUKaLMKN — YKaxXnte JOMEHHbIN CydPdUKC MMEHN cepBepa B 3aBUCUMOCTU

OT Ballero MeCtoHaxoxaeHus. Hanpmmep:

NSW /ACT - nsw.bigpond.net.au
VIC / TAS / WA/ SA/ NT - vic.bigpond.net.au
QLD - gld.bigpond.net.au
»> Pasmep MTU — OObivHO 3HavyeHne MTU (MakcumanbHbI pa3mep naketa nepegaBaeMblxX
AaHHbIX) ona donbwmnHcTBa ceTen Ethernet coctaBnsiet 1500 GanTt. He cnegyeT MeHATb 3TO

3HaYeHWs1 KpoMe TeX Cryyaes, korga aTo TpebyeTcst nocTaBLUKoM VIHTEPHET-yChyr.

» [MopKnYMTbL NOo TpeboBaHUI — B HACTpolikax MapLUpyTU3aTopa MOXHO yKkasaTb, YTOObI OH
aBToMaTMyeckn cbpacbiBan coeguMHeHne c VIHTEpHET 4epe3 onpedeneHHbIn nepuog
BpemeHn (MakcumanbHoe Bpemsa npoctosd). [logkniodeHne OyaeTr  ycTaHOBMEHO
aBTOMAaTMYEeCKM, Kak TONMbKO Bbl CHOBa obpartuTtecb k MHTepHeT-pecypcy. Ecnu Bbl xoTuTe,
4yTOObI MopgkNtoYeHne K WMHTepHEeT ObiNo akTMBHBIM MOCTOSHHO, BbibepuTe 0 B none

MakcumanbHoe BpemMsA NpocToA nnbo YKaXunUTe KOHKpETHOE 3Ha4YeHne B MUHYyTax.

> MogknounTb aBTOMaTU4YeCKN — MapUprTmsaTop adBTOMAaTU4eCkn BOCCTaHaBJIMBAET

coenHeHne, KaK TorNbKo OHO BblNno cOpoLUEHO.

> MogknounTb BpYYHYH — [1ns HemMeaneHHOro NOAKMYeHNSA/OTKITIOMEHNST BOCNONb3YNTECh
KHOMKOWN MNoaknountb/OTKNIOYNTD. MNocne ncTeyeHust yKasaHHOro nepuoga

(MakcumanbHoe BpeMsi MPOCTOs) MapLUpyTM3aTop NpPekpaTuT noakntoveHne Kk NHTepHeT
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(TaK Xe KaK B pexunme MopkniounTtb no TpeGOBaHIMO), npu 3TOM, €Clin Bbl CHOBa

O6paTI/ITer K VIHTepHeT-pecypcy, NoAKn4vyeHne He 6y/:|,eT aBTOMaTn4eCkn BOCCTaHOBJIIEHO.

YUTtobbl nogknioumTbcsl K VIHTEpPHET HemeaneHHo, HaxmuTe kHomnky MogknmuuTb. YTOObI

coefnHeHne ¢ IHTEepHET Gblno cOPOLLEHO HEMEOSIEHHO, HAaXMUTE KHOMKY OTKIIOUYMUTD.

BHumaHue - ViHorga nogkntoyveHme k IHTEpHET He MOXeT ObiTb NpeKkpalleHo, gaxke ecrnv B none

MakcumanbHoe BpemMsA NpocToA yKa3aHO KOHKpETHOE 3Ha4YeHue, T. K. HEKOTOpble NPpUoXxeHnq

NocTOsIHHO obpallatoTcs kK MHTepHeT B POHOBOM peXnme.

Haxxmute kHonky CoxpaHUTb 4115 COXpaHEHUS! BalLMX HACTPOEK.

5. Ecnu Baw nocTaBLMK VIHTepHeT-ycnyr npeaocTaBnsieT noaknoyeHe k MHTepHeT yepes

npotokon L2TP, Bbibepute BapuaHT L2TP/L2TP Poccusa. Heobxoammo Gyaet ykasaTb

napameTpbl Ha cTpaHuue, ykasaHHoW Ha Puc. 4-12:

Tun nogknvenna WAN:

WmA nonbsoBatena:

MNapons:

IP-anpecMuA cepeepa:
IP-anpec:

Macka nogceru:
OCHOBHOI W0 3:

DNS:

IP-appec UHTEpHeT:

HurepHer DNS:

Pasmep MTU (B aiTtax):

MaKcHMansHoe BpeMa NpocToa:

PeXHM NoAKNMioYeHHs WAN:

L2TRA2TP Pocoua v

OTknioueno!

MoAKNHHHTE

OTKNHMMTE
® JuHamudeckui IP-gapec (5] CTaTHdeckui IP-agpec

0.00.0
0.0.0.0
0.00.0

0.0.00,0.00.0

0.0.0.0
0.00.0,0000

1450 (no ymonuanuie: 1460, He U2MeHATE ez HeoBXOqUMOCTH.)

15 MKHYTEI (0 DZHAYEET, 4T0 No4KNnYeHMe Ay OeT aKTMEHEIM NOCTOAHHD.)

(y MOAKNKYKTE N0 TREO0BEHMIO
(@ MOAKNKUMTE FETOMATUHECKM

© MoAKNKHUTE BIYHHYI

COXpaHWTh

Puc. 4-13 WAN — L2TP/ L2TP Poccus

> Wma nonb3oBatens/Maponb — Ykaxute ums nonb3oBaTtens U naponb, NpegoCcTaBreHHble
BaLUMM NOCTaBLLMKOM VHTepHEeT-ycnyr. 3T nonsa YyBCTBUTENbHbLI K PErMCTpY.

> OuHamuueckun IP-agpec/Ctatnuecknn IP-agpec — Boibepute CTtaTtnueckun IP-agpec,

€Cnu Bbl Nonyyunu 3HadeHune IP-agpeca, macku nogcetu, wnosa n agpec DNS-cepsepa ot

nocrasLLmka ViHTepHeT-ycnyr. B npotMBHOM cny4dae Bbibepute AuHamuyeckun IP-agpec.

> |IP-agpec/Mma cepBepa — Ykaxute

IP-agpec wnn pomeHHoe wums VPN  cepsepa,

nony4yeHHble OT NOCTaBLLUMKa I/IHTepHeT-ycnyr.
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> IP-apgpec — Ykaxute IP-agpec, ncnonb3yemblnl Ans noaknodeHus. (YkasbiBaeTCa TONbKO

npu Bblbope Tna nogknoyeHus "Ctatunyeckun IP-agpec”).

> Macka nopcetn - VYkaxuTe 3HayeHMe Macku MOACETW, MOMy4YeHHOe OT MOCTaBLLMKa
MHTepHeT-ycnyr. (YKasbiBaeTcs TONMbKO Mpu BbiOOpe Tuna noaknodeHus "Cratudeckun

IP-agpec").

> OCHOBHOM W3 — YKaxuTe 3HayeHue LUM3a, MoMyyYeHHoe OT MNOoCTaBLUuKa
WHTepHeT-ycnyr. (YkasbiBaeTca TONMbKO MNpu Bblibope Tuna noakntdeHus "CraTtudeckun

IP-agpec").

> DNS — Beegute agpec DNS-cepBepa, nonyyeHHblin OoT nocTtaslimka WHTepHeT-ycnyr.

(YxasbiBaeTcsa TonbKko npu Beibope Tuna nogknioveHns "Crtatudeckun IP-agpec").

> [MopknounTb No TpeboBaHUIO — B HacTpoikax MmapLupyTusaTtopa MOXHO yKkasaTb, YTOObI OH
aBToMaTMyeckn cbpacbiBan coefuHeHne c WHTepHeT 4epe3 onpedeneHHbIn nepuoa
BpeMmeHn (MakcumanbHoe BpemsA npoctosi). [logknioyeHve OydeT  yCTaHOBMEHO
aBTOMAaTWYECKM, KakK TONbKO Bbl CHOBa obpatuTtech k MHTepHeT-pecypcy. Ecnn Bbl xoTuTe,
yToObl MogkntoyeHne Kk WHTepHeT ObiNo akTMBHBLIM MOCTOAHHO, Bblibepute 0 B none

MakcumanbHoe BpeMs npocTtos nnoéo YKaXNUTe KOHKpEeTHOEe 3Ha4YeHne B MNHyTax.

> [lMoaknounTb aBTOMaTUYeckM — MaplpyTusaTop aBTOMATUYECKM BOCCTaHaBMMBaET
COefMHeHNe, Kak TONbKO OHO 6bino copolleHo. [ns BKNOYEHUs 3TON hyHKLUM BbiGepuTe

3TOT BapuaHT.

> [MopKnwunTb BpYYHYHO — B HacTpovikax Mapupytu3atopa MOXHO BblOpaTb
NOAKIMIOYEHNE/OTKNIOYEHNE  Bpy4dHyl.  [locne  nMCTeveHust  ykasaHHOro  nepuoga
(MakcnmanbHoe BpeMsi NPOCTOs), MapLUpyTU3aTop cOpoCUT noaknyveHne Kk VHTepHer,
npu 3STOM, ecnu Bbl obGpaTtutecb Kk WMHTEpHET-pecypcy CHOBa, MogkrntdeHne He Oyaer
aBTOMaTM4eckn BOCCTAHOBMNEHO. Ecnu Bbl XoTUTE, 4TOOLI nogkntoveHne kK VIHTepHeT 6bino
aKTUBHO BCce Bpemsi, ykaxuTe 0 B none MakcumanbHoe Bpemsi MPOCTOsA. Takke MOXHO
yKasaTb Nepuog BpEMEHM B MUHYTaXx, B TEYEHWE KOTOPOro MoakmnoyYeHne K VIHTepHeT Oyaer

AKTUBHbIM.

UTtobbl nogknioumTecs K MIHTEpHET HemeaneHHo, HaxmuTte kHornky MogknuuTtb. YTOObI

coeanHeHne ¢ IHTepHeT Obino cOpoLeHO HEMEANEHHO, HAXXMUTE KHOMKY OTKNIOUYNTDb.

BHumaHue: VMHorga nogkntoveHme K VIHTEpPHET He MOXET ObiTb MpPeKpalleHo, gaxe ecnu B
none MakcumanbHoe BpeMsi MPOCTOSl yKa3aHO KOHKPETHOe 3HaveHue, T. K. HeKoTopble

npunoXxeHma NOCToOAHHO o6paLua+0Tc;| K MHTepHeT B (bOHOBOM pexnme.

6. Ecnu Baw noctaBwmk WHTEpHeT-ycnyr npenoctaBnseT MNOAKNIYEHUE 4vepe3 NpPOTOKOs
PPTP, BbiGepute BapuaHT PPTP/PPTP Poccusa. 3atem ykaxuTe crnegyrowine napameTpbl
(cm. Puc. 4-13):
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Tun nogxmoveHna WAN: PPTRAPPTP Poccua hd

HuA nonk3oeatens:

Maponb:

MoAKNHYUTE CTKNHYMTE Ortknioyeno!

® OuHaMudecki IP-agpec (5] Cratudeckui IP-agpec

IP-anpecMuA cepeepa:

IP-appec: 0000
Macka nopceru: 0.0.00
OCHOBHOMH WMi03: 0.0.00

DNS: 0.0.0.0,0.0.00
IP-anpec WHTepHer: 0000

HHTepHet DNS: 0.0.0.0,0.0.00

Pazuep MTU (B GaiiTax): 1420 (N0 yron4aHe: 1420, He uEMeHATE O3 HeofxodumocTa.)
MakcHManbHoe BpeMA NpocToA: 15 MUHYTE (0 03HAYAET, 4T0 NOAKNINYEHHE ByOeT aKTHBHEIM NOCTOAHHD.)
Pexkum nogxnioveHnA WAN: ® Moakno4YKTE No TReBosaHUID

(;:. MOOKMOYKTE SETOMATHUECKH

() MOAKIKHMTE BRI HYO

COXPaHUTE

Puc. 4-14 WAN — PPTP/ PPTP Poccusi

Uma I10]1I:3OBaTeJ1H/napOJ1I: — YKauTe ums nonb3oBarterns u naposb, npeaocrtaBlieHHbIe

Ballnm nocrtaBLLNKOM I/IHTepHeT-ycnyr. OTn nons YYBCTBUTENbHbI K PErnCTpY.

OvHamnuecknn IP-apgpec/Ctatnyeckun IP-agpec — Boibepute Ctatuveckun IP-agpec,
ecnu Bbl nonyyunnu 3HadeHune IP-agpeca, macku nogcetu, wnosa n agpec DNS-cepsepa ot

noctaeLLmka MiHTepHeT-ycnyr. B npoTtMBHOM cnydae Bbibepute AinHamun4veckun IP-agpec.

IP-appec/Uma cepBepa — VYkaxute I|P-agpec wunu pgomeHHoe wms VPN cepsepa,

nony4yeHHble OT NocTaBLUMKa MHTepHeT-ycnyr.

IP-appec — Ykaxute |IP-agpec, ncnonb3yembin gns nogkntodeHns. (YkasbiBaeTcsa TOMbKO

npw Boibope Tuna nogkntoveHms "Cratmyeckun IP-agpec”).

Macka noacetu - YKaxuTe 3Ha4YeHMEe MacKy MNoAceT, MNOoSlyYeHHoe OT MocTaBLLMKa
WuTepHeT-ycnyr. (YKasbiBaeTca TOMbKO MNpu Bblibope Tuna noakniodeHus "CraTtudeckun

IP-agpec").

OCHOBHOM WNO3 — VYKaXuTe 3Ha4yeHue LWni3a, MoNyvYeHHoe OT  MocTaBLyMKa
NHTepHeT-ycnyr. (YKa3biBaeTcs TOIbKO Mpu Bblbope Tuna noaknoyveHus "CraTuyeckui
IP-agpec").

DNS - Beegute agpec DNS-cepsepa, nonyyveHHblt OT nocTaBwuka WIHTepHeT-ycnyr.

(YkasbiBaeTcs TONbKO Npu Bbibope Tnna nogkntodenuns "Ctatuyeckmii IP-agpec”).
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UToGbl noakniountbcs K MHTEpHET HemearieHHo, Haxmute kHorky MoakniounTtb. YToObI

coeanHeHune C MHTepHeT Obino C6p0LU€HO HeMeaNneHHO, HaXMUTE KHOMKY OTKNIO4YUTDL.

> [MopknounTb No TpeboBaHUIO — B HacTponkax mapLupyTn3aTopa MOXHO ykasaTb, YTOObI OH
aBToMaTMyeckn cbpacbiBan coeauHeHne c VIHTepHeT u4epe3 onpedeneHHbIn nepuoa
BpemeHn (MakcumanbHoe Bpemsa npoctosi). [logkntoyeHve OydeT  yCTaHOBMEHO
aBTOMAaTWYeCKM, KaK TONbKO Bbl CHOBa obpatuTtech k WHTepHeT-pecypcy. Ecnn Bbl xoTuTe,
yToObl MopgkntoyeHne Kk WHTepHeT ObINo akTMBHbLIM MOCTOAHHO, Bblibepute 0 B none

MakcumanbHoe BpeMs npocTtos nnbéo YKaXNUTe KOHKpEeTHOEe 3Ha4YeHne B MNHyTax.

> [MoaknounTb aBTOMaTUYeCckM — MaplpyTu3aTop aBTOMATUYECKM BOCCTaHaBMMBaeET
COefMHeHne, Kak TONbKO OHO 6bino cOpolleHo. [ns BKNOYEHUs1 3TON hyHKUUK BbiGepuTe

3TOT BapuaHT.

> MMogknunTb BpyYHywo — B HacTporkax mapuwpyTusatopa MOXHO BblOpaTb
nogkntodeHue/oTknodeHe  BpydHyto.  [locrne  wncTedeHus  yka3aHHOro  nepuopa
(MakcnmanbHoe BpeMsi NPOCTOos), MapLupyTu3aTop cOpocuT noakniyveHne Kk UHTepHer,
npyu 3ToMm, ecnu Bbl obpatutecb K WHTepHeT-pecypcy CHOBa, MNOAKM4YeHUe He Oyaet
aBTOMaTUYEeCKN BOCCTaHOBMEHo. Ecnu Bbl x0TUTE, 4TObbl NoakntoveHne k MHTepHeTt 6bino
aKTUBHO BCce Bpemsi, ykaxuTe 0 B none MakcumanbHoe Bpemsi MPOCTOsA. Takke MOXHO
yKasaTb nepuog BpeMEHU B MUHYTax, B TEYEHME KOTOPOro noaknodyeHne Kk NiHtepHet byaet

aAKTUBHbIM.

BHuMmaHue: NHoraa nogkntodeHne kK IHTEpPHET He MOXET ObiTb NMpekpalleHo, Aaxe ecrnuv B
none MakcumanbHoe BpeMsi MPOCTOA YKa3aHO KOHKPETHOE 3HavyeHue, T. K. HEeKOTopble

NPUNoXeHna nNoCToAHHO 06an.l,aI-OTCFI K MHTepHeT B (DOHOBOM pexnme.

& MpumeyaHue:

Ecnn Bbl He 3HaeTe, KakoW TUMN MOAKMIOYEHUSA BbIbpaTb, HaxmuTe KHonky OnpeaenuTb, U
MapLupyTU3aTop aBTOMaTU4ecku MpoBedeT CKaHMpOBaHWMEe CepBepoOB W MPOTOKOMOB
WHTepHeT-nogknodeHmnsa. Ecnn  MapLupytusartop onpeaenuT akTUBHOE VIHTepHeT-noaknioyeHve,
TO OH coobwuT Bam 06 3TOM. [laHHas uHoOpMauusa NPUMBOAMTCA TOMbKO ANS CnpaBku. YToObI
y6eamTbCH, Kakoe MMEHHO MOAKMKYEeHWe UCNOMb3yeTcs Ha BalleM KOMMbKTepe, BaM HYXXHO
obpaTuTbCAa HEemnocpeacTBEHHO K nocTaBwuky WHTepHeT-ycnyr. MaplpyTtnsatop MOXeT

onpeaenvTb cregytowme TUMbl NOAKMHYEHNIA:

e PPPoE - [na nogknioyeHun 4eped npotokon PPPoE (TpebyeTca ykasatb ums

nonb3oBaTesisa U Naponb).

e [OuHamunueckun IP-agpec — lMogknoyeHus, MCNonb3yLlne OUHAMUYECKOE HasHayeHue
IP-agpecos.
e Cratnuyeckun IP-agpec — [logknoyeHus, WCMNONb3ylLWME Ha3HAYeEHME CTaTUYECKMUX

IP-agpecos.
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MaplpyTtnsatop He MOXeT OOHapyxuTb Takue nogknioveHus kak PPTP/L2TP/BigPond. Ecnu

NnocTaBLUMKK l/IHTepHeT-ycnyr ncnonb3dyeTt oAuH M3 TakKnX NPOTOKOSIOB, Bbl OOJIKHbI MPOU3BECTU

NOAKMHOYEHNE BPYUHYIO.

4.5.2 LAN

Ha ctpanuue Cetb — LAN mMoXHO HacTpouTb IP-napameTpbl nokansHon cetn (cM. Puc. Hnxe).

LAN

MAC-anpec: CO-44-00-F6-D6-BE

IP-anpec: 192.165.0.1
Macka nogcer: 205.265.2660 v

( COXpaHuTL |

Puc. 4-15 LAN

> MAC-agpec — ®usnuyeckni agpec mMapLupyTMsaTopa, BUOUMbBIA B FOKanbHOW CETW.
3HavyeHne He MOXET OblTb M3MEHEHO.
> |IP-agpec — VYkaxute |P-agpec MapwpyTtusatopa B AecCATUYHOM dopmaTe C

pasgenuTernibHbIMY ToYKamu (3HadeHne no ymonyanuio - 192.168.0.1).

> Macka nogcetn — Onpeaensiet pasmep cetn. O6bivHO 255.255.255.0

& Mpumeyanue:

—_

Ecnu Bbl MmeHsieTe IP-agpec B cetn LAN, Bbl OMKHbI UICNONb30BaTh 3TOT HOBLIN IP-agpec
ONA BXo4a B MapLupyTm3aTop.

2. Ecnu HoBbIn IP-agpec B ceTn LAN He HaxoauTcs B TOM Xe NoAceTu, YTo U npefbliaywuni, B
nyn IP-agpecos DHCP-cepBepa 6ynyT aBToMaTn4eckn BHECEHbI COOTBETCTBYOLLME
N3MeHeHus1, ogHako dyHKUMM BupTtyanbHbein cepsep n DMZ He ByayT pabotaTbh 4O BHECEHNS
HeobX0aUMbIX N3MEHEHUI B X HACTPOMKM.

4.5.3 KnoHupoBaHue MAC-agpeca

Ha ctpaHnue Cetb — KnoHupoBaHue MAC-agpeca Haxogatcsa HacTponkn MAC-agpeca cetu
WAN (cm. Puc. 4-16):

KnoHupoBaHue MAC-agpeca

MAC-anpec B cetn WAN: |CD-4A—DD-FE-DE-EF | [ BocctaHoeuTe 3aBonckod MAC-anpec ]
MAC-agpec BaWero KoMnsTepa: |SD—E5—49—1 E-0B-30 | [ Knonuposate MAC-agpec ]

COxpaHyTb

Puc. 4-16 KnonupoBaHne MAC-agpeca

HekoTopble nocraBLumku MHTEpHET-ycnyr TpebytoT pernctpaumm MAC-agpeca agantepa. 3gech

penko TpebyeTcs BHOCUTL Kakne-nmbo M3MeHeHus .
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> MAC-agpec B cetn WAN — B atom none otobpaxaetca Tekywun MAC-agpec nopta

Internet. Ecnn Baw noctaBwnk UHTepHeT-ycnyr TpebyeTt, 4Tobbl Bbl 3apeructTpupoBanu
MAC-agpec, ykaxuTte npaBunbHbii MAC-agpec B atom none. ®opmat MAC-agpeca

XX-XX-XX-XX-XX-XX (rae "X" - ntoboe LecTHaauaTepnuyHoe 4ncro).

> MAC-agpec Bawero komMmnbkTepa — B atom none otobpaxaetca MAC-agpec
KOMMblOTEPA, YNPABNSALWEr0 MapLUIpyTM3aTopomM. MNMpn HeobXxoaMMOCTN 3aperncTpmpoBaThb
MAC-agpec Bawero agantepa, HaxmuTte KHornky KnoHupoBatb MAC-agpec, nocne 4ero

OH nosieutca B none MAC-agpec B cetn WAN.

Haxmute BoccTaHOBUTbL 3aBOACKOM MAC-a.qpec Ona BOCCTaHOBIIEHNA 3aBOOCKOIo 3Ha4YeHuns

no ymonyaHuto MAC-agpeca noprta Internet.

Haxmunte KHOMKY COXpaHVITI: ana coxpaHeHua caenaHHbIX N3MEHEHUN B HaCTpOVIKaX.

& MpumeyaHue:

®dyHkumsa  knoHupoBaHua MAC-agpeca MOXeT ObiTb MCMONb30BaHa TOSMBKO KOMMbIOTEPOM
noKarnbHOM CeTu.

4.54 IPTV

Mpu BbIGope CeTb — IPTV oTKpoeTCcsl OKHO, Kak nokasaHo Ha Puc. 4-16.

IGMP Proxy: BrnounTs “
Pesmm: ABTOMATHYECKN v
[ CoXpaHHTb |

Puc. 4-17 IPTV

» IGMP Proxy — IGMP (npotokon ynpaBneHus rpynnamu WHTepHeta). Ecnu Bbl xoTute

npocmartpueaTb TenesugeHue Yyepes IGMP, BknounTe aTy onuumio.

> Pexum:

Pexun: AETOMATHYECKH o

Puc. 4-18 Pexum

e ABTtomaTtuyecku - loptbl LAN, ucnonbsytowume TtexHonoruto IGMP Proxy, 6ygyt
paboTtaTb 6€3 M3MEHeHMI, YTO NO3BONUT NpocmaTtpueats IPTV kak no NpoBogHOMY, Tak

1 no 6ecnpoBOAHOMY NOAKMIOYEHNIO.
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PexuM: hlocT o

Moprt anAa IPTY: LA 4 w

Puc. 4-19 ABTOMaTn4yecku

*  MocT - Ykaxute kKoHkpeTHbI nopT LAN ansa IPTV TB-npucTtaBku, KoTopas nonyymT
KOHKpeTHbIV IP-agpec HenocpeacTBeHHO OT noctaBwuka VIHTepHeTt-ycnyr. MNpn 3Tom He
Oynet HabnogaTbcs NOTepU KavyecTBa, Aaxe npu Hanudmu y MK BxogsLiero Tpaduka,
3arpy>kaemoro Yyepes MapLUpyTM3aTop Ha MakCMManbHOW CKOPOCTU, MOCKOMbKY NOpT
LAN un3onumposaH ot npouunx noptoB NAT LAN.

* Mopt ana IPTV - Homep nopta LAN, Ha KOTOPOM yCTaHaBnMBaeTCca coegMHeHne Tuna
"mocTt" ¢ noptom WAN/Internet ansa ucnonbsosaHus ycnyrm IPTV. (LAN4/LAN3&LAN4 -
Homep nopTta LAN, yepes KoTopbIn Bbl nony4vaeTe curHan v IP-agpec ans
ucnonb3oBaHusa IPTV-ycnyrun).

& MpumeyaHue:

1. Ecnn unamenutb paboty nopta LAN B pexum "moct" ¢ noptom WAN/Internet, cuctema

nepesarpysmnTcs.
2. VNameHenne nopta IPTV gna TB-npuctaBku BCTYNWUT B CUIy TOMbKO MOCME nepesarpysku
MapLupyTusartopa.
Pexmn: 502.1Q Tag VLAN hd
VLAN TAG gna UHTepHeT: () OTENWUNTE (&) BENOUNTE
Woexntndukarop VLAN ons goctyna K HHTEpHeT: 1257
Mpuopuret VLAN onA goctyna Kk MHTepHeT: 0 v
Woentdpukarop VLAN ana ycnyru IPTV: 4000
Mpuopurer VLAN ana ycnyrm IPTV: 4 hd
Woentndukatop Multicast VLAN ona yonyrm IPTV: 1110
Mpuoputer Multicast VLAN ana ycnyra IPTV: 4 b
Woenwmndomkatop VLAN onA ucnonb3oBaHunA IP-Tenedoxa: 263
Mpuopuret VLAN gna ncnons3oeaHnA [P-renedona; 0 hd
Pexum patoTsl nopra LANT: IPTV b
Pexum padoTel nopra LANZ: WHTepHET b
Pexum patotel nopra LANS: AHTEpHET hd
Pexum patoTel nopta LAN4: IP-TenedoH b
( COXpaHUTb |
Puc. 4-20

e 802.1Q Tag VLAN - lNocTaBLnK VIHTEpHET-yCnyr MOXeT NpeaoCTaBnATb NOAKIIOYEHNE
Ha ocHoBe TexHonornn 802.1Q Tag VLAN. Bbl MOXXeTe NpucBouTb AN pasHbiX MOPTOB
LAN pasHble ngeHtudgukatopsl BuptyanbHon cetn (VLAN Tag ID): ons nogkntoyeHns
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MK, IPTV TB-npuctaBku nnu IP-tenedgoHa. CBAXUTECH C BalUMM MOCTABLLNKOM
WNHTepHeT-ycnyr 4nst yTouHeHUsa nHdopmMmaumm o6 naeHtudmkaTope BUPTYarnbHOWM CETH.

e VLAN TAG ans UHTepHeT — Ecnu BbI BkIto4aeTe 3Ty onumio, To yepes Internet-nopt
OyayT nepefaBaTbCH TOMNbKO TEMMPOBAaHHbIE NAKeThI.

o Wpentudukatop VLAN ansa goctyna Kk UHTepHeT — YkaxuTte ngeHtudpukartop VLAN
Ans goctyna K IHTepHeT, KoTopbi 6bin NpegocTaBneH BawyM NOCTaBLLUKOM
NHTepHeT-ycnyr. JocTyn k VIHTEpHET BO3MOXEH TOSIbKO MPU YCIOBUK, €CIK YKa3aH
npasunbHbIn naeHTudunkaTop VLAN.

e [puoputet VLAN gnsa poctyna Kk UHTepHeT — YkaxunTte npuoputeT VLAN ans
poctyna Kk MIHTepHeT. He nameHsanTe 3aHadeHne no ymondaHuio 6e3 HeobxogumMmocTu.

o Wpentndukatop VLAN ansa ycnyrum IPTV — Ykaxute ngeHtuncgpukatop VLAN gns
ycnyrn IPTV, aTo 3HayeHe JOMmKHO 6bIno ObiTe NPeaoCTaBneHo BalMM NOCTaBLLUKOM
NHTepHeT-ycnyr. MpocmoTp IPTV BO3MOXEH TOMLKO NpU YCOBUW, €CAN yKa3aH
npaBunbHbIN naeHTUdUkatop VLAN.

o [puoputet VLAN ansa ycnyrm IPTV — YkaxuTte npuoputet VLAN gns yenyrm IPTV. He
N3MeEHsINTE 3Ha4YeHne No yMmonyaHuo 6e3 HeobxoanmocCTu.

o Wpentudukarop Multicast VLAN ans ycnyrm IPTV — YkaxuTte ngeHtugukatTop
Multicast VLAN ans ycnyrm IPTV, 3T0 3Ha4yeHue gomkHO Obino ObiTb NpeaocTaBneHo
BalmMm nocTtasLwukom VHTepHeT-yenyr. lNMpocmoTp IPTV BO3MOXEH TOMNBbKO Npy yCrosuu,
ecnu ykasaH npasunbHbli naeHtudgukatop VLAN.

o [puoputet Multicast VLAN ansa ycnyru IPTV — YkaxuTe npuoputeTt Multicast VLAN
ana yenyrm IPTV. He nameHanTte saHadeHne no ymondaHumio 6e3 HeobxogumocTu.

o WUpentudukarop VLAN ansa ucnonb3sosaHus IP-renecoHa — Yrkaxute
noeHtudmkatop VLAN ansa ncnonb3oBanus IP-tenedoHa, 310 3Ha4YeHne 4omMKHO Bbinio
ObITb NpegocTaBneHo BawnMm nocTasLLmMkoM NHTepHeT-ycnyr. cnonb3oBaHne
IP-TenedoHa BO3MOXHO TOSNbKO NPWU YCNOBUW, ECIN YKa3aH NpaBuibHbI
naoeHtndpukarop VLAN.

o [Mpuoputetr VLAN ansa ncnonb3oBaHus IP-tenecoHa — Ykaxnte npnoputeT ans
VLAN IP-TenedoHa. He nsmeHsiiite 3HadeHme no ymondaHmo 6e3 HeobxogumocTu.

e Pexum paboTbl noptoB LAN1-4 — [1ns kaxaoro u3 4yeTtbipéx noptoB LAN MOXHO
yKkasaTb onpeaenéHHbin pexxum padoTol. MNpu padoTe B pexume VIHTEpHET, BO3MOXEH
aoctyn B VIHTepHET 1 ynpasneHne mappyTtunsatopom; B pexumax IPTV u IP-tenecoH
MOXHO ucnonb3oBathb TB-npuctasky nnm yctponcteo VolP, nogkntoums ux k nopty LAN.

Haxmute kHonky CoxpaHUTb 4151 COXpaHEHMS HAacTPOEK.
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4.6 becnpoBoaHOMN peXUm

BecnpoBoOHONA PEXAM

- HacTpoikn GecnpoBOOHOTO PEXKMME

- Jawwura GecnpoBOOHOrO PeXHMa
- uneTpaunA MAC-agpecos
- ononHATENLHEIE HACTPORKA

- CratTncTvEa GecnpoB0oOHOro pexuMma

Puc. 4-17 MeHto 6ecnpoBOAHOro pexmma

B meHi0 BecnpoBogHOM pexum copepXartcs nATb noanyHKToB (cM. Puc. 4-17): HacTpomku
6ecnpoBogHoro pexuma, 3awmTta 6ecnpoBogHoro pexuma, Punsrtpaumsa MAC-appecos,
[JononHutenbHble HacTponkn 1 CtatucTuka 6ecnpoBogHoro pexuma. Beibepute ogHo u3

HUX AN HAaCTPOWKM COOTBETCTBYHOLLEN PYHKLNN.

4.6.1 HacTtpomnkn 6ecnpoBOAHOro pexuma

Ha ctpaHuue BecnpoBogHoin pexum — HacTpoirku 6ecnpoBOAHOro peXxuma Bbl MOXETE
NPOM3BECTM HACTPOIKYy 6a30BbIX NapamMeTpoB GECNPOBOAHOWN CETU.

HacTporikn GecnpoBogHOro pexuma

WA GecnpoBoaHON CeTH: ITF'-l_lNK_1 122 (TaK¥e HazelgaeTeA 510
Pervon: | Poccua j
MNMpeaynpexaeqne; B uenax cofiniageHua AedcTeyI0Werd 2aKk0H0AaTeN:L CTEA, YE8OMTeCh, YTO CTRAHA BIGRaHa NDABMNEHD.
HenpaeuneHan HACTROMAKS MOXET NOCMGEATE NEHYMHOA BOZHUEHOBEHWA NOME.
Pewmnn: |11hgn CMELWIAHHEIR j

LnpHHa kaHana: IABTD hd |
Kanan: I ABTO v I

[¥ BENKYUTE BECNPOEDAHOE BEWEAHHE
¥ BENIOYMTE WKMpOKOEEWEHWE SSID

[T Brniouute WDS

COXpaHuTE |

Puc. 4-18 HacTpoliku 6ecnpoBogHOro pexunma

»> Wwma 6ecnpoBogHom cetu (SSID) — Ykaxute 3HavyeHne AnvHoOn oo 32 cMMBOIOB. TO Xe
nms (SSID) gomkHO ObITb NPUCBOEHO BCeM OeCNpOBOAHbLIM YCTPOWCTBaAM B Ballen CETW.
3HayeHune SSID no ymonyaHuto: TP-LINK_XXXX (XXXX — nocnegHue 4eTbipe YHUKanNbHbIX
cumBonoB MAC-agpeca kaxgoro MaplupyTtusaTopa). HacrostenbHo pekomeHayeTcs
cmeHnTb ums SSID Ha gpyroe 3HadeHwue. [laHHOe 3HaveHue YyBCTBUTESNBHO K PErucTpy.

Hanpumep, TEST wn test ssnaotca PASHbIMW 3HauveHusmn.
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> PervoH — Bb|6ep|/|Te cooTBeTCTBYIOUlEE 3HaAa4YeHNE M3 BbiNagarLllero crnucka. B paHHOM

rone ykasblBaeTCs PervoH, roe yHKUus 6ecrnpoBoAHON nepeaayn AaHHbIX MOXET ObiTb
ncrnonb3oBaHa. Vcnonb3oBaHue OaHHOW (PYHKUMM B PErmoHax, He ykasaHHbIX B CrUCKE,
MOXeT ObITb HE3aKOHHbIM. Ecnin Ballel cTpaHbl UK pernoHa HeT B cnucke, obpaTuTech 3a

NOMOLLbKO B MECTHbI€ OpraHbl roc. BfiacTu.

Mocne Toro, kak perMoH 6bin BeIOpaH, HaxxMuTe KHOMKy CoxpaHuTb. B nossmeLueMcs

NHGOPMALMOHHOM OKHe HaxxmuTe kHonky OK.

CoobluweHne ¢ 2G-cTpaHMLB _ &J

HenpaewneHeli BeIGOR CTPaHE! MOXET CTATE NPHUYMHON
! ., BOSHUKHOBEHWA MOMEX Y ApYTHX YCTPOACTE, KPOME TOMD, 3TO ABNAETCA
HEpYLUEHMEM e CTEYHOLLEND 33K0HO4aTENLCTER,

QK

Puc. 4-19 WHpopmaunoHHOe OKHO

& MpumeyaHue:

N3-3a TpeGoBaHMIn MECTHOrO 3akoHoAdaTeNnbCTBa y Bepcun aAns CeBepHolt AMEpUKM OTCyTCTBYET

onuus BbIGopa pervoHa.

> KaHan — B pgaHHom none BbicTaBnsieTcsa pabouvasi 4actoTa, KOTOPYK Bbl cobupaeTech
ucnonb3oBatb. 1o ymMomnyaHuio cTouT pexum ABTO, Takum obpasomM, Tovka [ocTyna
camMoCTOATENbHO B aBTOMaTMYECKOM pexuMme BblOepeT Hambonee noaxogswnin KaHan.
BecnpoBogHom kaHan cnegyet MeHsTb TONMbKO B TOM Crlyyae, ecnv Bbl Habnopgaete
npobnembl, CBA3aHHbIE C MHTEpPdEPEHUMNEN C OPYrOM TOYKOW AOCTyna, pacrnofioXeHHOm

pAOoM ¢ Balwum o60opyaoBaHNeMm.

> Pexnm — BblibepuTe COOTBETCTBYIOLLMIA pexum. 3HavyeHne no ymonyaHuio 11bgn
CMeLLaHHbIN.
11bg cmewaHHbIn - Bbibepute, ecnu wncnonb3dyete 6eCcnpoBOAHbLIE  KIUEHTHI,

nogaepxueatome ctaHgaptsl 802.11b n 802.11g.

11bgn cmewaHHbIn — Bbibepute, ecnu wucnonb3yete 6ecrnpoBOAHbIE KINEHTHI,

nogaepxueatowmne ctangaptel 802.11b, 11g, n 11n.

Bbibepute HyxHbIN pexum GecnpoBogHow nepefayn AadHHbIX. Ecnv BbiGpaH 802.11bg
CMelWaHHbI, TO TOnMbko 6GecnpoBodHble cTaHuuu cradgapta 802.11b/g cmoryt
nogknioyaTbca K MapLipyTu3atopy. HactosTtenbHO pekoMeHOyeTcs BblOpaTb pexum
802.11bgn cMmelwaHHbIN, 4TOObI BCce OecnpoBogHble cTaHuum ctaHgaptoB 802.11b,

802.11g 1 802.11n cMOrnu NOAKMYaTLCA K MapLUpyTM3aTopy.
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> LUI/IpVIHa KaHana — Bbl6€pVITe LLNPUHY KaHala U3 BbinagakLiero crnmcka. Mo YMOJ4aHuio

YCTaHOBJ1EHO AsTto. B atom cnyyae perynmpoBka LWUPUHbI KaHalna Aana KrinMeHToB

npon3BoaAnNTCA aBTOMaTU4YECKHN.

& MpumeyaHue:

Ecnn B none Pexum BbibpaHo 11bg cmewaHHbIn, none LMpuHa kaHana cTtaHeT ceporo
LBeTa, 1 B HeM nosiBUTCs 3HaYeHne 20 MITu, koTopoe Hemnb3st OyaeT U3MEHUTb.

> Bknountb 6ecnpoBogHoOe BeljaHue — becnpoBOAHOW pexum MmapLupyTM3atopa MOXeT
OblTb BKJKOYEH WNM  OTKMOYMEH Aans  obecnedeHus ©ecnpoBoAHOro goctyna  Aangd
©ecnpoBOAHbIX CTAHUUN.

»> Bknwountb wmpokoBewaHue SSID — Korga GecnpoBoHble KIMEHTbl NPOBOAAT MOMCK
DecnpoBOgHON CETU, K KOTOPOW OHWU XOTAT MOAKIMIOYMTBLCH, OHU YBUAOAT UOEHTUUKATOP
SSID, nocbinaembiin MapLipyTnsaTopomMm. Ecnv Bbl OTMETUTE ranoykon siuenky BknounTtb
wupokoBewaHme SSID, TO 0GecnpoBogHoW MaplupyTM3aTop OydeT OTKPbITO B
LUMpOKOBeLLLaTeNbHOM pexnme nepeaasatb cBoé nums (SSID).

> Bknwounte WDS - DOta onuua skiwoyvaer WDS. C nomowbio gaHHOM  pyHKUMK
MapLLpyTU3aTop MOXeT 00beaMHUTL MOCTOM ABe 1 Bonee BGecnpoBodHbIE NOKAmNbHLIE CETU.
Ecnn paHHasa sadvenka OTMeYeHa rarfioykon, TO BaM OyaeT Heobxoaumo ykasaTb psag
napamMmeTpoB, Kak nokasaHo Ha Puc. Huxe. MNpoBepbTe NpaBUibHOCTb HACTPOEK.

BrniouuTs WDS

S5ID (K KOTOPOW Bhl XOTUTE NOOKMKYHTLCRA):

MAC-agpec (K KOTOPOMY Bbl XOTHMTE MOAKNHYHTECA): Mpumep:00-10-0F-11-22-33
Pexum VWDS: ABTo v
Tun KnkoHa: Her A4
Hupexc WEP:

Tun ayTeHTHR KA,

Napone:

CoxpaHnTb |

Puc. 4-20 Bknounte WDS

+ SSID (k koTOpOW Bbl XOTUTE NOAKNIOYNTLCA) — Ima SSID Touku goctyna, K KOTOpOK
BalWl MaplpyTm3atop OydeT NOOKMIOY4EH B pexuMMe KnueHta. Bbl Takke MoxeTe
BOCMONb30BaTbCs hyHKUMEN noncka ans Bbibopa umeHn SSID, kK KOTOPOMY Bbl XOTUTE
MOAKITHOYNTBCS.

+« MAC-agpec (k KOTOpOMY Bbl XOTUTE NnoaknounTbeA) — MAC-agpec To4ku gocTyna, K
KOTOPOW Ball MapLipyTM3aTtop GyaeT NodKmoYeH B pexnme KnneHTa. Bol Takke moxeTe
BOCMONb30BaThCs PyHKUMEN noncka ansa Beidopa MAC-agpeca, K KOTOPOMY Bbl XOTUTE
NPUCOEANHUTBLCS.

o Mounck — HaxmuTte gaHHy0 KHOMKY ONS Noucka TOYeK AO0CTyna, KOTopble B AAHHOM
parioHe paboTatoT Ha TeKyLLen YyacToTe.
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o Twun knwya — [laHHylo onuuio crieqyeT HacTpamBaTb B COOTBETCTBMM C MapameTpamu
6e30nacHOCTM TOYKM JocTyna. HacTosTensHO peKOMeHAYETCS BbICTaBUTL TUM 3aLUUTHI,
COOTBETCTBYHOLLNIA TUMNY 3aLLUThl Ballen KOPHEBOW TOYKM JOCTyna.

« WHpekc WEP — [laHHasa onuusi UCNonb3yeTcs TONbKO B TOM Criydae, ecrnv B KavecTse
Tuna kntoya BbibpaHo wudposaHe WEP (ASCII) wnn WEP (wecTHaguaTepuyHbIn).
[aHHbI napameTp ykasbiBaeT Ha nHaekc kniova WEP.

«  Twun ayteHTUdMKauum — [laHHasa onumsa MCNonNb3yeTcsi B TOM Cryvyae, ecriv B KayecTBe
Tuna kntoya BbibpaHo wudposaHe WEP (ASCII) wnn WEP (wecTHaguaTepuyHbIn).
[aHHbI napameTp yKasblBaeT Ha TN ayTeHTUdmKaLmm KOpHEBOW TOYKM 4OCTyna.

« Maponb — Ecnu Touka gocTyna Bawero maplipyTvi3atopa Ans NOAKIYeHns TpebyeT
naposnb, BaM He06GXoAMMO BBECTM Naporib B 4AHHOM nore.

4.6.2 3awwmTta 6eCnNpPOBOAHOrO pexuma

Ha cTtpaHuue BecnpoBogHon pexum — 3awuta 6ecrnpoBOSHOrO pexuma Bbl MOXKETe
HacTpouTb NapamMmeTpbl 6e30nacHOCTM Ballen 6ecnpoBOAHONM CETU.

Y wMaplupyTusatopa MMeeTca NsTb pexumoB obecneyeHus 6eszonacHocTn GecnpoBOAHOroO
pexuma - WPA-Personal, WPA2-Personal, WPA-Enterprise, WPA2-Enterprise n WEP.

D) OTKNIOYHTE 3aLyuTy
9 WPAWPAZ - Personal (peKoMeHayeTcs)
Bepcus: Astomaruueckn (pexomena ¥
LUndpposanme: AES v
Naponk PSK: 11111111
Bl MOXETE BEECTH CUMEQNE! B KOAMPOBKE ASCII UNW B WeCTHAOUATEPUYHOM GopMaTe; ANA dopmarta ASCI ANWHa KNKkya AomKHa G.iTe 0T 8 40 63, 3 ANA WECTHAAUATEPHYHOMD DOPMATA oT B A0 64,
Mepwoa oGHOBNEHIS TPYNNOBOTO KINKOYE: 0 Cexynaul (OCTaBbTe 3HaYEHNE N0 YMONY3HMIO, ECIW BH HE YBEPEHBI, K3KOe WHCTIO YKa3aTh; MUHUMansHoe 3Havenie 30, 0 - 06HOBNeHNE DTKIIOYEHD!
) WPA/WPA2 - Enterprise
Bepcus: ABTOMTUNECKN (peKDMEHa ¥
Wincpposarme: ABTomaruueckn (pexomen ¥
IP-agpec Radius-cepaepa:
Mopr Radius-cepaepa: 1812 (1-65535, 0 03HAYAET, 4T0 NOPT NPO YMONNEHHID: 1812)
TNapons Radius-cepeepa
Tepuo) 0GHOBNEHHS FPYNNOBOFD KNK4a: 0 eyl (OCTaBLTE 3HAUEHNE N0 YMONUAHHID, BCNU Bl HE YBEPEHSI, KAKOE YHCO JKA3ATS, MUHUMANLHOE 3HaUEHHE 30, 0 - 0GHOBNEHIE OTKIOYEHD)
O WEP
Tan: ABTOMATHYECKH (DEKOMEH, ¥
Dopuat krnoya WEP: WecTHaAuaTRPUUHLIN v
Kmouswiopan  Kmiow WEP (Napons) Tun wmoua
Koy 1 Ormxmoueno (¥
Knmiou 2 Omxmoueso ¥
Kimiou 3 Omxmoueso ¥
Kniou 4 Orxmoueno ¥

Puc. 4-21 3awuta 6ecnpoBogHOro pexnma

» OTKNO4UTb 3almnTy — q)yHKLI.I/I}O 6€CHpOBOﬂHOI2 3alUTbl MOXHO BKITIOYUTb UM OTKIKOYUTD.
Ecnu oHa oTknoyeHa, 6ecnposop,Hb|e CTaHUMM MOTyT NOAKNK4YaTbCA K MapLipyTmn3aTtopy be3
UJI/Id)pOBaHI/Iﬂ. HactostenbHo pekoMmeHayeTcd Bbl6paTb OAUH N3 npeacTtaBlieHHbIX HWXe

BapunaHTOB 3alUThbI GGCI'IpOBOD,HOVI ceTn.

» WPA/WPA2 - Personal — BbibpaTtb 3awuty Ha ocHoBe WPA/WPA2 ¢ ncnonb3oBaHueM

obLero kntoya. OTOT TN 3alUMTbl YCTAHOBMNEH HA MapLUpyT13aTope Mo YMOYaHUH0.

e Bepcusa — Bbl moxeTe BbiOpaTh Bepcuto anroputma wncpposaHma WPA/WPA2-Personal

13 BbiNagaroLLero cnmcka. 3HavyeHue no YMOJ4aHUIO: ABTOMaTH4eCKU. OTO O3HAYaET, YTO
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aBTOMaTu4eckn BblbupaeTca oavH u3 cnegyrowmx pexumos WPA-PSK (o6wwuii knioy

WPA) nnn WPA2-PSK (o6wwuin kntod WPA2) B 3aBUCMMOCTM OT BO3MOXHOCTEN K 3anpoca

6ecnpoBOHON CTaHLMMW.

¢ WWundpoBaHne — MoOXHO ykasaTb O4HO U3 Creayowmnx 3HayeHun - ABTomatuyecku, TKIP

unu AES B kayecTBe anropMtmMa LWMEPOBaHUS.

& lpumeyaHue:

Ecnn Bbl Bhibepute WPA/WPA2 - Personal n 3atem Bbibepute windpoaHme TKIP, Bbl

YBUAMTE BblAENEeHHYH KpacHbIM LIBETOM HaAMNuCb, kak nokasaHo Ha Puc. 4-20.

& WPAWPAZ - Personal (pekoMeHayeTcs)
Bepcua:
Umcpposanme:

Napone PSK:

Tlepiozl OGHOBNEHNA PYNNOBOTO KNKa:

AsromaTnuecky (pexomena ¥
THIP v
EARRRRRL

(Bel MoxeTe BBECTH CHMBONLI 8 KOMHPOBKE ASCIl MMM B WECTHATUATEPHYHOM BOPMATE; AN HOPMaTa ASCIl ANMKE KNKYE NOMXKE BuiTs 0T 8 A0 63, 3 ANA WECTHAAUATEDHIHOTO DOPMATA OT 8 00 64

0 Cekyrftsl (OCTBLTE 3HAUSHIE MO YMOMYAHIID, ECIIN Bl HE YEEDEHSI, KBKOE WHENO YKASATS; MUHIMEALHOE SHaueHNe 30, 0 - 0BHOBNEHUE OTKMIDEHD)

ECni & CTpOKE ‘BEPCHA' yKa33Th WPA-PSK Nl TKIF B CTpoke IWHIHPOEAHHE' To BYHKUMA WPS Gyaer oTkniuena

Puc. 4-20 WPA/WPA?2 — Personal

e Maponb PSK — MoxHo BBectn cumBonbl popmata ASCIl nnv B wecTtHaguaTepuyHoOM

dopmarte. [OnuHa pomkHa OblTb OT 8 [0 64 cumBOnoB B criydyae Bblbopa

wecTHaguaTepuyHoro dopmarta, 1 ot 8 0o 63 cumBonoB B criydyae Bblbopa dopmarta

ASCII. Maponb no ymonyaHuio cosnagaet ¢ PIN-kogom no ymonyaHuto, KOTOpbIA yKasaH

Ha HWXKHEN NaHenu MapLupyTusaTopa.

e lMepuon o6HOBNEHMA rPYNNOBOro Kn4va — 3aganTte B CeKyHaax UHTepBan 0OHOBMEHMS

rpynnbl knoyen. 3HadeHne gomkHo pasHaTbesa "0" unm "30", nubo Beiwe. Beegute "0" anga

OTKIOYEHNS OGHOBIEHNA.

» WPA/WPA2 - Enterprise — AyTeHTudumkauusa Ha ocHoBe Radius-cepBepa.

e Bepcus — Bbibepute Bepcuto 3awmtbl Ha ocHoBe WPA/WPA2 13 BbinagatoLLEero crnmcka.

3HadeHne No ymonyaHuio: ABTOMaTU4eCKn, TO eCTb MapLupyTm3aTop cam BbioepeTr WPA

(BawmwérnHbin  goctyn Wi-Fi) nnm WPA2 (WPA Bepcun 2) B 3aBMCMMOCTM OT

BO3MOXXHOCTEM 1 3anpoca 6ecrnpoBOAHON CTaHLUN.

e LlincppoBaHme — MoxHO BbIOpaTb 0QHO 13 cneayoLmx 3HadeHnin: ABTomaTtudecku, TKIP

unun AES B kadecTBe anroputma LundposaHus.

& lMpumeyaHue:

Ecnu Bbl Bbibepute WPA/WPA2 - Enterprise n 3atem Bbibepute wndgposaHne TKIP, Bbl
yBUOMTE BbILENEHHYHO KPACHbIM LIBETOM HaAMNUCh, Kak nokasaHo Ha Puc. 4-21.

& WPA/WPA2 - Enterprise
Bepcus:
LWnghpoBaHHe:
IP-agpec Radius-cepsepa:
Mopt Radius-cepeepa:
Mapons Radius-cepeepa:

MNepwo 0DHOBNEHKA MPYNNOBOrO KINKHa:

ABTOMATHUYECKN (DEKOMEHL, ¥
TKIP b

1812 (1-85525, 0 03HaAYaEET, YTO NOPT NP ¥MONuaHMK0: 1812)

0 CekyHakl (OCTABETE 3HAYEHNE N0 YMONYAHMI, ECMIV Bl HE YBEPEHE, K3KOE YACMO YKA3ETh, MUHUMANLHOE 3HaueHe 30, 0 - 0GHOBNEHE OTKNIOUEHO)

He peKOMEHAYETCA HENoNL30BaTE WHPPOBAHNE TKIF, ecnn ycTpoicTee padoTaeT 8
pexnme 802.71n, nockonkky TKIP He NoAnepkBaeTCA Npi padoTe B pexame 802.11n.

Mpw eeiBope BaHKaHTa W A2 - Enterprise hyHkuMA WPS GyaeT oTKNIOYEHa

Puc. 4-21 WPA/WPAZ2 - Enterprise
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¢ IP-apgpec Radius-cepBepa — Ykaxute IP-agpec Radius-cepsepa.
e MNopT Radius-cepBepa — Beegute nopr, koTopbint 6ygeT ncnone3osaH Radius-cepsepom.
e Maponb Radius-cepBepa — Beegute naponb ans Radius-cepeepa.

e lMepuon o6HOBNEHMA rPYNNOBOro Kn4va — 3aganTte B CeKyHaax MHTepBan 0OHOBMEHMS
rpynnbl knoyen. 3HadeHne gomkHo pasHaTbes "0" unm "30", nubo Beiwe. Beegute "0" anga

OTKIMOYEHNS OGHOBIEHNUA.

» WEP - Ha ocHoBe crtaHgapTta |IEEE 802.11. lpn BLIOOpe QaHHOrO MNons MosABUTCS

BblAeneHHas KpacHbIM LIBETOM HaAMUCh, Kak nokasaHo Ha Puc. 4-22.

® WEP
Tun: ABToMaTHUECKN (peKoMeHs ¥
Dopmar knw4a WEP: WecTHaguaTepMYHLIR hd
Koy BeIBpaH Kniou WEP (Maponk) Tun kmwya
Koy 1: OTknioueHo |+
Kk 2: OTentoueHo v
Krioy 3: OTkntoueHo %
Koy 4: OTkntoueHo ¥

He peKomMeHayeTcA MCnone208aTe wWhdpoeanue WEP, ecnv yeTpoicTeo paGoTaeT B
pexne 802110, nockoneky WEP He nogaoep®MeaeTeA npK padoTe B pexime 802.11n.
Mpw eeifope TNa 3awuTel WEFR, To dyHKLMA WPS Gy0er oTKnKuyeHa.

Puc. 4-22 WEP

e Tun — Bbl moxeTe BbiGpatb TN WEP-3awuTbl M3 Bbinagarowero cnvcka. 3HadeHne no
yMoOnyaHuio ABTOMaTU4YeCKU. JTO O3Ha4YaeT aBTOMATUYECKMIA BbIOOp 3Ha4veHus: OoLwmumn
KoY nnn OTKpbITaa cMctemMa B 3aBMCUMOCTM OT napameTpoB 6ecnpoBOgHON CTaHLMK U

3anpoca.

o ®opmat knovya WEP — 3pgecb moxHO Bbibpath LUectHaguatepuyHbin nnn ASCII
dopmat. LecTtHaguaTepuyHbin bopMmaTt O3HayYaeT KOMOMHAUMIO LeCTHaauaTepuyHbIX
cumBonoB (0-9, a-f, A-F) onpemenenHoi pnuHbl. Popmat ASCIl o3HavaeT nobyto

KOMOWHauuto KnaBnaTypHbIX CUMBOJ10B onpep,enéHHoﬂ OJTNHbI.

e Kntouy WEP — Bbibepute oguH 13 4eTbIpéx kntoden n ykaxunte WEP-kntoy. Yéegutech B

TOM, 4YTO AaHHble 3Ha4YeHNA OAMHAKOBbI AJ14 BCEX 6eCI'IpOBOD,HbIX CTaHUUN CeTU.

e Tun knto4va — 3gecb MOXHO ykasaTb AnuHy WEP-knoua (64-, 128- unu 152-6uTHbIN).
3HavyeHne "OTKNtodeHoO" o3HadvaeT, Y10 3anmcb ¢ WEP-kniodom  saBRsetcs

HeOencTBUTENbHON.

64-6MTHBIN — Bbl MoxeTe BBecTM 10 LecTHagUaTEPUYHbIX CUMBOSOB (nobas
kombuHaumsa 0-9, a-f, A-F, HyneBon knoy HegonycTum) vnuv 5 CUMBONOB B KOAMPOBKE
ASCII.

128-6MTHbIN — Bbl MOXeTe BBeCTM 26 LWeCTHaguaTepuyHbIX CUMBOSOB (Nntobas
kombuHaumsa 0-9, a-f, A-F, HyneBon knto4y Hegonyctum) nnn 13 CUMBOMOB B KOAMPOBKE
ASCII.
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152-6MTHBIN — Bbl MOXeTe BBecTM 32 wWecTHaguaTepuyHbiXx cumBona (nobas

kombuHauua 0-9, a-f, A-F, HyneBon knoy HegonycTum) unu 16 CMMBONOB B KOOMPOBKE
ASCII.

& lMpumeyvaHue:
Ecnn Bbl He ycTaHOBUNW KN4, TO (PyHKUMS GecnpoBOAHOW 3alimTbl OydeT OTKM4YeHa,

Aaxke ecnu Bbl Bblbpanu B kadectBe Tuna AyTeHTudmkaumm - OOLWmMn Koy

He 3abygbTe HaxaTb kHOMKy CoOXpaHUTb AN COXpPaHEHMs1 BaluMX HaCTPOEK Ha [OaHHOM

cTpaHuLe.

4.6.3 dPunbTpauusa MAC-agpecoB

Ha ctpaHnue bBecnpoBogHon pexum — dunbtpauma MAC-agpecoB Bbl CMOXETE
KOHTponupoBaTb 6ecnpoBOAHOM AOCTYN, HAacTpouB yHKUMIo mnetpaumm no MAC-agpecam, kak
yKasaHo Ha Puc. 4-23.

DOuneTpauna MAC-anpecos

duneTpaunA MAC-agpecoe: OTENW4YEHO

Mpasuna cpuneTpaunmn
@ 3ANPETHTE OOCTYN CTAHUMAM, YK33aHHEIM BO BKNKOYEHHLX NPABEWUNAX M3 CRWCKA.

O FazpewnTe AOCTYN CTAHUWAM, YKA3aHHEIM BO BENKDYEHHLIX NPABMNAY M3 CIMCKA.

D MAC-agpec CocToRHre Onucanne HameHnTh

Puc. 4-23 ®unbtpauua MAC-agpecos

YTobbl akTMBUPOBaTbL (hyHKUMIO bunbTpaumm nonb3oearenei no nx MAC-agpecy, HeobxogmMmo
HaxkaTb BknounTb. Mo ymonyaHuio, ycTtaHOBNEHO 3HayYeHne OTKIOYEHO.

UTto6bl 06aBNTbL HOBYIO 3aMnnCb, HaXXmMuTe kHonky lo6aBuThb... OTKkpoeTcs cTpaHuua [lobaBuTb

Wnu naMmeHuTb 3anucb hunsTpaumm MAC-agpecoB (cM. Puc. 4-24):

OobaBuTek MNK M3MEeHNUTL 3anucbk DuneTpaunu MAC-agpecos

OnucaHne: |

CocToAHKe: | Brnrouero V|

( CoxXpaHuTh | | Hasan |

Puc. 4-24 [do6aBuTb Unu naMeHuTb 3anucb dunbTpauun MAC-agpecoB
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» MAC-agpec — MAC-agpec ©ecnpoBogHOM CTaHUMM, KOTOpasi XO4YeT Mofy4uTb OOCTYN U
KOTOPYIO Bbl XOTUTE 3aHECTU B DUNLTP.

» CocTosiHue — CocTosiHMe gaHHom 3anucu, Nndo BknoveHa, nnoo OTkntoyeHa.
> OnucaHue — [1pocToe onnucaHne gaHHon 6ecnpoBOAHON CTaHLNN.

Yto6bl p06aBUTL UMM U3MEHUTL 3anucb ¢unbTpauun MAC-agpecoB, cnegyuTe

npeactaBlIeHHbIM HNXe UHCTPYKUUAM:

1. Bsegute cooteetctBytowmun MAC-agpec B none MAC-apgpec. dopmatr MAC-agpeca
crneayoLwmn; XX-XX-XXK-XX-XX-XX (roe X npeacrtaenset cobowm noboe
WwecTHaguaTepuyiHoe 4ncno). Hanpumep, 00-0A-EB-00-07-8A.

2. Beegute npoctoe onucaHne GecnpoBogHoW cTaHuuu B none OnucaHue. Hanpumep,

BecnpoBogHas ctaHuus A.

3. B none CocTtosiHMe K3 BbiNagaroLIEro Ccrnmucka Bbl6epI/ITe 3HavyeHne Bkmn4YeHO unu

OTKnYeHo.

4. HaxmuTe kHonky CoxpaHuTb A5 COXpPaHEeHUsa AaHHOW 3anucu.

Ons n3MeHeHUsi UNU yaaneHus cyLecTBYHOLEN 3anucu:
1. Bblbepute 3anucb n Haxmute kHomnky MaMeHuTb. YTo6bl yaanutb 3anncb, BOCMONb3YHATECH

KHOMKon YaanuThb.

2. BHecuTe HeobxoanMbIe N3MEHEHMS.

3. Haxmunte kHonky CoxpaHUTb AN COXpaHEeHUs HAaCTPOeK

HaxaB kHonky BKnounTb Bce, Bbl cAenaeTe BCE 3anvMci akTUBHBIMMN.
HaxaB kHonky OTKMIO4YMTb BCe, Bbl cAenaeTe BCe 3anMch HeaKTUBHbIMM.
HaxaB kHoMKy YaanuTb Bce, Bbl yaanuTe BCe 3anucu.

HaxaB kHonky Cneayrowias, Bbl neperiaére Ha cnegyowyo CTpaHuLy.
Haxae kHonky MpeAablaywan, Bol BEPHETECH HA NpeablayLLyio CTpaHuLy.

Hanpumep: Bbl x0TUTe npegocTaBuTh AOCTYN K MapLupyTusaTopy Tonbko Ans 6GecnpoBogHoOM
ctaHumm A ¢ MAC-agpecom 00-0A-EB-00-07-8A n 6ecnposogHoii ctaHuun B ¢ MAC-agpecom
00-0A-EB-00-23-11 u 3anpeTuTb [OCTYN K MapLlipyTu3aTopy BceM npoymm 6ecnpoBOAHbIM
ctaHumsaMm. [Onsa atoro Ha cTpaHuue PunbTpauus MAC-agpecoB HeobOxoaumMo caenatb
cnepytoulee:

1. HaxaTtb kHONKy BKnouunTb, 4TOObI aKTMBMPOBATbL (PYHKLMIO.

2. Bblbepute cTpoky “PaspewnTb A0CTYNn CTaHUUAM, YKa3aHHbIM BO BKITHOYEHHbIX

npaBunax u3 cnucka” gnsa NMpaeun dunbTpauyun.

3. Ypanute unu oTKMNO4YMTE BCE 3anncy (ecrnv TakoBble MMEKTCS).
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4. Haxmute  kHonky Jo6aBuTb... U  BBeauTe

MAC-agpec

BecnpoBogHOM rMrabuTHbIM MapwpyTusaTop cepum N

00-0A-EB-00-07-8A

/00-0A-EB-00-23-11 B none MAC-apgpec, noTom BBeguTe onucaHme 6ecnpoBogHOM CTaHLmm

A/B B none OnucaHue, npu 3TOM, BbibepuTe BKNOYEHO U3 BbiNagaroLWEro crnucka

CocTtosiHue. Haxxmnte kHonky CoxpaHuUTb.

MpaBuna ounbTpaummn AOMKHbI BbIrMaaeTh crieayolwmmM o6pasoMm:

Mpaeuna cpuneTpaunm
{:' JanNpeTuTe QOCTYN CTAHUMAM, YE33aHHEIM BO BEMKYEHHEIX NPABMNAX M3 CNMCKA.

@' FaspewnTe QoCTyn CTAHUMAM, YKA33HHEIM BO BEMKUEHHEIX NPABMNAEY W3 CNMCKA.

ID MAC-agpec CocToRHKe OnucaHue HameHWTE
1 00-DA-EB-00-07-8A BinryeHo PagnOCTaHLMA HameHuTs Yoanuis
2  00-DA-EB-00-23-11 Brnr4eHo PAQHUOCTAHLARA HameHWTL ¥YOanurs

4.6.4 [OononHuTenbHble HACTPOMUKMU

Ha ctpaHuue BecnpoBogHon pexnm — [lononHUTeNnbHble HACTPOMKW Bbl MOXETE yKa3aTb

napameTpbl JOMOMHUTENbHbLIX HACTPOEK 6eCNPOBOAHON CETH.

MOWHOCTL NepeaTYMKa; Buicokan v
WuTepean manka: 100 (40-1000)
Mopor RTS: 2346 (1-2346)
Mopor dpparmeHTanHK; (256-2346)
WuTepsan DTIM: 1 (1-255)

ArTrenpoeate WHIM
AKTMEMpOBaTE Short Gl (KOpoTKWIA 3aWMTHBEIA MHTEPEAN)

[ Axtvenposate AP Isolation (W30NALKA TOUKW QOCTYNA)

[ COXpaHUTh |

Puc. 4-25 [lononHUTenNbHbIE HACTPOWKN

MowHocTbL nepegaTtymka — 30eCb MOXHO yKasaTb MOLLHOCTb Nepedayn curHana
MapLupyTusatopom. MoxHo BbiOpaTk: Beicokasi, CpegHas nnm Huskas. Mo ymonyanuto

BblOpaHo "Bbicokasn", peKOMeHAYeTCsl OCTaBUTb 3TO 3HAYEHUE

UHTepBan masika — CurHanbHbIMM NakeTamMyM HasbIBAKOTCA MNakeTbl, KOTOpble
MapLUpyTM3aTop HanpaBnaeT Ans CUHXpoHM3auum GecnpoBogHon ceTu. UHTepBan
CUrHanbLHOroO nakeTa onpeaenseT BpeMEeHHON NHTEepBan OTNPaBK/ CUrHanNbHbIX NakeToB.
Bbl MOXeTe BbicTaBuTb 3HavyeHus B nHTepsane 20-1000 munnncekyHa. Mo ymonyaHuio

ykasaHo: 100.

-47-



TL-WR1045ND BecnpoBogHOM rMrabuTHbIM MapwpyTusaTop cepum N

»> Mopor RTS — 3geck Bbl MoXeTe ycTtaHoBUTL nopor RTS (3anpoc Ha otnpasky). Ecnn
nakeT Gonblle pasmepa, ycTaHoBreHHoro noporom RTS, To MapwpyTtusatop 6ynet
HanpaensaTb 6rnokn RTS Ha onpegenéxHHyo NPUHUMAIOLLYO CTaHLUMIO U COrfacoBbIBaTb

OoTnpaBKy O510kOB AaHHbIX. [10 yMONYaHMo YCTaHOBMNEHO 3HaYeHne: 2346

> TMopor cdparmeHTauumn — [daHHaa BenuyMHa npeacTaBrseT cobol MakcumarnbHbIV
pa3Mep, nocrie KOTOporo nakeTbl OyayT noasepraTbCst hparMeHTaumn. YCTaHOBIEHNE
CInnKom HW3KOro nopora (bpaFMeHTaLI,I/II/I MOXeT npmuBeCTU K CHWMXEeHWNto
NPON3BOANTENBHOCTM CETU WM3-3a M3ObITOYHOrO KonmnyecTtBa NakeToB. B kayecTtBe
pPEKOMEHOOBAHHOW BeNWYMHbLI NpegnaraeTcs ykasatb «2346»; gaHHasi BenvyuHa

yCTaHOBJ1€HA NO YMOJ14HaHUIO.

> WutepBan DTIM — [JaHHasa BennyuHa onpeaenseT uHTepean otnpaeku CoobLueHns o
HoctaBke Tpadwmka (DTIM). MNone DTIM saBnsetca nonem oOpaTHOro oOTcYeTa,
MHOPMUPYOLLIUM KITMEHTOB cnegytowero OKHa ans npocnyLMBaHns
LWMPOKOBELLIATENMbHbIX WM MHOroagpecHblx coobweHun. Korga MaplpyTtusaTop
COXpaHsieT B Oydep LUMpoOKOBeLLaTeNbHbIE MM MHOroagpecHble coobllieHus ans
accouMMpPoBaHHbIX KIIMEHTOB, OH oTnpasnsdet cnegywwee DTIM co 3HayveHuem
uHTepBana DTIM. Bbl moxeTe BbICTaBUTb 3HayeHwe B AuanasoHe mexay 1-255
WHTepBanamn curHanbHoro naketa. 1o yMON4YaHUIO YCTAHOBNEHO 3HaYeHMe «1», 4YTo

o3Ha4aerT, YTto nHtepsan DTIM paBeH VIHTepBany oTnpaBky CUrHaNbHOro nakera.

> AxktmBupoBatb WMM — OyHkuma WMM obecneunBaeT nepBooyepenHyto OTrnpaBKy

coobLeHMn C BbICOKMM nNpuoputeTom. HacTosTenbHO pekoMeHAyeTCs BKIIYUTb

OaHHYI0 OYHKUMIO.

> AxktuBupoBaTb Short Gl — [daHHaa @dyHKUMS Takke pekomeHOoBaHa, MOCKOMbKY
No3BONSAET YBENUYMTbL MPOMYCKHYID CMOCOOHOCTb 3@ CYET CHWXKEHMS OJIMTENbHOCTU

nonocbl pacunbTPOBKM.

» AktuBupoBatb AP Isolation (n3onauma Toukum pocrtyna) — [daHHaa yHKumnS
nosBongaeT usonuposatb 6eCnpoBOAHbIE CTaHLMKU ceTu Apyr oT apyra. B aTom cnyyae
BecnpoBoaHble ycTponcTBa OyayT B3aMMOO4EeWCTBOBaTb C MapLUpyTU3aTOpOM U He
CMOryT B3aMMogencTeoBaTtb Apyr ¢ ApyroM. YTobbl akTuBMpoBaTh OYHKLMIO N30MSuun
TOYKM JOCTYyna, OTMEeTbTE COOTBETCTBYIOLLYIO S4eliKky. [1o ymonyaHuio gaHHas yHKUmMS

OTKIHO4YeHa.

& MpumeyaHue:

Ecnv napameTpbl HacTpoek Ha [OaHHOW CTpaHULEe BaM He 3HaKoOMbl, HacTOSTENbHO
peKoMeHayeTCsl OCTaBUTb 3HAYEHWS!, YCTAHOBIIEHHbIE MO YMOJTYaHMIO, NOCKOSbKY HEBEpHas
yCTaHOBKa NapameTpoB MOXET MNPUBECTU K CHKEHNIO NPOM3BOAUTENBHOCTU BecnpoBoaHOM

ceTn.
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4.6.5 CraTtuctmka 6ecnpoBOAHOro pexuma

Ha cTtpaHnue BecnpoBogHou pexum — CtatucTuka 6ecnpoBOAHOro pexuma Bbl MOXETE
npocmoTpeTb nHopmaumo no MAC-agpecy, TekyLemMy COCTOSHUIO, MPUHATBIM U OTNPaBEHHbIM

nakeTam Ains Kaxmaol noakno4éHHon 6ecnpoBoaHON CTaHLMMN.

CraTHcTHKa DecnpoBOAHOrO pexuma

YWCNOo NOOKNHYEHHBIX B HACTOAWES BPeMA GecnpPOBOOHBLIX CTAHLLWA: 1

1D MAC-agpec Tekywmee cocToAHHe lNakeToB NpuHATO NakeToe oTnpaenexHo

1 00-25-36-B8-F3-7B WPA2-PSK 846 a4M7

Puc. 4-26 Ctatuctrka 6ecnpoBogHOro pexuma

> MAC-agpec — MAC-agpec nogknouéHHom 6ecnpoBOAHON CTaHLMN.

> Tekyuwee coctosiHne — Paboyee cocTosdHne NOAKMOYEHHON BeCcnpoBOAHON CTaHLUN,
OAvH 13 BapuaHToB: STA-AUTH/STA-ASSOC/STA-JOINED/WPA/WPA-PSK/WPA2/WPA2-PSK/
AP-UP/AP-DOWN/OTKNO4Y€eHo.

> [MaketoB npuHATO — KONnM4ecTBO MakeToB, MPUHATBIX MNOAKMOYEHHON GecnpoBOAHOM

CTaHUMEeNn.

> MMaketoB oTtnpaBneHo -— KonnyecTBO MakeToB, OTNPaBIIEHHbIX MOAKNHYEHHON

©ecnpoBOgHON CTaHLMEN.

Bbl He MoXeTe BHOCUTb WU3MEHEHUS1 B AaHHble, npencrtasfieHHble B JaHHOM OKHe. Y1o6bI

0BOHOBUTL I/IH(*)OpMaLI,VI}O B OKHE, Ha>XMUTE KHOMKY O6HOBUTL.

Ecnu konnyecTtBo NOAKMIOYEHHBLIX GECnpPOBOAHbLIX CTaHLUMIA B CNUCKE BbLIXOAMT 3a Npenens
O[HOW CTpaHuUbl, HAXXMUTE KHOMKy Crnepyrowas, YToObl NEPEeNTU Ha CNeayoLLy0 CTpaHuLy, 1

HaxxmuTe kHonky Mpeabiaywan, 4Tobbl NepenTn Ha NpeabIayLLyo CTPaHuLY.

& MpumeyaHune:

OTa cTpaHuLa 06HOBMNSETCS aBTOMATUYECKN Kaxable 5 CekyHA,.

4.7 DHCP

DHCP

- HacTpoikn DHCP

- Cmucok knnedtoe DHCP

- PezepBMpoBaHKe aqpecos

Pwuc. 4-27 Menio DHCP
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B meHio DHCP copgepxutca Tpu nognyHkta (cm.Puc. 4-27): Hactpomku DHCP, Cnucok

knueHtoB DHCP un PesepBupoBaHuMe agpecoB. [1ni HACTPOMKM HY>XHOM BaM pyHKUMMK

BbIGEPUTE COOTBETCTBYHOLLMIA NMOAMYHKT.S

4.71 Hactpounku DHCP

Ha ctpaHnue DHCP — Hactponiku DHCP Bbl MoXeTe HacTpouTb napameTpbl paboThbl
DHCP-cepBepa (cm. Puc. 4-28). o ymonuyaHuio mapwpyTtusatop gencteyetr kak DHCP-cepsep
(DHCP - 3710 npoTokon AuHaMUYecKoW KoHdurypauum ceTeBoro yana) u obecneymBaeT

KoHpurypaumio TCP/IP onsa Bcex NoAKMIOYEHHbIX K HEMY KOMMbIOTEPOB JTIOKaNbHOW CETU.

DHCP-cepBep: & OTEMYNTE (3) BrnounTe
Ha4yankHbIi IP-agpec: 192 1658.0.100
KoxedHBIA IP-agpec: 192.168.0.199
CpoK NedcTBnA agpeca: 120 MUHYTEL (1-2880 muHYT, No ymonuaduig: 120}
OCHOBHOM WMH3: 192 168.0.1 (HeofA3aTeneHan HacTpoiika)
LomeH No yMOm4aHmH; (HeoOA3aTeneHaA HACTPOAKE)
NpeanoynTaembii DNS-cepeep: 0000 (HeoGA3aTenbHan HACTpoIKa)
ANLTEpHATMBHLIA DNS-cepaep: 0000 (HeofA3aTeneHan HacTpoiika)
[ Coxpanuts |

Puc. 4-28 Hactponku DHCP

> DHCP-cepBep — MoxHo Bknountb vnn OTKNOYMTL cepBep. Ecnn Bbl XoTUTE OTKNIOYNTD
ero, B Ballen cetn gomkeH obiTe apyron DHCP-cepsep, B MPOTUBHOM Clydae Bbl AOMXKHbI
Oynete ykasatb IP-agpec koMmnbtoTepa Bpy4HYyIO.

» HavanbHbI IP-agpec — YkaxuTte IP-agpec, ¢ kotoporo DHCP-cepBep Oyaer npuceanBeathb
IP-agpeca. No ymonuyanutio ato 192.168.0.100

> KoHeuHbIn IP-appec — Ykaxute koHeudHblin IP-agpec pguwanasoHa, WCnonb3yemoro
DHCP-cepsepom npu npucsBoeHumn |IP-agpecoB. Mo ymonyaHuio MCMoNb3yeTcsi 3HadeHune
192.168.0.199

> Cpok pencTBMA agpeca — OTO NPOMEXYTOK BpEMEHW, B TeYEeHWe KOTOpOro ceTeBow
nonb3oBateNnb MOXET MNOAKMYaTbCA K MapLlpyTM3aTopy, MCMONb3ys  TEeKyLUuin
AnHammnyeckun IP-agpec. Cpok genctesund agpeca ykasbiBaeTcs B MMHyTax. 1o ucteveHum
AaHHOro nepuoga nonb3oBaTento aBTomatudecku Gyaer NpUMCBOEH HOBbIM AMHAMUYECKUN
IP-agpec. 3HaueHne nexuT B npegenax ot 1 oo 2880 MuHyT. 3HayeHne no ymondaxuo 120

MUHYT.

» OcHoBHoM w3 — (HeobssateneHoe none) MNpeanaraetca ykasatsb IP-agpec LAN-nopTa
MapLpyTtusaTopa. 3HadeHne no ymonyaHuo 192.168.0.1
> JlomeH no ymon4yaHuw — (HeobssaTenbHoe none) 34ecCb MOXHO yka3aTb AOMEHHOE MMS

[Ons Ballen ceTu.
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» [lMpepnountaembin DNS-cepBep — (HeobGsaAsatenbHoe none) 3gecb MOXHO YykasaTb

IP-anpec DNS-cepBepa, nony4yeHHbln oT noctaswwmka NHTepHeT-ycnyr. nn obpatutech K

CBOEeMY NoCTaBLUUKY l/IHTepHeT-ycnyr N YTOYHUTE 3TN OaHHbIE.

»> AnbtepHaTuBHbIn DNS-cepBep — (HeobGszatenbHoe none) 3gecb MOXHO yKasaTb
IP-agpec gpyroro DNS-cepBepa, ecnv Bbl NOAyyYunM OT nocTaBlimka VIHTepHeT-ycnyr

ajpeca [ByX CepBepoB.

& MpumeyaHue:

[nsa ncnons3oBaHusa dyHkumm DHCP-cepBepa Heobxoaumo Ans BCEX KOMMbIOTEPOB NOKansHOM

ceTu BblbpaTh pexum "Tonyunts IP-agpec aBTomaTnyeckn".
4.7.2 Cnucok knuentos DHCP

Ha ctpanHuue DHCP — Cnucok knneHtoB DHCP Bbl MoXeTe npocmaTpuBatb UHdOpMaLUIo

Mo BCEM KNMeHTam MapLupyTtusaropa (cMm. Puc. 4-29).

1D MMA KnuexTa MAC-agpec MpuceoeHHLIR IP-agpec Cpok OelcTENA aapeca

1 tp-PC 00-25-86-B8-F3-7B 192.168.0.100 01:59:06

( OGHOBNTL |

Puc. 4-29 Cnucok knneHtos DHCP
> ID — Wgentndpmkatop DHCP-knneHTa.
»>  Wwmsa knnenta — Uma DHCP-knueHTa.
» MAC-agpec — MAC-agpec DHCP-knueHTa.

> [lpucBoeHHbin IP-agpec - 3710 IP-agpec, npucsoeHHbln  DHCP-knneHTy

MapLUpyTU3aTOPOM.

> Cpok genctBua agpeca — Cpok pgencteua agpeca DHCP-knueHTa. Nocne mncreyeHus
Cpoka OencTBus MNoNb3oBaTeNio aBTOMAaTMYECKUM MPUCBaAMBAETCA HOBbIA OUHAMUYECKUN

IP-agpec.

YKa3aHHble Bbllle 3Ha4YeHMs1 He MOTyT OblTb M3MEHEHbI B 3TOM OKHe. YTOObI OOHOBUTL CTpaHMLY
N NonyyYnTb MHGOPMAaLMIO NO MOAKMOYEHHBIM HA OaHHbIA MOMEHT YCTPOMCTBAM, KITMKHUTE MO

kHonke OOHOBUTDL.
4.7.3 Pe3epBupoBaHue agpecoB

Ha ctpaHuue DHCP — PesepBupoBaHue agpecoB Bbl MOXeTe npocMaTtpueaTtb U gobasnsTb
3apes3epBMpOBaHHbIE agpeca pAnsa  knueHToB (cMm. Puc. 4-30). Korga Bbl  ykasbiBaeTe
3apesepBupoBaHHbIv IP-aapec aAns KomnbloTepa NokanbHOW CeTn, 3TOT KoMnbioTep ByaeT Bceraa

nonyyatb oguMH un ToT xe IP-agpec kaxgbii pa3 npu obpaweHun k DHCP-cepsepy.

-51-



TL-WR1045ND BecnpoBogHOM rMrabuTHbIM MapwpyTusaTop cepum N

3apesepBupoBaHHbIi IP-agpec Hy)XHO HasHavaTb cepBepam, TPeBYHLWNM NOCTOSHHLIX HAaCTPOEK

IP-napameTpos.

PeszepBUpOBaHNe aapecoB

1D MAC-agpec 3apezepenpoeanHeii IP-agpec CocTtosHue Hzmenuts
1 40-61-86-C4-98-43 192.168.0.99 BrnyeHo HaMeHuTL YOanurs
[ HNobasuts. . ][ Brnrounte BCe ][ OTKNH4NTE BCE ][ YaanuTs Bce

Puc. 4-30 PesepBupoBaHne agpecos

> MAC-agpec — MAC-agpec KomnbioTepa, A1 KOTOPOro Bbl XOTUTE 3ape3epBuMpoBaThb
IP-agpec.

> 3apesepBupoBaHHbIl IP-agpec — IP-agpec, 3ape3epBrMpOBaHHbI MapLIPyTU3aTOPOM.

> CocTtosiHue — CoctosiHue 3anuncu: Bknro4veHo nnm OTKNoYeHo.

YTobbI 3ape3epBupoBaTh IP-agpeca, HeobxoaMMo caenaTthb cneayioLlee:

1. Haxmute fo6aBUTbL ... (NOSIBUTCA CTpaHuUua kak Ha Puc. 4-31).

2. Bseagunte MAC-agpec (B dopmare XX-XX-XX-XX-XX-XX.) u IP-agpec B OeCATUYHOM
cdhopmaTe ¢ pa3genutenbHbIMUM TOYKaMKU TOTO KOMMbIOTEPA, KOTOPLIN Bbl XOTUTE 406aBUTb.

3. B koHue HaxmuTe KHOMKy CoOXpaHUTb.

JobaBHUTE MK N3MEHHUTL 3aNUCh pe3epBNPOBaHNA agpeca

MAC-ampec: | |

3apesepevpoBaHHbii IP-agpec: I:l

[ CoXpaHnTb ] | Hasaa |

Puc. 4-31 [do6aBuTb UnmM M3MeHUTL 3anncb Pe3epBUpoOBaHUS agpeca

YT06bI U3MEHUTb UK yoanntb UMerLyrocA 3anmuchb:
1. Bbl6€pI/ITe 3annmcb N HaXMUTE KHOMKY U3meHuTb. ECnun BblI XoTUTE yoannTtb 3alunchb,

BOCMOSb3yNTECh KHOMKON YAAnuTb.
2. BHecute Heobxognmble N3MEHEHUS.

3. HaxwmwnTte kHonky CoxpaHuUTb.
YUToObI aKTUBMpPOBATb/OeaKTMBMPOBaTb BCE 3anucu, BOCMONb3yNTECH KHOMKOM

Bkniountb/OTKNIO4YNTL BCe.
YTo6bl yoanuTb BCe 3anucu, BOCMONb3yNTeCk KHOMKOM YaanuTb Bce.
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HaxaB kHonmky Cnegyrowas, Bbl nepenaéte Ha Crieaylowylo CTpaHWuly; Haxas KHOMKY

Mpeablaylan, BepHETECH Ha NpeablayLLyt0 CTpaHuuy.

4.8 Hactpouku USB

HacTpoikn USB
- 3G/MAG

- COBMECTHRIH OoCTyn

- FTP-cepeep
- Meguna-cepeep
- [pUHT-CEpBED

-¥4ETHRIE 32NHCH NONb30BaTeneH

Puc. 4-32 MeHto HacTpoek USB

MeHto HacTpoek USB cogepxuT naTtb nognyHkToB (cM. Puc. 4-32): 3G/4G, CoBMeCTHbIM A0CTyn,
FTP-cepBep, Meauna-cepBep, MpuHT-cepBep 1 Y4YéTHble 3anucu nonb3oBaTtenen. Boibepute

HY>XHbI BAM NOAMYHKT, YTOObI HACTPOUTL NapamMeTpbl COOTBETCTBYIOLLEN DYHKLNN.

4.8.1 3G/4G

UTtobbl ucnonb3oate 3G/4G B KayecTBe pe3epBHOrO MOAKMIOYEHMS, CHayana nogkniouute
USB-mogem k nopty USB mapwpyTtmsatopa. MapLupytusatop yxe COAEpXUT MHGOpMaLumio O
HacTporkax 6onbwurHcTBa 3G/4G USB-mogemoB. MNoxanyncTa, Bpy4HYO NpaBuUIibHO Bbibepute
PervoH u TlloctaBwuka ycnyr mobunbHoro WHTepHer, napametpbl USB-mogema OyayT
yCTaHOBMeHbl aBTomatuyveckn, ecnu 3G/4G-kapTa nogaepxuBaeTcs maplupytusatopom. Ecnim
USB-mogem noggepkuBaeTcsa MapLupyTu3aTtopom, TO Bbl yBuauTe coobuieHune “OnpeneneHo

ycnewHo” B none 3G/4G USB-mogema.

2

3GI4G USB-wogem He nogknwouyeH
Peruon: Poccua E|
MocTaBWHE yenyr MOBANLHOTO HHTEPHET: Beeline |z|
PeXHM NOOKMKYEHHA: ) MoakniounTe no TpedogaHiio
(@ MOAKMKIYKTE FBTOMATHYRCKN
) MoaKnKYKTE BpYUHYK
MakcumaneHoe BpeMA NPRCTOR: | 15 MWHYT (0 03HAYAET, YTO NOgKMNIDYEHNE GYOeT AKTHEHEIM NOCTOAHHO )
Thn ayTeRTHOMaKUMM: @ ABT0 @ PAP @ CHAP
Mpumeyanne: Mo yMenyaHuo Esdpan B3apNaHT AETO, HE N3MeHANTe ero Ges kpaliHel HeoGxoguMocTi.
MogkniounTs OTnounTE OTknoyeHo
[ Dononwutenso | | CoxpaHuTh | [ HacTporikn mogema

Puc. 4-33 3G/4G

e PerunoH - BeibepuTe pervoH, rae Bbl ucnonb3yete kapty 3G/4G.
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e [ocTaBwmk ycnyr Mmo6unbHoro UHTepHeT - Bbibepute noctaBlimka VIHTepHeT-ycnyr,
koToporo Bbl ucrnoneayete ans 3G/4G noakntodeHus. MapLipyTusatop ycTaHOBUT HOMEpP
Habopa, UMa TOYKM OOCTyna, MMsS MONb30BaTENs M Naporb MO YMOMYaHUIO YKa3aHHOTO
nocTaBLyuKa VIHTepHeT-ycnyr.

e [lMogknwunTb aBTOMaTU4eCKU - ABTOMaTM4YeCKoe NoakItoveHne, ecnm MapLlpyTmn3artop
Obin oTkNtoYeH. [JaHHas onuus BKNKOYEHa no YMOJT4aHUIo.

¢ [MopgkniounTtb No TpeboBaHUIO - B HacTponkax mapLlpyTnsaTtopa MOXHO yka3saTb, YTOObI
OH aBTOMaTWMYeCKU paspbiBan MoAKM4veHue K VIHTEpHET Yepe3 onpeneneHHbin nepuog
BpemeHn (MakcumanbHoe BpemMsi MpPOCTOs), €Cnu HeT npuéma/nepenayn [OaHHbIX.
dyHkums MoaknoynTb MO TPeOGOBaHUIO B aBTOMATMYECKOM pPEXMME BOCCTaHOBUT
NOLKITIOYEHNE, KaK TONMbKO Npuém/nepenaya AaHHbIX CHOBa OyaeTt npoucxoantb. Ecniv Bl
XOTUTE, 4TOObI NoAKnYeHne Kk VHTepHeT ObiNo akTMBHBLIM MOCTOSIHHO, Bbibepute 0 B
none MakcumanbHOe BpeMs NpOCTOS.

e [MoakniounTb BPYYHYHO - C nomoLLbio KHOMKM MogkniounThL/OTKNUYMTE MOXHO Cpasy
NOAKMIOYMTL/OTKIIOUNTE  coeanHeHne ¢ WHTepHeT. B 3TOM pexume ToXe MOXKHO
ykasaTb MakcumanbHoe BpeMsi MpoCTosi, MOCre KOTOpPOro mapLipyTm3atopa pasopBET
coeanHeHne ¢ WHTepHeT. Ecnu Bbl xoTute, 4TOObLI nogkntodeHne Kk WHTepHeT 6bino
aKTMBHbIM MOCTOSIHHO, BbibepuTe 0 B none MakcumanbHOe BpeMs NpocTosi.

e Tun ayteHTUduMKaumm - Hekotopble noctaBlumkn VIHTepHeT-ycnyr TpedytoT KOHKPETHbIN
TMN ayTeHTudmkaumm, nogTBepauTe €ro y CBOero nocraBliuka WHTepHeT-ycnyr unm
ykaxute "ABTO".

MpumeyaHune: Hekotopble 3G/4G USB-mogembl He nogaepXvBaloTCd  MapLipyTU3aTOpOM.
Bonee nogpobHyto MHGOPMaUMO CMOTpPUTE B CMUCKE COBMECTUMbIX MOAEMOB Ha Hallem
Beb-canTe.

HaxmuTte [lononHUTenbHO ANS OCYLLIECTBNEHWS JOMNONMHUTENBHON HACTporkn (cM. Puc. 4-47).

Pernon: FPocoua

TOCTABWHE YCIYT MOBHNEHOTD MHTEPHET: Beeline

Y¥ka3aTe Homep HaBopa, APN, 1IMA nons3oeatens v Mapons BpyYHYHD
Homep Habopa: *99#
APH: internet.beeline.ru
WmA nonk3oBatens: beeline (He 00A3aTeNkEHO)

Naponb:  |sssseee (He 0BA3aTeNLHO

Pasmep MTU (B Gaitax): 1480 (PasMep No yMoNYaHuio: 1480, HE M3MEHATL §3 HEoBXOAUMOCTH)

Vicnons3oeats cnegylowme agpeca DNS-cepeepoe

MNpeanoyutaemein DNS-cepeep:

AncTepHatMeHeI DN S-cepeep: 0.0.0.0 (He ofA3aTenkHO)

| CoxpaHinTs | | Hasag |

Puc. 4-34 JononHutenbHble HacTporkn 3G/4G

e Perunon/TocTaBwmk ycnyr Mmo6unsHoro MHTepHeT — B aTux nonsax Oyaer otobpaxeHa
MHoOpMaLUUA O perMoHe M MNOCTaBLUMKE WIHTEpHET-yCnyr, KOTopble Bbl BbiOpanu Ha
npegbiaywen ctpanumue (cM. Puc. 4-34). Ecnu Bbl nocTaBuTe ranodky HanpoTue Yka3satb
Homep Habopa, APN, Vmsa nonb3osatensa u [Maponb Bpy4HyO B 9TUX Nonsx He Gyaet
yKa3saHa Kakas-TO KOHKpeTHas nHdopmauums.
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e Ykasatb Homep HaGopa, APN, Umsa nonb3oBaTtensa u Maponb Bpy4Hyto — [loctaBus
30€Ch ranoyky, Bbl CMOXeTe 3anonHuTtb nons: Homep Habopa, APN (Mms Touku goctyna),
Wms nonb3osatens u Maponk, ecnu Baw noctaBuk IHTEpHET-yCNyr He yka3aH B Cnvcke
MocTaBwmk ycnyr MobuneHoro MIHTepHeT Ha npegpiaywen ctpanuue (Puc. 4-34).

e Homep HaGopa — Ykaxute Homep Habopa, npegocTaBneHHbI BallMM MOCTaBLUVKOM
WHTepHeT-ycnyr.

e APN - BBegute MMa TOYKM [OCTyna, NpegoCTaBMeHHOe  BaluMM  MOCTaBLLMKOM
WHTepHeT-ycnyr.

e Wma nonb3oBatens/naponb — VYkaxute Wima nonb3oBatena u  [laponb,
npeaocTaBneHHble BallMM MOCTaBLUMKOM WIHTEpHET-yCcnyr. 3Tu nonga 4yBCTBUTENbHbI K
perncTpy.

e Pasamep MTU - Paamep MTU (makcumanbHbI pasMmep naketa) no ymondaxumio: 1480 6an.
B cnyyae c HekoTOpbiMM NOCTaBLiMKaMU WHTepHeT-ycnyr 3aTto 3HadeHue Tpebyertcs
n3MeHnTb. WM3meHeHne QaHHOro napamMeTpa OCYLUEeCTBMASETCA TOMNbKO, €CMAM 3TOoro
TpeOyeT Ball NOCTaBLUUK VIHTEPHET-YCNyT.

¢ Wcnonb3oBatb cnepywwme agpeca DNS-cepBepoB — Ecnu Baw nocTaBLUMK
WHTepHeT-ycnyr npepoctasndetr Bam IP-agpec DNS-cepsepa, noctaBbTe ranouky u
3anornHuTe HwKecneaywoLwne nons MpepnounTaembin DNS-cepBep "
AnbtepHaTuBHbIN DNS-cepBep. AnbrepHaTuBHbIi DNS-cepBep ykasbiBaeTcs Mo
BblOopy. B npotnBHOoM cnydae agpeca DNS-cepepoB GyaoyT NpUCBOEHbLI ANHAMUYECKM
BaLUUM NOCTaBLUMKOM VHTEpHET-CyT.

e [peanountaembii DNS-cepBep — Ykaxute |IP-agpec DNS-cepBepa B AeCATUYHOM
dopmate C pasgenurenbHbiIMM TOYKaMu, NPEeAoCTaBrEHHbIN BalMM MOCTaBLUUKOM
WHTepHeT-ycnyr.

e AnbtepHatuBHbii DNS-cepBep — (HeobssatenbHas HacTpowka) Ykaxute Opyrou
IP-agppec DNS-cepBepa B [ecATMMHOM dpopMaTe C pasgenuTenbHbiMUM - TOYKamu,
NpefocTaBrneHHbIV BalyMM NocTaBLnkom VIHTepHeT-cnyr.

HaxmunTte kHomnky CoxpaHuTb Ans COXpaHeHust HacTpoek. HaxxmuTe Hasap nocne 3aBeplueHust
HaCTPOWKW.

Haxwmute kHonky Hactponku mopema (cm. Puc. 4-34), ecnu Baw 3G/4G USB-mogem He
NoAAEPKUBAETCH MapLUPyTU3aTOPOM, MOCre Yero Bbl Nonaaére Ha CTpaHuLy, YKasaHHY HUXe
(cm. Puc. 4-35). Ha aton cTpaHuue MOXHO HacTpouTb napametpbl USB-mogema.

D MpouzeoauTens Mogens YOoanute

[oGaBNTh. ..

Puc.. 4-35 Hactporikn 3G/4G USB-moagema

MapLupyTnsaTop yxe coaepXuT AocTaTtodHoe KonuvecTBo uHdopmauumn o 3G/4G USB-mopeme.
MapameTpbl USB-mMogema OGyayT HacTpOeHbl aBTOMATM4YeCKW, eCnu Kapta nopaepxuBaercs
AaHHbIM ycTpouUcTBOM. Ecnu Bbl BCTaBunmM MogemMm, a YCTPOWCTBO OMpenensieT ero Kak

"Hens3BeCTHLIN", TO BaM OydeT NpenriokeHo 3arpy3utb dhan ¢ HacTporikamu. "Hen3BecCTHbIR"
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MOAEM MOXET OblTb OMpeneneH, ecrny B CNucke ykasaHbl BepHble MapaMeTpbl. PekomeHayeTcs
Jenartb HaCTPOWNKY TOMbKO B 3TOW CUTYyaLUUN.

dnsa po6aBneHus 3anucu 3G/4G USB-mogema.

1. Ckavanite nocnegHwo Bepcuo davna ¢ Hactporikamm 3G/4G USB-mogema ¢ Hawero
canTta (http://www.tp-link.com).

2. Haxwmute kHonky [lo6aBuTb (cM. Puc. 4-35), nocne yero Bbl nonagére Ha CTpaHULy Kak
yKasaHo Humxe (cm. Puc. 4-36).

3. Haxmute Bbibepute damn 1 ykaxuTe NyTb K COXpaHEHHOMY danny C HacTporkamu B
cTpoke dann.

4. Haxmute 3arpy3uTtb Ans 3arpy3ku dpavina ¢ HacTporKamu.

MpumedaHne: ECNK Bul BOCCTAHABNWBAETE 3ABOACKWE HACTPONKKM N0 yMONYaHui, hain 'bin’ GyaeT yTepAH. ECNW Bel NoTepAnu dain bin', eam
HeodX0anMOo CHOBA 3arpyauTh o N CKayaTe NOCNeaHIoo Bepcio BcTpoerHoro MO o www tp-link.com Ha saw 3G/4G-mapwpytwaartop Oyaet
YCTAHOBMNEHO 0OHOBNEHHDE BCTPOeHHDE MO, BMECTE C 3TUM NPOWM30AAET BOCCTAHOBMNEHME HACTPORK.

[ o6Hosuts || Hasaa |

Puc. 4-36 3arpy3uts ¢ann ¢ HacTporikamu 3G/4G USB-mogema
4.8.2 CoBMeCTHbIN AOCTYnN

Ha ctpaHnue Hactponkn USB — CoBMecCTHbIN OOCTYN Bbl MOXETe HACTPOUTb YCTPOMUCTBO

XpaHeHus1 faHHbIX, NOAKMIYEHHOE K MapLupyTu3aTopy Yepes nopt USB (cm. Puc. 4-37).

CocToRHKe: OcTtaHoEnEHO

[LocTyn K yeTPOACTEY XPaHEHWA OaHHEIX 33WNWEH Naponem

Tom 00bEM 3aHATo CeodoOHO 3aHATo % COBMECTHLIA JOCTYN

Toma He Geinn 0GHAPYHKEHE!. TOAKMIOYNTE K MAPLPYTH3aTOPY BHELWHEE YCTPONCTES XDAHEHNA AZHHEI, NogowanTe 10 CEKYHA W BEINOAHATE NONCK TOMA.

[ CraHnpoBark NOBTOPHO |

Puc. 4-37 CoBMeCTHbIN AOoCTyn

» CoctosiHne — OToOpakaeT Tekyllee COCTOSIHME COBMECTHOrO [OCTyna K YCTPOWCTBY
XpaHeHus AaHHblX. Bbl MOXeTe HaxaTb Ha KHOMKy 3anyCcTuTb, 4TOObl BKMNOYUTL OOLIMIA
OOCTYN K YCTPOMCTBY XpaHeHWst AaHHbIX unv OcTaHOBUTL, 4YTOObl 3anpeTuTb COBMECTHbIN
JocTyn.

> Tom — Nma USB-ycTponcTBa XpaHeHUs AaHHbIX, K KOTOPOMY Nofb30BaTeny MmetoT AOCTyn.
> 06bLEéM — O6bem namaTn USB-yCTponicTBa XpaHEHUS AaHHbIX.
> 3aHAaTo — 3aHAToe npoctpaHcTBO USB-ycTponcTea xpaHeHns OaHHbIX.

» CBobogHo — CBoGoaHoe npocTpaHcTBo USB-yCcTpoicTBa XpaHEHUS AaHHbIX.
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3aHATo % — [NMpoUEHT 3aHATOro NPoCTpaHCcTBa.

CoBMeCTHbIN JocTyn — YKasbiBaeT, UCMONb3yeTcss COBMECTHbIN AocTtyn unu HeT. Korga
COBMECTHbI LOCTYN UCNOSb3YeTCsl, Bbl MOXETE HaxaTb OTKMAKUYUTbL OIS €r0 OTKIYEHUS.
Korga coBMeCTHbI OOCTYN K TOMY HE UCMOMb3YeTCs1, Bbl MOXXETE HaXkaTb KHOMKY BKIHOYMTB
0Nl ero BKMYEHMS.

Haxmute Ha kHonky W3Bneuyb Agmck, 4ToObl 6e3onacHo otcoeamHuTb USB-ycTpomcTBO
XpaHeHNss [OaHHbIX, MNOAKMYEHHOE K MapwpyTmnsaTopy. [OucKk nepenger B pexum
«odpcpnanH». Korga ctaHeT 6e3onacHO OTCOeAMHUTL ANCK, Ha aKpaHe NosiIBUTCS cooblueHne
(cm. Puc. 4-38).

CoofweHue ¢ Beb-CcTpaHUUB I,&J

' | 37Ta onepauna otknioumnt FTP-cepeep, Meana-cepeep n CoBMecTHBI
' AOCTYN K YCTPORCTEY XPaHEHWA 43HHBLX B rocTeBo ceTk. Bl xotute
NpoAon*HTE?

Ok ] | OTtmena

Puc. 4-38 YBegomneHwne o 6e3onacHom oTkntoveHmn USB-ycTporicTea

Haxmnte CKaHMpoBaTb MOBTOPHO, YTOOLI CHOBa 3anycTuTb nouck USB-ycTpowncTea.

YT1O0O6bI HacTpouTb QYHKUMIO (pannoBOro cepBepa Ha BalleM MapLupyTusaTtope,

npogenanTe cneaylolme Wwarn:

1.

MoakntoumTe K MapLupyTudatopy 4Yepes nopt USB BHewwHun anck unu nHoe USB-ycTponcTBo
XpaHeHUs JaHHbIX.

HaxmuTe kHonky CkaHMpoBaTb NOBTOPHO 4515 noucka USB-ycTponctea, Nogknio4YEHHOro K
MapLipyTusatopy. lNMosiButcs okHo kak Ha Puc. 4-39.

CocToAHne: 3anyweHo OCTAHOBNTE

[OCTyn K YCTPOMCTEY XpaHeHUA AaHHLIX 3AWNILEH Naponem

Tom 06 BEM 3aunAto CeoboaHo 3anaTo % COBMECTHLIA A0OCTYN
volume1 75GB 24 0GB 50GB 33% OTKNHYUTE

[ Maeneus ANCE ] [ CKEHMpDEIETh NOBTORHO ]

Puc. 4-39 CoBMeCTHbI 4OCTynN

Haxxmnte Ha KHOMKY 3anyCTMTb, 4yTOOblI BKIHOYNTL COBMECTHbIN aoctyn K yCTpOIZCTBy
XpaHeHnA OaHHbIX.

Haxmute Ha kHonky Bknwuutb B KOMoHke COBMECTHbIM [OCTyM, 4TOObl OTKPbITb
COBMECTHbIV AOCTYM K OUCKY.

HaxmuTe Ha KHOMKy OTKMKOYUTBL, YTOObI 3aKPbITb COBMECTHBI JOCTYN K ONUCKY.

-57-



TL-WR1045ND BecnpoBogHOM rMrabuTHbIM MapwpyTusaTop cepum N

& MMpumeyaHue:

1. Mapwpytn3atop  MOXET  aBTOMaTUYeCKU  OMpedenuTb  MOAK/IOYEHHOE  HOBOE
USB-ycTponcTso.
HoBble HacTpolikK BCTYNAT B CUITy TONbKO MOCe nepesanycka cepsuca.
YTtobbl oTcoeamHuTb USB-yCTpOMCTBO XpaHEeHUs AaHHbIX, HaXXMWUTE cHayana Ha KHOMKY
N3Bneyb AUCK. He pekomMmeHayeTCA NpoCTO BblTaCKMBATb yCTpOI7ICTBO XpaHeHNA OaHHbIX U3
nopta USB, noTOMY, 4TO 3TO MOXET NOBPEANTb YCTPOUCTBO UMM MPUBECTU K NOTEpe OaHHbIX.
4. Yucno nogknoyaemMblX TOMOB HE OOIMKHO MpeBbilaTb BOCbMM, MOSTOMY Bbl HE CMOXETe

3axoauTb Ha Gonee Yem BOCEMb TOMOB Ha USB-yCTpOVICTBe XpaHeHUdA OaHHbIX.

4.8.3 FTP-cepBep

Ha ctpannue Hactpomku USB — FTP-cepBep Bbl MOXETe HACTpOMTb NapamMmeTpbl

FTP-cepsepa (cm. Puc. 4-40).

FTP-cepsep

COCTORHWE CepBepa: OctaHoEneH
OocTyn k HHTepHeT: () BKNKUMTE (3) OTKNKUYMTE
Mopr cepenca: 21 (no ymonyanuw: 21, 0e3 Heo0xoQUMOCTH HE M3MEHATE. )
HutepHeT-agpec: 0.0.0.0
MyGnnYHLIR agpec: 0.0.0.0
Hna Paznen Nanka H3meHnTh
Manku He HalfgeHs. MoOKNKUMTE K MAPLWPYTMIATOPY EHEWHEE YCTPOCTED XPaHEHWA JAHHEX, W yGeaUTeck, UTO OHO NOOKMIOUEHO K MaPWPYTHIATopY.

Puc. 4-40 Hactpowka FTP-cepsepa

> CoctosiHue cepBepa — OTobpaxaeT Tekylee cocTtosHne FTP-cepsepa, pabotaer nu oH
UM HeT. Bbl MOXeTe HaxaTb Ha KHOMKY 3anycTuTb, 4TOObI 3anyctutb FTP-cepep wunu

HaXaTb Ha KHOMKY OcTaHOBUTb, YTOOLI €r0 OTKITHYUTD.

> JHoctyn Kk WUHTepHeT — OtobpaxaeT Tekywee COCTOSHME NoaknoveHuss K VHTepHerT.
Beibepute Bkntountb, 4TOObI BKMOYMTE coeanHeHne ¢ WHTepHeT, wnu BblbepuTe

OTKnI-O‘WITb, YTOObI OTKMIOYNTL coegunHeHme C |/|HTepHeT.
> lMopT cepBuca — Homep noprta Ansi BHELUHUX NOOKITHOYEHWUA.

> WHTepHeT-appec — OtobGpaxaer IP-agpec WAN-ceTn mapupyTtmusatopa, No KOTOpOMY
apyrve nonb3oBatenn MoryT 3axoauTb Ha FTP-cepsep. Ecnm tun noakntovenna WAN
BblbpaH PPPOE/PPTP/L2TP, To MOXeT ObITb ABa noaknto4eHust. Monb3oBatenn B YacTHON
nokanbHoW ceTn mMoryT 3axoauTb Ha FTP-cepsep no NMybnuyHomy agpecy, B TO BpeMsi Kak

nonb3osartenu u3 VIHTepHet moryT 3axoguTb Ha FTP-cepeep no UHTepHeT-agpecy.

Cnepyvite HUXenpuBeaEHHBIM UHCTPYKLMAM ANa HacTponkn FTP-cepsepa:
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MoakntoumTe K MapLupyTmM3aTopy BHeLWHW xéctknin guck USB nnn USB dnaww-HakonuTens,
OTKpPOETCH CTpaHuua Kak Ha Puc. 4-41.

FTP-cepBep
CocToAHne cepeepa. 3ﬂl'lyll.|,EH

Ooctyn k MHTepHeT: () BrniounTe () OTKNIOWNTL

MopT cepewnca: (no YMONUaHUK: 21, Ge3 HeoOxogUMOCTH HE W3MEHRATE.)

WHTepHeT-aapec: 0.0.0.0
MyGnn4HbIA agpec: 0.0.00

Co3gaHwe HoBol nankn AnA FTP-cepeepa

[4[8=] Paznen NManka HameHnTs

Manku He HalgeHel. MogKMNYUTE K MAPWPYTW3ATORY BHEWHEE YCTPOACTED XPaHEHWA OAHHKIX, W YOEOMTECE, UTO OHO NOOKMKYEHO K MapPWPYTU3ATODY.

CoxpaHuTs

Pwuc. 4-41 Hactpownka FTP-cepBepa

OtmeTbTe none BkNOUNTL/OTKNKOYUTL, YTOObI  BKMIOYUTL/OTKMOYMTL  AOCTYN K
FTP-cepBepy 4epes VIHTepHeT.

M3meHuTte [MopT cepBuca, 4YTOObI ykasaTb MOPT, KOTOPLIA OydeT MCMonb30oBaThCA
FTP-cepBepom (no ymon4yanumio — 21, He nameHsnTe 6e3 HeobxoanMmMocTn).

Haxmunte Co3gaHme HoBoun nanku ansa FTP-cepBepa, 4ToObl 400aBUTL HOBbLIE Manku Ans
FTP-cepBepa. OTkpoeTcs cTpaHunua Kak Ha Puc. 4-42.

Cosparne HoBoO# nankn gna FTP-cepeepa

OToGpaKaemMoe MMA: foldert
Paznen: [] OpraHnaceaTs coBMECTHEIR AOCTYN KO BCEMy pasgeny

MyTsb ¥ nanke: !

Buibpats Manka

@] res0Urce

[ COXpaHUTE | | Ha3zan | Tewyumi he crp

Puc. 4-42 CospaHne HoBon nanku ana FTP-cepeepa

> OTobpaxaemoe ums — Bbl MOXeTe ykasaTb oTobpakaemoe MMs nankm ¢ COBMECTHbIM
OOCTYMNomM.

» OpraHm3soBaTb COBMECTHbIN JOCTYN KO BceMy paspeny — Bbl MoxeTe BbiOpaTth 3Ty
ONUUIO 1 OTKPLITb JOCTYN KO BCEM narnkam 3Toro pasgena.

> BblOpaTtb — Bbl MoXeTe BbiOpaTb 3Ty onumio AN OTKPbITUS COBMECTHOro A0CTyna K
onpeaeneHHon narike.

»> Bblwe — Bbl MOXeTe LENKHyTb Ha 3Ty KHOMKY, Y4TOObl Mepentu B narnky Bbille MO
nepapxmu.

> Manka — Vima nanok no tekywemy nyTu.

> CoxpaHuTb — Bbl moxeTe HaxaTb kHOMKy CoxpaHuTb Ans TOro, 4Ytobbl COXpaHWUTb
BHECEHHbIE HACTPOWKKM, nocre Yero OyaeT BbIMNOMHEH Mepexoq Ha CTpaHuuy HacTpoek
FTP-cepsepa.
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> Hasapg — Bbl mMoxeTre HaxaTb Ha kHonky Hasag, 4ToGbl OTKasaTbCsA OT BHECEHHbIX
N3MEeHeHUN 1 BepHYTbCS Ha cTpaHuLy HacTpoek FTP-cepsepa.

YT100bI AO0GaBMTL HOBYKH nanky ¢ obwum pgoctynom ansa Bawero FTP-cepsepa,

npoaenavTe cneayrowme AeNCTBUA:

1) Bbibepute OpraHusoBaTb COBMECTHbIW AOCTYN KO BCemy pasgeny WM onuuio
BblOOpa onpeaenéHHOM nanku.

2) YkaxuTe oTobpaxaemoe UMsi namnkM c oOwuM AOCTynoM B NOSfie peaakTMpoBaHUS
OTob6paxaemoe NmA.

3) Haxmute kHonky CoOXpaHUTb ANA COXPaHEHUS] BCEX BHECEHHbLIX W3MEHEHWUA B
HaCTPOWKMK, NOCIe Yero OTKPOeTCs CTpaHuLua kak Ha Puc. 4-43.

FTP-cepeep

CoCToAHWE CepBepa: Janywmex OCTAHOBWUTE

Ooctyn k MuTepHer: () BrmiounTs (3 OTKMIOUMTE
MopT cepeuca: (no ymonuanuk: 21, Be3 HeoGXoQUMOCTH HE M3MEHATE )
WHTepHeT-agpec: 0.0.0.0
MyGnu4HbIR agpec: 0.0.0.0

CosgaHue HoBol nanku Ans FTP-cepsepa

Hun Paznen Manka WanmeHnTs

foldert volumet volumel/resource M3aMeHUTE ¥OanuTs

CoxXpaHnTb

Puc. 4-43 Hactpowka FTP-cepsepa
5. Haxmute kHonky 3anycTtuTb Ans 3anycka FTP-cepsepa.

& MMpumeyaHue:

1.  MakcumarnbHoe KOnmM4ecTBO Nanok C COBMECTHbIM AOCTYMNOM He JOSMKHO NpPeBbIWaTh AECATH.
Ecnn Bbl XOTUTE OTKPbITb COBMECTHbIA AOCTYM K Manke, M npu 3TOM 4YMUCNO Manok C
COBMECTHbIM OOCTYMNOM MpeBbILAET AeCATb, TOrda Bbl MOXETE yOanuTb OAHY M3 Mamnok v
[06aB1Tb HOBYIO.

Hactpowikn FTP-cepBepa BCTynAT B Cuny TONbKO nocne nepesanycka FTP-cepsepa.
FTP-cepBep nogoepxunBaet He 6onee ABYX KNMEHTOB OAHOBPEMEHHO. Ecnn Bam TpebyeTcs

AOCTynN K cepBepy, ybeanTech, Y4To Ha cepBepe HaXOAUTCS TOSNbKO OAWH KIUEHT.
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4.8.4 Mepua-cepBep

Bbibepute meHio Hactpowkn USB — Megua-cepBep. Ha 3To cTpaHuue Bbl CMOXeETe

HacTpouTb Meana-cepsep, Kak ykazaHo Ha Puc. 4-40.

>

>

HmA cepeepa:

CocToAHWe cepeepa:

TP-LINK_F6D6BE

OcTtaHoENEH

Wmn

ABTOCKAHWPOBAHWE Kaxakble

thaAnoBan CUCTEMa

Cepeep He 3anyleH

Manka Yoanute

Puc. 4-40 Hactpoliika megma-cepsepa

Uma cepBepa — VimMa meana-cepsepa.

CocTtosiHue cepBepa — OToOpaxaeT TeKyllee COCTOsHME cepBepa: paboTaeT unm He

paGoTaeT. Bbl MOXeTe HaxaTb KHOMKY 3anycTUTb, YTOObI 3anyCTUTb Meava-cepBep, Unm

HaxkaTb KHOMKY OCTaHOBUTb, YTOObI OCTAHOBUTL €ro paboTy.

Nma — OTobparkaemoe UMs nanku.

dannoBas cuctema — Tun annoBon cuctemsl Npyv HOpMaTUPOBaAHMMN MOXET ObITb
FAT32 unu NTFS.

Manka - [lonHbIM NYTb K yKa3aHHOW narike.

Ypanutb — Bbl MoXxeTe yaanuTtb nanky ¢ o6LiyMmM JOCTyrnoM, HaxkaB KHOMKy YaanuTb.

Ansa HacTpoWku Meauna-cepBepa crieaynTe HUXKeyKasaHHbIM MHCTPYKLUAM:

1.

MoakntounTe K MapLpyTmsaTopy BHewHu USB xéctkun guck nnn USB donswi-HakonuTens,
nocrne 4yero otobpasnTca OKHO, Kak ykasaHo Ha Puc. 4-41.

HmA cepeepa:

CoCTORHWE Cepeepa:

TP-LINK_FE6DEBE

OctaHoBneH I 3anycThTh ]

Wmn

ABTOCKAHWPOBAHWE KaXakle

DainoBean CUCTEMA

Manka Yoanute

Puc. 4-41 Hactpoiika meana-cepBepa
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2. Haxmute kHOMKy 3anycTuTb, 4TOObI 3anycTuTb Megua-cepep. [locrne 3Toro Ha akpaHe
NOSABMTCS OKHO, KaK yka3aHo Ha Puc. 4-42.

WmA cepeepa: TP-LINK_F6D6BE

CocToAHwe cepeepa: JanyweH [ OCTAHOBUTE ]

] ABTOCKAHWPOBAHWE KamOble [ QOGHOBWTE ]

[ Co3afaHue HOBOIM Nankw AnA MefWa-cepeepa ]

WA DannoBan CHCTEMA Manka ¥OanuTs

Puc. 4-42 Hactponka megna-cepBepa

3. Haxwmwnte Co3zpgaHue HOBOW Nanku Ans Meaua-cepsBepa, YToObl ykasaTb nanky B kKadyectse
nyTV noncka megua-cepsepa. Ha akpaHe nosiBUTCA OKHO, Kak yka3aHo Ha Puc. 4-43.

Otobpamaemoe MMA: |f|:u|der1 |
Paspemn: [[] Oprannsoears coBMECTHEIA QOCTYN KO BCEMY pa3neny
MyTeb K nanke; f

BriOpath Manka
O Folder 1
C Folder 2
@] Folder 3
@] Folder 4

( COXpaHWTE | | Hazag | Tekyumii Ne cTp.

Puc. 4-43 CosgaHue HOBOW Nanku gnsi Meana-cepeepa

» OTobpaxaemoe UMs — Bbl MOXeTe BBeCTM oToDpakaemoe MMsi ANs nankv ¢ obwmum
OOCTYrMomMm.

» OpraHu3oBaTb COBMECTHbIN JOCTYN KO BCcemy pasgeny - Bol moxeTe BbIOpaTh 3Ty
ONuMIO ANst OTKPLITUS 06LLEero 4ocTyna Ans BCeX NocneayroLmx nanok.

> TNyTb k nanke — OTobpaxaeT NyTb K AaHHOW Nanke.

> BblbpaTb - Bbl MoxeTe BbiOpaTb 3Ty ONuUUMI0O ANs OTKPbITMA oOwero gocrtyna K
yKasaHHOW narike.

> Manka - HassaHne nanok Ha TEeKyLiemM nyTn.
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> Bblwe — Bbl MoxeTe HaxaTb KHOMKy Bbiwe, 4ToObl NMepenTM B Manky Bbile MO

nepapxuu.

» CoxpaHuTb — Bbl MOXeTe HaxaTb KHOMKy COXpaHUTb, YTOObI COXPaHUTb BHECEHHbIE
N3MeHeHUs1, nocre Yyero OyaeT BbINOSIHEHO MepeHarnpaBfieHMe Ha CTpaHuLy HacTpPoekK
Meama-cepBepa.

> Hasap — Bbl moxeTe HaxaTb kHOMNKy Haszapm, 4Ttobbl OTKaszaTbCA OT BHECEHHbIX

N3MEHEHWI 1 BEPHYTHCS Ha CTPaHWULY HacTpPOek Meana-cepeepa.

Y1006bI pOoOOGaBUTL HOBYKO ManKy C€ COBMECTHbIM AOCTYyNnoMm, criegyuTte
HUXenepevyncrneHHbIM UHCTPYKLMUSAM:

1) Bbibepute OpraHuszoBaTb COBMECTHbLIN AOCTYN KO BCeMy pasfeny wunu Bbibepute
onpenenéxHHyto narky.

2) VYkaxute oTobpakaemoe MMSA nanku ¢ obwmm AOCTynomMm B Mofne penakTMpoBaHMs
OTobGpaxaemoe NMA.

3) [Ons coxpaHeHus HacTpPoeK HaxmuTe kHormky CoxpaHuTb, Mocrne 4ero Bbl OyaeTe
nepeHanpasfieHbl Ha CTPaHWLYY HacTpoek Meauna-cepBepa, Kak ykasaHo Ha Puc. 4-44.

MnA cepeepa: TP-LINK_F6D6BE

CocToAHKe cepBepa: 3anyweH [ OCTAHOBWTE ]

[[] AeTOCKaHWpOBaHWE Ka#Oble [ OBOHOBUTH ]

[ CD:],D,EHHE HOBOH Nanku AnA Mefna-Cepeepa l

WA Mainosan cCUCTEMa Manka ¥oanuTe
foldert FAT32 ! Folder 1 YOanuTe

Puc. 4-44 Hactpoiika megma-cepBepa

4. Haxmute KHOMKY O6HOBMUTb, 4YTOObLI HAa4YaTb MOMCK MO BCEM Marnkam C COBMECTHbLIM
OOCTynom. Bbl Takke moxeTe Bbl6paTb ABTOCKaHMpOBaHMe M B TO XXe BpeMA 3adaTb
BpeMeHHOIZ MHTEepBan aBTO-NMOMCKa B BblMagawowemM Cruncke. B aTtom cnyyae

mMeauna-cepsep BbIMOJTHUT aBTOMATUYECKMI MOMCK B Nankax ¢ obLwmm OOCTynom.

& lMpumeyaHue:

MakcumanbHoe uncno nanok ¢ obwum goctynom - 6. Ecrnm Bbl XoTuUTe npegoctaBuTb oL
AOCTYN K narnke, Korga MxX Y1Cro YXe OOCTUrNo 6, Bbl MOXEeTe yAanuTb OAHY Mnarnky U 3aTtem
co3gaTb HOBYIO.

4.8.5 T[lpuHT-cepBep

Bbibepute meHio Hactpowkm USB — [puHT-cepBep. Ha 3TOoM CTpaHuue Bbl CMOXETE

HaCTpPOUTb NMPUHT-CEpBEP, KaK YKa3aHO HUXe.
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NpuHT-cEpBEp

CocToAHKe Cepeepa: OunaniH [ OCTaHOBUTE ]

Puc. 4-45 Hactponika npuHT-cepBepa
CocTosiHNE NpUHT-cepBepa MOXET ObiTb OHMAaMH NN odpnanH:

» OxhnanH — O3HayaeT, YTO MPUHT-CepBep BKMOYEH. Haxmute kHOomky OcTaHOBUTHL Aris

OCTaHOBKWM NPUHT-CepBepa.

» OddnanH - O3sHavaer, 4TO YHKUMA MPUHT-CepBepa OTKMYeHa. HaxmuTe KHOMKy

3anycTuTb, YTOObI BKMHOUNTL (OYHKLIMIO NPUHT-CEpBepa.

4.8.6 Y4éTHble 3anucu nonb3oBaTenen

Ha pgaHHOWM cTpaHuvue Bbl MOXETE yKa3aTb UMS Mornb3oBaTtens M naponb Ans COBMECTHOro
AOCTyna K YCTPOWCTBY XpaHeHusi gaHHbix u FTP-cepsepy. [nsa CoBmecTHOro goctyna kK
USB-ycTponctBy XpaHeHUs OaHHbIX MOXHO ucnonb3oBaTtb Internet Explorer. MNonb3osatenu

FTP-cepBepa cmMoryT BonTu Ha Hero Yepe3 FTP-knueHT.

Mo ymonyaHuio nMeeTcs ABe YYETHbLIX 3anucy Ans AoCTyna K YCTPOWCTBY XpPaHEHUS OaHHbLIX U
FTP-cepsepy: "AgmuHuctpaTtop” u "TocTb" (kak ykasaHo Ha Pwuc. 4-46). AgmunHucTpartop
o6na,qaeT npasamvu YTeHUA/M3MeHeHNs AaHHbIX Ha yCTpOI7ICTBe XpaHeHnA [OaHHbIX, a TaKXe
obnapgaet npaBamu goctyna Ha FTP-cepBsep, B TO BpeMs kak [ocTb obnagaer Tonbko npaBamu

YTEHWs1 Ha YCTPOMNCTBE XpaHeHUs1 AaHHbIX U He obnagaet goctynom k FTP-cepBepy.

YyéTHbIe 3anUcH Nonb3oBaTenen

[ [lobaBuTb HOBOro NOMb30BATENA

HmA nonk3oBaTens Mapons NMpaea nocTyna Ooctyn K FTP-cepeepy HamMeHHTh
admin admin YreHwe 1 3anuck YreHwe 1 3anuck M3MEHWTE
guest guest ToNbKD YTeHne Het FlameHnTe

Puc. 4-46 Y4yéTHble 3anucu nonb3oBaTenemn

Tonbko AOMUHUCTPATOP MOXET UCMnonb30BaTb Beb-Opay3ep aAns nepeHoca awnoB ¢ K B

pasgen ¢ obwmm goctynom USB-ycTponcteBa xpaHeHUS AaHHbIX.

Ona no6aBneHMa HOBOM YY4ETHOM 3anucu crnegymTe HUXKeyKasaHHbIM MHCTPYKLUAM:
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Haxmunte KHOMKY [Ho6aBuTb HOBOro nonb3oBaTens. ﬂepe/:l, BaMn NOABUTCA OKHO,

yKasaHHoe Ha Puc. 4-47.
Cospante Umsa nonb3oBartens.
Beegute naponb B nosne Maponb.

Bbibepute npaBo goctyna m3 BhiNagawlwero cnucka: YteHue m 3anucb unu TonbKo

YTeHue.

5. Bblbepute goctyn k FTP n3 Beinagatowero cnvcka: fa, Het nnv Tonbko 4TeHue.

Wma nonszoearens: admin2
MNaponk: admin
MNpaBa poctyna: TonbKD YTEHWE v
Ooctyn K FTP-cepeepy: Het A
[ COoXpaHNTL | [ Hasaa

Puc. 4-47 lo6aBnTb UM M3MeHUTb YYETHYIO 3annCb NONb3oBaTens

> WwmsaA nonb3oBatens — BeeanTte nmsa nonb3oBaTens, KOTOPOMY Bbl XOTUTE NPeaoCTaBUTb
npaso goctyna k USB-ycTponcTBy XxpaHeHusi gaHHbiX. WMs nonb3oBatensa OOSTKHO

COCTOSATb M3 andaBUTHO-LUM(POBbLIX CUMBOJIOB 1 HE AOMHKHO NpeBbiwaTh 15 CMMBOIIOB.

»> Maponb — B gaHHOM none Heob6xoaMMoO BBeCTM Maposb. [laponb OOMmMKeH COCTosATb U3
andgaBnTHO-LUMMPOBLIX CMMBOMIOB U He OOfKeH npeBbiwaTb 15 cumBonoB. B uensx

©e30nacHOCTM Napornb AN KaXXA0N YYETHON 3annucu He oTobpaxaeTcs.

» [MpaBa goctyna — /I3 Bbinagawwero cnvucka BbibepuTe npaBo AOCTyna K YCTPOMCTBY

XpaHeHUA OaHHbIX ONaA KaXgoro nojib3oBaTend. YTteHue u 3anncb Mnu ToNbKO YTeHMe.

> JHoctyn K FTP-cepBepy — BriGepute Oa, Het nnn Tonbko 4YTeHue 13 BbinagaroLLero

cnucka, 4Tobbl NpeaoCcTaBmUTbL UMK 3anNpeTuTb Nonb3oBaTento goctyn k FTP-cepeepy.
> CoxpaHuTb — Haxmute kHonky CoxpaHUTb, YTOObI COXpPaHUTL BalLX HACTPOMKMU.
> Hasap — Haxmute kHonky Hasap, 4ToObl OTKasaTbCsl OT HACTPOEK UM BEPHYTbCA Ha

CTpaHM1LYy HaCTPOVKKN YY4ETHBIX 3anuceit nonb3oBaTens.

& lpumeyaHue:

MoxanyncTta, nepesarpysute cry»0y, YToObl HOBblE HACTPOVKM BCTYNWUMN B CUIY.

Ecnu He nony4yaeTca ncnonb3oBaTtb HOBOE UMSA MOJ1b30BaTENA UMK NMapornb OAnA OA0CTyna K

COBMECTHbIM AaHHbIM, HaxmuTe Windows + R Ha knaBuatype, 4Tobbl OTKPbITh AManoroBoe
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OKHO BbIinonHutb, BBegute net use \\192.168.0.1 /delete /yes n HaxmuTe Enter.

(192.168.0.1 - IP-agpec Bawero maplupytusatopa B cetn LAN. Ecnn IP-agpec B cetn LAN
Mo4eMa, MOAKIMYEHHOro K Balemy MapupyTtusatopy - 192.168.1.x, Torga ycTaHOBMNEHHbIN
no ymondauuio |P-agpec mapwpytmsatopa B cetu LAN aBTOMatuiecksm CMeHuTCcs C
192.168.0.1 Ha 192.168.1.1, 4yTOObI M3bexaTb KOHnukTa IP-agpecoB. B aTOM cnyyae
nonpobynte Beectn net use \192.168.1.1 /delete / yes)

49 NAT

Bbibepute meHto NAT, 1 Bbl CMOXETE BKIHOYMTb UM OTKMOUUTL PyHKUMIO NAT 1 dyHKUMIO
annapatHoro NAT. [Mpasuna NAT n annapatHbein NAT OyayT pabotaTb NpaBuIibHO TOSMBKO Npu
BKMOYEHHON cpyHKUMN NAT.

HacTtponkn NAT

MpumedaHne: ECnu Bbl XOTWTE, YTOGK! HACTPOMKK annapatHoro NAT BCTYnMMAK B cuny, yoeauTeck, 4To dyHKUMA NAT BKNHYEHa.

Tekywee cocToRHue NAT: (&) Brmounte () OTKMOUNTE
Tekyuee COCTOAHWE annapaTHoro NAT: &) Brmiounte (O OTKMIOWNTE
[ CoxpaHnTh |

Puc. 4-48 Hactponkn NAT

»> Bknwunte NAT — lpu BbiGOope aaHHowm onuuun cpyHkuma NAT OGygeTt BknwoueHa, U

npasuna nepeagpecaudnn BCTYyNAT B cuUny.

>  OTtknrountb NAT — lNpu BbiGope gaHHow onuun dyHKumsa NAT OyoeTt oTKMYeHa, U

npaeuna nepeagpecaunm gencTeoBaTtb He ByayT.

> Bknwuutb annapatHbin NAT — [pu BbiGope AaHHOM onumu PYHKUUS annapaTHOro

NAT 6ygeT BkntoyeHa.

»> OTknrountb annapatHbin NAT — [Mpu BbIGOpe AaHHOM onuMKM PYHKLMSA annapaTHOro

NAT OygeT oTkrnodeHa.

4.10 MNepeappecaums

lNepeanpecauwn

- BupTyankHLie cepeepbl

- Port Triggering
- DMZ

_UPnP

Puc. 4-49 MeHto nepeagpecaunm
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B wmeH nepeagpecauun copepxatcsa udeTbipe nogmeHio (cM. Puc. 4-49): BupTtyanbHble

cepBepbl, Port Triggering, DMZ n UPnP. [0ns HacTpomKkn HyXHOW QYHKUUK Bbibepute

COOTBGTCTByIOU.l,VII;I NYHKT MEHIO.

4.10.1 BupTtyanbHble cepBepbl

Buibepute [lepeagpecauuss — BupTtyanbHble cepBepbl, MOCMe 4Yero Bbl CMOXeTe
npocmaTpuBaTh U 406aBNATE BUPTYyarnbHble CepBepbl, Kak ykazaHo Ha n3obpaxeHun (Puc. 4-50).
BupTyaneHble cepBepbl MOryT OblTb WCNONb30BaHbl ANSA HACTPOWKM CEpPBMCOB 0OLLEro
nonb3oBaHunsA B Bawlen cetn LAN. BupTyanbHbin cepBep onpegenseTcs kak nopT cepsuca, n Bce
3anpochbl 13 cetu VIHTepHeT Ha AaHHbIN NopT ByAyT NepeHanpaBnsaTbCA Ha KOMMNbIOTEP, UCXOAS
n3 IP-agpeca cepsepa. Jllobor koMnblTEP, NCMOML3YEMbIA B KA4eCTBE BUPTyalnbHOIO cepBepa,
OOIMPKEH UMETb CTaTUYeCcKMrM unu 3apesepBupoBaHHbIi |P-agpec, nockonbky ero IP-agpec

MOXET ObITb M3MEHEH Mpu ncnonb3oBaHun yHkumm DHCP.

MNpumeyanne: YBeaureck, Y4To (DyHEUHA NATEKNHYEHE,ECNH Bl XOTHTE, 4ToOLI HACTPORKK EHPTYANLHLIX CEPESPOE ECTYTMHIK B CHITY.

ID Mopr cepenca BryTpeHHUH nopTt IP-agpec MpoTokon CocroAHne HameHuTs

1 45 34 192.168.0.44 BCE BrnioyeHo MameHnTs Yoanute

| DobaBwte.. | | Brmwounteece | | Omeniountb Bce | | Ynanums sce

Puc. 4-50 BupTyanbHble cepsepsbl

» [lMopTt cepBuca — Homepa BHelHWX MoOpTOB. Bbl MOXeTe BBECTM NOPT cepsBuca wUNu
AnanasoH noptoB cepBuca (B popmate XXX - YYY, rge XXX - HavanbHbIn nopt, a YYY -
KOHEYHbIN NOpPT).

»> BHyTpeHHMN nopT — Homep BHYTpEHHEro nopTa cepsBuca KOMMbOTEPa, UCNOMb3YHLLEro
npunoxeHue cepeuca. Bbol MoxeTe ocTaBuTb 3TO none nycTbiM, ecnv BHyTpeHHUM nopTt
cosnagaet c NMopTom cepBuca unun ykasatb Homep nopta, ecnv NMopT cepBuca oauH.

> IP-agpec — IP-agpec komnbloTepa, Ha KOTOPOM 3amnyLeHO NPUIoXKeHNe cepBuca.

» [Mpotokon — [potokon, ncnonb3yembln Ana gaHHoro npunoxeHusa: TCP, UDP nnu BCE
(BCe nNpoTOKOnbI, NOAAEPKNBAEMbIE MAPLLPYTMU3aTOPOM).

> CocTtosiHue — CocTosiHMe JaHHOW 3anucu, "BkoyeHo" 03HavaeT, YTo 3anucb BUPTYarbHOMoO
cepBepa BKoveHa n paboTtaeT.

» CrtaHpapTHbIM nopT cepBuca - HekoTopble 06LiMe cepBUCHI YyXe NpeacTaBneHbl B
BbiNajaroLLemM criucke.

> U3meHuTb — MI3meHnTb unn yoannTb 3annchb.

Ons HacTPOWKM 3anncu BUPTyanbLHOro cepeepa:
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1.  HaxmuTte kHonky lo6aBuUTh... (Puc. 4-51)

2. W3 cnmncka CrtaHaapTHbIA NOPT cepBuca BbibepuTe CepBUC, KOTOPbLIM Bbl XOTUTE
ucnomnb3oBatb. Ecnn B MeH cnucka CTaHAapTHbIA MOPT cepBUCA He yKasaH CepBuC,
KOTOPbIN Bbl XOTUTE MCMNONb30BaTb, TO CregyeT BBECTM HOMEpP NopTa cCepBuca Unvm ananasoH
nopToB cepeuca B norse NMopTt cepBuca.

3. Bsegute IP-agpec KomnbikoTepa, Ha KOTOPOM 3anyLleHO NpuoXeHue cepsuca, B nore
IP-appec.

4. B none MpoTtokon 13 BbiNagaroLLero cnucka Bbloepute MPOTOKOS, KOTOPbLIA UCMONb3yeTcs
ansa gaHHoro npunoxexusi: TCP, UDP vnn BCE.

5. Bbibepute onuuio BknrouyeHo B BeinagatoLlem crnvcke CoctosHue.

6. Haxmunte kHonKy CoOXpaHUTb.

MopT ceperca: (XK N X))
BHYTPEHHMIT NOPT: (3 IPUMEHUME TONBKO B CMYYAE OOHOTG NOPTA CEPEMCA MUG0 OCTABLTE 3T0 MONE HE3ANOMHEHHEIM)
IP-agpec:
MpoTokon: BCE v
CocToRHME: BrnroueHo A
CTaHOapTHLIA NOPT CepBrca; ~-Bribepure—- A
[ CoxpaHnTs ) Hasan |

Puc. 4-51 [JoGaBuTb nnn n3MeHUTb BUPTYarbHbIA CEpBEP

& MpumeyaHue:

BoamoxkHa cuTyaums, Korga Ha BalleM KoMMnbloTepe Unu cepeepe npegnaraerca 6onee ogHoro
cepsuca. B Takom cnyvae Bbibepute apyrov cepBuc 1 BBeauTe TOT xe IP-agpec onsg gaHHOro
KOMMbIOTEpPa MUnn cepeepa.

[Ons nameHeHus unu yaaneHna 3anucu:
1. Hangute HyxHylo 3anuck B Tabnuue.
2. Haxmunte U3meHuTb nnn Yaanutb B KonoHke U3MeHnTb.

HaxmuTte Bknountb Bce/OTKNIOUYNTL BCe ANS BKIHOYEHUS/OTKITIOYEHNS BCEX 3anucei.
Haxmute YganuTb Bce, YTOGbI yaanuTb BCe 3anvcu B Tabnuue.
HaxmuTe Cnepylowas ana nepexona Ha crieaylollyto cTpaHuuy, Haxmute Mpeablaywas ons

BO3BpaTa Ha npeablayLLyto CTpaHuuy.

-68-



TL-WR1045ND BecnpoBogHOM rMrabuTHbIM MapwpyTusaTop cepum N

& MpumeyaHue:

Ecnn B kayecTBe nopTa cepBuca BUPTyanbHOro cepeepa Bbl ycTaHoBUTE 3HadeHune 80, B OkHe
Be3onacHocTb —> YpanéHHoe ynpaBrieHue Bbl [OIMKHbl yka3aTb fboe 3HayeHue nopta
ynpaeneHus Beb-uHTepdericom kpome 80, Hanpumep 8080. B npoTuMBHOM cryvyae npwu

OTKITKOYEHNN BUPTYaribHOro cepeepa MOXeT BO3HUKHYTb KOHd)J'Il/IKT.

4.10.2 Port Triggering

Buibepute MNMepeagpecauua — Port Triggering, nocne 4yero Bbl CMOXETe npocmartpuBaTtb U
cosgaBaTtb HacTtpouku Port Triggering, Kak ykasaHo Ha udobpaxeHun (Puc. 4-52). HekoTtopble
nNpunoXxeHnss TpebyldT MHOXECTBEHHbIX COEAUHEHWW, KaKk Hafmpumep:  OHMaWH-WUrpsl,
BUAEO-KOHepeHunn, WHTepHeT-TenedoHns u npodee. Port triggering ucnonedyetcs ans

HEeKOTOPbIX U3 ATUX NPUIIOXKEHUIA, KOTOPbLIE HE MOTyT paboTaTb ¢ MapLupyTudaTopoM NAT.

Mpumeyanwe: Ydegutech, 4to doyHkuma NATEKNOYEHE, @CIH Bbl X0THTE, YToOLI HACTpolkK Port Triggering BCTYNWNW B cUNy.

ID Tpurrep nopt Tpurrep npotokon BxogAwmi nopt BxoOsAwWmit NpoToKon CocroaHue H3meHnTh

Puc. 4-52 Port Triggering

Ona po6aBneHUs HOBOro NpaBuna creaynTe HUXKeyKasaHHbIM MHCTPYKLUUAM:

1. HaxmuTe kHonky [lo6aBuUTb..., Nepes BaMu NOSIBUTCS OKHO, ykasaHHoe Ha Puc. 4-53.

2. Bblbepute npunoxeHve u3 Bbinagarwowero cnucka B none O6wme npunoxeHus. locne
atoro nons Tpurrep nopTt n Bxogsawme noptbl OyayT aBTOMaTUYECKM 3anornHeHbl. Ecnn
Heobxogumoe BaM MNPUIOXeHUe OTCYTCTBYeT B none O6GWMe NpPUIoXeHUs, BBeauTe
3HaveHunsa Tpurrep nopTt 1 BxoaAawmx nopToB BpyUHYIO.

3. W3 Bbinagatowero cnucka B none Tpurrep NpoTokon BbibepnTe NpOTOKOS, MCMNOMb3yeMbIN
ans Tpurrep nopta. Bapuantel: TCP, UDP vnn BCE.

4. W3 Bbinagawowero cnucka B none BxogAawmm npotokon BbLibepuTe NpPOTOKON,
ncnone3dyembli Anst Bxoasawmx noproB. BapnanTel: TCP, UDP unu BCE.

5. B none CoctosiHue ycTaHOBUTE 3Ha4YeHne BknroveHo.

6. Haxmute COXpaHMTb, 4YTObbI COXpaHUTb HOBOE NnpaBwuIio.
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TpWrrep nopT:
Tpurrep NPOTOKOIT: BCE |»

Bxogsume noprbl:

BXOOAWMA NPOTOKOIT: BCE «
COCTORHWE: BrntoueHo |v
OGume NPUIOKeHNs: ~-Bribepure-- v
( COoXpaHnTb | [ Hasan |

Puc. 4-53 [obasutb nnun nameHuts 3anuck Port Triggering

>  Tpwurrep nopt - [opT aAnga ucxogswero Tpaduka. Mcxogsilee nogknioveHme yepes aToT nopr

akKTUBMpPYET AaHHOEe npaBuIio.

»  Tpurrep npotokon - [lpoTokon, ncnons3yemsi Tpurrep noptramu. 3Havyenuns: TCP, UDP vnu

Bce (Bce NpoToKonbl, NOAAEPKMBAEMbIE MapLLPYTU3ATOPOM).

> Bxopawmn nopT - 3710 nopT unn amnana3oH NopToB, UCMOJ1b3yeMbIX yﬂ,aﬂéHHOﬂ cuctemon
npun oOTBeTe Ha ncxogawmnm 3anpoc. 3anpoc yepe3 OOMH U3 [OaHHbIX MNOPTOB 6y/:|,eT

nepeHarnpasriieH Ha KOMMNbTEP, aKTI/IBVIpOBaBUJVIVI OaHHOe npaBuIio. Bbl moxeTe YKas3aTb HE

bonee 5 rpynn nopToB (MNM cekumii NOpToB). [pynnbl MOPTOB pasgenstoTcss 3Hakom ..
Hanpwumep, 2000-2038, 2046, 2050-2051, 2085, 3010-3030.

> Bxoaawmn npoTtokon - [poTokon, ncnonb3yemMblid ansa Bxogsero nopta. BapuanTel: TCP,

UDP vnn Bce (BCe NpOTOKObI, NOAAEPKMBAEMbIE MAPLUPYTU3ATOPOM).
> CocTtosiHue - CocTosiHME 3anucu. "BKIodeHO" 03Ha4YaeT, YTo 3anncb aKTUBHA.
>  WN3meHnTb - N3MeHUTb nnu yganuTb 3anmce.

> O6wue npunoXxeHuma - YacTto ncnonb3yemble NpPUIOXeHnd, cogepxawmneca B

BbiNagaloLweM crnmcke B pasgene Bxogawmm npoTokon.

YT06bI NU3MEHUTb UMK YAANUTb CYLLECTBYIOLLYIO 3aMUCh:
1. BbibGepuTe Hy>HYy0 3anucb B Tabnuue.

2. Haxmute UameHnTb 1nm Yaanutk B ctornbue U3meHnTb.

HaxxmunTe kHoMKy BKknounTb Bce, YTOOLI BKIOYMUTL BCE NpaBuna B CrMCKE.
Haxmute kHonky OTKNOYMTbL BCe, YTODObI OTKMOYNTE BCE NpaBuiia B CrMCKe.
HaxmuTe kHonky YaanuTtb Bce, 4TOObl yaanuTb BCE 3anncu B CNUCKE.

Mocne HacTpoiikn MapwpyTusatop 6yaeTt paboraTth crnegyrowmm o6pasom:
1. JlokanbHbin y3en 6yaeT OCYLIEeCTBNATb MCXOAALLEe MOAKMIOYEHNe K BHELUHeMy Yany,

MCnonb3ys NopT HasHaYeHUsl, HOMep KOTOpPOro ykasaH B none Tpurrep nopr.
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2. MapuwpyTusatop caenaet 3anucb 00 3TOM MOAKIIOYEHUW, OTKPOET BXOASLUUA MOPT MMM

nopThbl, CBA3aHHbIE C 3TOM 3anucbio B Tabnuue Port Triggering, 1 CBSXET MX C NOKanbHbIM
y3riom.
3. Tpu Heo6xoaMMOCTN BHELLHWI y3en CMOXET NOAKMo4aThCs K NIOKanbHOMY y3My Yyepes OauvH

13 NOPTOB, yKa3aHHbII;1 B none Bxoaswwue nopThbl.

& MpumeyaHue:

1. I'Ile paspbiBe TpuUrrep-coegnHeHnA CoOoTBETCTBYHOLLINE OTKPbITbIE NOPThI 6y,£l,yT 3aKpbITbl.

2. Kaxpgoe npaBusiio MOXET MCMNOMb30BaTbCs TOMbKO OAHUM Y3rOM floKarbHOW CeTu 3a pas.
Tpurrep-coeanHeHne Ansa Apyrux y3noB fokanbHOW ceTu OyaeT 3anpeLyeHo.

3. 3HaueHus), ykasaHHble B none Bxopgswme nopTbl, He AOMKHBI COBMaaaThb.
4.10.3 DMz

Bbibepute Tlepeapgpecauums — DMZ, nocne u4ero Bbl CMOXeTe npocMaTpuBatb U

yCcTaHaBnmeaTtb napameTtpbl yana DMZ (Puc. 4-54).

dyHkums DMZ nosBonsieT co3gaBaTb OCOObIA CETEBOWM CErMeHT Ansi y3na NoKanbHOW CeTw,
obpauwatowerocs K Takmm NHTepHET-pecypcam, Kak OHnanH-Urpbl nu BuaeokoHdepeHumn. MNpu
3TOM MapLUpyTM3aTop nepeagpecyer nakeTbl BCeX cepBMCOB Ha y3en DMZ. Y komnbloTepa,
Ha3Ha4eHHoro B kavecTBe y3na DMZ, gomkHa 6biTb oTkntoveHa yHKUnA knmeHta DHCP, n emy
OomxeH OblTb NPUCBOEH HOBLIN cTaTuyeckui IP-agpec, NOCKOMNbKY Npy UCMONb30BaHUN OYHKLMK

DHCP ero IP-agpec MOXET MEHATLCS.

Mpumeyanne:  Yoennreck, 4To dyHKUrA NATEKNHYEHA, 2CIH Bbl XOTHTE, YToDLI HACTPORKK DMZ BCTYNHUAK B CHITY.

Texkywee cocrosqne DMZ: ) Bemounte (&) OTEMOUMTE

IP-agpec yana DMZ: 0000

[ COXpaHHTE |

Puc. 4-54 DMZ
Y106bI Ha3HAYUTL KOMMNbLIOTEP UNKU cepBep B kKayecTBe cepBepa DMZ:
1. Haxmute kHOnky BKknounTb.

2. B none IP-agpec y3na DMZ seegute IP-agpec komnbioTepa nokanbHOW CeTu, KOTOpbIv
Oynet gencreoBath B KadecTse yana DMZ.

3. Haxmunte kHonky CoxXpaHuUTb.
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4.10.4 UPnP

Buibepute Mepeagpecaumsa — UPNP, nocne 4ero Bbl CMOXETE NpocMmaTpuBatb MHGOPMAaLMIO
oTHocuTensHo npoTtokona UPnP (Universal Plug and Play), kak nokasaHo Ha Puc. 4-55. ®yHKuus
YHUBepcasribHOM aBTOMaTU4eCKOM HacTporKku ceTeBbix ycTpouctB (UPnP) nossonsier
YCTPOMCTBaM, Hanpumep, KOMMbTepam C BbIXOAOM B WHTEpHET, MMeTb OOCTYN U KOPPEKTHO
pabotatb C nokanbHbIMM Yy3namu wunu yctponcteamn. UPnP-ycTpoicTBa aBTOMaTU4eCKM

pacnosHalTcs crneunanbHbiMy npunoxeHnamm UPnP B nokanbHOM ceTu.

Mpumevanne: Ybeourech, 4To pyHKUMA NAT BKNDYEHA, ECNIH Bbl XOTHTE, 4ToObI HAacTpoikk UPNP BCTYNHAH B cuy.

Tekywee coctoAHne UPnP: Brnwyeno

Cnucok Tekywmx Hactpoek UPnP

1D Onucavne NpUNoXeEHHA BHeWwH A nopt Mpotokon BHYTpeHHUA NopT IP-agpec CocToAHne

| OBHOBHTH |

Puc. 4-55 Hactponkun UPnP

> Tekywee coctosiHne UPnP — HaxaTtuem kHomku Bknountb mnv OTKNHOYUTb MOXHO
BKMIOYMTb UNN OTKMNIOYMTb Noaaepxky yctponcts UPnP. [daHHas dyHKUuusa BKMAOYEeHa Mo

YMOYaHMIo.

> Cnucok TeKywmx HacTpoek UPnP - B pgaHHom Tabnuue oTobpaaeTcs Tekylias
nHdopmauus o UPnP.

« OnucaHwme npunoxeHusa - OnvncaHne NpunoXeHus, kKOTopoe 3anyckaet 3anpoc UPnP.
o  BHewHunm noprt - NopT, KOTOPbIA MAPLLUPYTM3ATOP OTKPLIBAET AJ1S NPUNOXKEHUS.

» TpoTokon - YkasbiBaeT, Kakol NPOTOKOS MCMONb3YyeTcs.

o  BHyTpeHHMN nopT - [MopT, KOTOPbLIN MaPLLPYTU3ATOP OTKPLIBAET AN FIOKanbHOro yana.
« IP-appec - IP-agpec nokanbHOro yana, Kotopbi 3anyckaet 3anpoc UPnP.

+ CocTosiHMe - BknoyeHo unu oTkMYeHo. "BknoyeHO" 03Ha4aeT, YTo MopT BCE elé
aKTMBEH, B UIHOM Criyyae nopT He akTUBEH.

HaxmuTe kHonky BknrounTtb ons skniodeHns UPnP.
HaxmuTe kHonky OTKnOUMTb s oTknodeHns UPnP.

HaxmuTe kHonky OBGHOBUTBL AN 0OHOBEHMS TEKyLLEero cnmcka Hactpoek UPnP.
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4.11 Be3onacHocTb

beszonacHoOCTE

- HacTpoiikKn Ba30B0A 3alNTLI

- PacmpeHHbie HacTPONKA 3Tk

- NoKanbHOoe ynpagnexme

- ¥YOaneHHoe ynpaenexHne

Puc. 4-56 MeHio 6e3onacHocTu

MeHio BesonacHocTb coaepxuT 4deTbipe nogmeHw (cm. Puc. 4-56): Hactpomku 6asoBom
3awunTbl, PacwupeHHble HacTonku 3awmthbl, JlokanbHoe ynpaBneHue u YpanéHHoe

ynpaBneHue. [1na HaCTPONKN HY>KHON PyHKLMW BbiGEpUTE COOTBETCTBYIOLLMI pa3gen.

4.11.1 Hactpounkn 6a3oBom 3almUThbl

Bbibepute BesonacHocTb — HacTponkm 6Ga3oBoM 3aWUTbl, NOCMAe Yero Bbl CMOXETE

yCTaHaBnmBaTb 6a3oBble HacTpoku 6esonacHocTn (Puc. 4-57).

Hacrpoimnbwsososawr |

MexceTeBoi aKpaH

MexceTeBon 3kpaH SPI: (& Brnounte () BeIKNOUNTE

VPN
Nponyck Tpachmka PPTP: (&) Brnounte () BeIKNOUNTE
Mponyck Tpaduka L2TP; () Brnwounte () BeIKNKOUATE
Mponyck Tpaduka IPSec: (& Brnounte () BeIKNOUNTE

ALG
FTP ALG: (&) Brnounte () BeIKNOUNTE
TFTP ALG: () Brnwounte () BeIKNKOUATE
H323 ALG: (& Brnounte () BeIKNOUNTE
RTSP ALG: (&) Benunte () BEIKNKOYATE

[ CoXpaHIT |

Puc. 4-57 HacTpoliku 6a3oBoi 3amThl

> MexceTeBOW 3KpaH - MexXceTeBOWN 3KpaH 3aluMLlaeT Bally CeTb OT BHELUHMX Yrpo3. 34ech

Bbl MOXETE BKITHOUNTL/BBIKIIOUYNTL MEXXCETEBOMW 3KpaH MapLupyTM3aTopa.

o MexceTteBon akpaH SPI — ®yHKuMa ounbTpaumm ¢ y4ETOM KOHTeHTa (Stateful Packet
Inspection) nomoraeT npenoTBpatTUTL KMOEpP aTakM, TaK Kak B TEYEHME Ceccum

oTcnexusaeTtcsa bonbluiee KONMYecTBo napameTpoB. Bo Bpemsa ceccun nponssogutcA
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npoeBepka Tpaduka Ha COOTBETCTBME npoTokony. [lpy 3aBOACKUX HACTpoMKax

MexceTeBou 9KpaH SPI BkNtoYEH. Bbl MOXETE OTKITOUNTL €ro, ecnm XxoTuTe, YTobbl BCE
KOMMNbKOTEPDI nokanbHOM ceTu pacnonaranum BO3MOXHOCTbIO  0OMeHMBaTbCA

WMHpopMaLNeEN C BHELLHMM MUPOM.

»> VPN — OyHkumsa "lMponyck Tpadgmka VPN" gomkHa OblTb BKIKOYEHA, €Cnv Bbl XOTUTE

paspelmTb npoxoxaeHune VPN-TyHHenen ns nokanbHON CeTU Yepes MapLupyTnsaTop.

« [Mponyck Tpadmka PPTP - TexHonorus "lMponyck tpaduka PPTP" (TyHHenbHbIN
MPOTOKON TWMa ToYka-Touvka) MO3BOMSET co3gaBaTb cneumanbHble TyHHenun B IP-ceTu.
YUTobbI paspelwnTb co3agaHne Takux TyHHenewn, Bbibepnte BknounThb.

o Tponyck Tpachuka L2TP - MpoTokon L2TP - 370 MmeToq CO34aHUsA Ceccumn TovKa-Touka
yepe3 NHTepHeT Ha BTOPOM ypoBHe. YTobbl paspelwmnTb npoxoxaeHme L2TP-TyHHenewn
yepes MapLLpyTu3aTop, Bbibepute BKNOYNTD.

« Mponyck Tpadmka IPSec - NMpoTtokon IPSec - 310 Habop NpoTokonoB Anst o6ecneyeHns
3alWMTbl AaHHbIX, NepedaBaeMbix Mo ceTam Ha 6Gase npotokona IP, nocpeactsom
NPUMEHEeHNss  anropuTMoB  WndpoBaHud. YT1obbl  paspewmnTs  NpoxoxaeHue
IPSec-TyHHenewn Yepes MapLLpyTM3aTop, Bbibepute BknounTb.

» ALG - PekomeHOyeTCcsa BKMOYUTb LUMO3 YPOBHS npunoxeHus (ALG), T.K. aTa yHKUms
paspellaeT YCTaHOBKY HacTpamBaemblx 006xoaHbix NAT-unbTpoB B LUMO3E C LUENbH
noaaepXku npeobpasoBaHUA agpecoB M MOPTOB ANsi HEKOTOPbIX MPOTOKOMOB YPOBHS

NPUNoXeHusa Tna "koHTponb/aaHHble", kKak Hanpumep FTP, TFTP, H323 n 1.4.

e FTP ALG - YT06bI paspewwmntb FTP-knneHTam n cepsepam nepegaBaTb AaHHbIE Yepes
NAT, BbibepuTe BknounTs.

« TFTP ALG — YT06bl paspewnts TFTP-knMeHTam n cepBepaMm nepefaBaTb LAaHHbIE
yepe3 NAT, BbiGepuTe BknounTs.

o H323 ALG - Y106bl paspewntb knveHTtam Microsoft NetMeeting obmeHnBaTbeA
AaHHbiMn Yepe3 NAT, Bbibepnte BKRNOYNTD.

« RTSP ALG - Yt06bl no3BONUTL ONpPeaenéHHbIM Meaua-nneepam CBA3bIBAaTbCA C

cepBepamMun NOTOKOBbIX Meana-gaHHbix Yepes NAT, Haxkmute BKniovnTb.
Haxmnte CoxpaHUTb, YTOObI COXPaHUTbL HACTPOMKN.

4.11.2 PaclwmpeHHble HaCTPOMNKU 3aLUUTbI

Bbibepute BesonacHocTb — PacliMpeHHble HAaCTPOMKMU 3alMUTbI, NMOCMNe Yero Bbl CMOXETE
3aWnTMTL CBOM MaplipyTusatop oT atak Tuna TCP-SYN Flood, UDP-Flood 1 ICMP-Flood, kak

nokasaHo Ha Puc.. 4-58.
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WHTepBan NaKeToE CTATMCTHRN (5 - 60): 10 w | CeKkyHak

3awwTa ot DoS-arak: ® OTkniuMTE O BRNIDUKTE

BxniounTe guneTpaunk ot atak ICMP-FLOCD

Mopor naketoe ICMP-FLOOD (5 - 3600): [MNakeToB/CEK.

BrnwounTe guneTpadmn UDP-FLOOD
Mopor naketoe UDP-FLOOD {5 - 3600): MakeToB/cer.

BrnounTe uNbTpaun oT atak TCP-SYR-FLOOD
Mopor naketoe TCP-SYN-FLOOD {5 - 3600): [NakeToB/CRK.

MIrHOpUPoEaTE PiNg-NakeTsl oT NopTa WAN

JanpetuTe Ping-nakeTel oT nopta LAM

[ CCI)IEaHLITb ] [ Crnucok 3adNoKMpoBaHHbIX Y3N0B-MCTOYHUKOE DoS-aTak ]

Puc.. 4-58 PaclwmpeHHble HaCTPONKN 3aLLMUThbI

» WHtepBan naketoB cTtaTUcTUKM (5 - 60) — No ymonyaHuio ncnonb3yetcs 3HavyeHne 10. U3
BbiMagawwero cnmcka BblbepuTe 3HadeHne B npegenax ot 5 go 60 cekyng. HdaHHoe
3HadeHne onpegensieT BPEMEHHOW MHTEpBan Mexay naketamu CTaTUCTUKW. PesynbTaTbl
CTaTUCTUKM ucnonb3yoTca ana  BbiserieHua atak TCP-SYN-Flood, UDP-Flood wu
ICMP-Flood.

» 3awwmta ot DoS-atak — [1na BKNIOYEHNSA/OTKNIOMEHNSA (PYHKUMM BOCMOSb3YNTECH KHOMKaMM
Bknountbe unu OTkNoOuUTb. TONbKO NpM BKAKYEHUM DyHKUMM HadmHaoT paboTtatb

GunbTpLI 4Na 3awmThl OT atak Tuna Flood.

&= MMpumeyaHume:

®yHKuMA 3awmTbl oT DoS-atak byget paboTaTb TONbko B TOM cryyae, Korga yHKUms

CratucTtuka Tpadmka BkroveHa (CUCTeMHblIe MHCTPYMeHTbI — CTaTuctuka).

» Bknwuutb bunstpauyuto ot atak ICMP-FLOOD - BknoueHne/OTkntoveHne dunstpaumm
atak ICMP-FLOOD.

» TMopor naketoB ICMP-FLOOD (5 - 3600) - 3HadyeHne no ymon4yauuio - 50. Ykaxwute
3HavyeHme mexagy 5 ~ 3600. Ecnn tekywee konudectso naketoB ICMP-FLOOD Bbiwe

3aaHHON BENNYUHBI, MapLLPYyTU3aTOP HEMEAMNEHHO aKTUBUPYET PYHKLMIO BrTOKMPOBKW.
> Bknrountb dunstpaumro UDP-FLOOD - Bknounts/OTkNtounTh pmneTtpaumo UDP-FLOOD

» Nopor naketoB UDP-FLOOD (5 - 3600) - 3HayeHue no ymonyaHuwo - 500. YkaxuTe
3HayeHne B npegenax 5 ~ 3600. Ecnu Tekywee konudectso naketo UPD-FLOOD Bbiwe
YCTAHOBMNEHHOW  BENIMYUHbBI, MapLlpyTu3aTtop HeMeAfeHHO  akTUBMPYET  (pyHKUMIO

OroKMpOoBKMN.

-75-



TL-WR1045ND BecnpoBogHOM rMrabuTHbIM MapwpyTusaTop cepum N

» Bknwountb dunbTpauno ot atak TCP-SYN-FLOOD - BknioyeHue/BoiknioyeHne
dpunetpauun atak TCP-SYN-FLOOD.

» Nopor naketoB TCP-SYN-FLOOD (5 - 3600) — 3HayeHne no ymonyaHuio - 50. Ykaxute
3HadeHne B npegenax 5 ~ 3600. Ecnu Tekywee konudectBo naketoB TCP-SYN-FLOOD
Bbllle YCTAHOBIEHHOW BENUYMHbLI, MapLUpyTU3aTOp HemMeONleHHO akTUBMpYeT YHKLMI0

BrOKNPOBKMU.

» WrHopupoBatb Ping-naketbi ot nopta WAN -  BknioveHue/OTknouYeHME
cooTBeTCcTBYOWEN GYyHKUUK. 1o ymMonyaHuio QyHKUMA OTKMoYeHa. [py  BKOYEHHOM

dyHKUMK Ping-nakeTbl U3 ceTn IHTepHET He nomny4yat AOCTYN K MapLUpyTUu3aTopy.

» 3anpetutb Ping-naketbl oT nopta LAN — BknouyeHne/OTKkOMEHNE COOTBETCTBYHOLLEN
dyHKUMK. Mo ymonyaHuio yHKLMA OTKIodeHa. Npu Bknio4EHHOM pyHKUMK Ping-nakeTbl 13
fioKkanbHOM ceTW He nonyvaTt AOCTyn K MapupyTtusaTtopy. PyHKUMA ucronb3yeTcs Ans

3allTbl OT HEKOTOPbIX TUNOB BUPYCOB.
Haxmunte COXpaHMTb Ona coxpaHeHuna HaCTpOeK.

Haxmute Cnucok 3abGroKMpoBaHHbIX Y3noB-UCTOYHMKOB DoS-atak gns otobpaxeHus

Y3510B-UCTOYHNKOB DoS-arak.

4.11.3 JlokanbHoe ynpaBneHue

Buibepute BesonacHocTb — JlokanbHoe ynpasrieHue, NMocre Yero Bbl CMOXETE HacTPOUTb
npaBuna ynpaenenuss (Puc. 4-59). ®yHKuus ynpaBneHuss nos3sonsieT OGnokvpoBaTb [OCTYN

KOMMbIOTEPOB FOKANIbHOW CETU K MapLupyTM3aTopy.

Mpaeuna ynpaeneHns
(%) BCEM KOMNBIOTEPAM NOKANLHOA CETH PA3PeW’H QoCTyN K Be0-yTUNNUTE HACTPORKK yCTpocTEa
(©) ToNbKC YKA3AHHEIM KOMNEKTEPaM Pa3pewWweH QOCTYN K Be0-yTHNNTE HACTPOAKK C NpaBaMK 3gMUHUCTRATORA
MAC 1:
MAC 2:
MAC 3:
MAC 4:

MAC-agpec Bawero KoMNsHTEpa:

( CoXpaHnTh |

Puc. 4-59 JlokanbHoe ynpaBneHue

Mo ymonuaHuio BbIOpaHO Bcem KomnbioTepam JOKaribHOW ceTU paspewwéH pocTtyn K
BeO-yTMNUTEe HACTPOMKM yCTpomcTBa. Ecnn Bbl xOTUTe paspelwmnTb AOCTyn K BeG-yTunurte
HaCTPOMKN TOMbKO ANS KOMMbIOTEPOB noKanbHOW cetu ¢ onpegenéHHoiMm MAC-agpecamum,
BbibepuTe TOoNbKO yKazaHHbIM KOMMbIOTEPaAM pa3peLlléH AOCTYN K Be6-yTunuTe HaCTPOMKM
C NpaBaMu agMMUHUCTpATOpa, 3aTeM B OTAENbHbIX nonax ykaxunte MAC-agpeca. MAC-agpec
JorkeH ObiTb B dhopmaTe XX-XX-XX-XX-XX-XX (rge "X" - 370 wecTHaguarepuyHoe 4mcno). B
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3TOM Crydae TOMbKO 3TV KOMMbITEPLI ByayT MMETb AOCTYN K BEO-yTUNMTE HAaCTPOMKK C NpaBamu

agMUHNCTpaTOopa, a ocTanbHble KOMMNbIOTEPLI OyAYT NULIEHbI AOCTyNa K HE.
Haxas kHonky lo6aBuTb, Bbl fo6aBuTe MAC-agpec Ballero KOMnboTepa B Yka3aHHbIA CMUCOK.

Haxxmute kHomnky CoxpaHuTb, YTOObI COXpaHWTL BalLW HACTPOMKM.

& MpumeyaHue:

Ecnu y Baluero komnbtoTepa HeT A0CTyNa K MapLUpyTU3aTopy, Y Bbl CHOBa XOTUTE NOMY4MTb €ro,
HaXXMUTE N NpUMeEpPHO B TeveHue 8 cekyHa yaepxusarnte kHonky WPS/Reset, pacnonoxeHHyto
Ha 3agHen naHenu ycTpomncTBa. MaplipyTusaTop nepesarpy3utcsi U BEPHETCH K 3aBOACKUM

HaCTpOWKaM.

4.11.4 YpanéHHoe ynpaBneHue

Bbibepute Be3sonacHocTb — YAanéHHoe ynpaBlieHWe, Mocrfie Yero Bbl CMOXETe HacTpoOUTb
npasuna yganéxHHoro ynpaenenusa (Puc. 4-60). [aHHas dyHKUMS MO3BOMSET YnNpaBnsTb

MapLipyTu3aTopom Yepes MIHTepHer.

MopT ynpasnednA sed-uHTepdeiicom: 80

IP-agpec yaanéHHoro ynpasneHms: 0.0.00 (Ykaxure 255 255 255 255 OnA 8cex)

( COXpaHUTh |

Puc. 4-60 YganéHHoe ynpasneHune

» Topt ynpaBneHusa Beb6-uHtepcdencom — [Ina goctyna seb-6paysep oObIMHO MCNONb3yeT
ctaHgaptHbim  nopt HTTP 80. T[lo ymomuaHuto gna  yganéHHoro  ynpasneHus
MapLupyTusatopom ucnonb3yerca nopt 80. [Ans Gonbliei 6e30NacHOCTU Bbl MOXETE
3aMeHNTb 3TOT NOPT Ha NOOoK APYron, yka3as B JAaHHOM Mofie COOTBETCTBYHOLLEE 3HAYEHNE.
3710 3Ha4eHMe OomkHO ObiTb B Nnpeaenax ot 1 go 65534. Henb3si ncnonb3oBaTb HOMEp NoOpTa,
NCnonb3yemoro obLwmmmn cepencamum.

> |P-appec yaanéHHoro ynpaBneHuss - Tekywuin agpec, MCnornb3yembld And Joctyna K
MappyTtusaTtopy depe3d WHTepHeT. Mo ymonyaHuio ucnonbdyetca agpec 0.0.0.0, yto
O3Ha4vaeT, YTo PyHKLMSA OTKMoYeHa. UTobbl akTuBMpoBaTh (OYHKLUMIO, HEOBXOANMMO yKasaTb
pencteutenbHbl IP-agpec. Ecnu BbibpaHo 3HaveHne 255.255.255.255, Bce yanbl OyayT
MMETb JOCTYN K MapLUpyTM3aTopy.

& MpumeyaHue:
1. [Ons goctyna K mapwpyTtmnsatopy Heobxogmmo ykaszate WAN |IP-agpec maplipytmsaTtopa B
COOTBETCTBYIOLLEM Mone bpaysepa, a 3aTemM HOMep nopTa, UCMONb3ys AN pas3geneHns 3Hak

nBoetouns. Hanpumep, ecnn WAN-agpec mapuwpytmsatopa 202.96.12.8, a Homep nopTa
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8080, Heobxogumo BBecTu B Opaysepe http://202.96.12.8:8080. lNocne BBOAUTCA UMSA

nonb3oBaTend U naporsib, YTOObI nony4nTb OOCTyn Be6-yTI/IJ'II/ITe.

2. [pwn 3ameHe napons cnegyeT UCnonb3oBaTh HAOAEXHbIN NApPOIb.
4.12 PopunTenbCKUN KOHTPOIb

Bbibepute nyHKT MeHI0 PoAuTeNbCKUM KOHTPOMb, MOCIEe 4Yero Bbl CMOXETe MNPOM3BECTU
HaCTPOMKN POAUTENbCKOINO KOHTPOSS, Kak ykasaHo Ha Puc. 4-61. ®yHKUMS pOAMTENbCKOro
KOHTPOMsl MO3BOMSET KOHTPONMpOBaTb AOCTyn getern K WHTepHeT, 3anpeliatb nocelleHue

OI'Ipe,El,eJ'IéHHbIX Beb-canToB U orpaHmn4ymBaTb AOCTYN K MHTepHeT Nno BpeMeEHN.

Pommemwowmixormpons

KOMNBIOTEPSI, HE ABNAKWWECH KOHTPOMWPYIOWWMN M HE YKA3aHHLIE B CNWCKE, He ByOyT MMETL A0CTYN K IHTepHET.

PoaWTeNbCKWA KOHTPOIL: @ OTenwunte () BrniouwTs

MAC-agpec KOHTPOMMPYHILETD KOMNBHTEPE: | |

MAC-agpec Bawero KOMNsTEPa: | | [ KONWPOBATE BhILLE
( COXpaHNTE ]
ID MAC-agpec Cnucadue canTa PacnucaHwne BENHYHTE HameHnTe

Tekywrin NE cTp.

Puc. 4-61 HacTtpoiku poauTernibCKoro KOHTPosis

Onsa no6aBneHns HOBOro NpaBuna crnegynTe HUXKeyKa3aHHbIM MHCTPYKLUAM:
1. HaxmuTte kHonky [lo6aBUTb..., U Nepes Bamun NOSBUTCA OKHO, yKa3daHHoe Ha Puc. 4-62.

HobaBuTb MK U3MEHHUTDb 3aNUCh POANTENBCKOrO KOHTPONA

BpemaA & PacnucaHui yKadaHo B COOTBETCTBNM ¢ BEIGPAHHEIM HA YCTDOMCTEE YACOBEIM NOACOM. BPEMA MOKHO YCTAHOBMTE HA CTPEHNLLE "CUCTEMHEIS MHCTDYMEHTE -= HACTD0liKa BpEMEHN”.

MAC-aapec KOHTPONMPYEMOro KOMALITEpa: I:l

Bce MAC-agpeca B Tekymedn ceti LAN: | —BbibepuTe—- W |

Wms paspewéxHoro caira:

PAcnucaHne MOKET BhiTk YCTAHOBNEHO HA CTREHNLE “KOHTPONE A0CTYNA -= Pacnucakne”

CocToAHKe: BrntoueHo hd

[ CoxpaHuTs ) [ Hasan

Puc. 4-62 [Jo6aBuTb Unn n3ameHnTb 3anncb POAUTENBCKOrO KOHTPOSS
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> PoautenbCKni KOHTponb — Haxxmnte BKNOYNTb, YTOObLI BKNIOYNUTL OAHHYHO OYHKLMIO,
i1 OTKNKYUTb, YTOObI OTKMIOYNTL €.

> MAC-agpec KOHTponupyloLlero kKomnbTepa — B faHHOM none Bbl MOXeETe BBECTM
MAC-agpec KOHTPONMPYIOLLEro KOMMblOTEpPa WM  MCMOMb30BaTb  PAaCrONOXKEeHHYH
psinom kHonky KonupoBaTh Bbllue.

> MAC-agpec Bawero komnbiTepa — B gaHHom none otobpaxaetca MAC-agpec
KOMnblOTEPAQa, C KOTOpOro Ha ﬂaHHbIVI MOMEHT npon3sBoanTcA HaCTpOVIKa
mapLupyTtusatopa. Ecnu MAC-agpec Ballero ceTeBoro aganrtepa yxe 3apermcTpupoBaH
B CUCTEME, TO Bbl MOXeETe HaxaTb kHonky KonnpoBaTtb Bbiwe Ans ero KonnmpoBaHus B
none MAC-agpeca KOHTPONMPYIOLLLEro KOMMNbIOTEpPA.

» OnucaHme caumta — OnucaHume canToB, paspeléHHbIX And  noceleHns
KOHTPONMPYEMbIM KOMMbIOTEPOM.

> PacnucaHue - BpemeHHOM OTpe30K, B TeYeHMe KOTOPOro KOHTPONMpyemomy
KOMMNbOTEPY paspeLLéH aoctyn B ceTb NHTepHeT. [1na 6onee nogpobHom nHdopmaumm
3angute B pasgen Kontponb goctyna — PacnucaHwme.

>  BknwounTtb — AKTMBMpPOBaTL ONpeaenéxHHyo 3anmchb.

>  WN3meHuUTb — VI3MeHUTb Unu yganuTb 3anuchb.

2. B none MAC-agpec KoHTponupyemoro KomnbloTepa ykaxute MAC-agpec
KOHTpOnnpyemoro komnbtotepa (Hanpumep, 00-11-22-33-44-AA). Takke M3 BbinagaroLwero
cnucka Bce MAC-agpeca B Tekyuwen cetu LAN MoxHO BbIGpaTb 3HaveHue.

3. Ykaxute onucaHue (Hanpumep, Paspewntb Google) paspelléHHoro cawta B none
OnucaHue canTa.

4. Yxaxute AOMeHHOe uMS paspelléHHoro Beb-canta. Beegute nubo nonHoe ums, nvbo
KniodeBble cnoBa (Hanpumep, google) B none WMma paspewéHHoro cauTta. Jliobbie
OOMEHHbIE MMeHa C 3TUMM KMoYeBbIMU crioBamn (www.google.com, www.google.com.cn)

OynyT paspeLleHbi.

5. Bbibepute Heobxogmmoe BaMm pacnvcaHve u3 Bbinagawowlero crnvcka Pabo4vee Bpems
(Hanpumep, Pacnucanue 1). Ecnv nogxogawmx pacnvcaHui He OOHapy)XeHO, HaXMuTe
kHonky PacnucaHuwe, 4TOoGbl nepenTM B OKHO HacTpomkum pacnucaHma u cos3gaTtb
HeobxoaMmoe Bam pacnucaHue.

6. B none CoctosiHne BbI MoOXeTe Bblbpatb BknrwouyeHo wuvnu OTKNYeHO AnS
BKJTIOYEHUS/OTKINIOYEHNS BaLLEN 3amnunucu.

7. Haxmnte CoxpaHuUTb.

YTo6bI akTMBUpPOBaTL BCE MpaBuna B CNNCKe, HaXXMUTe KHOMKy BknounTb Bee.
YUTo6bl OTKMNIOYNTE BCE MpaBunia B CNNCKE, HaXXMUTe KHonky OTKHOYNTL BCe.
YT00bI yaanuTb BCe NpaBuna B CNMCKe, HAXXMUTE KHOMKY YaanuTb Bce.

Haxmnte Cnepyrowas ans nepexoda B crneaylollee okHo. HaxmuTe Mpepbigywaa ans
nepexona B npeapblayLlee OkHO.

Hanpumep: Ecnv Bbl XOTuUTe, 4TOGbI KOHTponupyembii KomnbtoTep ¢ MAC-agpecom
00-11-22-33-44-AA no cy66otam nmen goCTyn K canty www.google.com, a y KOHTPONMPYHOLLLErO

-79-


http://www.google.com/
http://www.google.com.cn/
http://www.google.com/

TL-WR1045ND BecnpoBogHOM rMrabuTHbIM MapwpyTusaTop cepum N

komnbtoTepa ¢ MAC-agpecom 00-11-22-33-44-BB He 6biNo HUKaKNX OorpaHuYeHnin, Heobxoaumo
NpPOM3BECTU CrieaytoLlme OENCTBUS:

1. lMepenante B pasgen PoauTenbCKUM KOHTPONb B MEHIO crieBa, 4Tobbl monactb Ha
CTpaHuuy HacTpoukn poauTenbCKOro KOHTpons. Haxmute BknwouuTb u BBeguTe

MAC-agpec 00-11-22-33-44-BB B none MAC-agpeca KOHTPONUpPYOLEro komnbtoTepa.

2. Tepengute B pa3gen KoHntponb goctyna — PacnucaHue B MeHI0 crieBa, YToObl NonacTb
Ha CTpaHuuy HacTpoek pacnucaHud. Haxmute [dob6aBUTb... ANA CO34aHUA HOBOrO
pacnucanusa. 3agante nms pacnucaHuns: Pacnucanne 1, geHb: Cy6., Bpems: Bce OHU - 24

Yyaca.

3. Haxmnte PoamTenbCKMW KOHTPOSb B MEHIO CrieBa, YToObl BEpHYTbCA Ha CTpaHuuy

HacTponkn poanTenbLCcKoro KOHTPOnA:

Haxmute lo6aBuUTh...

)
2) Bsegute 00-11-22-33-44-AA B none MAC-agpec KOHTPONIMPYEMOro KOMMboTepa.
) Beeawnte “Google” B OnucaHum canTa.

)

Beeaute www.google.com B norne Umsa pa3peéHHoro canra.

5) BulbepuTe co3gaHHoe Bamu pacnvcaHume PacnucaHme_1 13 BbinagaroLwlero crnvcka
PaGouee Bpewmsi.

6) B none CocrtosiHue Bbibepnte BknroveHo.
4. Haxmute CoxpaHUTb AN COXPaHEHUSI HACTPOEK.

3ateM, BepHyBWWCb Ha cTpaHuuy HacTpoek poauTenbCKOro KOHTPOMs, Bbl yBUAuTe
CMNCOK, YKasaHHbINn Ha Puc. 4-63.

ID MAC-agpec OnncaHne caita Pacnucanne BENHOYHTL HaMeHHTL
1 00-11-22-33-44-AA Google Pacnucanwe_1 VamMeHuTs ¥0anuTe
[ HobaeuTe... ][ BrnrouuTte BCE ][ OTkN4NTE BCe ][ Ypanute Bce ]

Puc. 4-63 HacTponku poauTensCKoro KOHTposs
4.13 KoHTponb goctyna

KouTpons gocryna
- Mpaeuno

-¥3en

- lens

- PAacnucanme

Puc. 4-64 KoHTpornb goctyna
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B MeHI0 KOHTpONs gocTyna copepXatcs yeTblpe nogmeHio (cMm. Puc. 4-64): Mpaswuno, Y3sen,

LUenb n PacnucaHue. [1ns HacTpoWkM Hy>XHON (DYHKLMM BblOGepuTe COOTBETCTBYHOLLMIA MYHKT
MEHIO.
4.13.1 lMNpaBuno

Bbl6epVITe KOHTpOﬂb Aoctyna — I'Ipanmo, nocrne 4ero Bbl CMOXeTe npocMaTtpuBatb U

yCTaHaBnvBaTtbh nNpasuna KOHTPONsa 4OCTyNa, Kak ykasaHo Ha Puc. 4-65.

[] BxnkouwTs ynpaeneHne KOHTpONeM QocTyna Kk MHTepHeT

Mpaenno dunsETpaumuKu No YMON4YaHu
(O Pa3pelnTe NAKETaM, YKA3aHHEIM B NONUTHKE KOHTPONA OOCTYNA, NPOX0ANTE YEPE3 MapWpyTH3aTop

(5) 3aNpeTUTb NAKeTam, YKa3aHHEIM B NONUTHUKE KOHTPONA AOCTYNa, NPoXoanTs Yepes MapLpyTHaarop

CoXpaHnTh
D WmA npaeuna Y3en Lens PacnucaHme BENHYHTE HameHnTs
[ MacTtep HacTpolikn

Tekywmii Ne| {1+ |cTp.

Puc. 4-65 YnpaeneHwe npasunamm KOHTPOns 4OCTyna

» BknrouuTb ynpaBneHue KoHTponem pgoctyna K UHTepHeT — OTMeTbTe AaHHOe nosne Ans
BKMOYEHUS OYHKLMM KOHTpons fgoctyna K VIHTepHeT, mpyM 9TOM HavyHET [encTBoBaTb

npaeuno unbTpaumm, UCNonb3yemoe Mo YyMOMYaHuHo.

» Wma npaBuna — [laHHOe none coaepXuT nms npaesmna, KoTopoe AOSMKHO ObiTb YHUKANbHbIM.

» Y3en - Ysen cetu, B OTHOLUEHUN KOTOPOro AeNCTBYET YkasdaHHOe npaBusio.

» LUenb — Llenb, 3agaHHas COOTBETCTBYIOLLNM MPaBUIIOM.

» PacnucaHme - PacnucaHue, 3agaHHOe COOTBETCTBYIOLLMM NPaBUIoM.

» Bknwountb — 3pecb oTobpaxaetca craTyc npasuna. Haxmurte, 4ToObl akTMBM3MpOBATb
onpeaenéHHyto 3anuchb.

» W3meHnTb — IaMeHeHne nnn yganeHue CyLeCcTBYIOLLEN 3anmcu.

» Mactep HacTpomkum — Haxmute Mactep HacTpowku, 4ToObl CO3gaTb 3anucb HOBOIO

npaeuna.
» [o6aBuTtb — Haxmute [lo6aBUTb..., 4ToObl 406aBUTL 3aNNCb O HOBOM NpaBune.
> Bknountb Bce —Haxmnte BknounTtb Bce, YTOObLI BKMIOYMTL BCE NpaBuria B CrIUCKeE.

»  OTKNouYnNTb Bce — Haxmute OTKNIOYNTBL BCe, YTOObI OTKNIOYNTL BCE NpaBuiia B CrMCKe.

-81-



TL-WR1045ND BecnpoBogHOM rMrabuTHbIM MapwpyTusaTop cepum N

» Ypanutb Bce — HaxmuTte YaanuTb Bce, 4TobObl yoanuTb BCe 3anvcu B Tabnuue.

» [epemecTnTb — Bbl MOXETe M3MeHATb NOPSAAOK 3anmMcein No cBoeMy xenaHuo. B nepsom
none yKaXXuTe UCXOOHbIA HOMEpP 3anucu, BO BTOPOM MOSE YKaXKUTE KOHEYHbIA HOMEP 3anuciu.

3aTtem HaxmuTe KHomKy MepeMecTUTb, YTOOLI M3MEHUTL NMOPSAAOK 3anUCEN.
> Cnepywowasn — Haxvute Cnegyowas s nepexofa Ha criefyoLLyo cTpaHuLy.

> Mpeabiaywan — Haxmute MNMpeabiaywasn ang sBo3sBpata Ha NpeablayLLyto CTpaHuLy.
CywecTByeT ABa cnocob6a fo6aBUTbL HOBOE NPaBuUIIO:
MepBbIY cNoco6:

1. Haxmute MacTep HacTpouku, 1 nepes Bamu NOSABUTCS OKHO, yKkazaHHoe Ha Puc. 4-66.

Pexum: IP-agpec b
WmA yana:

LAN IP-agpec:

[ Hasan ] | Oanee |

Puc. 4-66 bBbicTpas HacTporka — Co3gaTth 3annch yana

» MWwma y3na — B 3Tom none HeobxoAuMO BBECTM YHUKaNbHOE MMs y3na (Hanpumep,
Y3en_1).

» Pexum — 3gecb M3 Bbinagawowero crnmcka Heobxoaumo BeIOpaTb OOWH M3 ABYX

BapuaHToB: IP-agpec unu MAC-agpec.

Ecnn BbiGpaTh IP-agpec, nossutca crneaytollee none:

» LAN IP-agpec — Ykaxute |IP-agpec vnu guanasoH agpecoB y3na B LECATUYHOM
dopmarte ¢ pasgenutenbHbeiMM Tovkamu (Hanpumep, 192.168.0.23).

Ecnn BbiGpaTb MAC-agpec, nosBuTCcsa crneayoLlee none:

» MAC-agpec — Ykaxute MAC-agpec y3na B popmaTte XX-XX-XX-XX-XX-XX (Hanpumep,
00-11-22-33-44-AA).

2. [llocne 3aBepllieHns co3gaHusa 3anmMcu yana Haxmute [anee, nocre 4ero nepeg Bamu

0oTOGpa3nTCa OKHO, ykazaHHoe Ha Puc. 4-67.
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Pearum: IP-agpec -
WA wenu:
IP-agpec: -
MopT HazHa4YEeHUA: -
MpoTokon: BCE ~
CranpapTHuIA NOPT Cepenca: —-BribepuTe-- -
Hasag | Nanee

Puc. 4-67 bBbicTpas HacTporika — Co3aaTth 3anuch Lienu KOHTPornsa AocTyna

> Wmsa uyenu — B atom none Heo6xoOuMO BBECTU YHUKanbHOE MMS Lenu (Hanpumep,
Lenb_1).

> Pexum — V3 BbinagaroLLlero cnucka Boldbepute ogHo M3 AByXx 3HadeHwn: IP-agpec unu

[loMmeHHOe nms.

Bbibpas IP-agpec, Bbl yBUAMTE CrieayoLwmne nons:

> IP-appec — Ykaxute |IP-agpec (Mnvn gmanasoH agpecoB) Lenu B 4eCcATUYHOM dopmare
C pasgenutenbHbIMKU Toukamu (Hanpumep, 192.168.0.23).

»> TMopT HasHayeHMsA — YKaxute MopT WM AmanasoH nopTtoB. [Ond nopToB o6LUMX
CEpPBMCOB Bbl MOXETe BOCMNOMNb30BaThCA nonem CTaHAApTHbLIW MNOPT cepBMUCa,

pacnonoXXeHHbIM HUXe.

> [MpoTtokon — 3gecb M3 BbiNagaroLlero cnmcka HeobxoaMmo BbiOpaTb OOUH U3 YETbIPEX
BapuaHTtoB: BCE, TCP, UDP 1 ICMP.

> CraHpapTHbIA NOPT cepBuca — 34eCb COAEPXKUTCHA CMUCOK NOPTOB OBLLUX CEPBUCOB.
Heobxogumo BbIOpaTb 3Ha4YeHWe U3 BbiNagaloWero cnucka, npu 3TOM  HOMep
COOTBETCTBYIOLLEro nopta asToMaTuyeckum nosiButca B none [opT HasHavyeHus.
Hanpwumep, ecnu Bbl Beibpanu FTP, To B none MopT Ha3Ha4YeHUs NOSBUTCH 3HA4YeHue
21.

Ecnu Bbl6paHO JomeHHOe ums, TO Bbl yBunauTe criegyrowme nona:

> [lomeHHoe umA — 3gecb Bbl MOXeTe yKa3aTb YeTblpe AOMEHHbIX UMEHU, MPUYEM 3TO
MoryT ObITb Kak NMOJSIHbIE MMEHa, Tak U KroYeBble cnoBa (Hanpumep, "google™). Jobown
OOMEH C MMEHEM, COAEepXKaLlMM KIo4eBble crnoBa (www.google.com, www.google.cn),

Oynet 3ab6NOKMPOBaH UKW paspeLLEH.

3. [llocne 3aBepLlieHnd co3gaHna Lernn KOHTPOoIid A0CTyna HaXMuTe Hanee, nocne 4vero nepen

BaMu 0To6pasmTCsa OKHO, yKasdaHHoe Ha Puc.. 4-68.
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MpuMeyaHne: Pacnucadne OeicTeyeT C yUETOM BPEMEHN, YCTAHOBNEHHOMD Ha MAPLWPYTU3aTope.

HmA pacnucanma:

OeHb: @ Kawowlil 0eHb BuiGpate OeHb
MoH. Brt. Cp. Yr. MAT. Cya. Bockp.
Bpems: BCE OHW - 24 yaca: [V
Havano: (HHMM}
Konew: (HYMMY
Hasag | Danee

Puc.. 4-68 bBbicTpas HacTporka — Co3aaTth 3anuchb paclUMpeHHbIX HACTPOEK pacnucaHns

> WNwma pacnncaHuAa — B naHHOM none YKaXXnute nma pacnmcaHuA. O6paT|/|Te BHMaHUe,

YTO OHO AOMKHO GbITb YHMKamNbHbLIM (Hanpumep, Pacnucanve_1).

» [DeHb — B none BbibpaTb AeHb BbIOEpUTE COOTBETCTBYIOLLUIN OEHb (OHWN) UMK YKaXUTE

Kaxabii geHb.

> Bpewmsa — Boibepute 3HaueHue 24 yaca unm camocToAaTENbHO yKaXuTe Bpems Havana u

OKOH4YaHunA nepunoaa.

» Hauano — YkaxuTe Bpemsi Hadana nepuoga B popmate Y4MM (4 undopsl). Hanpumep,
0800 osHauaerT 8:00.

» KoHey — VYkaxute Bpemsi OKOHYaHua nepuoga B dopmate YUMM (4 umdpbl).

Hanpumep, 2000 6yget o3HadvaTh 20:00.

4. Tlocne 3aBeplieHna co3gaHuna 3anucu pacnncaHna HaxMuTe Danee, nocne 4ero nepen

BaMy 0TOOpa3nTCs OKHO, yKazaHHoOe Ha Puc. 4-69.

WA npaeuna:
¥Yzen: Y¥3en_ 1 |+
Lens: Liene_1 |«
PacnucaHue: PacnucaHye_1 [
COCTOAHHE: BrnwueHo v

[ Hasan | [ 3aeepwuTs |

Puc. 4-69 bBbicTpas HacTporka — Co3gaTth 3anncb KOHTPONS gocTyna K IHTepHeT

> WNwma npasuna — B paHHOM none YKaXXute nma npasuna. O6paT|/|Te BHMUMaHWE, 4YTO OHO

AOJIMKHO ObITb YHUKanbHbIM (Hanpumep, Mpasuno_1).

> Y3en — B paHHOM none BbibepuTe COOTBETCTBYHOLLEE 3HAYEHNE U3 BbiNagatollero cnmcka.

3HauyeHune no ymonyanutio — UMsi yana, koTopoe Bbl TOSIbKO YTO yKasarnu.

-84-



TL-WR1045ND BecnpoBogHOM rMrabuTHbIM MapwpyTusaTop cepum N

> Uenb — B gpaHHom none Bbl6epVITe COOTBETCTBYIOLlEE 3HA4YeHMe N3 BbinagakLlero Ccrnncka.

3HayeHune no YMOJTHaHUKO — Umsa uenu, KOTOPOE Bbl TOJIbKO 4YTO yKa3alu.

» PacnucaHue — B gaHHOM none BblIbepute COOTBETCTBYIOLLIEE 3HAYEHNE U3 BbiNagalowwero

cnncka. 3HavyeHue no yYMOn4yaHuio — Uma pacnncaHuA, KOTopoe Bbl TOJIbKO YTO yKa3alnu.

> CocTtosiHue — B gaHHOM none MOXHO BbiOpaTb O4HO M3 OBYX 3HadeHui: BknroyeHo mnu
OTknioyeHo. Buibepute Bkno4yeHo, 4TOoObl MpaBwuno BCTynuio B cuny. Bbibepute

OTKMIOYEHO, YTOOLI MPaBUIO OCTaroCb HEaKTUBHLIM.
5. Haxmute 3aBepmTb, YTOObI 3aKOHYMTL AOGABNEHME HOBOIO NpaBumna.

BTopon cnocob6:
1. HaxmuTe [l06aBUTb..., U Nepe/ Bammn NOSIBUTCA OKHO, yKkasaHHoe Ha 4RI AR 2] 5| FiE.

2.  YxaxuTte ums (Hanpumep, lNMpasuno_1) ana npaesvna B none Ama npasuna.

3. BbiGepuTe y3en u3 Bbinagatollero cnucka B none Ysen unu soiGepute YTtobbl 406aBUTL
HOBbIN CMUCOK Y3I10B, HAXXMUTE 34€eChb.

4. BblbepuTe Uenb 13 BbiNagatllero cnncka B none Llenb nnu eoibepute Ytob6bl 406aBUTL
HOBbIN CMUCOK Lierier, HaXXMuTe 34ecChb.

5. Bblbepute pacnucaHve u3 Bbinagatowero cnucka PacnucaHue wnu BbiGepute YTOGLI
A06aBUTb HOBOE pacnucaHue, HaXXMUTe 30€eCb.

6. B none CoctosiHue Bbibepute BknouveHo unu OTKNOYEHO, 4TOObI BKMAKYATL WK
OTKITHOUNTL Ballly 3arnuchb.

7. Haxmute kHonky CoXpaHuUTb.

HmA npaeuna:

¥Yzem: yaen_1|w| 4100kl A0G3EHTE HOBEIA COWCOK Y2N0E, HEXMUTE 2080k,
Henk: NiwBana uens |+ YTofkl A0BAEWTE HOBBIA COMCOK LWENER, HEMMKUTE 30ECH.
PacnucaHue: Beerga | Y106kl A0ASEMTE HOBOE PACOMCAHME, HAMMHUTE 30ECH.
CocTosHWe: BrnrueHo ha
[ COxpaHiTh ] | Hasaa |

Puc. 4-70 [do6aBuTb 3anmncb KOHTPONS JOocTyna K MIHTepHeT

Hanpuwmep: Ecnn Bbl xotute paspewntb y3ny ¢ MAC-agpecom 00-11-22-33-44-AA pgoctyn K
canTty www.google.com Tonbko ¢ 18:00 go 20:00 no cy660oTam M BOCKPECEHbSIM U 3anpeTuTb
ocTanbHbIM y3nam JokanbHOW ceTn agoctyn B WHTepHeT, BaM HeobxooumMo COBEPLUUTb
cnegytoLime HaCTPOWKHU:

1. Mepenante B nogmeHio MpaBuno meHio KoHTponb gocTtyna crnesa, YTobObl BEPHYTLCA Ha
CTpaHuuy cnucka npasun. Bbibepute «BknounTtb ynpaBneHne KOHTponem p[octyna kK
WHTepHeT» n Bbibepute «Paspelwntb naketam, ykazaHHbIM B MOMMTUKE KOHTPONS 4OCTyna,
NPOXOAMWTb Yepes MapLLpyTM3aTop».
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2. Mbl pekomeHOyem HaxaTb kHOMKy MacTep HacTpowku [Onsi 3aBeplleHMst Bcex
nocneayoLLmMx HacTpoeK.

3. [lepengnte B nogmeHio Y3en MeHiw KoHTponb poctyna cneBa, 4Tobbl monactb Ha
CTpaHuuy cnucka y3noB. Co3ganTe HOBYHO 3anncb ¢ uMeHeM y3na Y3en_ 1 n MAC-agpecom
00-11-22-33-44-AA.

4. Tepenaute B nogmeHwo Lenb meHio KoHTponb pgocTtyna cnesa, 4Tobbl nonactb Ha
CTpaHuuy cnucka uenen. Cosganite HOBYH 3anncb ¢ MMeHeM uenu Llenb_1 v JOMEHHbIM
nmeHem www.google.com.

5. Tlepengute B nogmeHtio Pacnucanme meHio KoHTponb gocTtyna crnesa, 4Tobbl nonactb Ha
CTpaHuuy cnucka pacnucaHui. CosganTe HOBYH 3anncb C  MMEHEM  pacnucaHus
Pacnucanve_1, OeHb: Cy6. n Bockp., HadanbHoe Bpems: 1800, koHeuHoe Bpems: 2000.

6. Tlepengute B nogmerio MpaBuno meHio KoHTponb aocTtyna cnesa, HaxmuTe [lo6aBUTb...
Ans nobaeneHnst creayowero HOBOro npaeuna:

¢ B none Uma npaBuna ykaxute ero nms. NoMHUTE, 4TO OHO AOMMKHO ObITb YHUKANbHbLIM,
Hanpumep: NMpaBsuno_1.

e B none Y3en Bbibepute Ysen_1.

e B none LUenb Bbibepute Llenb_1.

e B none Pacnucanue BLiGepute Pacnucanume_1.
e B none CocrtosiHme BbiGepnTe BKNro4veHo.

e Haxmnte CoxpaHuTb N5 COXPaHEHNSA HAaCTPOEK.

Mocne aToro Bbl BEPHETECH HA CTpaHWLY yNpaBreHns npaBuiaMm KOHTPOns AocTyna K MIHTepHeT
W YBUAMTE CrieayoLLyto Tabnuuy:

ID MmA npaeuna Y3en Llens PacnucaHwe BnMHMuTE H3MeHWTE
1 Mpaewno_1 ¥aen 1 enk_1 Facnucanwe 1 M3amMeHUTE ¥0anuTe
Puc. 4-71
4.13.2 Y3en

Beibepute KoHTponb poctyna — Y3en, nocrne 4ero Bbl CMOXETE MpocCMaTpuBatb U
yCTaHaBnMBaTb CMMUCOK Y3MOB, Kak yka3aHo Puc. 4-72. CnnMcok y3noB Heobxoaum Ans npasuna

KOHTpONnA gocrtyna.

I MuA yana WHpopmau A HaMeHTh
1 Yaen_1 IP-agpec: 192.168.0.1-192168.0.23 M3amMeHUTb ¥0anute
[ Jobasuth. .. ][ Y¥panute Boe ]

Tekywmia M2 | 1w |cTp.

Puc. 4-72 Hactporiku y3na
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» Wwmsa y3ana — 3gecb yKkasbiBaeTCs UMS y3na, KOTOpoe OOMKHO BblTb YHUKaNbHbIM.

» WHdbopmauma — 3gechb ykasbiBaeTca MHgopmaums ob yane. 31o MmoxeT 6biTb IP-agpec unu
MAC-agpec.

» WN3meHuTb — VI3MeHeHVe unn yaaneHue cyLLecTByloLen 3anmcu.

YT06bLI CO3AaTH HOBYIO 3aNUCh, CreaynTe HUXKeyKa3saHHbIM UHCTPYKLMUSM:

1. Haxmute JobGaBuTs...

2. B none Pexwum BbiGepute IP-agpec unu MAC-agpec.

® Ecnu Bbl BoIOpanu IP-agpec, nepe BaMmu NosiBUTCS OKHO, Yka3aHHoe Ha Puc. 4-73.
1) B none Umsa y3na ykaxute yHUKanbHoe uMs y3na (Hanpumep, Y3en_1).
2) B none LAN IP-agpec cetu BBeagute IP-agpec.

e Ecnu Bbl BoiOpanu MAC-agpec, neped Bamu NosIBUTCS OKHO, YKa3aHHOe Ha Puc. 4-74,

1) B none Ums y3ana ykaxuTe ero yHukanbHoe ums ysna (Hanpumep, ¥Ysen_1).
2) B none MAC-appec ykaxute MAC-agpec.

1. Haxmute CoxpaHuUTb A5 3aBEPLUEHNS HACTPOEK.

HaxmuTte Yganutb Bce, 4TOObI yaanuntb BCe 3anncun B Tabnuue.

Haxmvmute Cnegyrowasa ans nepexoja B cnegywowee okHo. Haxmute Mpepblgywas ans
nepexona B npeapblayLlee OKHO.

Pexwm: |IF'-a,.upec V|
WmAa yana: |Yaen_1 |
LANIP-agpec: | 192.168.0.1 - |192.168.0.23 |
( COXpaHWTL | | Hasaa |

Puc. 4-73 [o6GaBuTb Ui U3MEHUTL 3amnu1Chb y3na

Botamurs wwwwerrs samvceyana |

Pesun: | MAC-agpec V|
s yana: | Yaen 1 |
MAC-agpec: | 00-11-22-33-44-AA |
[ CoxpaHuThb | [ Hasan |

Puc. 4-74 [06aBuTb NN U3MEHUTBL 3amnu1Chb y3na
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Hanpumep: Ecnn Bbl XOTUTE OrpaHuumMTb OCTYN K VHTEpHET Ans ceTeBOro KomnbkoTepa C
MAC-agpecom 00-11-22-33-44-AA, Bam HEO6XO4MMO BLINOMHUTL Crefyowme AeNCTBIS:

1. Haxmute [Nob6aBUTb..., Kak ykaszaHo Ha Puc. 4-72, 4tobBbl nepenrTtv Ha CTpaHuuy
HACTPOWKM cCnncka y3ros.

2. B none Pexum u3 Boinagatowero cnucka Bbibepnte MAC-agpec.

3. B none Ums y3na ykaxute yHukanbHoe nvs y3na (Hanpumep, Ysen_1).
4. B none MAC-agpec Beegute 00-11-22-33-44-AA.

5. Haxmnte CoxpaHnUTb 0N COXpaAHEHUS1 BHECEHHbBIX MU3MEHEHU.

Mocne 3Toro Bbl BEPHETECH Ha CTPaHWLY HACTPOEK y3na u yBuauTe CrieayoLlyto Tabnuuy.

ID MmA yana HHipopmaumna HaMeHWTE
1 Yaen_1 MAC-agpec: 00-11-22-33-44-A4 MameHuTs ¥oanure
Puc. 4-75
4.13.3 Uenb

Bbibepute KoHTponb pgoctyna — Llenb, nocrne 4ero Bbl CMOXeTe MpocMaTpuBatb U
yCTaHaBnMBaTb CMMCOK Liernen, kak ykasaHo Puc. 4-76. Cnucok uenen HeobxogmMm Anst npasuna

KOHTpONA goctyna.

ID MR uenu HHdpopmau A WameHUTL
1 Lene_1 192 168.0.2 - 192 168.0. 2321/ TCP MaMeHWTE ¥OanuTe
[ [OobaeuTe.... H Yaanute BCe ]

Tekywwa M| 1 « | cTp.

Puc. 4-76 HacTtporiku uenu

» Wma uenu - B 3ToM none ykasbiBaeTcsas umsA Lenu. [aHHOoe 3HadeHue [OOMMKHO ObiTb
YHUKamnbHbIM.

MHdopmauumsa - B kauecTBe Lenun MoxeT ObIThb ykasaH IP-agpec, nopT unv 4OMEHHOE MMS.

N3mMeHUTb — NameHeHne unun yganeHne cyLecTBYIOLLEN 3anncu.

vV VYV VY

UYT06bI CO3AaTh HOBYHO 3aNUChb, CrieAynTe HUXKeyKa3saHHbIM UHCTPYKLUUAM:

—_

Haxmunte lo6aBuUTh...

2. B none Pexum 13 Bbinagarowiero cnmcka Bbibepute 3HadveHue IP-agpec unv JJoMeHHoe
UMs.

3. Ecnu Bbl BoibepuTe IP-appec, nepeq Bamu nosiBUTCS OKHO, ykaszaHHoe Ha Puc. 4-77.
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OdobaBHUTE HNH H3MEHWTL 3aNHUCh LENW KOHTPONA gocTtyna

HmA uenu: | |
IP-agpec: | - |

TMopT HazHaYeHHA:

MpoToKOn: BCE

CTaHOQapTHLIA NOPT CepBUCa: --BblbepHTE-- A |

[ COXpaHnTE | Hasan |

Puc. 4-77 [do6aBuTb Unm M3MEHUTb 3anucChb LIeNn KOHTPOIS gocTyna

1) B none Umsa uenun ykaxute yHUKanoHoe ums uenu (Hanpumep, Lenb_1).
2) B none IP-agpec Beeaute IP-agpec uenu.

3) Bblbepute 06WwMn cepBUC M3 BbiNagawollero cnucka B none CTaHpapTHbIA MNOPT
cepBuca, 4YToObl aBTOMaTtuyecku 3anonHuTe none [MopT HasHaveHuAa. Ecrv B
BbiNagatoLlem cnvcke B none CTaHAapTHbLIN NOPT CepBUCA HE COAEPXUTCS HYXXHOTO
BaM cepBuca, ykaxunte 3HavyeHne MopTa Ha3HaYeHUA BPYUHYHO.

4) B none MNMpoTtokon 13 BeinagatoLlero cnucka Boibepute 3HavyeHne TCP, UDP, ICMP vnn
BCE.

2. Ecnu Bbl BbibepuTe [loMeHHOe UMS, Nepes BaMu NosIBUTCA OKHO, Yka3aHHoe Ha Puc. 4-78.

ﬂﬂﬁﬂﬂlﬂ'b WU H3MEHNTE 3aMUChk UENHW KOHTRONA QOCTyNna

WmA wenn:

[oMeHHDE MMA;

( COXpaHWTS ] | Ha3aa |

Puc. 4-78 [0o6aBuTb nnun n3aMeHUTb 3anmcb LENN KOHTPOns gocTyna

1) B none Umsa uenu ykaxxute yHukansHoe nva uenuv (Hanpumep, Lens_1).

2) B none [JomeHHoe uMA HeOBXOAMMO yKa3aTb AOMEHHOe MMS. OTO MOryT ObiTb Kak
NnosHble MMeHa, Tak 1 Knoyesble cnosa (Hanpumep, "google"). Jllobon JomeH ¢ MeHeMm,
cogepXawmm  kntoyeBble  crioBa  (www.google.com, www.google.cn), ©6yget
3ab6roknpoBaH unu paspeLléH. Bl MoxeTe BBECTU A0 4 AOMEHHbIX UMEH.

3. Haxmwnte kHonky CoxpaHuUTb.
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Haxmute YaanuTb Bce, 4TobObl yaanu Bce 3anvcu B Tabnuue.

UTo6bl Nepeiitn B crieqytoLee OkHO, BOCNONb3ynTech kHonkon Cnegyrowan. Utobbl BEpHYTLCS

B npeabiayuiee OKHo, BOCI'IOJ'Ib3yIZTer KHOMKOWN I'Ipe,qbl,qymaﬂ.

Hanpumep: Ecnu Bbl XOTUTe orpaHMunTb AOCTYyN K WHTEpHeT Ansi ceTeBOro KommnbkoTepa C
MAC-agpecom 00-11-22-33-44-AA NCKNIOYUTENBHO AOCTYNOM Ha canT www.google.com, Bam
Heo6Xx04MMO BbINOSTHUTL Criegyolme AeNCTBUS:

1. Haxmute Aob6aBUTb..., kKak ykasaHo Ha Puc. 4-76, 4Tobbl 4O6aBUTL MM U3MEHUTbL 3anNUChb
uenu.

B none Pexum Bbibepnte loMeHHOe MMSA 13 BbiNadatoLLEero cnmucka.

B none UmMsa uenu ykaxuTte yHUKanbHoe umsa uenu (Hanpumep, Llens_1).

2

3

4. B none JomeHHOe nmsA BBeanTe www.google.com.
5. Haxmnte CoxpaHuUTb N5 COXPaHEHUS HACTPOEK.

Mocne aToro Bbl BEPHETECH HA CTPaHWLYy HAaCTPOEK Lienu 1 yBUAUTE CeayroLyto Tabnuuy.

ID  HmA uenw Hudhopmauwna HameHnTs

1 LUene_1 www.google.com M3aMeHUTE ¥0anuTe

Puc. 4-79
4.13.4 PacnucaHue

Bbibepute KoHTponb poctyna — PacnucaHue, nocrne 4ero Bbl CMOXeTe MpocMaTpuBath U
yCTaHaBnMBaTb CMNUCOK y3MnoB, Kak ykaszaHo Puc. 4-80. Cnucok pacnucaHum Heobxogum ans

npasuiia KOHTpoOna goctyna.

I MmA pacnucaHnA NeHs Bpema HameHHTL
1 PacnucaHne_1 Cy0. 00:00- 2400 M3amMeHUTE ¥YOanuTe
[ Jobasuth. .. ] [ Ypanuts BCe ]

Tekywmi Ng| 1 » | CTp.

Puc. 4-80 HacTpouiku pacnucaHus
» Wma pacnucaHma — 3gecb ykasblBaeTCsd MMsS pacnucaHus, KOTopoe [AOSMKHO ObITb

YHUKaNbHbIM.
HeHb — [leHb (aHW) Hegenw.
Bpewms — [Nepuog BpeMeHU B TEYEHUE OHS.

» W3MeHUTb — /I3MeHUTb unn yganuTb pacnmcaHue.

YT106bI CO3AaTL HOBOE pacnucaHue, cneayuTe HUXKeyKasaHHbIM MHCTPYKLUAM:
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1. HaxmuTte kHonky [lo6aBuThb..., KOTOpas yka3aHa Ha Puc. 4-80, n nepeq BamMu NosiBUTCS OKHO,

yKasaHHoe Ha Puc. 4-81.

2. B none Wmsa pacnucaHnAa YyKaXute YHuUKarbHoe WMA pacnmcaHunda (Hanpmmep,

Pacnucanne 1).
3. B none OeHb BbIGepuTe HYXHbIE BaM AHMW.

4. B none Bpemsa Bbl MOXeTe BbiOpaTb Bce AHM-24 4yaca WM CaMOCTOSTENbHO yKasaTb

Hauano n KoHen nepunoaa B COTBETCTBYHOLLEM MNoJie.

5. Haxmute CoxpaHutb ans CoxpaHeHuUst HacTPOeEK.

HaxmuTe Ypanutb Bce, 4TOObl yaanu Bce 3anncu B Tabnuue.

UToObl NepenTn B creaytoLlee OKHO, BOCMOMb3ynTechb kHonkon Cnepyrowan. Ytobbl BepHYTHCH

B Npeablayllee OKHO, BOCNoNb3yntechb kHonkon Mpeabigywas.

Mpumedanne: PacnucaHue ,D,BIHI:TE:.—'ET CY4ETOM BPEMEHW, YCTAHOBNEHHOTD HA MapLlIpyTH3aTope.

MMA pacnucaHuA: Pacnucanue_1
NeHe: (%) Kawaei geHe ) BriBpaTe AeHb
MaH. BT Cp. Yr. nar. Cyi. Bockp.

Bpems: BCE OHK - 24 yaca:
Havano: MY
KoHew; (MY}
[ COXpaHHTE | Hasaa

Puc. 4-81 Hactpoliku pacnucaHus

Hanpumep: Ecnn Bbl xOTuUTe orpaHn4nMTb [OCTYyn ceTeBoro kommnbioTepa ¢ MAC-agpecom

00-11-22-33-44-AA Tonbko Kk BebG-canty www.google.com ¢ 18:00 go 20:00 no cy6botam u

BOCKpeCeHUAM, TO HeobXxo4MMO BbINOMHUTL cnegywooune DEencTBuA:

1) HaxmuTe kHonKky [lo6aBuUTb..., KOTopasi ykazaHa Ha Puc. 4-80, 4ToGbl nepenTn Ha cTpaHuLy

HacTpouku pacnucaHus.

2) B none WmA pacnucaHusa ykaxkuTe YyHMKanbHOe WMsi pacnucaHus  (Harnpumep,

Pacnucanue_1).
3) B none AdeHb BbibepuTe BbiGpaTh AeHb 1 BbibepuTe Cy6. 1 Bockp.
4) B none Bpemsa ans 3HavyeHna Havyano n KoHew ykaxute cootsetctBeHHO 1800 n 2000.

5) Haxmnte CoxpaHuTb 4N5 COXPaHEHUSA HACTPOEK.
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Mocne aToro Bbl BEpHETECH 0OPATHO Ha CTPaHULLY HACTPOEK PAcNUCaHNS U YBUAUTE CreayoLLYH0
Tabnuuy.

I MMA pacnucaHuA OeHke Bpemn HameHHTL
1 Pacnucanwe_1 Cy0. Bockp. 18:00 - 20:00 MameHuts ¥Oanute
Puc. 4-82

4.14 HacTtpouku mapwpyTusauum

HacTpoHKK MappyTH3aLMun

- CMWCOK CTATH4ECKHX MaplipyTos

- Tabnmuua MapupyTHIaUmnm

Puc. 4-83 HacTporiku mapLpyTtusauuu

B MeHIO HacTpoek MapLipyTu3aumm cogepxartca nsa nogMeHw (cm. Puc. 4-83): Cnucok
cTaTM4ecKux mapwpytoB 1M Tabnuua mapwpyTusaumu. [ns HaACTPOWKU HYXKHOW OYHKLMMK

BblGEepUTE COOTBETCTBYHOLLMI MYHKT MEHIO.

4.14.1 CnuUcoK cTaTU4eCKNX MapLUPYyTOB

Bbibepnte Hactponku mapuwpytmsaumm — CNUCOK CTaTUHYECKUX MapLUpPyTOB, MOCME 4Yero
Bbl CMOXeTe MpocMaTpuBaTb M yCTaHaBMNMBATb HACTPOMKW CTaTMYECKOM MapLlpyTM3auun, Kak
ykaszaHoO Ha Puc. 4-84. Ctatnyeckuin mMaplipyT — 3TO 3apaHee YCTAHOBMEHHbIN MapLupyT, No

KOTOPOMY CeTeBble aHHble nepeMeLllatoTCcAa K KOHKPEeTHOMY Yy3Iy Uimn cetun.

1D IP-agpec HazHa4eHHA Macka nogceTtn OCHOBHOW WINHD3 CocTtonHune Hamenntb

Puc. 4-84 Cnucok cTaTudecknx MapLipyToB

Ona pobGaBneHus 3anMcUM  CTaTUYECKOM MapLipyTusauMum Heob6xoaumo caenatb

cneaywoujee:

1. Haxmute lo6aBUTb..., Kak ykazaHo Ha Puc. 4-84, n Bbl yBuauTe crnegyoliee nsobpaxeHue.
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IP-anpec Ha3HaYEHHRA:
Macka nogcem:
OCHOBHOWM WITH3:

COoCTORHME: BrnroueHo b

( COXpaHNTE | [ Hasaa |

Puc. 4-85 [06aBuTb v U3MEHUTb 3anucb CTaTUYECKON MapLUpyTu3aunm
2. Heobxogumo ykasaTb crieayolimne gaHHbIe.

> IP-appec HasHayeHus — OTO agpec CETU MMM y3na, KOTOPOMY Bbl XOTUTE Ha3Ha4UTb
CcTaTUYeCKUn MapLupyT.

> Macka noacetn — OnpegensieT, Kakasa 4actb |[P-agpeca OTHOCUTCS K CETH, a Kakasi K
y3ny.
OcHoBHOM wno3 — IP-agpec ycTponcTea-wwo3a, obecneymBatoLLEero B3anmMoaencTeme

Mexay MapLUpyTU3aTOPOM U CETbH/Y3IOM.

3. W3 Bbinagatowero cnucka B none CocroaHne Heobxoanmo Bbl6paTb 3Ha4yeHne BknroyeHo

unn OTKNIOYEHO.
4. YT106bl COXpaHUTb CcAenaHHble N3MEHEHUS!, BOCMNONb3YNTECh KHOMKOM COXpPaHUTb.
Opyrve HacTpounku ans 3anucemn:
UTto6bl yoanuTb 3anucb, HaxmMmnTe YaanuTb.
UTo6bl akTMBMpPOBATbL BCE 3anvcu, HaxkmuTe BkniounTtb Bee.
UTo6bl eakTMBMpPOBaTh BCE 3anncu, Haxxmmute OTKNIOYMTL BCe.
YUTtobbl yoanuTb BCe 3anucu, HaxmmnTe Yaanutb Bce.

YUTtobbl NnepenTn B crieaytoliee OKHO, BOCMOMb3ynTech KHOMkon Cnepyrowan. Ytobbl BEpHYTLCA

B Npeablaylliee OKHO, BOCNONb3ynTech kHonkon Mpeabiaywasn.

4.14.2 Tabnuua mapwpyTusaumm

Bbibepute Hactpomkm mapwpyTtusauumm — Tabnuua mapLipyTM3auum, nocrne 4Yero Bbl
CMOXeTe npocmartpuBatb Tabnuuy MapLuipyTu3aumu, kak ykasaHo Ha Puc. 4-86. Tabnuua
MapLUpyTU3aLmMmM No3BONSEeT NpocMaTpyMBaTh BCE AENCTBYHOLLME 3anucy MapLupytu3auun. Ons

Kakgoh 3anncu otobpaxatoTcs IP-agpec HasHavyeHus, Macka NoaceTu, L3 U MHTepdenc.
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Tabnuua MaplwpyTU3aUun

I IP-agpec HAaZHAYEHHA Macka nogcemn Wiroa WHTepdreic

1 192.168.0.0 255.255.255.0 0.0.0.0 LAM & WLAN

2 239000 255.0.0.0 0.000 LAM & WLAN
[ OGHOBHTS |

Puc. 4-86 Tabnuua mapLupytmsauum

> IP-appec Ha3Ha4yeHus - J1o IP-agpec ceTv nnm yana, KOTOPbIM Ha3HAYaeTCst MapLUPYT.

» Macka nogceTtu - Onpegenser, kakas yacTb IP-agpeca y3na ceTn OTHOCMTCS K agpecy ceTw,

a Kakas - K agpecy camoro yarna B 3TON ceTu.

»> W3 - IP-agpec wWnN30BOro yCTpOWCTBa, obecneyvBarolLlero B3anMOOENCTBUE MexXay

MapLIpYTM3aTOPOM M CETbo/y3NoM.

> WHTepdpenc - B aTom none otobpaxaetca mectoHaxoxaeHune IP-agpeca HasHadeHust - LAN

1 WLAN (nokanbHble npoBogHas n 6ecnposogHas cetb), WAN (MHTepHeT).

4.15 KoHTposnb NponycKHOW CNOCOOHOCTU

KoHTpons NponycKHoA CNocobHGCTH

- MNapameTpkl KOHTPOMA

- CMUcoE npagun

Puc. 4-87 KoHTponb nponyckHon cnocoBHOCTU

B MeHI0 KOHTpOMs npomnycKHOW CMOCOBHOCTM copepXatcs ABa nogMmeHw (cm. Puc. 4-87):

MapameTpbl KOHTponsi U Cnucok npaBun. [ns HacTPOMKU HYXHOW yHKUUK BblbepuTte

COOTBETCTBYIOLLMIA MYHKT MEHHO.

4.15.1 MNMapameTpbl KOHTpPONA

Bbibepute KoHTponb nponyckHon cnocobHocTtn — [lapameTpbl KOHTpPONSA, nocrie 4ero Bbl
CMOXETe YCTaHaBfMBaTb HACTPOWMKM UCXOAOSLLEN MOrochl MPOMYCKAHWS WU BXOASALLEN MNOMOChI
nponyckaHnsa Ha criegyoLllemM akpaHe. 3agaBaemble 3Ha4YeHUs1 He AomkHbl npeBbiwatb 1000000
KouTt/c. [Ina onTumManbHOro KOHTPOrs NOMoCkl NPOMYCKaHMs BbIDEpUTE NPaBUIbHLIA TUM JIMHUA U
y3HanTe oOlee 3Ha4yeHWe BXOOAWEro M UcXogswero Tpaduka Yy Ballero mnocTaBLiuKa

WHTepHeT-ycnyr.
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MapameTpbl KOHTPONA

BKMHOYMTE KOHTPOMb NONOCH! NPONYCKaHWA: F

THI NHHAK: ) ADSL O [Opyran

Hcxogsuwan nonoca NponycEaHng: | 512 | Kautic
BxogRuwan nonoca NponycEaHng: |2[J4E | Kautic

Puc. 4-88 NapameTpbl KOHTpoONs
> BKNOYNTbL KOHTPOSb NOSIOChI NponyckaHUA — [JaHHbIN napamMeTp akTuBUpyeT OYHKLUIO
KOHTPONS MPOMYCKHOM CNOCOBHOCTN.

»  Twvun nuHUM — YKaxuTe npaBusibHbIN TUN BalLero NogkntoyeHus. Ecnv Bol He 3HaeTe, Kakom

BblGpaTh, 06paTMTeCh K BalleMy nocTaBLUMKY VIHTepHeT-ycnyr.
Ucxopsawan nonoca nponyckaHusa - CkopocTb ncxogsawero yepes nopt WAN Tpadguka.

BxoaAwasn nonoca nponyckaHua - CkopocTb Bxoasdwero yepes nopt WAN Tpadmka.
4.15.2 Cnucok npaBun

Bbibepute KoHTponb nponyckHow cnocobHoctu — Cnucok npaBun, nocre 4ero Bbl
CMOXeTe NpocMaTprBaTh U HAacTpauBaTb NpaBuna KOHTPOIS NOMOCk! MPOMYCKaHWS, Kak NokasaHo

Ha Puc. Huxe.

llcxogAwan nonoca nponyckadua (Koutic) BxogAawan nonoca nponyckadua (Koutic)
D OnucaHne Brriounts 13meHnTs
uH. Make. Mun. Make.

1 [192.168.0.11 - 192.168.0.123/80 - 1220 |0 0 0 0 MaMeHUTs ¥oanute

[ Dobaswte_ | [ ¥nmanwtb Bee

Tekywmi CTp.

Puc. 4-89 Cnucok npasun
» Onwucanwme - VIHpopmMaumsa ¢ onMcaHnem BKIHOYAET OMana3oH agpecoB, AManas3oH NOpTOB U
NPOTOKON Nepeaauun.

> MWcxopsawaa nonoca nponyckaHuss - MakcumanbHas W MuUHMManbHasi CKOPOCTb

nexogsawero Yepes nopt WAN Tpaduka.

> BxoasAwas nonoca nponyckaHusi - MakcumanbHas U MUHUManbHasi CKOPOCTb BXOASALLENO

yepes nopt WAN Ttpadmka.
Bknrountb — 3geck oTobpaxkaeTca COCTOsiHUE npasuna.

MU3meHuTb — U3MeHnTb 1nn Yganutb npasuso.
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YT106bI [06aBUTL/M3MEHUTb npaBuyio KOHTPOJIA MNONOCbl NpPonyCKaHuA, cne.qy|7|Te

HUXXeyKa3aHHbIM MHCTPYKLUAM.

1. Haxmute kHonky [lo6aBuUTb..., KOTOpasa ykasaHa Ha Puc. 4-89, nocne yero nepeg Bamu

NosIBUTCS1 OKHO, N3obpaxéHHoe Ha Puc. 4-90.

2. Bsegute cnegywuime gaHHble, yKa3aHHbIe Ha I/1306pa)KeHI/II/1.

MapaMeTpbl KOHTpONA

BRIMH4HTL:
[wanazon IP-agpecos: | 192.168.0 11 |-|192168.0123 |
[nanazoH NopToe: | a0 | - | 1220 |
NMpoTtokon:
MIWH. nonoca NponyckaHua Makc. nonoca
(KEwntic) NponyckaHuAa (Koutic)
Hcxonawan nonoca nponycraHns: | 0 | | 0 |
BxooAwan nonoca nponycKaHns: | 0 | | 0 |
[ CoxpaHnTE ] [ Haaag ]

Puc. 4-90 HacTtpovikm npaBuna KOHTPOSIS NOSIOCkl NPOMYCKaHUA

3. HaxwmwnTte kHonky CoxpaHuUTb.
4.16 MNpuBaska IP- n MAC-agpecoB

MNpuerazka IP- n MAC-agpecos

- MapameTp.l NPHEAZEN

- Tabmuua ARP

Puc. 4-91 MeHio npuesasku IP- u MAC-agpecos

B meHo koHTponsa npuesasku IP- 1 MAC-agpecoB cogepxatcsa gea nogmeHto (cm. Puc. 4-91):
MapameTtpbl npuBsasku n Tabnuua ARP. [Ing HacTpomku HyxXHOW pyHKUMKM BbliGepuTte

COOTBeTCTByIOLLl,MIZ NYHKT MEHIO.

4.16.1 MapameTpbl NPUBA3KU

Ha paHHon cTpaHuue otobpaxeHa Tabnuua MpuBasku IP- 1 MAC-agpecoB, B KOTOpPYIO Bbl

MOXETe BHOCUTb HeobxoamMble nameHeHus (cM. Puc. 4-92)
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BecnpoBogHOM rMrabuTHbIM MapwpyTusaTop cepum N

CenzbieaHne ARP: & OTknwunTe O ElK.I'IK]'-IHTb[ CoxpaHuTb ]
1D MAC-agpec IP-agpec Ceazatb HameHntb
1 00-E0-4C-00-07-BE 192.168.0.213 H3meHnTs ¥oanums
[ HNobaeuTte. . ] [ Brnwuute BCE ] [ OTENHIYNTE BCE ] [ Y1nanuTs BCe ] [HaFﬂ'H]

Tekywui NE CTp.

Puc. 4-92 MNapameTpbl NpMBA3KN

» MAC-appec - MAC-agpec KOHTPONMPYEMOro KOMMboTEPA NOKanbHOW CETU.

» IP-appec - HasHaveHHbIN IP-agpec KOHTpONMpyeMoro KoMnbloTepa fiokanbHON CETU.

> TlpuBasatb - BknioveHne dyHKuMM npuBsasku no npotokony ARP gns KOHKpeTHoro
yCTpoOncTBa.

» WN3meHuTb - I3ameHeHne unu yganeHue CyLeCcTBYOLLEN 3anmncu.

Ecnn Bbl xoTuTe Aob6aBuTb UNKM U3MEHUTb 3anucb npueaskn IP n MAC-agpecoB, Haxmute

kHonky [lo6aBuTb... unn UameHuTtb. [epen Bamun OTKPOETCH OKHO, NpeacTaBreHHoe Ha Puc.

4-93, B KOTOPOM Bbl MOXeTe 006aBUTb MU U3MEHUTbL 3aMnuchb.

MapameTpel npuBa3sku IP- n MAC-agpecos

Cenzartk:

MAC-agpec:
IP-agpec:

( COXpaHuTb | | Hazag, |

Puc. 4-93 TMapameTtpbl npussasku IP- n MAC-agpecos

Y1061 fOGaBUTL 3anuck npussasku IP n MAC-agpecos:

1.

HaxmuTte [lo6aBUTb..., Kak ykazaHo Ha Puc. 4-92.

2. Beegute MAC-agpec n IP-agpec.
3. OrtmeTbTe none CBA3aThb.
4. Haxmute CoxXpaHUTb N5t COXPaHEHWs 3anu1ciu.

YT106bI M3MEHUTb UK YAANUTbL CYLLECTBYHOLLYIO 3aNuUCh:

1.
2.

Bbibepute HeobxoomMMyto 3anunck B Tabnuue.

Haxmute U3meHuTb 1nn YaanuTb B KornoHke A3MeHUTb.

Y100bI HANTK CYLLECTBYHOLLYIO 3aNUCh:
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1. Haxmwute kHonky HanTu, kak ykasaHo Ha Puc. 4-92.

2. Beegute MAC-agpec nnu IP-agpec.
3. Haxwmute kHonky HaiTu, kak ykasaHo Ha £5iRIRIREIE] HIE. .

HaiTti 3anuck npueaskn IP- n MAC-agpecoe

MAC-agpec: | 00-E0-4C-00-07-BE |
IP-anpec: | |
D MAC-agpec: IP-agpec: CeAzate CoeguHeHHa
1 00-E0-4C-00-07-BE 192.168.0.213 Ha crpanuuy
[ HaiTi | Hasaz |

Puc. 4-94 Hawntn 3anuck npuesasku IP- 1 MAC-agpeca

Haxmute BKknounTb Bce, YTOObI BKMIOYMUTL BCE 3aMnuUCK.
HaxmuTe Ypanutb Bce, YTOObI yaanuTb BCE 3anmcu.
4.16.2 Taobnuua ARP

[nsa ynpaBneHnst KOMMNbIOTEPOM Bbl MOXETE BECTM HabMnoAeHMe 3a KOMMboTepammn NokKanbHON
cetn, npoBepssi cBA3b Mexay MAC- u IP-agpecamu B Tabnumue ARP. Takke Bbl MoOxeTe
NpoM3BOAUTL HACTPOVKY anemMeHToB Tabnuusl ARP. B faHHOM okHe oToGparkaeTcsa Tabnuua ARP.

OHa cofepXu1T MHGOoPMALIMIO MO UMEILLIMMCA 3anucam ceasbiBaHus IP n MAC-agpeca (cM. 45iR!

RRB)FIHIE. 4-95)

Tabnuua ARP

1D MAC-agpec IP-agpec Coctoanue  HacTpomfka
1 50-E5-49-1E-06-80 192.168.0.254  He cBA3aHO 3arpysnmb Yoanurb
I Jarpyants BCE ][OEHUHHTh

Puc. 4-95 Tabnuua ARP
1. MAC-agpec — MAC-agpec KOHTPONUpPyemoro KoMnbloTepa NokansHON ceTu.
2. IP-agpec — HasHayeHHbIn IP-agpec KOHTPONMPYEeMOro KOMMboTEpa SIoKasribHOW CeTu.

3. CoctosHune — Hanuuune unu otcytcteue npusdaskm MAC-agpeca u IP-agpeca.

4., Hactpouka — [laHHble KHOMKW MCMONb3YOTCA AMS 3arpy3kM WUnv yganeHust 3feMeHTOB
Tabnuubl.
> 3arpy3utb — [ob6aBneHue anemeHTa B Tabnuuy.
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> Ypanute — YpganeHue anemeHTa u3 Tabnuubl.

HaxmunTe CBA3aTb Bce, YTOObI CBSA3aTb BCE TEKYLLME 3M1E€MEHTbI, AOCTYMHbIE NOCIE BKIOYEHUS.
Haxmute 3arpy3utb Bce, YTOGObI 3arpy3nTb BCE 3NIEMEHTHI B TabnuLyy.

Haxmute O6HOBUTBL ANst OOHOBMNEHUS CnUcKa.

& MpumeyaHue:

OnemMeHT He MOXeT ObITb 3arpykeH B Tabnuuy, ecnu ero IP-agpec 6bin 3arpyxeH paHee. B atom
cnyyae cuctema BblgacT coobuieHne o6 owwnbke. AHanormyHo yHkums "3arpy3uTb Bce"
3arpysuT TOSMbKO Te 9feMeHTbl, NapamMeTpbl KOTOPbIX He COBMaZalT C yXe UMEeKLUMUCH B

Tabnuue.

4.17 OuHamunyeckuun DNS

[na HacTponku dyHKUMK auHammnyeckoro DNS neperigute B meHio OuHamuyeckmun DNS.

MapwpyTmnsatop nogaepxmeaeT PYHKUNIO UHAMUYECKON cUCTeEMbl AOMEHHbIX UMEH (DDNS),
KoTopasi AenaeT BO3MOXHbIM XOCTUHI canTa, FTP- nnm noytoBoro cepesepa ¢ oMKCUMPOBAHHbLIM
OOMEHHbLIM MMeHEM (KOTOPOE Bbl yKasblBaeTe camun) U AMHAMUYECKUM aapecoM. DTO NO3BONSAET
BaLUMM OpPY3bAM MOOKITHYATLCA K BalleMy CEPBEpPY, YKa3aB AOMEHHOE MMsi BHE 3aBMCUMOCTM OT
3Ha4YeHus IP-agpeca. Mepen Ha4yanom Mcnonb3oBaHuA yHKLMM HeobxoaMmMo

3apeructpupoBatbca Yy  npoBavgepa DDNS-cepBuca, Hanpumep — www.comexe.cn,

www.dyndns.org unm www.no-ip.com. OT NOoCTaBLUMKa YyCNyru Bbl NOJy4nUTE Naposib UM KIkou.

4.17.1 Comexe.cn DDNS

Ecrnn B kadvectBe lMoctaBwuka ycnyr DDNS 6bin BbiOpaH www.comexe.cn, nepe Bamu

NOSABMTCS OKHO, yKasaHHoe Ha Puc. 4-96.
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@OyHkuna DDNS

MocTaBwmK ycryr: | Comexe | www.comexe.cn ) v| MepedT K perncTpaUmn...

[oMeHHDE HMA;

[omeHHOe MMA;

OoMEHHOS HMA;

OoMEHHOE HMA;

OoMeHHOS HMA;

Hma nonezcearens: | username |

rapons

] Brniounte DDNE

COCTORHHE NOOKNHYEHHA: DOMS He 3anyueHo!

Boiti

[ COXpaHUTE |

Puc. 4-96 Hactpownkn Comexe.cn DDNS

Onsa HacTponku napameTpoB DDNS cneayite HMXKeyKasaHHbIM UHCTPYKLUUAM:

1. Bseawnte [loMmeHHOe uMMs, Nony4YeHHoe OT Bawlero nocrasLwwmka ycnyr DDNS.
2. Bseante Umsa nonb3oBatens Bawen y4étHom 3annucm DDNS.
3. Bsepgute Maponb Bawen yyétHon 3anucu DDNS.

4. Haxmute BonTtin, 4tobbl BOMTK B YYETHYIO 3aMKChb.

CocTtosiHne nogkntoveHus - OtobpaxaeTcsa cocTosHue nogknioveHms K cnyxte DDNS.
Haxxmute BbIiTh, 4T06bI BEINTY 13 Cnyx6bl DDNS.

& [MpumevaHue:

Ecnu Bbl XOTUTE BONTU CHOBa Nog ApYron yYETHOM 3anunchio, HaXKMUTE KHOMKY BbInTK, BBEANTE
COOTBETCTBYHOLLEE HOBOE MMS MOMb30BaATENS M NAPOSib U HAXXMUTE KHOMKY BonTu.

4.17.2 Dyndns.org DDNS

Ecnn B kauvectBe MNoctaBwwmka ycnyr DDNS 6bin BbiGpaH www.dyndns.org, nepea Bamu

NosABMTCS OKHO, yKasaHHoe Ha Puc. 4-97.
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MocTaBWmWK yCIyr: | Dyndns { www.dyndns.org ) V| MepeTh K pErMCTRaLMN...

WMA none3oearens: | username |

rapons

OoMEHHOE HMA; |

[ Brniouute DDONS

CoCTORHME NOGKNHYEHNA; DDMNS He aanyweHo!

[ Boiitu ] [ Briiitin

[ COXpaHNTE ]

Puc. 4-97 Hactpowkn Dyndns.org DDNS

Onsa HacTpouku napameTpoB DDNS cneayite HMXKeyKasaHHbIM UHCTPYKLUUAM:

1.
2,
3.
4.

Beegute Umsa nonb3oBaTtens Ballen y4éTHom 3anucu DDNS.
BeeauTe Maponb Balen y4éTHon 3anmcn DDNS.
Beegute [lomeHHOe UMSA, NonyyYyeHHoe OT Ballero noctasLlumka ycnyr DDNS.

Haxmute BonTH, 4TOOBI BONTN B YH4ETHYIO 3anuUChb.

CocTtosiHue nogkntoveHus - OtobpaxaeTcsa cocTosHue nogknioveHms K cnyxte DDNS.

Haxxmute BbIiTh, 4T06bLI BEINTY M3 Cny»x6bl DDNS.

& [MpumevaHue:

Ecnv Bbl XOTMTE BOMTU CHOBA NOA OPYrov YHETHOW 3anmncbio, HAXXMUTE KHOMKY BbiTh, BBEauTe

c

OOTBETCTBYKOLLEE HOBOE UMA NOJIb30BaATENA U NAPOJib N HAXMUTE KHOMKY BownTu.

4.17.3 No-ip.com DDNS

Ecnn B kayectBe MMoctaBwmka ycnyr DDNS 6bin BbiGpaH www.no-ip.com, nepej Bamu

n

OSIBUTCS OKHO, YKkasaHHoe Ha Puc. 4-98.
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DOyHkuna DDNS

MocTaBWMKE YCOyT: ||‘-.Iu-|F' { www_no-ip.com ) v| MepelTi K pericTpaLu...

WA none3oearens: | username |

rapon

OoMEHHOE HMA: | |

[ Benwuwte DDMS
COCTORHME NOOKIHYEHIA: DDMS He aanyweHo!

[ Boiiti ] [ Briitn ]

[ COXpaHNTE ]

Puc. 4-98 Hactponku No-ip.com DDNS

Onsa HacTpouku napametpoB DDNS cneaynTte HUXeykasaHHbIM UHCTPYKLMUSIM:

5. Beegute UMa nonb3oBaTens Baluen y4€THoN 3anncu DDNS.

6. Bsegute Maponb Bawer y4éTtHon 3anmcu DDNS.

7. Bsegute [loMeHHOe MMSs, NOMy4YeHHOe OT Ballero noctaswuka ycnyr DDNS.

8. Haxmunte BonTtH, 4TOOLI BONTN B YHYETHYIO 3aMMUChb.

CocTtosiHue nogkntoveHus - OtobpaxaeTca cocTosHue nogknioveHms K cnyxte DDNS.
Haxxmute BbIiTh, 4T06bI BEINTY M3 Cny»x6bl DDNS.

& lMpumeuaHue:

Ecnu Bbl XOTUTE BONTU CHOBa Nog ApYron y4ETHOM 3anuchio, HaXKMUTE KHOMKY BbInTh, BBEANTE
COOTBETCTBYHOLLEE HOBOE MMS MOMb30BaATENS M NAPOSb U HAXXMUTE KHOMKY BonTu.

4.18 MNoppepxka IPv6

Momnepxka IPVG

- CocToRHne IPvE

- Hactpoika IPVG

Puc. 4-99 Mopaepxka IPv6

B meHio Moppepxka IPv6 cogepxntca gBa pasgena (cm. Puc. 4-95): CoctosiHme IPv6 u
Hactponka IPv6. Bbibepute HyxHbIA BaM pasgen ans npocMoTpa WK HacTPOWMKM

COOTBETCTBYHOLUMX DYHKUMIA. [lanee no TeKCTy naét nogpobHoe onncaHue HacCTPOEK MO Kaxaomy

pasgeny.

-102-



TL-WR1045ND BecnpoBogHOM rMrabuTHbIM MapwpyTusaTop cepum N

4.18.1 CocTtosiHue IPv6

Ha ctpannue CocTtosiHue IPv6 oToOpaxaeTcst TekyLee COCTOsIHME U HacTponku IPv6 ons
MapLupyTusartopa. Bcst MHpopMauus oCTynHa ToNbKo ANst YTEHMUS.

WAN

THN NOAKMHYYEHIA: DHCPvA
IPvG-agpec
IPvG-agpec OCHOBHOMD WNH3E:
Mpeanoyntaemslii IPvE-agpec DNS-cepeepa:

AnbTepHaTHEHLIA IPvE-anpec DNS-cepeepa:

LAN
Twun HazHa4vyeHnA IPvE-agpecos: SLAAC
IPvG-anpec:
Linkdocal anpec: feB0:c24affefd.dEhe/td

Puc. 4-100 CocTosHue IPv6
WAN

e Tun nogkntoyeHuns — Tun WAN IPv6-coegmHeHums.

¢ IPv6-agpec — WAN IPv6-agpec.

¢ IPv6-agpec ocHoBHOro wt3a — OcHoBHOM W3 ans IPv6 maplipytmusaTtopa.

¢ MMpepgnountaembin IPv6-agpec DNS-cepBepa — [Npeanountaembin IPv6-agpec DNS-cepsepa.
e AnsTepHaTuBHbIN IPv6-aapec DNS-cepBepa — AnstepHaTtusHbin IPv6-agpec DNS-cepsepa.

LAN

* Tun Ha3HayeHusn IPv6-agpecoB - 3T0 cnocob, C NOMOLLLI0 KOTOPOro MapLLPYyTU3aTop
HasHavaeT IPv6-agpeca KoMnbloTEPaM B JTIOKarnbHOWM CeTU: ¢ nomolbio SLAAC (aBToMaTUYeCcKom
HacTpomnkn agpecos 6e3 coxpaHeHus coctosaHus) 1 DHCPv6-cepeepa (DHCPV6 - npoTtokon
OVNHaMUYECKOM HacTpoviku yana ang IPve).

IPv6-appec — 3gecb otobpaxéHn IPv6-agpec B cetn LAN.
Link-local appec — Link-local agpec maplpytusaTtopa B ceTn LAN.

4.18.2 HacTtpouka IPv6

Ha ctpaHvue HacTtpounka IPv6 Bbl MOXXeTe NMpOM3BECTU HACTPOWMKY MOAKMIOYEHUSA MO NPOTOKONY
IPv6.
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WAN IPv6-agpec

BrNHO4HTE IPVE:
Tun nogeno4esna VWAN: | DHCPvE b
® MonyyuTe He BpeMeHHblid IPvE-agpec.
& MonyuynTe Qenernpoeadne npedunkca IPVE.
IPvG-anpec:
[ OBHOBMTH | [ Oceoboauts
® Monyynte IPvG-agpec DMNS-cepeepa asToMaTMYECKN
Mpegnoywtaemsin IPv6-agpec DNS-cepeepa:
AnsTepHaTHBHLIA IPVE-anpec DN S-cepeepa:
& Kcnone3oeate cnegyiwWe IPvE-agpeca DNS-cepeepoB
Hactporika LAN
Tun HaszHa4eHwR IPvi-agpecos: | SLAAC v|
Mpedmkc IPvG-agpeca: |:: Pﬁd-
LAN IPvG-agpec:
[ CoXpaHuThb |

Puc. 4-101 Hacrtpovika IPv6

BknounTtb IPv6 — [Ing BkntoyeHns yHKUUKM nogaepxkm IPv6 HeobxogmMmMo nocTaBuTh ranoydky B
3TOM CTpOKE. 1o yMonyaHmoo gaHHaa OyHKLMSA BKIOYEHa.

Tun nogkntovyeHna WAN — Boibepute npaBunbHbin TUN nogkntodeHna WAN ¢ yuétom
NMHopMaLun, NONYYEHHON OT BaLLero nocrasLumka VIHTepHeT-ycnyr.

¢ SLAAC —CoeaunHeHuns, ncnonbayrowmne HasHadveHne IPv6-agpecos ¢ nomowsio RADVD
(SLAAC — aBTOMaTu4yeckas HacTpoika aapecoB 6e3 COXpaHEHWs1 COCTOSIHUS).

¢ DHCPV6 — CoegunHeHus, ncnonbayowwime auHamuyeckmi IPv6-agpec.

e Ctatnueckun IPv6 — CoeguHeHus, ncnonbaytowme cratudeckunin IPvb-agpec.

e PPPoEvV6 — CoeanHeHuns, ncnonbaytowme PPPOEV6 ¢ BBOOOM MMeHM Nonb3oBaTtens U napons.
¢ TyHHenb 6to4 — CoeanHeHusi, UCNonb3yoLLMe Ha3Ha4YeHe agpecoB C NOMOLLbIO TYHHENSs 6t04.

PasHble Tunbl nogkntoveHna WAN TpebytoT pasHbiX HAacTpOeK, Aanee ykasaHbl NoaApo6HbIe
HaCTPOWKM OIS KaXK4oro TMna noaKIToYeHs.
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1) DHCPv6

WAN IPv6-agpec

BrNHO4HTE IPVE:
Tun nogeno4esna VWAN: | DHCPvE b
® MonyyuTe He BpeMeHHblid IPvE-agpec.
& MonyuynTe Qenernpoeadne npedunkca IPVE.
IPvG-anpec:
[ OBHOBMTH | [ Oceoboauts
® Monyynte IPvG-agpec DMNS-cepeepa asToMaTMYECKN
Mpegnoywtaemsin IPv6-agpec DNS-cepeepa:
AnsTepHaTHBHLIA IPVE-anpec DN S-cepeepa:
& Kcnone3oeate cnegyiwWe IPvE-agpeca DNS-cepeepoB
Hactporika LAN
Tun HaszHa4eHwR IPvi-agpecos: | SLAAC v|
Mpedmkc IPvG-agpeca: |:: Pﬁd-
LAN IPvG-agpec:
[ CoXpaHuThb |
Puc. 4-102

Mony4ynTtb He BpeMeHHbIN IPv6-agpec — NonyunTb He BpeMeHHbIn IPv6-agpec oT nocTasLumka
WHTepHeT-ycnyr.

MonyuuTtb aenernpoBaHue npecukca IPv6 — Nonyunts BpemeHHbIN IPv6-agpec 1 npeduke
IPv6-agpeca ot noctaBwmka NHTepHeT-ycnyr. BpemeHHbii IPv6-agpec HasHavaeTcsa nopty WAN,
a nopt LAN pacnpegensert IPv6-agpeca yepe3 RADVD nnn DHCP-cepgepsbl.

IPv6-agpec — IPv6-agpec, oMHaMmMyeckn NpeaocTaBeHHbIN BallMM NOCTABLLMKOM
WHTepHeT-ycnyr.

HaxmunTe kHonky O6HOBUTBL Ans 06HOBNEHUS napameTpoB |IPv6 OT Ballero nocrasLiuka
WHTepHeT-ycnyr.

HaxmuTe kHonky OcBo6oanTb, 4TOOLI cOpocuTh NapameTpbl IPV6, nony4eHHbIe OT BaLlero
nocrasLumka IHTepHeT-ycnyr.

Ecnn Baw nocraswuk IHTepHeT-ycnyr npegocTasnseT Bam oanH nnu gea IPv6-agpeca
DNS-cepBepos, BbibepnTe Ucnonb3oBaTthb cneaytowume IPvé-agpeca DNS-cepBepoB 1
ykaxxmTe Mpegnountaembin IPv6-agpec DNS-cepBepa 1 AnbTepHaTtuBHbIM IPv6-agpec
DNS-cepBepa B COOTBETCTBYHOLLUMX NOMAX, MHa4Ye agpeca DNS-cepBepoB OyayT NpMCBOEHbI
OVNHaMUNYECKN.

-105-



TL-WR1045ND BecnpoBogHOM rMrabuTHbIM MapwpyTusaTop cepum N

Mpeanountaembin IPv6-agpec DNS-cepBepa — Ykaxute |IPv6-agpec DNS-cepsepa B
LeCTHaguaTepuyHom popmaTte C pasgenmuTenbHbIMU OBOETOUMAMU, NPESOCTaBIEHHBIN BalUMM
NnocTaBLUMKOM VIHTEPHET-YCNyr.

AnbrepHaTnBHbIn IPv6-agpec DNS-cepBepa — Ykaxute gpyron IPv6-agpec DNS-cepsepa B
LecTHaguaTepuyHom popmarte ¢ pasgenurenbHbIMY ABOETOUMAMU, NPegoCTaBeHHbIN BaLLUM
NoCTaBLUMKOM VIHTEPHET-YCNYyT.

& MpumeyaHue:

Ecnn npu nonbiTke OTKPbITb MHTEPHET-CTPAHMLY Y Bac BO3HUKAET OLWIMOKa «afpec He HandeH»,
TO, CKOpee Bcero, Bbl HenpaBurbHO ykadanu agpeca DNS-cepsepoB. CBsxuTeCb C BaluvMMm
noctasLmkoM NHTepHeT-ycnyr, 4Tobbl nonyunTtb agpeca DNS-cepsepos.

Tun Ha3HauveHus IPv6-agpecoB — OTO cnocob, C NOMOLLBI0 KOTOPOro MapLLpPYyTU3aTop
Ha3HavaeT |IPv6-agpeca KoMMblOTepPY B nokanbHoW ceTu: ¢ nomollbio SLAAC (aBToMaTn4eckom
HacTpoKkn agpecoB 6e3 coxpaHeHus coctosiHms) 1 DHCPv6-cepeepa (DHCPV6 - npoTokon
ONHaMU4YeCcKon HacTponku y3na ans IPve).

Mpedmkc IPv6-appeca — 3gech ykasaH npedukc IPv6-agpeca.

Bpemsa apeHabl — BpeMeHHOM NPOMEXYTOK, B TEYEHME KOTOPOro MNornb30BaTento B cetu Oyaer
paspeLleHo NOoAKMNoYeHne K MapLupyTmsaTopy ¢ Tekywum IPv6-agpecom. Ykaxnte nepuog
BPEMEHM (B CeKyHAax), B Te4eHUe koToporo Oyaet npegocrtaeneH IPv6-agpec (ot 1 go 691200
cekyHf). o ymonyaHuio ykasaHo: 86400.

LAN IPv6-agpec — 3aoeck otobpaxaetcs IPv6-agpec B cetn LAN.
2) Cratunyeckum IPv6

BrNHMUTE |PVE:
TN NogKNHYeHA VUAN: | Cratnuecknil IPv6 +
IPvG-anpec: |:: |
OCHOBHOW WMH3: | o |[I'I0 BRIGOpY)
Paamep MTU (B GanTax): 1500 {no ymonuaHwo: 1500, He WAMEHATE Ge3 HeoGXogMMoCTI)
MNpegnoywtaemeli IPvB-agpec DN S-cepeepa: |2001:4850:4850::8888 |[I‘I0 BhIGOpY)
AnbTepHaTBHbIA IPvE-agpec DNS-cepeepa: |2001:4860:4860::8844 |(I'I0 BeiGopy)
Hacrtpoika LAN
Tun Hazva4eHns |IPv6-anpecos: | SLAAC V|
Mpedwkc IPvi-aapeca: |:: L'Eet
LAN IPvG-agpec:
( COXpaHHTE |
Puc. 4-103
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IPv6-agpec — Beegute IPv6-agpec B WwecTHaguaTepnyHoM coopmare ¢ pasgenutenbHbIMU
ABOETOUMAMU, NPEAOCTABMNEHHbIN BalLUM NOCTaBLUMKOM VHTEpHEeT-yCnyr.

OcHoBHOM WN3 — Beegute agpec OCHOBHOrO wWo3a B wWectHaguarepn4yHomM cbopmaTe C
pasgennTenbHbIMN OBOETOHNAMMN, I'IpeﬂOCTaBJ'IeHHbIIZ BallnM NocCTaBLUUNKOM I/IHTepHeT-ycnyr.

Pasmep MTU — Paavep MTU (MakcumanbHbI pa3mep naketa) ansa donsuinHcTBa ceten Ethernet:
1500 6anT, 3TOro 3Ha4YeHUs 00bIYHO JOCTATO4HO. B cnydae ¢ HEKOTOPbIMM NOCTaBLLMKaMMK
MHTepHeT-ycnyr MoXeT noTpeboBaTbCs N3MEHUTL AAHHOE 3Ha4YeHne. VI3aMeHeHne gaHHoro
napameTtpa OCYLLECTBIAETCS KpaliHe PeaKo 1 TONbKO B TOM Cry4ae, ecinn 3Toro TpebyeT Bawl
nocraBLmK MIHTepHeT-ycnyr.

Mpeanountaembin IPv6-agpec DNS-cepBepa — Ykaxute IPv6-agpec DNS-cepsepa B
LuecTHaguaTepnyHom popmaTte ¢ pasgenurenbHbIMY ABOETOUMAMU, NPeaoCTaBNEHHbIN BaLLMM
nocTaBLLUMKOM VIHTEPHET-yCnyr.

AnbtepHaTuBHbIN IPv6-agpec DNS-cepBepa — Ykaxute gpyron IPv6-agpec DNS-cepeepa B
LUecTHaguaTepnu4yHom popmMaTte C pasgenmTenibHbIMU OBOETOUMAMU, NPegoCTaBNEHHbIN BalMM
nocTaBLUMKOM VIHTEPHET-YCNyT.

Twun Ha3Ha4veHusA IPv6-agpecoB — 310 cnocob, C NOMOLLBIO KOTOPOro MapLUpyTM3aTop
HasHavaeT IPv6-agpeca KOMNbIOTEPY B NOKanbHOW ceTu: ¢ nomowbio SLAAC (aBTOMaTUYECKOM
HacTpoViku agpecoB 6e3 coxpaHeHust coctosiHus) n DHCPv6G-cepeepa (DHCPV6 - npotokon
ANHaMUYEeCKOW HacTpoviku yana ang IPve).

Mpedumke IPv6-appeca — 3geck ykasaH npedmkc IPv6-agpeca.

Bpems apeHabl — BpemMeHHOM NPOMEXYTOK, B TEYEHME KOTOPOro Nnonb3oBaTtento B cetn byaer
paspeLLeHOo NodKNiYeHne K MapLupyTnsaTopy ¢ Tekywmm IPv6-agpecom. Ykaxute nepuog
BPEMEHMU (B CeKyHax), B Te4eHue koToporo byaet npegoctaeneH IPv6-agpec (o1 1 go 691200
cekyHp). Mo ymonyaHuto ykasaHo: 86400.

LAN IPv6-agpec — 3necb otobpaxaetcs |IPv6-agpec B cet LAN.
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3) PPPoEV6
WAN IPv6-appec
BrNYHTE IPVE:
Tun nogkmodeHa VWAN: | PPPoEvG v|
WMA nonk3oBartenn: | username |
Mapone: | sessseee |
MoaTEepamTL Naponb: |"""" |
Cnoco nony4exns IPvG-agpeca: | MonyunTe He BpemeHHel IPvG-agpec V|
IPvi-anpec:
[ Mogxniounts | Otknioyeno!
HacTtposika LAN
Tun HazHa4veHnn IPv6-agpecos: | SLAAC ‘V|
Mpedmkc IPvG-agpeca: |:: Ifﬁd-
LAN IPvG-agpec:
CoxXpaHuTh | [ HOononwutensHo

Puc. 4-104

Uma ﬂOﬂb3OBaTeﬂﬂ/napOﬂb — BBegute 3gecb Mma nonb3osaTtens u naporsb, NpegocTtaBrieHHble
BaLlM NOCTaBLUUKOM l/IHTepHeT-ycnyr. 391K nons YyBCTBUTESIbHbI K PETUCTPY.

Cnoco6 nony4yeHus IPv6-agpeca

* MonyunTtb He BpeMeHHbIN IPv6-agpec — [NonyunTb He BpeMeHHbIn IPv6-aapec ot
nocTasLLmKa VIHTepHET-yCnyr.

* MonyuuTtb aenernpoBaHue npedmkca IPv6 — MNonyunte BpemeHHbIV IPv6-agpec n npeduke
IPv6-agpeca ¢ nomowbto DHCPvV6E oT noctaBlymka MHTepHeT-ycnyr. KNnneHTbl B NIOKanbHOW ceTn
nony4atot |IPv6-agpeca yepes genernpoBaHue.

* IP-agpec, npegocTaBrnieHHbIM NocTaBWMKOM UHTepHeT-ycnyr — Ykaxute ctaTu4eckui
IPv6-agpec ot Bawero noctaswmka IHTepHeT-ycnyr.

HaxmuTe kHonky MoaKknounTb ANs HEMEANEHHOTO NOAKIOYEHNS.
Haxxmute kHonky OTKNIOUTL, YTOOLI OTKNIOUYNTL VIHTEpHET-coeHEHE HEMENEHHO.

Tun Ha3Ha4veHus IPv6-agpecoB — OT0O CnNOCO6, C NOMOLLBIO KOTOPOrO MapLLpyTU3aTop
HasHayaeT |IPv6-agpeca komMnbloTepy B NokanbHOW cetu: ¢ nomolsio SLAAC (aBToMaTMyecKom
HacTponkn agpecos 6e3 coxpaHeHnsa coctosiHusA) 1 DHCPv6-cepeepa (DHCPV6 - npoTtokon
ONHaMUYEeCKOWM HacTponkK yana ans IPve).

Mpedukc IPv6-agpeca — 3aeck ykasaH npeduke IPv6-agpeca.

Bpems apeHabl — BpeMeHHON NpOMEXYTOK, B TEYEHME KOTOPOro Nofb30BaTento B ceTn byaet
paspeLleHO NOoAKNYeHNe K MapLUpyTusaTopy ¢ Tekymm IPv6-agpecom. Ykaxute nepuog
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BPEMEHMU (B CEKyHAaXx), B Te4eHUe koToporo Oyaert npegoctaeneH IPv6-agpec (ot 1 go 691200
cekyHn). Mo ymonyaHuto ykasaHo: 86400.

LAN IPv6-agpec — 3necb otobpaxaetcs |IPv6-agpec B cetn LAN.
4) TyHHenb 6to4

WA Pveampee |

Brno4mTe |PYE:

Tun nogrnoYeHnA WAN: |TyHHenh Gtod v

Anpec: 0000

MacKa nonceTH: 0000
OCHOBHOWN WH3: 0.0.0.0
Anpec TYHHens:
Paamep MTU (B Gaitax): 1480 (no ymonyaHui: 1480, He MaMeHATL Ge3 HeoGXoOUMOCT.)
F Mcnoneaoeate cnegywwme |Pvi-agpeca DMNS-cepeepos

Mpegnoywraemsii IPvG-anpec DNS-cepeepa: | |

AnbTepHaTMBHLIA IPvG-agpec DNS-cepBepa: | | (Mo ewlGopy)
Hactpoiika LAN
Tun HazHa4eHwA IPvG-anpecos: | SLAAC V|

Mpedmkc IPvG-anpeca: |:: |

LAN IPvG-agpec:

[ COXpaHUTE |

Pwuc. 4-105

Appec/Macka nogcetn/OcHoBHOM WwWn3 — |IPv4-agpec/macka nogceTn/oCHOBHOM LLMO3 B
AecaTu4HoM cpopmare ¢ pasgenuTenbHbIMU TOYKaMu.

Pasmep MTU — OGbI4HO 3HavyeHne MTU (Maximum Transmission Unit — makcumaneHbIi pasmep
6noka nepegayn) ans 6onblMHCTBa ceTelt Ethernet coctasnset 1480 6anTt. PekomeHayem He
N3MEHSATb 3TO 3Ha4YeHMe, ECNN TONMbKO 3TOr0 He TpebyeT Ball NocTaBLUMK MIHTEpHET-yChyT.

Ecnun Baw nocraswuk MIHTepHeT-ycnyr npegocTasnseT Bam oavH nnu aea IPv6-agpeca
DNS-cepBepa, Bbibepute Ucnonb3oBaTtb cnegytowme IPv6-anpeca DNS-cepBepoB 11 B
cooTBeTCcTBYlOLLMX Nonsax BBeante NMpeanoyntaembin IPv6-agpec DNS-cepsepa u
AnbtepHaTuBHbIN IPv6-agpec DNS-cepBepa. B npotusHoMm crnydae agpeca DNS-cepsepos
OyayT npucBamBaTbCa BaM OT MOCTABLLMKA UHTEPHET-YCNYI ANHAMUYECKN.

Mpeanountaembin IPv6-agpec DNS-cepBepa — Beeaute IPv6-agpec DNS-cepsepa B
LecTHaguaTepu4yHoM dhopmare ¢ pasgenutenbHbIMU BOETOUMSIMM, Kak BaM ero npegocTaBusl
Ball NocTaBLMK VIHTepHeT-yCnyr.

AnbtepHaTtuBHbIN IPv6-agpec DNS-cepBepa — Beeaute gpyron IPv6-agpec DNS-cepsepa B
wiecTtHaguarepn4yHomMm CbOpMaTe C pasgenuTteribHbiIM1 ABOETOHNAMU, KaK BaM ero npeaocrtaBun
BaLl nocTtasBLmK IHTepHeT-ycnyr.
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Tun Ha3Ha4vyeHus IPv6-agpecoB — 3T0 cNOCOO, C NOMOLLBH KOTOPOro MapLUpyTu3aTop
HasHavaeT |IPv6-agpeca KOMNbIOTEPY B NTOKanbHOM ceTu: ¢ nomoLlbio SLAAC (aBTOMaTMYECKOM
HacTpoKkn agpecoB 6e3 coxpaHeHus coctosiHms) 1 DHCPv6-cepeepa (DHCPV6 - npoTokon
ONHaMUYeCcKon HacTponku y3na ans IPve).

Mpedmke IPv6-appeca — 3gech ykasaH npedukc IPv6-agpeca.

Bpemsa apeHabl — BpeMeHHOM NPOMEXYTOK, B TEYEHME KOTOPOro MNornb30oBaTtento B cetu dyaer
paspeLleHo NOAKMNoYeHne K MapLupyTmsaTopy ¢ Tekywum IPv6-agpecom. Ykaxnte nepuog
BPEMEHM (B CeKyHOax), B Te4eHUe koToporo Oyaet npegocrtaeneH IPv6-agpec (ot 1 go 691200
cekyHa). o ymonyaHuio ykasaHo: 86400.

LAN IPv6-agpec — 3aoecb otobpaxaetcs IPv6-agpec B cetn LAN.

4.19 CucrteMHble UHCTPYMEHTDI

CHCTEMHLIE MHCTDYMEHTLI

- HacTpoiKa BpeMeHH

- warHocTHEa

- DOHOoBNEHWE BCTpOeHHOMO MO

- 3aB0ACKHWE HACTPONKN

- PezepBHan KOMWA M BOCCTAHOBNEH
- Nepesarpyaka

- Naponk

- CHCTEMHBIA XypHan

- CratmcTuka

Puc. 4-106 MeHI0 cucTeMHble HAaCTPONKK

Mpun BbIGOpPE MeHI0 CUCTEMHbIe MHCTPYMEHThI Bbl YBUAUTE crneayowmne noameHo: Hactpoinka
BpemMeHu, finarHoctuka, O6HoBneHue BctpoeHHoro MO, 3aBoackne HacTponku, PesepBHas
Konusi u BocctaHoBneHue, lNMepesarpyska, MNaponb, CucteMHbIn XXypHan u Ctatuctuka. [ng
HaCTPOMKN HYXXHOW (PYHKUMWN BbIGEpUTE COOTBETCTBYIOLLMI MYHKT MeHK. NogpobHoe onucaHne

Kakgoro nogMeHto npefcTaBrieHo HUXe.
4.19.1 HacTtpouka BpeMeHun

Bbibepnte CucTeMHble MHCTPYMeHTbl — HacTponka BpemMeHM, Nocne 4Yero Bbl CMOXETE

MPOU3BECTN HAaCTPOMKN BPEMEHM, KaK YKa3aHO Ha U30BPaKEHNN HUXKE.
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YacoBeoi noAc: (GMT+03:00) Baraaa, Kyeeiit, Haiipobu, 3p-Puag, Mockea v
Oara: 2 17 2014 (MecALOeHs/rog)
Bpema: 22 52 7 (4ackMUHYTEI/CEKYHOEI)

NTP-cepeep I: 0.0.0.0 (He o@A3aTeneHo)

NTP-cepeep ll: 0000 (He o@A3aTensHo)

[ MonyunTs cpegHes BpemA no TpUHBNYY

NeTtHee BpeMA: O OTkniounTe (&) BrniownTs Ha Beck rog () BKMIOYWTE HA ONpedeneHHoe Bpema
Havano: 2014
KoHew: 2014
COCTOAHME NETHEro BpeMeHit:
Mpumeyanne: Haxmute TlonyynTe cpegHee BpemMA No MpUHEKMYY', yTo0kl 00HOBWTE BpEMA © CEPEEPOE Yeped FIHTepHeT
CoxpaH1Tb

Puc. 4-107 HacTpolika BpemeHn
» YacoBom nosic - BuibepuTe Ball YacoBOW NOSAC M3 BbiNaaatoLLero cnucka.
> Oara - Ykaxute gaty B dopmate MM/OLO/TT.
> Bpewms - YkaxuTe Bpemsd B popmate Y4/MM/CC.

»> NTP-cepBep I/INTP-cepBep Il — Beegnte agpec unm gomeHHoe nva NTP-cepepa | nnu
NTP-cepBepa Il, nocrie yero mapwpyTtmsatop 6yaet nonyyatb Bpems u3 MiHTepHet. Kpome
TOro, AN HEKOTopbIX BCTPOeHHbIX NTP-cepBepoB MapLupyTM3aTop MOXET nonyvartb

3Ha4yeHne BpeMeHn aBToMaTn4eCckn npn nogknto4eHnn K MHTepHeT.

> JleTtHee Bpemsa - OTMETLTE COOTBETCTBYHOLLYHO SYENKY, YTOObI BKIHOYUTL/OTKAOUNTL NETHEE
Bpemsi.

> Hauvano — Bpewms, ¢ koToporo HauMHaeTcs netHee BpeMsi. BoibepuTe mecsL B nepBoM More,
HeJero BO BTOPOM MOre U BpeMsi B TPETLEM MOreE.

> KoHey — Bpemsi, korga 3akaHuMmBaeTcs neTHee Bpemsi. BoibepuTte mecsy B nepBom More,

HeZento BO BTOPOM osfie U BPeMsi B TPETLEM MNore.
» CocTosiHMe neTHero BpemeHu — OTobpaxaeT COCTOsIHWUE, UCTONb3YEeTCs N NETHEE BPEMS
UMK HeT.

YT106bI HACTPOUTL CUCTEMY B PYHYHOM pexume:

1. Bbibepute YacoBon nosc.

2. YxaxuTe Oarty B dbopmarte mecsau/geHb/roq,.

3. Ykaxute Bpems B bopmare Yac/muHyTa/cekyHaa.
4

Haxxmnte CoxpaHuTb.

Y106bI HacTpoOuUTb CUCTEMY aBTOMaTU4YeCKU:

1. BblbepuTe YacoBou nosc.
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2. Bseaute agpec nnu gomeHHoe ums NTP-cepBepa | nnn NTP-cepBepa Il.

3. Haxmute kHonky Monyuntb cpeaHee BpeMsi no MpUHBUYY, 4TOObLI NonyyaTb CUCTEMHOE

BpemM4A 4epes MHTepHeT npu Hann4nm NOAKNMKYEHNA K HEMY.

Y106bI YCTAHOBUTL NeTHEE BPEMSA:

1. OTmeTbTe A4enky BknounTb Ha onpegenéHHoe Bpemsi.

2. BblbepuTte Bpemsi Ha4yana 13 BbiNagatoLlero cnucka B none Hauvano.

3. BbibepuTe Bpems 3aBepLUeHMst U3 BbiNagatoLlero cnucka B none KoHeu,.
4

Ona COXpaHeHNA HaCcTpoeK HaXXMUTe KHOMKY COXpaHMTb.

NeTHee BpeMA: ) OTkniounTts () BKNIDYMTE HA Beck rof, (%) BKMIOYWTE Ha oNpedeneHHoe BpemA
Havano: 2014 | Awe. ¥ || MepBoii “ || Bock. +| 00 A
KoHew: 2014 | Oex. | |4i || Bock. & || 00 A
COCTOAHWE NETHETD BPEMEHH: NeTHES BREMA OTKMIIUEHD,

Puc. 4-108 HacTtporika BpemeHu

& MpumeyaHue:

1. [OaHHasa HacTpovika 6yoeT mcrnonb3oBaTbCs ANA psga QYHKUUN C BPEMEHHBIM KpUTEPUEM,
Hanpumep Ans MEeXCETEBOro akpaHa. Ecnu 3HauyeHne BpeMeHn He 3a4aHo, 3TN PYHKLMKN He
OyayT pabotatb. Takum obpa3om, SABMSETCS KpavHe BaXKHbIM yKa3aTb 3TU 3HAYeHUs cpasy
nocne Bxo4a B MapLlupyTM3artop.

HacTtponku BpemeHu ByayT yTepsiHbl NPW BbIKMOYEHUM MapLUpyTUu3aTopa.
[Mpy COOTBETCTBYIOLLEN HACTpPOWKe MapLipyTusatop Oyger nonyyaTb cpegHee Bpemsi Mo
puHBnyy (GMT) yepes3 NHTepHET B aBTOMaTUYECKOM pexuMe.

4. Tlpn HacTpoyike NEeTHero BpeMeHW, 3Ha4YeHUs Hadana M KOoHua nepuoga [OMKHbl ObiTh B

npegenax ogHoro roga, U BpeMa Ha4dana OJMKHO ObITb paHbLle BpeMEHN KOHLA.

4.19.2 OnarHocTuka

Bbibepute MeHi0o CuCTeMHble MHCTPYMEHTbl — [lMarHoCTuKa, Mocrne 4ero Bbl CMOXETE
ncnonb3oBatb GyHKUuMM Ping n TpaccupoBKa Ansg NpoBepKn NOAKMIOYEHUS SMEMEHTOB Ballel

CeTHn, Kak yKa3aHO Ha Puc. Huxe.
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I'IapaMEprl AWarHoCTHUKH
HHCTPYMEHT OWarHOCTHKK: @& Ping () Tpaccupoeka

IP-agpec/[oMeHHOS WMA:

CyéT4MK Ping: 4 (1-50)
Paamep Ping-nakerta: 64 (4-1472 Gait)
BpemnA oxwgaHuA Ping: 800 (100-2000 mck)
TpaccupoBka Max TTL: (1-30)

PesynbTaTbl AMarHOCTHKH

\YCTPOWCTEO roTORD.

HavaTte

Puc. 4-109 OnarHocTtuka

MHcTpymMeHT pgmarHoctukm - [na Bbibopa HeEOOXOAMMOro WHCTPYMEHTa OTMEeTbTe
COOTBETCTBYHOLLIEE MNone:

Ping - [JaHHbIN UHCTPYMEHT AMArHOCTUPYET NpobnemMbl ¢ NOAKMYEHMEM, OOCTYNMHOCTLIO U
paspelleHnemM UMeHN AN KOHKPETHOrO y3na Unu Lwno3sa.

TpaccupoBka — [aHHbIA WHCTPYMEHT [MarHOCTUKU TeCTUPYeT MPOM3BOAUTENbHOCTb
CoefuHeHUs.

& MpumeyaHue:

Bbl MOXeTe npuMeHsiTb MHCTpyMeHTbl Ping/TpaccupoBka and nposepku |P-agpeca wnm
OOMEHHOro uMeHu. Ecnn npoBepka WHCTpymeHTamu Ping/TpaccMpoBka B OTHOLUEHMU
IP-agpeca npowrna ycnewHo, HO C AOMEHHbIM MMEHEM BO3HMKIM NMPOGNemMbl, 3TO MOXET
O3Ha4yaTb npobrnemy cC paspeweHnem MMEH. B atom cnyyae cnegyet ybegutbcs, 4TO
OOMEHHOEe MMS, KOTOpPOEe Bbl YKa3blBaeTe, SBMASETCA paspeLléHHbIM, MCMOoMnb3ysd ANng 3Toro
DNS-3anpockl (Domain Name System — Cnyx6a AOMEHHbIX UMEH).

IP-appec/[JomeHHOe nmsa - Ykaxunte |IP-agpec nnm gomeHHoe nms pecypca, NogKtodeHme K

KOTOPOMY Bbl XOTUTE NMPOBEPUTD.

Cuyétumk Ping — [Moka3biBaeT KONMMYECTBO OTNpPaBfeHHbIX COOOLLUEHMI C 3OX0-3anpocom.

3HayeHne No ymonyauuio: 4.

Pasmep Ping-naketa — OnpegensieT uvcno 6anToB AaHHbIX AN OTnpaBku. 3HayeHue no

yMOmnyaHuio: 64.

Bpemsa oxupgaHma Ping — Bpemsa oxugaHusa oTBeTa, MUNNMCEKYHAObl. 3HavyeHue no

ymonyaHuio: 800.

TpaccupoBka Max TTL — Ykaxute MakcMMarnbHOE KOMMYecTBO LIaroB (MakcUmarnbHoe

3HadeHune TTL) Ha nyTu nomcka KOHEYHOM TOYKM (Ha3HayeHus). 3HavyeHne no ymonyaHumio: 20.
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Haxmnte HauyaTb, 4TOObI NpOBEPUTL NoAKMNoYeHME K IHTEpHET.

CtpaHuua Pe3ynbTaTbl AMAarHOCTUKM OTOOpaxaeT pe3ynsraTbl AMarHOCTUKM.

Ecnu pesynbrat aHanornm4eH pesynberarty, npeacrtaBlieHHOMY Ha Puc. HmXe, ¢ NogkmoYeHneM K

VIHTepHeT BCE B nopsigke.

PesynbeTaThl AMArHOCTHKH

Reply from 202108225 hytes=64 time=61 TTL=52 seq=1
ERepnyrnm 202 108.22.5; bytes=64 time=55 TTL=52 seq=2
Reply from 202.108.22 .5 hvtes=64 time=53 TTL=52 seq=3 i
ERepnyrnm 202108.22.5: hytes=64 time=53 TTL=52 seq=4
Ping statistics for 202.108.22.5
@ackets: Sent = 4, Received = 4, Lost = 0 (0% loss),) :
VApproximate round trip fimes in milliseconds:
v Minimum = 53, Maximum = 61, Average = 55 '

Puc. 4-110 PesynbTatbl ANarHOCTUKM

& MpumeyaHue:

1. Tombko oOaMH nonb3oBaTenb B OA4HO BPEMSI MOXET MOSb30BaTbCA MHCTPYMEHTaMu
ANarHoCTUKMN.

2. Onuumn “Cuétuuk Ping”, “Pasmep Ping-naketa” un “Bpemsa oxuagaHua Ping” ssnsiotcd
napametpamun cdyHkumm Ping, a “TpaccupoBka Max TTL” asnsetrca napameTpom QyHKUMM

TpaccnpoBKu.

4.19.3 O6HoBneHne BcTpoeHHoro MO

Bbibepute CucteMHble UHCTPYMeHTbI — O6HoBneHue BcTpoeHHoro MO, 4yTobbl 06HOBUTH
nporpaMmMHoe obecnedeHne Ballero mMaplupyTusatopa OO0 NOCrnefHel Bepcuu, Kak ykasaHo Ha

Puc. Hnxe.

BepcuA ecTtpoednoro MO: 3.15.30 Build 140901 Rel.45460n

BepcuAa obopyqoBaHHA;

[ OBHOBNTE |

Puc. 4-111 O6HoBneHne BcTpoeHHoro MO

» Bepcusa BctpoeHHoro M0 — OToGpaxaeT TeKyLLy BEPCUIO NPOrpaMMHOro obecneyeHus.
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> Bepcua ob6opypoBaHua — OTtobpaxkaeT TeKyLlyl Bepcuio annapaTHoW 4dacTu. Bepcus

annapartHou YyacTtu danna obHOBNEHNST AOMMKHA COBMNaaaTh C TEKYLLEN BEpCUE annapaTHOn

4YacTun MapLupyTmaTtopa.

[ns o6HoBNeHnAa BcTpoeHHoro MO maplpyTusatopa Heob6xoanMmo:

1. 3arpysutb hanin obHoBneHus ¢ Hawero Beb-canta (www.tp-link.com).

2. BblbpaTb NyTb K COXpaHEHHOMY Ha Ballem KoMmnbtoTepe canny B none damn.
3. Haxatb O6HOBUTD.
4

Mocne 3aBepLueHUsi OBHOBMEHNS MapLUPYTU3aTOpP BbIMOSHUT Nepe3arpy3ky.

& MpumeyaHue:

1. HoBble Bepcun nporpammHoro obecneyeHunst Haxogsatcs Ha cawte http://www.tp-link.com,

OTKyAda WX MOXHO GecnnatHO 3arpy3uTb. HeT HeobxogumocTn OBHOBMATH NporpammHoe
obecneyeHne, eCnn OHO He COAEPXKUT HEOOXOANMYO BaM HOBYHO oyHKUMIO. TeM He MeHee,
npy BO3HWKHOBEHUWM MPOOMEM, CBA3AHHbLIX C MapLUpPyTU3aTOPOM, @ He ero HacTponKamu,
cneayet npounssecTn obHoBNeHMe BCTpoeHHoro 0.

2. Tpu o6HoBNeHuMn BcTpoeHHoro [10 Bbl MOXeTe MOTepsiTb TeKylime HacTponku. Bo
nsbexaHme nx NoTepun pekomMeHayeTCs COXPaHUTb AENCTBYHOLLME HACTPOWKU.

3. Tpun obHoBNEHUN BCTpoeHHOro O He BbIkNtoYanTe N HEe Nepesarpyxante MapLipyTusaTop.

B npoTnBHOM crniyyae yCcTpOMNCTBO MOXET ObiTb MOBPEXAEHO.
4. Bepcus BcTpoeHHoro 1O gormkHa coOOTBETCTBOBATL annapaTHOn YacTu YyCTPOMCTBa.

5. Tlpouecc obHOBNEHNS 3aNMET HECKONBKO MUHYT, U MO 3aBepLUEHNIO0 OBHOBMNEHNS YCTPOUCTBO

aBTOMaTUYECKM BbINOSTHUT Mepes3arpysky.
4.19.4 3aBoackue HaCTPOUKMU

Bbibepnte CucteMHble MHCTPYMEHTblI — 3aBOACKME HACTPOMKM, MOCMe 4Yero Bbl CMOXETE

BOCCTaHOBWTb 3aBOACKME HACTPOMKM MapLUpyTU3aTopa, Kak ykasaHo Ha N306paxxeHUn HUXe.

HaxmMuTe 3Ty KHONKY ONA BOCCTAHOBNEHWA 33B0OCKWY HACTPOEK.

[ BoccraHoBuTh

Puc. 4-112 BoccTaHoBneHne 3aBOACKMX HACTPOEK

Haxmnte BocctaHOBUTb [l cOpoca BCEX HACTPOEK A0 M3Ha4danbHO YCTaHOBMEHHbIX
3aBOACKUX 3HAYEHUN.

¢ Wmsa nonb3oBaTensa no ymonyaHuio: admin
e [Maponb no ymonyaHuo: admin
e |IP-appec no ymonyanuio: 192.168.0.1

e Macka nogcetm no ymonyanuio: 255.255.255.0
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& MpumeyaHue:

I'Ip|/| BOCCTaHOBJ1EHUN 3aBOACKNX HACTPOEK BCE BHECEHHbIE N3MEHEHNA 6y,ElyT YTEepPAHbI.

4.19.5 Pe3epBHas Kkonusi U BOCCTaHOBNeHUe

BbibepnTe CucTeMHbIe MHCTPYMEHTbI —> Pe3epBHas Kkonusi U BOCCTaHOBINEHME, MOCIE Yero
Bbl CMOXETe COXPaHWTb HbIHELLHIO KOHUrypauuio mMapLupytusaTopa B Buae avina u takke

3arpysuTb €€ ns darna, kak ykasaHo Ha Puc. 4-113.

PezepBHaA KOMKA: | PeaepsHan konuA |

Dain: | Mpernea.. | | Boccranosuts

Puc. 4-113 Pe3epBHas konusi 1 BOCCTaHOBIEHNE

» HaxmuTe kHonky PesepBHas konus, YTOObl COXpPaHUTbL TEKYLLME HACTPOWKK B hann Ha
BaLLEM KOMIMbIOTEPE.
» YTOObI BEpHYTb NpeabiayLine HaCTPONKM MapLupyTm3aTopa, Heobxoanmo caenaTb

cnegymwoulee:
e Haxwmunte kHoMKy Bbibepute dhamn n Bbibepute dhanin ¢ HaCTponKamu, KOTOpble Bbl
XOTUTE BOCCTAHOBUTb.

e Haxmunte kHONKy BoccTaHOBUTBL, Y4TOOLI 3arpy3nTb HACTPOWKM U3 BbIGpaHHOro charna.

& MpumeyaHue:

TekyLime HacTponky ByayT 3aMeHeHbl HacTponkamu U3 arna. HenpaeunbHble 4ENCTBMA MOTYT
NPUBECTU K NoTepe KOHTPOMs Hag ycTponcTBOM. [pouecc BoccTaHoBneHusa anutesa 20 cekyHa,
nocne 4ero MapLlpyTM3aTop aBToOMatuMyecku nepesarpysutcs. Bo usbexaHve nOnoMku
YCTPOWCTBA He OTKIIHYanTe ero OoT NUTaHNSA BO BPEMS BOCCTAHOBIIEHMS HACTPOEK.

4.19.6 lNepe3arpys3ka

Buibepute CucTeMHble MWHCTpyMeHTbl — [lepesarpyska, nocrne 4Yero Bbl CMOXeTe
nepesarpysntb MapLupyTM3aTop, HaxaB kHomkKy lMepesarpyska, kak ykasaHO Ha M306pakeHun

HWXe.
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HaxmuTe 3Ty KHONKY ONA Nepe3anpyakn MapwpyTHaaTopa.

MNepesarpyanTts

Puc. 4-114 lMepe3sarpy3ka mapLipyTusatopa

HekoTopble HAacCTPONKM MapLUpyTM3aTopa BCTYNAT B CUMY TOMbKO MOCIEe nepe3arpy3kn CUCTEMBI:

e W3ameHeHue IP-agpeca B cetn LAN (cuctema nponsBenEeT nepesarpysky aBToMaTnyecku).

e WV3ameHeHune HacTpoek DHCP.

e VIameHeHue HacTpoek 6ecnpoBOAHOIO pexmma.

e 3meHeHMe nopTa ynpasneHuns BeG-nHTepderncom.

e O6HoBNeHne BCcTpoeHHoro N0 mapwpyTtusaTopa (cuctema Npon3BeaET nepesarpysky
aBTOMaTUYECKN).

e BoccTaHoBneHWe 3aBOACKNX HACTPOEK MapLupyTM3aTopa no yMonyaHuio (cucrema
Npon3BeaET nepesarpy3ky aBTOMaTUYECKN).

e OOGHOBNEHME NapaMeTPOB HAaCTPOMKKN U3 harna (cuctema NPon3BeaAET nepesarpysky

aBTOMaTUYECKN).

4.19.7 Naponb

Bbibepute CucTeMHble UHCTPYMeHTbl — [laponb, nocne 4ero Bbl CMOXETE W3MEHATb
NnpeayCcTaHOBMEHHbIE 3HAYEHUS MMEHM MOMb30BaTENs! M NapOorsi MapLUpyTM3aTopa, Kak ykasaHo
Ha Puc. 4-115.

o

MimA NoNe30BaTENA W NAPONE HE O0M#HEl OBITe ONWHHEE 14 CHMECNOE M He O0NM#HE CO0ep#aTe npodent!

Mpegbiayues MMA NONbL30BaATENSA: | |

HoBoe MMA nonb3oBaTens: | |

MoaTeepanTs HOBLIA NaPONk: I:l

[ COXpaHNTE | [ OumctuTs BLE

Puc. 4-115 Maponb

HacTtositensHo pekomeHayeTca n3aMeHuUTb npenyCcraHoBlIeHHble 3Ha4YeHUA MMeHU NnoJib3oBaTend
M naponga MmapLuipyTtmu3artopa, NOCKOJ1bKy BCe MNMoJib3oBaTesin, KOTOpble NonbITakoTCA NOAKIMHOYNTLCA

K MaplpyTusaTtopy uYepe3 BeO-yTUNMTY HacTPOWKM WK MOCpeacTBOM MacTepa GbICTpoM
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HaCTpOVIKM, CMOryT BBeCTU YyCTaHOBJIE€HHbIEe N0 YyMOJTYaHUK 3Ha4YeHUA MMEeHWU MNoJib3oBaTenAa Uu

naponsi MapLpyTusartopa.

& MpumeyaHue:

HoBble 3Ha4YeHWs1 MMeHW Norfb3oBaTens U Naposs He OOIMKHbI NpeBbIWaTh 14 CMMBOOB, U B HUX
He OOMKHO cofepaTbcsa npobenoB. [nsa noaTBepXaeHust napons ero notpebyetcs BBECTU
OBaXKabl.

Haxxmnte CoxpaHnUTb A1 COXpaHEeHUs1 HACTPOEK.
Haxmnte O4ncTuTb BCe Ansi O4MCTKN NONEN.
4.19.8 CucTteMHbIN XypHan

Bbibepute CuUCTEMHbIe UHCTPYMEHTbl —> CUCTEMHbIA XXypHar, MoCre 4Yero Bbl CMOXETE

npocMaTpuBaTb CUCTEMHbIE XXypHanbl MapLupyTM3aTopa.

DYHKUNA

ABTOOTNPABKMA OTknyeHa [ HacTpoikk NoyThl

NOYTH:

Tun xypuana: BCE - YpoBeHs ¥ypHana: BCE -
HypHAaN nycr.

Time = 2014-00-01 0:35:46 2148s
H-Ver = ssas e m——— - B G S —
L=192.168.0.1 : M = 255.255.255.0

W1 =DHCP:W=0.0.0.0:M=0.0.0.0:6=0.0.00

OOHOBUTB ] [ CoxpaHuTs #ypHan ] [ Bricnarte Ha nouty ] [ OuncTuts #ypHan

TekywuiNe 1 » CTp.

Puc. 4-116 CucteMHbIn XypHan

> @MYHKUMA aBTOOTNpaBKU NouTbl — OTOOpaxaeT, BkMoYeHa yHKUUS aBTOOTMPaBKA WK
HeT.

> HacTtpoiku noutbl — 34ecb ykasbiBaeTCsi NOYTOBLIA AWMK ANt OTNPABKUM U MOMyYeHUs:
coobLleHni, agpec cepBepa, MHOPMaLns NO NOATBEPXKAEHMIO JOCTOBEPHOCTN AaHHbIX, a

Takke pacnucaHme paboTbl PYHKLUUN aBTOOTMNPaBKU NOYTbI, Kak ykasaHo Ha Puc. 4-117.
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o
Komy:
SMTP-cepeep:

F AyTEHTHRWEaUWA

F BKNKOYMTE BYHKLMKD 3BTOOTNPABKK NOYThI

OTNPaENATE CUCTEMHBIN 3YPHAN EXEeOHEEHO B

OTNPABNATE CUCTEMHBIA ¥YPHAN KaxOkse Yacos

[ COXpaHHTE ] | Hasaa

Puc. 4-117 HacTponkn y4€THOM 3anmMcy NoYThbI
e Ot - Baw no4toBbIn agpec. byaeT ncnonb3oBaThCs MapLUPyTU3aTOPOM AN OTNPaBKM
CMCTEMHbIX XypHaIoB.
e Komy — Agpec nonyyartens, kyaa 6yaoyT NpuxoanTb XypHanbl.

e SMTP-cepBep — Wcnonb3ayembii Bamn SMTP-cepsep. CooTBeTcTByeT MNOYTOBOMY
AWMKY, YyKasaHHomy B none OT. Ecnu Bbl He 3HaeTe appec, obpaTutecb Ha

COOTBETCTBYIOLUUN CauT.

e AyTteHTudmkauma — bBonbwmHcTBO SMTP-cepBepoB TpebytoT ayTeHTudmkaumm,

KOTOpasaA noapasymMmeBaeT BBOA UMEHU NOoJNib3oBaTe A U naporn4.

& MpumeyaHue:
Ecnn Bbl BblOpanu pexum  AyTeHTudumkaumusa, Bam noTtpebyetrcs Beectn WUmsa

nonb3oBaTenda u I'Iaponb B cneayrowme nons.

e Wwmsa nonb3oBartensa — Bawa y4é€THasa 3anucb NoyThbl, ykasaHHada B nosne OT.
e [aponb — Naponb Ballen y4ETHOM 3aNUCK NOYTHI.
o [loaTBepaunTb Naponb — [Ans NnoaoTBEPXKOEHMS BBEOUTE NApOsib eWwe pas.

e  BknouuTb (pyHKUUIO aBTOOTNPaABKM NOYTbI — ABTOMaTUYEeCKas OTnpaBka CUCTEMHbIX
)XypHanoB. Bbl MoxeTe OTnpaBnsTh TEKyLUME XXypHarbl KaXabli AeHb B onpeaenéHHoe
Bpemsi Unu 4epes onpeaenéHHbI BpeMeHHON WHTepBar, HO TOMbKO OAWH BapuaHT
MOXET ObITb TEKYLUM AECTBYIOLWMM NpaBuiomM. B coOTBETCTBYIOLLMX MOMSAX YKaXuUTe

HeobXxoaMMoe BpeMs Ui BPEMEHHOW MHTEpPBan, kKak nokasaHo Ha Puc. 4-117.
Haxmute CoxpaHUTb AN COXpaHEHUS HACTPOEK.

Haxmute Hasap ans Bo3spaTa Ha npeablayLlyto CTpaHuly.

» Twn xypHana — [llpu Bblibope gaHHOro nyHkta OyayT OTOOpaXKaTbCHA >XypHanbl TONbKO
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BbIGpaHHOro TMna.

> YpoBeHb XxypHana — [Mpu Bbibope faHHOrO NyHkTa OyayT OTOGpaXkaTbCs XKypHasbl TOMbKO

BbIOpPaHHOIO YPOBHS.
» O6HOBUTbL — OOHOBUTL CTpaHMULY ANst OTOOpPaXKeHWst NOCNeaHero Cnmncka XXypHaros.
» CoxpaHuTb XypHan — COXpaHuUTb BCe XXypHasibl B TEKCTOBbIN hbann.

> Bbicnatb Ha nouty — OTnpaBuTb MO 3MEKTPOHHON MoyTe Tekywime XypHanbsl. OTnpaBka
NPOM3BOANTCA B PYYHOM PEXMME B COOTBETCTBMU C NapameTpamu, 3adaHHbiMKU B pasgene

HacTponku nouyTbl.

> OuncTUTb XypHan — YoanuTb BCe XypHanbl U3 MapLipyTusaTopa HacoBCEM, a He MpOoCTO
CTepeTb, YTOObI OHU He OTpaXkanucb Ha CTpaHuLe.

Haxmute kHonky Cnepylowas Ana nepexoda Ha crneayloLlylo CTpaHuly, HaXMWUTe KHOMKY
MNpeablaywan ans Bo3BpaTa Ha NpeablayLuLyo CTpaHuuy.

4.19.9 CtaTtncrtuka

Bbibepute CucteMHble MWHCTPYMeHTbl —  CTaTUCTMKA, MOCne 4Yero Bbl CMOXETE
npocmartpuBaTb CTAaTUCTMKY NO MapLUpyTM3aTopy, BKModas oblwmi obbem Tpaduka 1 3HaveHne

I/IHTepBana CTaTUCTUKMN NAKETOB B CeKyHAaxX.

Tekywee COCTOAHNE CTATMCTHKMN: OTknw4eHo BKMHOYNTE
WHTepBean nakeToe cTaTMCTKK (5-60): 10 | CeKyHOHbI
ABETOOGHOENEHNE OOHOBMTE

MpaBuna copTMPOBKM: CoptupoBka no Tekywemy konnyecTsy Gait v [ COpocHTe BLe ] [ YIAnWTk BCe

KToro Tekywee COCTOAHNE
IP-agpec! 13ameHuTE

MakeToE Bait MakeToE Bait ICMP Tx UDP Tx SYMN Tx
MAC-agpec

CnUCoK nycT.

5 | 3anuceil Ha cTpaHuue. Tekywwil Ne |1 | cTp.

Puc. 4-118 CraTtuctuka

» TeKylee COCTOsIHUE CTAaTUCTUKU — BKMOYEHO UK OTKNIOYEHO. 3Ha4YeHMe No YMONYaHuIo -
"OTKNoYEHO". YTOObI BKNIOYMTE OYHKLMIO, KIMMKHUTE MO KHOMKe Bknountb. Ecnv dyHkumua
OTKNtoYEeHa, TO yHKUMA 3awmtbl oT DoS-atak B okHe "besonacHocTb" Takke 6yger

OTKJ1HOYEHa.

» WHTepBan nakeToB CTaTUCTUKKU — 3HadeHne no ymonyanuo: 10. M3 BbinagaroLwero cnucka
MOXHO BblOpaTb 3HauyeHne ot 5 go 60 cekyHa. [laHHOe 3Ha4YeHue onpenensieT NPOMEXYTOK

BpeMeHUN Mexay OTI'IpaBKOl7I NnakeToB CO CTAaTUCTUKON.

» TpaBuna copTupoBku — [paBuna copTMpPOBKM OTODpaXaeMom CTaTUCTUKN.
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OtmeTbTe none ABTOOOGHOBIEHME AN aBTOMaTU4eCKoro 06GHOBMNEHUS.

Haxmute OB6HOBUTBL 45151 0GHOBNEHUSA MHpopMaLmmn Ha CTpaHuLe.
Haxmute CopocuTb Bce ansa cbpoca Bcex 3Ha4YeHun B Tabnuue.

Haxxmnte Yaanutb Bce Ans vyoaneHunda Bcex 3anucen 13 Tabnmubl.

Tabnuua cTaTUCTUKN:

IP-appec/MAC-agpec IP-apgpec u MAC-agpec otobpaxatlTcs C COOTBETCTBYHOLLEN CTAaTUCTUKOMN.
O6wee  KONMYECTBO  MAKeTOB,  MOMYYEHHbIX W OTNPaBMEHHbIX
MakeToB
MapLUpyTU3aTOpPOM.
UTtoro
ObLwee KOnmM4ecTBO Gawr, NOMyYeHHbIX n OTMpaBneHHbIX
Bant
MapLIpyTU3aTOpPOM.
OOuee KONUYECTBO NAKETOB, MOMYYEHHbIX WM OTMPABMIEHHbIX 3a Nepuop
MakeToB
WHTEpBana nakeToB CTaTUCTUKM.
O6wee konuyecTBO 0anT, MOMyYEHHbIX W OTMNPAaBMEHHbLIX 3a MNepuop,
Bant
WHTEpBana nakeToB CTaTUCTUKM.
KonuuectBo |ICMP-naketoB/cek, oTnpaBnsembix Ha nopt WAN npwu
ICMP Tx YCTaHOBMNEHHOM MHTEpBare NnakeToB CTaTUCTUKK. 3Ha4YeHne NpeacTaBneHo
Tekywee
Kak “TekyLlas cKkOpoCTb nepegadn/mMakcumanbHas CKOpoCcTb nepegayn”.
cocTosiHue
Konnyectso UDP-nakeToB B cekyHAy, oTnpasneHHbix Ha nopt WAN 3a
UDP Tx yKasaHHbI MHTEepBarn nakeToB CTaTUCTMKW. YKasbiBaeTcs Kak “Tekywias
CKOpOCTb Nepefadn/MakcMmarnbHasi CKopocTb nepeaayn’.
KonnyectBo UDP-naketos/cek, otnpaBnsembix Ha nopt WAN npwu
SYN Tx yCTaHOBNEHHOM MHTepBarne nakeToB CTaTUCTUKW. 3HadYeHne npeacTaBneHo
Kak “TekyLuas cKOpoCTb Nepegayn/makcumanbHas CKOpoCTb nepeaaydn’.
Copocutb | OBHYNWUTL 3HaYEeHNs B 3anuncu.
U3meHUTb
Yoanutb Ypanutb 3annck U3 Tabnuubl.

B kaxxgom okHe oTobpaxaetcsa 5 3anmcen no ymondaHuio. Ytobbl BEpHYyTbCA B npegblayliee
OKHO, Bocnonb3ynTecb kHonkon [pegblgywas. YToObl nepentn B cregylolee OKHO,
BOCMNONb3ynTeCh KHONKon Crneayrowas.
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MpunoxeHue A: YacTo 3agaBaemMble BONPOCHI

Kak MHe HacTpouTb MapLUpyTU3aTop, YToObI nonb3oBaTtenu ADSL mornu BbIXoguThL B

UHTepHeT?
Mpexae Bcero, HacTponTe mogeMm ADSL B mocToBoM pexnme RFC1483.

Mopkntounte kabenb Ethernet mogema ADSL k WAN/Internet-nopty maplupyTtusaTopa.

TenedoHHbIN kKabenb NOAKMIYaeTCa K COOTBETCTBYHOLEMY nopTy mogema ADSL.

Bongnte B maplipytusatop, Boibepute MeHio CeTb, pacnonoXeHHoOe B FIEBOM YacTW OKHa
Bawero Opaysepa u 3atem Bbibepute nogmeHio WAN. B okHe WAN B pasgene Tun
nogkntoyeHna WAN ykaxnte PPPoE. B nonax Mma nonb3oBatens v Naponb ykaxuTte nms

nonb3oBatena 1 naposnb, 3ateM noaresepanTe Nnaposjib N HaXXMUTe MogknounTb.

Tun noakmiouenis WAN: PPPoE/PPPoE Poccna | | Onpegenuts |

NMogknoyedne PPPoE/PPPOE Poccus:

HmA nonezoearens: AmA nonsaoeatenA
Mapone: [TITTTTIT]
MogreepanTs Nnapon.: [TITITITTIT]

Puc. A-1  Tun nogkntoyeHus PPPoE

1) Ecnn cepeuc ADSL ycrtaHOBNEH B pexume nNOBpeMEHHOW onnaTbl, BblibepuTe
MogknounTb No Tpeb6oBaHuto unv MNMogknounTb BpyYHyto. B none MakcumanbHoe
BpeMsi MPOCTOSl YKAXUTE HYXHOE 3HavyeHue. Takke MOXHO BbIOpaTb pPexum

MoaknuYnNTbL aBTOMaTUYECKMU.

Pexum nogknoyeHns WAN: &) MogkniuuKTs No TpeGoBaHMo
MakcumaneHoe epema npoctoA: | 15 MWHYTEI (0 03HAYaET, YTO NOAKNIKOYEHNE GYOeT aKTMBHLIM NOCTOAHHO.)
) MopKmouuTE AETOMATHUYECKI
() MopKmouuTE NO PACTMCAHID
Meprog BpEMEHN: © . (HY:MM} no . (HY: MY
() MopKmouuTE BYYHYIO

MaKCUManEHOE BpEMA NpOCTOA: MWHYTBI (0 03HAYAET, 4TO NOOKNIOYEHNE GYOET AKTMEHEIM NOCTOAHHO.)

MOAKNKOYUTE Otknyeno!

Puc. A-2 Pexum nogkntoveHuns PPPoE

& MpumeyaHue:

1. WHorga nopknioyeHne He MOXeT OblTb NpekpalleHo, AdaXe ecnv Bbl yKasamnu
COOTBETCTBYlOLLIEE 3HaYeHve B norne MakcumansHoe BpeMsi NPOCTOS, T.K. HEKOTOpbIe
NpunoXxeHns obpatlarTcs k pecypcaM VIHTepHeT B pOHOBOM pexuMe.

2. Ecnu Bbl wucnonb3yeTe kabenb, nNpou3BeauTe HACTPOWKY MaplupyTusatopa B

COOTBETCTBUU C I'IpI/IBeﬁl,éHHbIMI/I BbllLle MHCTPYKUNAMMWN.
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2,

Kak MHe HacTpouTb MapwpyTusaTop, YTo6bl nons3oBartenu Ethernet mornu BeixoauTb

B UHTepHeT?

1) BownguTte B MaplpytmMsaTop M HaxmuTe MeHio CeTb, pacnonoXeHHoOe B NeBON YacTu
OokHa Opaysepa, 3atem Bblbepute nogmeHito WAN. B okHe WAN B none Tun
nogkntoyeHna WAN BbibepuTe TuUN NOAKMOYEHMS, KOTOPbIA Mcnonb3yeT Balu

npoBavgep. Haxmute kHonky CoxpaHuUTb.

2) HekoTtopble nocTaBwukn WHTepHeT-ycnyr Tpebyotr pernctpauumn MAC-agpeca
aganTtepa, KoTopblii Obin Nnoaknto4éH kK DSL/kabensHomMy MogeMy B NPOLLECCe YCTaHOBKM.
Ecnun nocrtaBwuk WMHTepHeT-ycnyr Tpebyetr npoussectu peructpaumio MAC-agpeca,
BOMOMTE B MapLupyTm3aTop 1 Bbibepute MeHio CeTb B neBow Yactu 6paysepa. 3atem
Bbioepute nogmeHio KnoHupoBaHue MAC-agpeca, 4ToObl nNEepenTn B  OKHO
KnoHupoBaHue MAC-agpeca. Ecnn MAC-agpec Balwlero KoMnbtoTepa SBMSETCS TEM
caMblM afgpecoM, HaxmuTe kHonky KnoHuposaTte MAC-agpec, 1 3TOT agpec nosiBUTCS
B none MAC-agpec B cetn WAN. Takke MOXHO BBECTM [aHHOE 3Ha4YeHWe B norse
MAC-agpec B cetn WAN BpyyHyto. Popmat MAC-agpeca XX-XX-XX-XX-XX-XX. 3atem

HaXXMNUTe KHOMKY COXpaHMTb. C,El,el'laHHble M3MEHeHna BCTYNAT B CuUily nocne

nepesarpysku.
MAC-agpec & cemm VWAN: C0-4A-00-F6-D6-BF [ BoccraHoeute 3asogckoi MAC-agpec
MAC-agpec Bawero KOMNbKTEPa: [ Knonupoeare MAC-agpec
[ Coxpanuts |

Puc. A-3 KnonnposaHne MAC-agpeca
# xouy ncnonb3soBatb NetMeeting. YTo MHe HyXXHO Ansa 3TOoro caenaTb?

1) Ecnm Bbl 3anyctute NetMeeting B kayecTBe y3na, Bam He noTpebyeTcs NpeanpuHnuMaTh

KaKkux-nmbo gencTsun.

2) Ecnu 6bl 3anyctute ero B pexume OTBeTa, BaM notpebyeTcsa HacTpouTb hyHKUUM
BupTtyanbHbin cepBep unu ysen DMZ, a Takke ybegutbcs B Tom, 4to H323 ALG

BKJTHOYEH.

3) YTobbl HacTpouTb BupTyanbHbI cepBep, BOMOUTE B MapLIpyTU3aTOp, HAXKMUTE MEHIO
Mepeagpecauusa B neeon 4actun 6Gpaysepa u BbibepuTe noaMeH BupTtyanbHble
cepBepbl. B okHe BupTyanbHble cepBepbl HaxmuTe kHOMKy [lo6aBUTb... 3atem B
okHe [106aBUTb UMM U3MEHUTb 3anuUcCb BUPTyanbHOro cepBepa BBeAUTE B Mone
Mopt cepBuca 3HauyeHue 1720, a B none |P-agpec, Hanpumep, 192.168.0.169.

BbiGepuTe coctosiHne BknroueHo u 3ateM CoxpaHUTb.
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BupTyanbHbie cepBepkl

MNpuveyanne: YoeOuTeck, 4To (yHEUMA NATEKNHYEHA,ECNH Bbl XOTHTE, YTOOLI HACTPONRKH BHPTYANLHLIX CEPEEPOE BCTYNHITH B CHITY.

ID Mopt cepeuca BryTpeHHHA nopT IP-agpec Mpotokon CocToAHne HameHuTh
1 45 34 192.168.0.44 BCE BrnwueHo MameHnts ¥Yoanute
[ [obaBuTb... ] [ Brntounts BCe ] [ Otkniounts Boe ] [ Yaanute Bce ]

Puc. A-4 BupTyarnbHble cepBepbl

OdobaBuTb UNN U3MEHUTL 3aNUCh BUPTYanbHOro cepeepa

Mopt cepenca: 1720 (00 N 230
BHYTPEHHUIA NOpT: (X MPUMEHMMO TONBKO B CYYae 0QHOMD NOPTA CEPEMCA NWG0 OCTABLTE 3T0 NOMNE HE3ANOMHEHHEIM)

IP-agpec: 192.168.0.169

MNpoTokomn: |EICE v|
COCTORHNE: |E|K.I'IHJLIEHD v|
CTaHOapTHLIA NOPT CepBuca: | ~-Bribepure— v
( CoxpaHuTs | Hasag |

Puc. A-5 [1o6aBunTb N1 n3amMeHnTb 3anncb BUPTYaribHOro cepeepa

& MpumeyaHune:

B npoTtuBononoxHon ctopoHe cneayet BeidBaTth WAN IP-agpec, koTopbin oToOpaxkaetcs B
okHe CocTosiHue.

4) Yrobbl akTMBUPOBaTL YyHKUMIO y3en DMZ, Bonante B MapLLpyTU3aTop, BbIOEpUTE MEH0
Mepeappecauums B NeBOK 4YacTh okHa bpaysepa n 3atem BbibepuTe nogmeHio DMZ. B
okHe DMZ BbiGepuTe Bknountb 1 BBeanTe Baw IP-agpec B none IP-agpec yana DMZ,
Hanpumep, 192.168.0.169. MNocne atoro HaxxmmMTe COXpaHUTD.

Mpumeyanne: Yoeourecs, 410 dyyHKumA NATBKNHYEHE, ECNKM Bbl XO0TUTE, 4ToObI HACTPOKKM DMZ BCTYNWUMN B CHITY.

Tekywee coctonaHne DMZ: () BemounTe (3) OTKMOUNTE

IP-agpec yana DMZ: 0.000

( COXpaHnTL |

Puc. A-6 DMZ

5) Ytobbl BkMouMTL H323 ALG, BoMauMTe B MapllpyTMsaTop, Bbibepute MeH

Be3onacHOCTb, Haxodslleecs B NEeBON YacTu okHa Bpaysepa, U BbiGepuTe NMoAMEHHO
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HacTtpounku 6GasoBow 3awutbl. B okHe HacTtponku 6azoBor 3awutbl BbiGepute

BknrounTtb Bo3ne H323 ALG. Haxxmnte kHonky CoxpaHuTb.

HacTpoiku 6a30B0M 3alNUThbI

MexceTeBOW 3KpaH

MeceTeBoi 3kpaH SPI: (® Brniouute () BeIKntounTe

VPN
Mponyck Tpadpmka PPTP: (% Brniounte () BeIKNHOUNTE
Mponyck Tpadpvka L2TP: (® Brniouute (O BeIKNWUYNTE
NMponyck Tpaduka IP Sec: (% Brniounte () BeIKNWUNTE

ALG
FTP ALG: (% Brniounte () BeIKNWUWTE
TFTP ALG: (® Brniouute () BeIKNWYNTE
H323 ALG: O BlbIkniounTs
RTSP ALG: (® Brniouute (O BeIKNWUYNTE

[ CoxpaHuts ]

Puc. A-7 HacTtpoikn 6a3oBoin 3almThbl
4. Yto A pomkeH genartb, YTOObl YCTAaHOBUTbL B JIOKanbHOW ceTu Beb6-cepBep?

1) Tak kak mexgy noptom 80 Beb-cepBepa m noptom 80 BeO-ynpaBneHUs MOXET

BO3HUKHYTb KOHIMKT, HEOOXOAMMO Ha3HauYMTb OPYroi NopT Ans Beb-ynpasneHus.

2) Ytobbl M3MEHUTL NOPT BEG-yNpaBneHus, BOMAMTE B MapLUpyTM3aTop, BbibepUTe MEHH0
Be3onacHoCTb, pacrnonoxeHHoe B feBov 4vactu Opaysepa, n BbibepuTe NOAMEHIO
YpanéHHoe ynpaBneHue. B okHe YaanéHHoe ynpaBneHue B nosne Mopt ynpaBneHus
Be6-MHTepdencom ykaxute nobon pgpyron Homep, kpome 80, Hanpumep, 8080.

Haxxmute CoxpaHuUTb 1 Nepesarpy3nte mapLipytusaTop.

YoaneHHoe ynpasneHue
MopT ynpaeneHss Bed-uHTepdencom:

IP-agpec yoanéHHoro ynpaeneHns: 0.0.0.0 (YkamuTe 255.255.255.255 OnA scex)

( COXpaHWTh |

Puc. A-8 YpanéHHoe ynpaBneHue
& MpumeyaHue:

Ecnn BbiweykasaHHble HAacTpoOWKM BCTyNsaT B cuny, BBeguTe http://192.168.0.1:8080 (LAN

IP-agpec  mapuwpyTtmnsatopa:llopt Beb-ynpaBneHus) B  agpecHOW CTpoKe  Ballero
Beb-6paysepa. Ecrnim LAN IP-agpec mogema, COEAMHEHHOrO C BallMM MapLUpyTUM3aTOpPOM,

cocTtaBnseTt 3HadeHne 192.168.0.x, Torga 3HayeHne LAN IP-agpeca maplipytmusatopa no
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YMOM4YaHU0 aBToMatmdeckn cmeHutca ¢ 192.168.0.1 Ha 192.168.1.1, uToGbl U3bGexaTb

KoHnukTa IP-agpecos; B faHHOM crniydae nonpobynte BeecTu http://192.168.1.1:8080.

3) Bongute B MaplwpyTtusaTtop, Bblbepute MeHio [lepeagpecauuss B neBon 4vacTu
MapwpyTusatopa u BbibepuTe nogmeHw BupTtyanbHble cepBepbl. B okHe
BupTtyanbHbie cepBepbl HaxXmuTe KHonky Jo6aBuUTb..., a 3aTem B okHe [lo6aBUTb
MNM U3MEHUTb 3anucb BUPTYaNibHOro cepBepa ykaxuTe B none lNMopT cepBuca
3HaveHve 80. B none IP-agpec ykaxute Baw |P-agpec, Hanpumep, 192.168.0.188.

BbibepuTte coctosiHne BkntoveHo, a 3atem CoxXpaHUTb.

BupTtyanbHbie cepeepbil

MNpumeyanne: YGeOQuTecsk, 470 MyHKUMA NATEKNHYEHA,ECNH Bbl XOTHTE, YTO0LI HACTPORKK BHPTYaNbHLIX CEPEEDOE BCTYNHIK B CHITY.

ID Mopt cepenca BHYTpeHHUA NopT IP-agpec MpoTokon CocToAune HaMeHNTL
1 45 34 192.168.0.44 BCE BrrmwoveHo NamernTs Yoanute
[ [obasuT... ] [ Brntounts BCR ] [ OtkniounTs BCe ] [ Yaanute Bce ]

Puc. A-9 BupTyanbHbie cepBepbl

[obaBUTbL MM U3MEHNTb 3aNUCcb BUPTYanbHOTO cepeepa

MopTt cepenca: (0200 mnn XK
BHYTpEHHWI NopT: I:I (}3{ NpUMEHWIM O TONLKO B CYYaE OOHOTO NOPTA CEPEMCA NMG0 OCTABLTE 3TO NOME HEIANONHEHHLIM)
IP-agpec: 192.168.0.188
MpoTtokon: | BCE v|
COCTORAHNE: | BrnwoueHo V|
CTaHOapTHLIA NOPT Ceperca: | ~Bribepute-- b
( CoXpaHUTE | Hazaa |

Puc. A-10 [do6aButb unu n3ameH1Tb 3anNncb BUPTYarbHOro cepeepa
BecnpoBoAHble CTaHLMUM HEe MOTYT NOAKMNIOYMTBLCS K MapLpyTusaTopy.

1) Ybeamtecb TOM, 4TO norne BkniounTb GecnpoBogHOE BelaHWe OTMEYEHO B MEHHO

BecnpoBogHOM pexnM.

2) [lpoBepbTe, coBnagaetr nm wugeHtTudumkatop SSID 6GecnpoBogHbIX CTaHUMA C

MAeHTUUKATOPOM MapLLpyTU3aTopa.

3) VYbegutecb B TOM, 4YTO 0GecnpoBOAHbIE CTaHUMM WCMNONb3YIOT KOPPEKTHbINA  KIHOY

LWNpoBaHNS, ECINN TAKON PEXMM BKITHOYEH.

4) Ecnn 6ecnpoBogHOE NOAKMIOYEHME aKTUBHO, HO Bbl HE MOXETEe MOoMyyYuTb AOCTYN K

MapLupyTusaTtopy, npoepbTte IP-agpeca Bawmnx 6eCnpoBOAHbLIX CTaHLUNA.
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MpunoxeHune B: HacTpouka KoMnbIOTEPOB

B paHHOM pasgene roBoputcs O TOM, Kak MpaBUSiIbHO MPOU3BECTM YCTAHOBKY W HACTPOWMKY
npotokona TCP/IP Ha OC Windows XP. B nepsyto ouepeab Heobxoanmo ybeamTtbes, 4To agantep
Ethernet paboTaet. Bocnonb3ynTecb pykoBOACTBOM K aganTepy B criydyae HeobXxoanmocTMu.

1. HacTtpownka napametpoB TCP/IP

1) B naHenu 3agay Windows HaxmuTe kHonky [lyck, a 3atem nepengute B lNMaHenb

ynpaBneHus.

2) HaxmuTte CeTb M NoAKMOYeHUe K MHTepHeT, a 3aTteM B noAaBmBLLUEMCA OKHE Bbl6epI/ITe

Bknaaky CeTeBble NOAKMIOYEHUS.

3) Haxxmunte npaBoﬁ KHOMKOW MbILLM MO UKOHKE U B MNOSIBUBLLEMCH MEHIO Bbl6epI/1Te pasaen

CBoucTtBa.

NBC WnK BLICOKOCKOPOCTHOM MHTEPHET

0 AENHYEHHE N0 NOKanEHOH

OTENHYHTE

MoAkNHYEHKA THNA MOCT

C0343TE ApNkEIK

MeperMEHOEATE

CBOHCTEA

Puc. B-1
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4) [a pasa knukHuTe Ha nNyHKT MpoTokon UHTepHeTa (TCP/IP), kak ykasaHo Ha Puc.
HIDKE.

i lNMogxAwueHHE MO JOKAJBHOH CETH - CROHCTRA

O6wme | Mposepka NogaMHHOCTY | ononHuTenkHo |

Moak.modeHKe HEPpET

| B8 Realek PCle GBE Family Controller I

KDMI'IDHBHTbI, MCNONB3YEMbIE 3TN NOQENHIHEHIHER.

[w] @ Caysha ocTyna K dabingrd W npuHTepan ceTel Micr A
] ,@ MnaHupoBwmE naketos Qo5

‘8 [porokon Marephera [TCRAAP)

< |
YeTaHoBMTE. . dnanuTe CeOfCTES
Onu1caHu9e

Mporakan TEP/IF - cTaHaapTHEIR NPOTOKOA rA0GanEHER
CETEN, DOBCNEYHMBAIIWME CEASE MEKOY PaSNMYHBINM
ESAMMOLEMCTEYIIW MMM CETARM,

[ Np1t noAKAKYEHAY BEIBECTI SHAUO0K B OGNACTI YEEA0MAEHMEA

Yeenomnars Mpy orpaHu4EHHOM Wik OTCYTCTEYIILEM
NOAKAYEHKM

[ QK | [ OTreHa

Puc. B-2
5) Otkpoetcsa okHo CBomncTBa TCP/IP, B koTOpom Gyaet oTkpbiTa Bknagka IP-agpec.

6) Bbibepute MNonyuutsb IP-agpec aBTOoMatnyecku u Monyuntb agpec DNS-cepBepa

aBTOMaTU4eCKM, KaK yKa3aHO Ha Puc. Huxe:

CrokicTea: Internet Protocol (TCP/IP)

DBwue | AnbTepHATMEHAA KOHPUrYDALMA

MNapareTpel [P MOMYT HESHAYATECA SETOMETHYECKH, BCAH CETE
NOQAEPHMBAET 3TY BO3MOKHOCTE. B NPOTHEHOM Cnydas napameTpel
IP MO#%HO NOAYMMTE Y CETEBOMD aAMMHWMCT PETOPA.

@ lonywre |F-anpec aETomarHuecky

(O Menonesosars creayiowwi IP-anpec:

(@ Nanywre anpec DMS-cepeepa aBTOMATHIECKM

() Menonbsosate cregymwme aapeca DMS-cepeepos:

 JononHureneHo. .

I Ok, H OTreHa ]

Pwuc. B-3
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MpunoxeHue C: Cneundcdunkaumn

O6wme napameTpbl

MopoepxunBaemble IEEE 802.3, IEEE 802.3u, IEEE 802.11b, IEEE 802.11g n IEEE
CcTaHgapThl 802.11n
MonAepxmBaeMble | op/ip ppPoE, DHCP, ICMP, NAT, SNTP
NPOTOKOIbI
1 nopt WAN 10/100/1000 M6uTt/c ¢ aBTOCOrNacoBaHNEM C pPa3beEMOM
RJ45;
MopTbl 4 nopta LAN 10/100/1000 M6uT/c ¢ aBTOCOrMmacoBaHneM C pasbeMoMm
RJ45 ¢ nopaepxkon Aeto- MDI/MDIX;
1 nopt USB 2.0
10BASE-T: HeakpaHupoBaHHada BMTasa napa kat. 3, 4, 5 (makc. 100 m.)
Tun kaBe OkpaHupoBaHHas Butasa napa EIA/TIA-568 100Q STP (makc. 100 m)
un kabens
100BASE-TX: HeakpaHupoBaHHasa BMTas napa kart. 5, 5e (makc. 100 m)
OkpaHupoBaHHas Butasa napa EIA/TIA-568 100Q STP (makc. 100 m)
1000BASE-TX: HeakpaHmpoBaHHasi BuTas napa kat. 5, 5e  (makc. 100
M)
OkpaHunpoBaHHasi Butas napa EIA/TIA-568 100Q STP (makc. 100 m)
Caeroavonreie Power, System, WLAN, WAN, LAN (1-4), WPS, USB
WHAMKAaTOPbI
CepTtndukauyms FCC, CE

MapameTpbl 6ecnpoBOAgHON CBA3U

[nanasoH YacToT *

2,4-2,48351Tuy

CkopocTb nepegauyu

11n: po 450 M6uT/c (aBTOMaTMYECKOE NEPEKITHOYEHNE)

ga””"'x M0 | 11g: 54/48/36/24/18/12/9/6M (aBTOMATMYECKOE NEPEKITIOYEHME)
€CNpoOBOAHOMY
CoeavHEHNIO 11b: 11/5.5/2/1M (aBTOMaTU4ECKOE NEPEKIIIOYEHME)
PacwwupeHne DSSS (WupokononocHass Mogynaumsa € NpsiMbIM - pacLUMpeHneMm
4acToThbl cnekTpa)
Mogynsaums DBPSK, DQPSK, CCK, OFDM, 16-QAM, 64-QAM
BesonacHocTb WEP/WPA/WPA2/WPA2-PSK/WPA-PSK

270m: -68 obu npu 10% koadhd. NaKeTHbLIX OLLIMOOK

130m: -68 obu npu 10% Koadpd. NakeTHbIX oWMBOK
UVBCTBUTENLHOCTE 108m: -68 obu npu 10% Koadhd. NakeTHbIX OLMBOK
I'IyVIéMHVIKa 54m: -68 pbu npn 10% koadhd. NakeTHbIX OLLIMBOK

P 11m: -85 obu npu 8% ko3dd. NakeTHbIX ONBOK

6m: -88 obu npu 10% Koadhd. NakeTHbIX OLMBOK

1™m: -90 abu npn 8% koadhd. NakeTHbIX OLLIMBOK
KoacbpuumeHT

YCUNEeHNA aHTEHHDbI

5n0Bbu*3

MapameTpbl OKpyXxatoLen cpeabl

Temnepatypa

Mpw akcnnyatauun: ot 0°C mo 40°C

Mpwn xpaHeHun: ot -40°C o 70°C

BnaxHocTb

Mpu akcnnyataumm: 10% - 90% RH, 6e3 obpa3oBaHusi KOHAeHcaTa

Mpun xpaHeHumn: 5% - 90% RH, 6e3 obpa3oBaHus KOHAeHcaTa

* B CWA paspelweHo uncrnonb3oBaTtb TONMbKO 4YactoTel 2,412 Ty - 2,462 [Ty, NnosToMy amepuKkaHcKkue

nonb3oBaTeny Mory BblbupaTb TONMbKO KaHanbl 1-11.
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MpunoxeHue D: Mnoccapun

802.11n — CrtaHgapTt 802.11n nocTpoeH Ha npegbligywmnx craHgaptax 802.11 nyTém
nobaenenuns texHornornm MIMO (MHOrokaHanbHbIA BXOA/BbIXOA), B KOTOPOW MCMOSb3YHOTCS
HECKOSbKO nepefatowmx 1 NpuHUMaoLWnMX aHTEeHH, YTO NO3BONAET YBENUYUTL NPOMYCKHYHO
CMOCOBHOCTb Yepe3 NPOCTPAHCTBEHHOE MYIbLTUMIIEKCUPOBAHNE U MOMY4YUTb BONbLUYIO 30HY
OxBaTa CeTM 3a CYET UCMONb30BaHNA Pa3HOro NPOCTPAHCTBEHHOIO PACMONIOXKEHUSI aHTEHH,
BO3MOXHO, Yepes3 CXeMbl KOANPOBKM, Takme Kak kogmposka Alamouti. KoHcopunym EWC Obin
cosfaH ns yckopeHusa pa3sutus ctangapta IEEE 802.11n n npoasmxkeHns cneundukaumm
TEXHONOTMN B LENAX Yhy4lleHUs B3auMogencTBus Mexay OecrnpoBOAHLIMU CETEBbLIMU
npoaykTamu cnegytowero noKomneHus.

802.11b — CraHgapt 802.11b onpegenseTr napameTpbl pabotbl 6ecnpoBogHOM ceTn npu
CKOpPOCTM nepefavn gaHHbix 11 M6wuTt/c, ucnonb3ya TtexHonormo DSSS. Pabotaet Ha
HenvueHanpoBaHHOM auanasoHe 2,4 [T ¢ ucnons3oBaHnem anroputma wngposanms WEP.
K cetam ctaHgapta 802.11b Takke oTHocaTcs cetn Wi-Fi.

802.11g — cneundukauma aona cosgaHus GecnpoBOAHbLIX CETEN CO CKOPOCTbIO nepepadu
AaHHbIX 8o 54 M6uTt/c. NcnonbayeT TexHonoruio DSSS, moaynsaumio OFDM n paboTtaeT Ha
HeNMUEeH3NpoBaHHOM aAmana3oHe 2,4 [Tu. OOpaTHO COBMeCTMMa C YCTPOWCTBaMM
ctaHgapTa |IEEE 802.11b. UcnonkayeT anroput™m wundgposaHms WEP.

DDNS (Dynamic Domain Name System — Cuctema guHaMM4eCKUX OOMEHHbIX UMEH) —
Bo3MOXHOCTb  Ha3HayeHWst (UKCUPOBAHHOrO Y3MOBOrO W OOMEHHOrO WMEHM Ans

OuHamudeckoro Internet IP-agpeca.

DHCP (Dynamic Host Configuration Protocol — lNMpoTokon HacTpowuku AMHAMWUYECKOro
y3na) — [1poTokon, KOTOpbI aBTOMaTM4YeCcku NPoM3BOAMT HacTpolky napametpoB TCP/IP

BCEX KOMMbIOTEPOB, NogkntodéHHbIx kK DHCP-cepBepy.

DMZ (Demilitarized Zone — [lemmnutapmn3oBaHHas 30Ha) — [laHHas yHKUMS NO3BoONseT
y3ny rnokanbHOW ceTu obpawartbca Kk WHTepHeT ana paboTbl €O  cneumanbHbIMU

NPUNOXeHNAMNU, TaKUMU KaK MHTepHeT-VIprI n BVILI,eOKOH(.bepeHU,VIVI.

DNS (Domain Name System — Cuctema gOMEHHbIX UMeH) — VIHTEpPHET CepBuUC, KOTOPbIN

nepeeoauT nmeHa cantoB B IP-agpeca.
JomMeHHoe nmsa — onncaTtenbHOe MMS O51s agpeca unuv rpynnel agpecoB B IHTepHeT

DSL (Digital Subscriber Line — LludpoBass aboHeHTCKkas nuHUA) — TexHonorns, KoTopas
Nno3BongeT OTNpaBnATb MMM MNony4YaTb [AaHHble, UCMOMNb3ysd CyllecTByolme TenedoHHble

TNMHK.
ISP (Internet Service Provider) - A company that provides access to the Internet.
ISP (Internet Service Provider — MocTtaBwmk UHTepHeT-ycnyr) — KomnaHus, KoTopas

obecneunBaeT goctyn B VIHTepHeT.
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> MTU (Maximum Transmission Unit — MakcumanbHbIA pa3mep Onoka nepepayv) —

MakcumarbHbIN pa3mMep nakeTa AaHHbIX, KOTOprI7I MOXET ObITb nepenaH.

» NAT (Network Address Translation — TexHomorns nepeBoga ceTeBbIX aApecoB) —
TexHonorua NAT nepesoguT IP-agpec nokanbHon cetun B IP-agpec cetn MiHTepHer.

» PPPoE (Point to Point Protocol over Ethernet — NpoTokon noakntoyeHus yepes Ethernet
no npuHuuny Touka-Touka) - PPPoE — aTo npoTokon ons nogknioveHnst yaanéHHbIX y3rnoB
cetn VHTepHeT 4epes MOCTOSHHOE MOAKMYeHWe, NOCPeACcTBOM UMUTALUWU MOOKIHOYEHNS

dial-up.

»> SSID — VaeHtudmkatop SSID — 3710 KN4, BKMYaOWMn B cebs Ao 32 OyKBEHHbIX U
UMdPOBBIX CMMBOSOB, KOTOPbIM MCNONb3yeTcs ANa MAeHTUMKauun fnokanbHON ceTu.
UTtobbl GecnpoBoAHbIE YCTPOMCTBA CETU MOMMM OOMEHMBATBCS AaHHBLIMW, OHWU OOSKHbI
ucnonb3oBatb oamH M ToT Xe SSID. OO6bMHO 3TO HAcCTpoedHbld napameTp Ans
becnpoBogHon KapTbl komnbtoTepa. CootBetcTByeT ESSID ana 6ecnpoBOgHOM TOYKM

AOCTyna 1 UMeHV GeECPOBOAHONM CETU.

> WEP (Wired Equivalent Privacy — 3KBMBaneHT npoBogHOM 3awuTbl) — MexaHuam
LWKdpoBaHNS Ha ocHoBe 64-, 128- unn 152-6MTHOrO COBMECTHOrO KIO4a, Kak yKasaHo B
crangapte IEEE 802.11.

>  Wi-Fi — Kommepueckoe Ha3BaHue ctaHgapTa 802.11b, npucBoeHHoe opraHmsaumen Ethernet
Compatibility Alliance (WECA, see (cm.) http://www.wi-fi.net), asnswowenca rpynnoin no

paspaboTtke NPOMbILLITEHHbIX CTaHOapToB, paboTatoLen Hag npobnemon

B3aMMO3aMeHAEeMOCTM YCTponcTs ctaHgapTa 802.11b.

> WLAN (Wireless Local Area Network) - BecnpoBogHas nokanbHas ceTb — rpynna
KOMMNbIOTEPOB M CBSI3aHHbIX YCTPOWCTB, B3aMMOAEWCTBYIOLWIMX JApPyr C [OPYyroM 4Yepes

GecnpoBoaHyto Nepefavy AaHHbIX B OrpaHUYEHHOM palnoHe.
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