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FCC STATEMENT

FC

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the following
measures:

o Reorient or relocate the receiving antenna.
e Increase the separation between the equipment and receiver.

e  Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

e  Consult the dealer or an experienced radio/ TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1) This device may not cause harmful interference.

2) This device must accept any interference received, including interference that may cause
undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance
could void the user’s authority to operate the equipment.

Note: The manufacturer is not responsible for any radio or TV interference caused by
unauthorized modifications to this equipment. Such modifications could void the user’s authority to
operate the equipment.

FCC RF Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This device and its antenna must not be co-located or operating in conjunction with
any other antenna or transmitter.

“To comply with FCC RF exposure compliance requirements, this grant is applicable to only
Mobile Configurations. The antennas used for this transmitter must be installed to provide a
separation distance of at least 20 cm from all persons and must not be co-located or operating in
conjunction with any other antenna or transmitter.”



CE Mark Warning

C€1588

This is a class B product. In a domestic environment, this product may cause radio interference, in
which case the user may be required to take adequate measures.

Canadian Compliance Statement

This device complies with Industry Canada license-exempt RSS standard(s). Operation is subject
to the following two conditions:

(1)This device may not cause interference, and

(2)This device must accept any interference, including interference that may cause undesired
operation of the device.

Cet appareil est conforme aux norms CNR exemptes de licence d’Industrie Canada. Le
fonctionnement est soumis aux deux conditions suivantes:

(1)cet appareil ne doit pas provoquer d’interférences et

(2)cet appareil doit accepter toute interférence, y compris celles susceptibles de provoquer un
fonctionnement non souhaité de I'appareil.

This device has been designed to operate with the antennas listed below, and having a maximum
gain of 5 dBi. Antennas not included in this list or having a gain greater than 5 dBi are strictly
prohibited for use with this device. The required antenna impedance is 50 ohms.

To reduce potential radio interference to other users, the antenna type and its gain should be so
chosen that the equivalent isotropically radiated power (e.i.r.p.) is not more than that permitted for
successful communication.

Industry Canada Statement
Complies with the Canadian ICES-003 Class B specifications.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

This device complies with RSS 210 of Industry Canada. This Class B device meets all the
requirements of the Canadian interference-causing equipment regulations.

Cet appareil numérique de la Classe B respecte toutes les exigences du Réglement sur le
matériel brouilleur du Canada.
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Safety Information

® When product has power button, the power button is one of the way to shut off the product;
when there is no power button, the only way to completely shut off power is to disconnect the

product or the power adapter from the power source.

® Don’t disassemble the product, or make repairs yourself. You run the risk of electric shock

and voiding the limited warranty. If you need service, please contact us.
® Avoid water and wet locations.

This product can be used in the following countries:

AT BG BY CA CZ DE DK EE
ES Fl FR GB GR HU IE IT

LT LV MT NL NO PL PT RO
RU SE SK TR UA




Tp-LINK® TP-LINK TECHNOLOGIES CO., LTD

DECLARATION OF CONFORMITY

For the following equipment:

Product Description: 150Mbps Wireless N ADSL2+ Modem Router
Model No.: TD-W8950N

Trademark: TP-LINK

We declare under our own responsibility that the above products satisfy all the technical
regulations applicable to the product within the scope of Council Directives:

Directives 1999/5/EC, Directives 2004/108/EC, Directives 2006/95/EC, Directives 1999/519/EC,
Directives 2011/65/EU

The above product is in conformity with the following standards or other normative documents
ETSI EN 300 328 V1.7.1: 2006

ETSI EN 301 489-1 V1.9.2:2011& ETSI EN 301 489-17 V2.2.1:2012

EN 55022:2010

EN 55024:2010

EN 61000-3-2:2006+A1:2009+A2:2009

EN 61000-3-3:2008

EN 60950-1:2006+A11: 2009+A1:2010+A12:2011

EN 62311:2008

The product carries the CE Mark:

C€1588

Person responsible for making this declaration:

/)

Yang Hongliang
Product Manager of International Business
Date of issue: 2013
TP-LINK TECHNOLOGIES CO., LTD

Building 24 (floors 1, 3, 4, 5), and 28 (floors 1-4) Central Science and Technology Park,
Shennan Rd, Nanshan, Shenzhen, China



CONTENTS

(= Lol € T T 0 0T 41 (=T 4 1
Chapter 1. Product OVerVIEW.........coieeeiiiiieeci st srrres s s ssess s s s s s s s s nnas s s s e nmnssnenes 2
1.1 Overview of the Modem ROULET .........cooiiiiiiii e 2
1.2 MaIN FEALUIES ...t e e et e e e e e e eeeeeeas 3
I = T T = Y o 11 | 4
1.3.1  The Front Pan@l ...ttt e e et e e sbaeeeeaaes 4
1.3.2 The BaCK Panel.........oooiiiiiiee ettt e e et e e sbeeeeeaaes 5
Chapter 2. Connecting the Modem Router ............ccooieeeeeiciiiiiiinnssccecsss e e eeeanns 7
2.1 System REQUITEMENTS .......ueiiiii e a e a e e e aaeeas 7
2.2 Installation Environment ReqQUIrEMENES ... ... 7
2.3 Connecting the Modem ROULET ...........uucccccce e 8
Chapter 3. Quick Installation Guide ..........ccccc s 10
3.1 TCP/IP CoNfigUIation ..........uvuuiiiiiiiiiiiiiiiii e 10
3.2 Quick Installation GUIAE ...........coiiiiiiiiii e 11
Chapter 4. Configuring the Modem Router ..o, 15
T 1o o 1o P 15
4.2 DEVICE INTO it a e 15
4.3 QUICK SEIUP ..coe e 16
4.4 Advanced SetUp ... 16
441 Layer2 INTErfacCe .....cooiueiii e et 17
A.4.2  WAN SEIVICE.....eiiiie ittt ettt e e et e e ettt e e e nbbe e e e e nnbe e e e annbeeeeenees 20
443 MAC CIONE ...ttt h e s bbbt e et e bt e e bt ee it e 28
L N I N L PP PPPPPP 29
L 3R T N N L PP PPPPPP 32
G S 1= o B ) Y2 PSPPSR 37
4.4.7 Parental CONMrOl ........oouiiiiiiiiiii ettt ettt 40
4.4.8 QUALILY OF SEIVICE ..ot 42
4.4.9 Bandwidth CONTrOl..........ooi i e 45
440 ROULING ..ottt ettt e e et e e bttt e e a b e e e s e nb e e e e e nbe e e e e anes 48
S 0 |\ RS 50

AA.2 DS o e e e e e e e e eeneeas 52



443 U e 53

o [ g1 (=14 = TeT= T (o1 o] o [P PP PRSP 54
Lo RS | U o o = SRS OPPPPR 55
g T =T o S 57
oy AV U]z ST 60
A D TP TV 61
4.8 WITBIESS ..ottt ettt e e e e e e e e e e e e e e e e e e as 62
A.8.1  BASIC .eteiiiiitiiee et 62
S 1Yo U ) 2SSOSR 63
4.6.3 WIireless SChETUIE .........ooouiiiiiiiie e bbb 80
484 IMAC FIHEI .ttt ettt ettt s ae e s et e saeeemeeemte e teeareeeeeeenneenneeaneeas 81
4.6.5 WIreleSs Bridge .....ooii i 82
L I G X AV oo =T [ SRR 83
L TS = 1 11] 1 1 o T PSP 85
4.7 GUESTINEIWOIK ...t e e e e e e e e e as 85
Ot T = - T o PSPPSR 86
A.7.2  STAON TSt .. 87
R T I =T 01 o TSP PPR PP PPRPP 87
e\ = T F=To 1= o 1= o 87
T R Bt TS 1Y 111 0o TS PRSP 88
e B V1 (=10 1 1o Yo RPN 91
4,9.3  SINIMP AQENT ..ottt e e e e e e e e e e e e e e e ——eaae e e e e ———raaaeeeaannnraees 92
494 TRA089 ClIENT... .ottt ettt et e esae e st e et e e beesbeesaeeaneeembeenbeenaeesneeas 93
4.9.5  INEEINEE TIMIE .ot e e et 94
4.9.6  ACCESS CONTIOL ...ciiiiiiiiiii ittt ettt b et e b et e s bt e e eab e st e e e sabeeeneeenee 95
4.9.7 Update FIMMWArE. ... ...ttt e e e e e e e e e e e e e e e e e e e nnneeees 97
4.9.8  REDOOL. ...t anaes 98
o 0] o T T T | PP 98
Appendix A: Specifications ... —————— 100
Appendix B: Configuring the PC.........coooiiiin 101
Appendix C: Troubleshooting ... 105

Appendix D: Technical SUPPOTrt ... 108



LDRYELEENNE 150Mbps Wireless N ADSL2+ Modem Router User Guide

Package Contents

The following contents should be found in your package:

One TD-W8950N 150Mbps Wireless N ADSL2+ Modem Router

One power Adapter for TD-W8950N 150Mbps Wireless N ADSL2+ Modem Router

Quick Installation Guide

One RJ45 cable

Two RJ11 cables

One ADSL splitter

One Resource CD for TD-W8950N 150Mbps Wireless N ADSL2+ Modem Router, including:
e This User Guide

vV V VYV V¥V V VYV V

e  Other Helpful Information
& Note:

Make sure that the package contains the above items. If any of the listed items are damaged or
missing, please contact your distributor.
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Chapter 1. Product Overview

Thank you for choosing the TD-W8950N 150Mbps Wireless N ADSL2+ Modem Router.

1.1 Overview of the Modem Router

The TD-W8950N 150Mbps Wireless N ADSL2+ Modem Router integrates 4-port Switch, Firewall,
NAT-router and Wireless AP. Powered by 802.11n technology, the Wireless N router delivers
exceptional range and speed, which can fully meet the need of Small Office/Home Office (SOHO)
networks and the users demanding higher networking performance.

The TD-W8950N 150Mbps Wireless N ADSL2+ Modem Router utilizes integrated ADSL2+
transceiver and high speed MIPS CPU. The router supports full-rate ADSL2+ connectivity
conforming to the ITU and ANSI specifications.

In addition to the basic DMT physical layer functions, the ADSL2+ PHY supports dual latency
ADSL2+ framing (fast and interleaved) and the 1.432 ATM Physical Layer.

The router provides up to 150Mbps wireless connection with other 802.11n wireless clients. The
incredible speed makes it ideal for handling multiple data streams at the same time, which ensures
your network stable and smooth. The performance of this 802.11n wireless router will give you the
unexpected networking experience at speed 300% faster than 802.11g. It is also compatible with all
IEEE 802.11g and IEEE 802.11b products.

With multiple protection measures, including SSID broadcast control and wireless LAN 64/128
WEP encryption, Wi-Fi protected Access (WPA2-PSK, WPA-PSK), as well as advanced Firewall
protections, the TD-W8950N 150Mbps Wireless N ADSL2+ Modem Router provides complete
data privacy.

The router provides flexible access control, so that parents or network administrators can establish
restricted access policies for children or staff. It also supports Virtual Server and DMZ host for Port
Triggering, and then the network administrators can manage and monitor the network in real time
with the remote management function.

Since the router is compatible with virtually all the major operating systems, it is very easy to
manage. Quick Setup Wizard is supported and detailed instructions are provided step by step in
this user guide. Before installing the router, please look through this guide to know all the router’s
functions.
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1.2 Main Features

YV V V V V ¥V V¥V V V VY

YV V V V ¥V ¥V ¥V V VYV V VYV VY

Complies with IEEE 802.11n to provide a wireless data rate of up to 150Mbps

One RJ11 LINE port, four 10/100M Auto-Negotiation RJ45 LAN ports, supporting Auto
MDI/MDIX

Quick response semi-conductive surge protect circuit, reliable surge-protect function

AFE to support Annex A and L deployments

Provides external splitter

Multi-user sharing a high-speed Internet connection

Connecting the internet on demand and disconnecting from the Internet when idle for PPPoE
Provides WPA/WPA2, WPA-PSK/WPA2-PSK data security, TKIP/AES encryption security
Provides 64/128-bit WEP encryption security and wireless LAN ACL (Access Control List)
Adopts Advanced DMT modulation and demodulation technology

Adopts 150M wireless LAN transmission technology

Supports access control, parents and network administrators can establish restricted access
policies based on time of day for children or staff

Supports Virtual Server, Port Triggering and DMZ host
Supports UPnP, Dynamic DNS, Static Routing
Supports bridge mode and router function

Supports Web management

Supports firmware upgrade

Supports Flow Statistics

Built-in firewall supporting IP address filtering, MAC address filtering and parental control
Built-in DHCP server

Supports IPv6

Supports Guest Network

Supports WPS

Supports IPTV
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1.3 Panel Layout
1.31

The router's LEDs are located on the front panel (View from left to right).

The Front Panel

Figure 1-1
LED Explanation:
Name Status Indication
On The modem router is powered on.
O(Power) . .
Off The modem router is off. Please ensure that the power adapter is
connected correctly.
On ADSL line is synchronized and ready to use.
$(ADSL) Flash The ADSL negotiation is in progress.
Off ADSL synchronization fails. Please refer to Note 1 for
troubleshooting.
On The network is available with a successful Internet connection.
Flash There is data being transmitted or received via the Internet.
B(Internet)
There is no successful Internet connection or the modem router
Off is operating in Bridge mode. Please refer to Note 2 for
troubleshooting.
Flash Wireless is enabled.
2(WLAN)
Off Wireless is disabled.
on A wireless device has been successfully added to the network by
WPS function.
WPS handshaking is in process and will continue for about 2
A(WPS) Slow Flash | minutes. Please press the WPS button on other wireless devices
that you want to add to the network while the LED is flashing.
Quick A wireless device has failed to be added to the network by WPS
function. Please refer to 4.6.2.1 WPS Setup for more
Flash . )
information.
On There is a device connected to this LAN port.
D(LAN1-4) Flash The modem router is sending or receiving data over this LAN
port.
Off There is no device connected to this LAN port.
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& Note:

1.

If the ADSL LED is off, please check your Internet connection first. Refer to 2.3 Connecting
the Modem Router for more information about how to make Internet connection correctly. If
you have already made a right connection, please contact your ISP to make sure if your
Internet service is available now.

If the Internet LED is off, please check your ADSL LED first. If your ADSL LED is also off,
please refer to Note 1. If your ADSL LED is GREEN ON, please check your Internet
configuration. You may need to check this part of information with your ISP and make sure
everything have been input correctly. Refer to 4.2 Device Info for more information.

1.3.2 The Back Panel

P

=

""I ON-XO)

RZISCT
ADSL LANA AWAN LANJ LANZ LANT WiFi WPS  ON/OFF  POWFR

Figure 1-2

» ADSL: Connect to the Modem Port of Splitter or to the telephone line.

LAN1, LAN2, LAN3, LAN4/WAN: Through these ports, you can connect the router to your PC
or the other Ethernet network devices. Enable EWAN function and you will be able to connect
to Cable/FTTH/VDSL/ADSL device.

» WIiFi: The switch for the WiFi function.

RESET: There are two ways to reset the router's factory defaults.

Use the Restore Default function on Management -> settings -> Restore Default page in
the router's Web-based Utility.
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YV V VYV VY

Use the Factory Default RESET button: With the router powered on, use a pin to press and
hold the RESET button for at least 5 seconds. And the router will reboot to its factory default

settings.
WPS: The switch for the WPS function. For details, please refer to 4.6.2.1 WPS Setup.

ON/OFF: The switch for the power.
POWER: The Power plug is where you will connect the power adapter.

Wireless Antenna: To receive and transmit the wireless data.
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Chapter 2. Connecting the Modem Router

2.1 System Requirements

» Broadband Internet Access Service (DSL/Cable/Ethernet).

» PCs with a working Ethernet Adapter and an Ethernet cable with RJ45 connectors.
» TCPJ/IP protocol on each PC.

» Web browser, such as Microsoft Internet Explorer, Mozilla Firefox or Apple Safari.

2.2 Installation Environment Requirements

» The Product should not be located where it will be exposed to moisture or excessive heat.

Place the router in a location where it can be connected to the various devices as well as to a
power source.

» Make sure the cables and power cord are safely placed out of the way so they do not create a
tripping hazard.

» The router can be placed on a shelf or desktop.

Y

Keep away from the strong electromagnetic radiation and the device of electromagnetic
sensitive.

Generally, TD-WB8950N is placed on a horizontal surface. The device also can be mounted on the
wall as shown in Figure 2-1.
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\ /
N 3.5mm<DLT Bmm s

W d@5sm S

SEE DETAIL B

ol
DETAIL B
SCALE 31

SECTION A-A

Figure 2-1 Wall-mount Install
& Note:

The diameter of the screw, 3.5mm<D<7.8mm, and the distance of two screws is 107.5mm. The
screw that project from the wall need around 4mm based, and the length of the screw need to be
at least 20mm to withstand the weight of the product.

2.3 Connecting the Modem Router

Before installing the device, please make sure your broadband service provided by your ISP is
available. If there is any problem, please contact your ISP. Before cable connection, cut off the
power supply and keep your hands dry. You can follow the steps below to install it.

Step 1: Connect the ADSL Line.

Method one: Plug one end of the twisted-pair ADSL cable into the ADSL port on the rear
panel TD-WB8950N, and insert the other end into the wall socket.

Method two: You can use a separate splitter. External splitter can divide the data and
voice, and then you can access the Internet and make calls at the same time. The
external splitter has three ports:
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* LINE: Connect to the wall jack
* PHONE: Connect to the phone sets
* MODEM: Connect to the ADSL port of TD-W8950N

Plug one end of the twisted-pair ADSL cable into the ADSL port on the rear panel of
TD-W8950N. Connect the other end to the MODEM port of the external splitter.

Step 2: Connect the Ethernet cable. Attach one end of a network cable to your computer's
Ethernet port or a regular hub/switch port, and the other end to the LAN port on the
modem router TD-W8950N.

Step 3: Power on the computers and LAN devices.

Step 4: Attach the power adapter. Connect the power adapter to the power connector on the rear
of the device and plug in the adapter to a electrical outlet or power extension. The
electrical outlet shall be installed near the device and shall be easily accessible.

Phone Cable
B Y Wall Socket
) o
00 1
\__/
Iy
~ J
|
! Computer
\—————————{Fthernet Cable } J

Figure 2-2
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Chapter 3. Quick Installation Guide

This chapter will show you how to configure the basic functions of your TD-W8950N 150Mbps
Wireless N ADSL2+ Modem Router using Quick Setup Wizard within minutes.

3.1 TCPI/IP Configuration

The default IP address of the TD-W8950N 150Mbps Wireless N ADSL2+ Modem Router is
192.168.1.1. And the default Subnet Mask is 255.255.255.0. These values can be changed as you
desire. In this guide, we use all the default values for description.

Connect the local PC to the LAN/WAN port of the Router. And then you can configure the IP
address for your PC in the following way.

» Obtain an IP address automatically

1) Set up the TCP/IP Protocol in "Obtain an IP address automatically" mode on your PC.
If you need instructions as to how to do this, please refer to Appendix B: "Configuring the
PC”.

2) Then the built-in DHCP server will assign IP address for the PC.

Now, you can run the Ping command in the command prompt to verify the network connection.
Please click the Start menu on your desktop, select run tab, type cmd or command in the field
and press Enter. Type ping 192.168.1.1 on the next screen, and then press Enter.

If the result displayed is similar to the screen below, the connection between your PC and the
router has been established.

Pinging 192_168.1.1 with 32 hytes of data:

Reply from 122.168_.1.1: bytes=32 time<lms
Reply from 122.168_.1.1: bytes=32 time<lms
Reply from 1922.168.1.1: hytes=32 time<ims
Reply from 172.168.1.1:- hytes=32 time<ims

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss)>,
Approximate round trip times in milli-—seconds:

Minimum = Bmz, Maximum = Bmz, Average = Bms

Figure 3-1
If the result displayed is similar to the screen shown below, it means that your PC has not
connected to the router.

Pinging 1?2.168.1.1 with 32 hytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 172.168.1.1:
Packetz: Sent = 4, Received = B, Lozt = 4 {188x loss).

Figure 3-2

10
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You can check it following the steps below:

1)

2)

Is the connection between your PC and the router correct?

The LEDs of LAN port which you link to the device and the LEDs on your PC's adapter should
be lit.

Is the TCP/IP configuration for your PC correct?

If the router's IP address is 192.168.1.1, your PC's IP address must be within the range of
192.168.1.2 ~ 192.168.1.254.

3.2 Quick Installation Guide

With a Web-based utility, it is easy to configure and manage the TD-W8950N 150Mbps Wireless N
ADSL2+ Modem Router. The Web-based utility can be used on any Windows, Macintosh or UNIX
OS with a Web browser, such as Microsoft Internet Explorer, Mozilla Firefox or Apple Safari.

1. To access the configuration utility, open a web-browser and type the default address
http://tplinkmodem.net/ in the address field of the browser.
fddress http: ! feplinkmodem, net M
Figure 3-3
After a moment, a login window will appear, similar to the Figure 3-4. Enter admin for the
User Name and Password, both in lower case letters. Then click the Login button or press the
Enter key.
admin
| ) L L L L] |
Copyright & 2013 TP-LIMNK Technologies Co., Ltd, &1l rights reserved,
Figure 3-4
& Note:

1) Do not mix up the user name and password with your ADSL account user name and password

which are needed for PPP connections.

2) If the above screen does not pop up, it means that your Web-browser has been set to a proxy.

2.

Go to Tools menu—Internet Options—Connections—LAN Settings, in the screen that
appears, cancel the Using Proxy checkbox, and click OK to finish it.

After your successful login, you will see the Login screen as shown in Figure 3-5. Click Quick
Setup menu to access Quick Setup Wizard.

11
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Device Info

Version Info
Firmware Version: 1.0.2 Build 130905 Rel.37024
Hardware Version: TO-WBIA0N Y1 Ix00000001
System Running time: 0Day(s) 00:01:14
LAN Info
P LANIP Address: 192.168.1.1
v
LAN MAC Address; 02:10:18:63:18:08
i IPV6 Address/Prefix Length: MULL
il
Aute Configuration; RADVDEDHCPYE
ADSL Info
Line State: Down
Line Rate - Upstream {Khps): 0
Line Rate - Downstream (Kbps): 0
Internet Info
Notice: There is no Route Interface.

Click here to do Quick Setup.

Shorici Click here ta view all WAN interface's status and troubleshaoting information.

Figure 3-5

3. Choose the WAN Type for Internet access, and then click Next.

Quick Setup - WAN Configurations

Flease choose the Wan type for Internet access.

Choose WAN Type: (=) ADBL WWAN Faor ADSL(Telephone line/RJ11) Service

(3 Ethernet WAN For EthernetiRJ44) Service

[l Enahble IPvG for this service

Skip WAN ] [ Next

Figure 3-6

& Note:

1) The Quick Setup Wizard will guide you to configure the WAN Service over ATM interface.

2) If you are unwilling to configure WAN Service now, you can click the Skip WAN button. Then

you can configure WAN service referring to 4.4.1 Layer2 Interface.

If ADSL WAN is choosen, please select your Country and ISP from the drop-down list. Select

WAN Link Type provided by your ISP and enter the related parameters, and then click Next.

Here we use PPPoE as an example.

12
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Quick Setup - WAN Configurations

Country: Other v
ISP: Other v
VPINCE g I35 ([0-255]F [32-65534])
Encapsulation Mode: LLC/SMNAP-BRIDGING | roptionan
WAN Link Type: FFPoE(PFF over Ethernet) |+

PPP Username:

PPP Password:

PPPoE Service Name: {optional)
MTU {bytes): 1480 (optional)
[ Back ] [ Skip WWan ] [ et
Figure 3-7

&= Note:
If your country or ISP is not listed, please select Other. Then you can manually enter the VPI/VCI
values and select WAN Link Type provided by your ISP.

If Ethernet WAN is choosen, please select WAN Link Type provided by your ISP and enter the
related parameters, then click Next. Here we use PPPoE as an example.

Quick Setup - WAN Configurations

Ethernet WAN Port: LAMNAMAN

WAN Link Type: PPPoE(PPF over Ethernet) A

PPP Username:

PPP Password:

PPPoE Service Mame: {optionaly
MTU (bytes): 1480 (optional)
[ Back ] [ Skip Wyan ] [ Mext
Figure 3-8

5. The wireless function is enabled by default. You can rename your wireless network name and
create your own password in this page. The default wireless name is TP-LINK_XXXXXX, and

13



LDRYELEENNE 150Mbps Wireless N ADSL2+ Modem Router User Guide

the default wireless password, the same as the PIN code, is printed on the bottom label. Click
Next to continue.

Quick Setup - Wireless Configurations

Enable Wireless:

You can configure SSID and your WLAN Authentication type.

Wireless Network Name: TP-LINE_010001 (Also called 55100

In order to protect your netwoark from hackers and unauthorized users, itis highly recommended you choose one of the following wireless network security settings.

Network Authentication: WP42-Personal (best/recommended) v

Wireless Network Key: ssssssse (Also called WPA Pre-Shared Key)

(You can enter ASCI characters hetween 8 and 63 characters or 8 to 64 Hexadecimal characters )

Back [ Skip Wi-Fi Il Hext |

Figure 3-9

6. You will see the Summary screen below, click Confirm to make your settings take effect.

Quick Setup - Summary

WAN Configurations

Wi-Fi Configurations

Wireless Network Name:
Network Authentication:
Wireless NetWork Key:

VWAN Type: Ethernet WAk
Layer2 Information: LAMNARYAN
WAN Link Type: PPPoE
PPP Username: 1
PPP Password: 1
PPP MTUL: 1480

Motel: Some WAN Connection(s) of Layer2 interface(s) may be replaced by new onel
Mote2: The Virtual Server Rules of some YAk Connection(s) may be deleted!

TR-LIMK_010001
WRAZ-Persanal
21464065

Cancel ] [ Back ] [ Confirm

Figure 3-10
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Chapter 4. Configuring the Modem Router

This chapter will show each Web page's key function and the configuration way.
4.1 Login

After your successful login, you will see the nine main menus on the left of the Web-based utility.
On the right, there are the corresponding explanations and instructions.

Device Info
Quick Setup
Advanced Setup

Wireless

Guest Network

Diagnostics

Management

The detailed explanations for each Web page’s key function are listed below.

4.2 Device Info

Choose “Device Info” menu, there are six submenus under the main menu: Summary, WAN,
Statistics, Route, ARP and DHCP. This Device Info section mainly introduces the elementary
information about the router and its current settings in use. Click any of them, and you will be able
to view the corresponding information.

Choose “Device Info”’>“Summary”, you will see the Summary screen (shown in Figure 4-1). The
first table indicates the information about the version including Software and Hardware. The
second table displays the current status of the TD-W8950N connection. This information will vary
depending on the settings of the router configured on the Advanced Setup screen.
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Device Info
Version Info
Firmware Version: 1.0.2 Build 130905 Rel.37024
Hardware Version: TO-WBIA0N Y1 Ix00000001
System Running time: 0Day(s) 00:01:14
LAN Info
P LANIP Address: 192.168.1.1
v
LAN MAC Address; 02:10:18:63:18:08
i IPV6 Address/Prefix Length: MULL
il
Aute Configuration; RADVDEDHCPYE
ADSL Info
Line State: Down
Line Rate - Upstream {Khps): 0
Line Rate - Downstream (Kbps): 0
Internet Info
Notice: There is no Route Interface.
Shorteut: Click here to do Guick Setup.
. Click here to view all WAN interface's status and troubleshooting infarmation.

Figure 4-1
&= Note:

Click the other submenus under the main menu Device Info, and you will be able to view the
corresponding information about WAN, Statistics, Route, ARP and DHCP.

4.3 Quick Setup

Please refer to Section 3.2 Quick Installation Guide.

4.4 Advanced Setup

Choose “Advanced Setup”, there are many submenus under the main menu. Among the
submenus, Layer2 Interface, WAN Service, LAN etc. are default menus, while NAT, IP/MAC
filtering of the Security, Quality of Service and DNS will appear only when you select some
corresponding functions. Click any one of them, and you will be able to configure the
corresponding function.
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Advanced Setup

+Layer2 Interface

* WAN Service

* MAC Clone

+L AN

+NAT

+Security
+Parental Control
+Quality of Service
+Bandwidth Control
+Routing

+[NS

+DSL

+UPnP

* Interface Grouping
+|P Tunnel

*IPSec

* Multicast

This Advanced Setup section mainly introduces how to configure the router for adequate use. The
detailed explanations for each subsection are provided below.

&= Note:

To completely configure the WAN Interface, you need to first select the Layer2 Interface (4.4.1
Layer2 Interface) according to the connection ISP provides for you, and then to select the type of
the connection (4.4.2 WAN Service) for the further configuration.

441 Layer2 Interface

Choose “Advanced Setup’>“Layer2 Interface”, and you can select WAN Service Interface
(layer2 interface) over ATM Interface or ETH Interface.

» ATM Interface: Configure the router to access Internet as an ADSL user. ISP provides you
VPI (Virtual Path Identifier), VCI (Virtual Channel Identifier) settings and the DSL Interface
with RJ11 connector. (Figure 4-2)

» ETH Interface: Configure the router to access Internet as an Ethernet user. ISP provides you
Broadband Internet Service and the Ethernet Interface with RJ45 connector.

4.41.1 ATM Interface

Choose “Advanced Setup’>“Layer2 Interface”>“ATM Interface”, you can Configure ATM
interfaces on the screen below.
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DSL ATM Interface Configuration

Choose Add, or Remove to configure DSL ATM interfaces.

Interface | Vpi |Vci | Link Type Encapsulation | Category Peak Cell Rate  Sustainable Cell Rate | Max Burst Size | Conn Mode | IP QoS | Sched Alg | Queue Weight | Group Precedence Remove

atmo 8 |35 EoA LLG UBR VianMuxdode | Enabled SP O

Figure 4-2
» Remove: Select the check box in the table on the screen above and then click the Remove
button, the corresponding interface will be deleted in the table.

&= Note:

If the interface is used by the configuration of the 4.4.2 WAN Service, you need to remove the
corresponding WAN Service entry first before you can remove it here.

» Add: Click the button, and you can add a new interface in the next screen.

ATM PVC Configuration

This screen allows you to configure an ATM PYC identifier (vPl and YCI), select DSL 1atency, select a service categary. Otherwise choose an existing interface by selecting the checkboxto enable it
VPI: [0-255] i

VCI: [32-65535] 35

Select DSL Link Type (EoA is for PPPoE, IPoE, and Bridge.}

& EoA
O PPPo&
O IPoA
Encapsulation Mode: LLC/ SNAP-ERIDGING
Service Category: UBE Without PCR +

Select IP QoS Scheduler Algorithm
(& Weighted Round Robin
O Weighted Fair Queuing
Weight Value of the default queue: [1-63] 1

MPAAL Group Precedence: & v

Figure 4-3

» VPI/VCI: the VPI and VCI values provided by your ISP. Do not change them unless it was
required by your ISP.

> DSL Link Type: Select a DSL Link Type which is provided by your ISP. The options include
EoA (it is for PPPoE, IPoE, and Bridge), PPPoA (PPP over ATM) and IPoA (IP over ATM).

» Encapsulation Mode: The mode of the data processing over the Link Type you have
selected. Uses the default setting, if you are not sure.

> Service Category: Select the type of the service assigned by your ISP in the drop-down list.
The default type is UBR Without PCR.

& Note:

Enabling packet level QoS for PVC improves performance for selected classes of applications.
While QoS consumes system resources; therefore the number of PVC(s) will be reduced. Besides
this, it cannot be set for the connection type of CBR and Real-time VBR. If you select the QoS
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service, the Quality of Service menu will be added to the Web-based Utility, the detailed
configuration will be described in 4.4.8 Quality of Service.

4.4.1.2 ETH Interface

Choose “Advanced Setup’>“Layer2 Interface>ETH Interface”, you can configure ETH WAN
interfaces on the screen below.

ETH WAN Interface Configuration

Choose Add, or Remove fo configure ETH WAN interfaces
Allow one ETH as layer 2 wan interface.

Interface/(Name) Connection Mode Remove

Figure 4-4

&= Note:

To make sure the ETH port available, you should first choose “Advanced Setup”>“LAN Ports” to
enable the Virtual LAN Ports feature.

» Add: Click the Add button, and you can add a new interface in the next screen.

ETH WAN Configuration

This screen allows you to configure a ETH port .

Select a ETH port: ethd/ (LANA/WAN)

Figure 4-5

» ETH port: Select an ETH port to configure as the WAN port.

Click Save/Apply to save your settings and then you will see the screen similar to Figure 4-6.

ETH WAN Interface Configuration

Chooge Add, or Rernove to configure ETH WAN interfaces.
Allow one ETH a3 layer 2 wan interface.

Interface/(Name) Connection Mode Remove
eth3/{LANANNAR) Defaulthode F
Figure 4-6

» Remove: Select the check box in the table on the screen above and then click the Remove
button, the corresponding interface will be deleted in the table.

&= Note:
One ETH is allowed to configure as the layer 2 WAN Interface.
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442 WAN Service

Choose “Advanced Setup”’>“WAN Service”, and you will see the WAN Port Information Table in
the screen similar to Figure 4-7, which describes the WAN port settings and the relevant
manipulation to each interface. After you add a new Lay2 Interface, please follow the instructions
below to complete the further configuration of WAN Interface. There are five different
configurations for the connection types, which are PPPoE, IPoE, Bridge, PPPoA, and IPoA. You
can select the corresponding types according to your needs.

Wide Area Network (WAN) Service Setup

Choose Add, Rermove or Editto configure a YWaN service over a selected interface

Interface Description Type Vlang021p VianMuxld lgmp NAT Firewall IPvG Mid Remove Edit

atmi.1 br_0_8_35 Bridoe INIA IiA Enabled Dizahled Disahled Disahled Dizahled B

l Remove A1l ][ Remove

Figure 4-7

& Note:

The following section adopts different VPI, VCI to introduce further configuration for the different
connection types, if you need to change the configuration of ATM PVC (VPI/VCI), you should go to
the previous section (4.4.1 Layer2 Interface) to configure them again.

44.21 ATM-EoA-PPPoE

If your ISP provides a PPPoE connection and you need to use an ATM Interface, follow the steps
below to add a WAN service over a selected ATM interface:

1. Add a new ATM interface and select EoA option for DSL Link Type (4.4.1.1 ATM Interface).

2. Click the Add button on the screen Figure 4-7 and you will enter the next screen as shown in
Figure 4-8. Click Next.

WAN Service Interface Configuration

Select a layer 2 interface far this service
Mote: For ATM interface, the descriptar string is {portld_vpi_vci)

Layer? Interface: atml/ (0_8_36) »

Figure 4-8

3. Select the WAN service type in Figure 4-9. If your ISP provides a PPPoE connection, select
PPPoE option. You can create a service name for the Service Description or leave it the
default name. Click Next.
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WAN Service Configuration

SelectWAN service type:
(& PPF over Ethermet (PPPoOE)

) IP over Ethernet
) Bridging

Enter Service Description: pppoe_0_8_38

Fortagoged service, enter valid 802.1P Priarity and 80210 VLAN 1D,
Foruntagged service, set-1 to both 802.1P Priority and 802.1Q VLAN 1D.

4.

Enter 802.1P Priority [0-7]: -1
Enter 802.10 VLAN ID [0-4094]: -1
Metwork Protocal Selection:
TPV Onlwy w
Figure 4-9

Enter the following parameters and then click Next.

PPP Username and Password

PPF usually requires that you have a user name and password to establish vour connection. In the hoxes below, enter the user name and password that vour ISP has provided to vou.

PPP Username: 1234567800
PPP Passwori: [ITTTITTIY]
PPPOE Service Name:
Authentication Method: AUTO »
MTU {bytes): 1480 (The defaultis 1480, do not change unless necessary.)

F Enahle Fullcone MAT

Dial on demand {with idle timeout timen
PPF IP extension

Use Static [Pv4 Address

Enahle PPF Dehug hiode

Ooo0Oooao

Bridge PPPOE Frames Between WAN and Local Ports

Multicast Proxy
Enable IGMP Multicast Proxy

Figure 4-10

» PPP Username/Password: Enter the User Name and Password provided by your ISP.

These fields are case-sensitive.

» PPPoE Service Name: Enter the Service Name if it was provided by your ISP. If you leave it

blank, the default name will be the same as the Service Description on the previous screen.

» Authentication Method: Select the Authentication Method from the drop-down list, the

default method is AUTO, and you can leave it as a default setting.
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& Note:

If you are not sure about the PPP IP extension and PPP Debug Mode etc. below, please don’t
select these options.

» MTU Size: Maximum Transmission Unit Size. Check this box then you can change the MTU
size. The default MTU value is 1480 Bytes. It is not recommended that you change the default
value unless required by your ISP.

Enable Fullcone NAT: It is a type of NAT, if not enabled, the default NAT will act.

Dial on demand (with idle timeout timer): The router will cut off the Internet connection after
it has been inactive for a specific period of time (idle timeout), and it will automatically
re-establish the connection as soon as you attempt to access the Internet again. If your
Internet is charged by time you may want to select this option in order to save money.

> PPP IP extension: Select this option to get the public IP address from the PPP server to your
PC, and the NAT and SPI Firewall will be closed. Sometimes you can think it as bridge while
PPP dialing in the router. It's a special feature deployed by some ISP. Unless your ISP
specifically requires this setup, do not select it.

> Use Static IPv4 Address: If your ISP gives you a static WAN, Gateway and DNS IP address,
select this option to enter them manually.

> Enable PPP Debug Mode: Select this option to debug the PPP function and you can see
many PPP log information in the System Log. Only PPP has this debug Mode.

> Bridge PPPoE Frames Between WAN and Local Ports: Select this option to start PPP
connection in your local PC.

» Enable IGMP Multicast Proxy: IGMP (Internet Group Management Protocol) is used to
manage multicasting on TCP/IP networks. Some ISPs use IGMP to perform remote
configuration for client devices, such as the router. The default value is disabled, and if you are
not sure, please contact your ISP or just leave it.

5. Select a preferred wan interface as the system default gateway in Figure 4-11 and click Next.

Routing -- Default Gateway
Default gatewsay interface list can have multiple WAN interfaces served as systern default gateways but only one will be used according to the priarity with the first being the higest and the last one the
lowe st priority if the VAN interface is connected. Priority order can be changed by rermaving all and adding them backin again.
Selected Default Gateway Interfaces Available Routed WAN Interfaces
pppl. 2
Figure 4-11

6. Configure the DNS Server Addresses on the screen below and click Next.
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DNS Server Configuration

Select DNS Server Interface fram available VAN interfaces OR enter static DNS server IP addresses for the system. In ATM mode, if only a single PV with IPoA or static IPoE protacol is configured, Static
DNS semver [P addresses must be entered

DNS Server Interfaces can have multiple VWAN interfaces served as system dns servers but only one will be used according to the priority with the first being the higest and the last one the lowest priority if
the VAN interface is connected. Priarity order can be changed by rermaving all and adding them back in again.

() Select DNS Server Interface from available WAN interfaces:
Gelected DNS Server Interfaces Awailable WWAN Interfaces

pppl. 2

(O Use the following Static DNS IP address:
Primary DNS server:

Secondary DNS server:

Figure 4-12
> Select DNS Server Interface from available WAN Interfaces: You can select this option to
automatically get DNS server information from the selected WAN interface.

» Use the following Static DNS IP Address: You can select this option to manually enter the
primary and /or optional secondary DNS server |IP addresses provided by your ISP.

&= Note:
If only single PVC with IPoA is configured, you must enter static DNS server IP addresses.

7. On the next screen you will see the detailed settings you've made. Please click the
Save/Apply button to save these settings.

WAN Setup - Summary

Wake sure that the settings below match the settings provided by your ISP.

Connection Type: FFPFOE

NAT: Enabled
Full Cone NAT: Disahled
Firewall: Enabled
IGMP Multicast: Enabled
Quality Of Service: Enabled

Click"SavelApply' to have this interface to be effective. Click"Back” to make any maodifications.

Back Save/ipply

Figure 4-13
8. On the next screen you will see the WAN Port Information Table with the new configuration.

Wide Area Network (WAN) Service Setup

Choose Add, Remove or Edit to configure a WAN service over a selected interface

Interface Description Type VIan8021p VianMuxld lgmp NAT Firewall IPv6 Mid Remove Edit
atmi.1 hr_0_8 35 Bridoe TiA TiA Enabled Dizabled Dizabled Disabled Dizabled ]
ppR0.2 pppoe_0_8_35 PFPOE MIA, MIA, Enabled Enabled Enabled Disabled Disabled r

[ Remowe All ][ Remove ]
Figure 4-14
> Remove All: Click Remove All, then all the interface in the table will be deleted.
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>

Remove: Select the check box in the table above and then click Remove, the corresponding
interface will be deleted in the table.

44.2.2 ATM-EoA-IPoE

If your ISP provides an IPoE connection and you need to use an ATM Interface, follow the steps
below to add a WAN service over a selected ATM interface:

1.
2.

Add a new ATM interface and select EoA option for DSL Link Type (4.4.1.1 ATM Interface).

Click the Add button on the screen (as shown Figure 4-7). Select WAN Service Interface over
ATM PVC on the next screen (as shown Figure 4-8).

If your ISP provides an IPoE connection, select IPoE option for the WAN service type on the
screen (as shown Figure 4-9), and click Next button to continue.

Enter parameters in the following blanks to configure the WAN IP Address and click Next.

WAN IP Settings

Enter infarmation provided to you by wour ISP to configure the WAN IP settings.
Motice: " Ohtain an IP address automatically” is chosen, DHCP will be enabled for PYC in IPOE mode.
If"Use the following Static IP address” is chosen, enter the WAN IP address, subnet mask and interface gateway.

(=) Obtain an IP address automatically

(73 Use the following Static IP address:

Option 60 Vendor ID:

Option 61 I1AID: (8 hexadecimal digits)
Option 61 DUID: (hexadecimal digit)
Option 125: (® Disable (O Enable

WANIP Address:
WAN Subnet Mask:
WAN gateway IP Address:

MTU {bytes): 1500 (optional)
Figure 4-15

Obtain an IP address automatically: Select this option, the router will be able to obtain IP
network information dynamically from a DHCP server provided by your ISP.

Note:

The response message from a DHCP server typically contains a number of configuration
parameters (DHCP options) for the router. The DHCP options include IP network information,
and also the vendor-specific options. In some cases, the router is implemented to perform
user-defined operations (as shown below). You can implement your own treatment of all such
options.

If the router is functioning as a DHCP client, it must identify itself in option 61 (client-identifier)
in every DHCP message. DUID/IAID is portion of option 61.

e Option 60 Vendor ID: The option code 60 used to identify Vendor class.
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e Option 61 IAID: IAID (Identity Association ID) assigns an Identity Association ID to
individual interfaces. In cases where the device is functioning with a single DHCP client
identity, it must use value 1 for IAID for all DHCP interactions. In cases where the device
is functioning with multiple DHCP client identities, the values of IAID have to start at 1 for
the first identity and be incremented for each subsequent identity. For example, the
device may use IAID value 1 for the first physical interface and value 2 for the second.
Alternatively, the device may use IAID value 1 for the virtual circuit corresponding to the
first connection object in the data model and value 2 for the second connection object in
the data model.

e Option 61 DUID: Specifies the name of the interface whose link-layer address the server
is to use as its DUID (DHCP Unique Identifier). You must enter a value for this parameter
or the server will not start. When the server starts, the DUID is written to the system log.

e Option 125: The option 125 allows DHCP server to be pre-configured with policy for
handling classes of devices in a certain way without requiring DHCP server to be able to
parse the unique format used in client-identifier option.

> Use the following IP Address: If you are provided with a static IP/gateway Address, please
select this option, and then enter the WAN IP Address, WAN Subnet Mask and WAN
gateway IP Address manually.

5. You will see the next screen as below. You can enable the NAT, SPI Firewall, and IGMP
Multicast, if you are not sure about the settings, just leave the default settings. Click Next.

Network Address Translation Settings

Metwork Address Translation {NAT) allows you to share one Wide Area Netwark (WAN) IP address for multiple computers on your Local Area Metwork (LAR).
Enahle MAT

[] Enahle Fullcone MAT

[] Enable Firewall

IGMP Multicast
Enable IGMP Multicast

Figure 4-16

> Enable NAT: This technology translates the IP addresses of a local area network to a
different IP address for the Internet. If this router is hosting your network’s connection to the
Internet, please select the check box. If another router exists in your network, you don’t need
to select the option.

> Enable Firewall: A SPI firewall enhances network’s security. Select the option to use a
firewall, or else without a firewall.

> Enable IGMP Multicast: This is disabled by default. This setting will not allow IGMP (Internet
Group Management Protocol) packets to be forwarded to the LAN. IGMP is used to manage
multicasting on TCP/IP networks. Most users will not need to enable this. Some ISPs use
IGMP to perform remote configuration for client devices, such as the router. If you are unsure,
check with your ISP.
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&= Note:
If you select the Enable NAT checkbox, the NAT menu will be added to the Web-based Utility. We
will describe the detailed configuration in 4.4.5 NAT.

6. Select a preferred WAN interface as the system default gateway and click Next.

Routing -- Default Gateway

Default gateway interface list can have multiple YWAN interfaces served as system default gateways but only one will he used according to the priority with the first being the higest and the last one the
lowest priority if the YWAN interface is connected. Priority arder can be changed by removing all and adding them back in again.

Selected Default Gateway Interfaces

Available Routed WAN Interfaces

atml. 3
pppl. 2

Figure 4-17

7. Configure the DNS Server Addresses on the screen as follows.

DNS Server Configuration

Select DNS Server Interface from available WAN interfaces OR enter static DNE server IP addresses far the systemn. In ATM mode, if anly a single PYC with IPoA or static IPoE protocol is configured, Static

DMS server IP addresses must be entered.

DNS Server Interfaces can have multiple WaAN interfaces served as system dns servers but only one will be used according to the priority with the first being the higest and the last one the [owest priority if
the WAN interface is connected. Priotity arder can be changed by rernoving all and adding them back in again.
@ Select DNS Server Interface from available WAN imterfaces:

Selected DNS Server Interfaces Available WAN Interfaces

atml. 3
pppl. 2

() Use the following Static DNS IP address:
Primary DNS server:

Secondary DNS server:

Figure 4-18

&= Note:
If only single PVC with IPoA is configured, you must enter static DNS server IP addresses.

8. On the next screen (as shown Figure 4-19) you will see the detailed settings you've made.
Please click the Save/Apply button to save these settings.
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WAN Setup - Summary

Connection Type:
NAT:

Full Cone NAT:
Firewall:

IGMP Multicast:
Quality Of Service:

Make sure thatthe settings below match the setings provided by your ISP.

IFoE
Enahled
Disabled
Disabled
Enabled
Enahled

Click "SaverApply' to have this interface to be effective. Click "Back” to make any modifications.

Back Save/Apply

Figure 4-19

44.2.3 ATM-EoA-Bridging

If you want to adopt the Bridge service and you need to use an ATM Interface, follow the steps
below to add a WAN service over a selected ATM interface:

1.

Add a new ATM interface and select EoA option for DSL Link Type (see 4.4.1.1 ATM
Interface).

Click the Add button on the screen Figure 4-7. Select WAN Service Interface over ATM PVC
on the next screen (as shown Figure 4-8).

Select Bridging option for the WAN service type on the screen (as shown Figure 4-9), and
click Next button to continue.

On the screen (as shown Figure 4-13) you will see the detailed settings you’ve made. Please
click the Apply/Save button to save these settings.

44.24 ATM-PPPoA

If your ISP provides a PPPoA connection and you need to use an ATM Interface, follow the steps
below to add a WAN service over a selected ATM interface:

1.

Add a new ATM interface and select PPPoA option for DSL Link Type (see_4.4.1.1 ATM
Interface).

Click the Add button on the screen Figure 4-7 and the next configuration is similar to PPPoE,
(see section 4.4.2.1 ATM-EoA-PPPoE). The difference is that you don’t need to set the
PPPoE Service Name and Bridge PPPoE Frames Between WAN and Local Ports on the
screen of Figure 4-10.

44.2.5 ATM-IPoA

If your ISP provides an IPoA connection and you need to use an ATM Interface, follow the steps
below to add a WAN service over a selected ATM interface.

1.

Add a new ATM interface and select IPoA option for DSL Link Type (see 4.4.1.1 ATM
Interface).

Click the Add button on the screen Figure 4-7 and the next configuration is similar to IPoE
(see section 4.4.2.2 ATM-EoA-IPoE). The difference is that you have to manually set the
Static IP Address on the screen of Figure 4-15, and the Static IP Address for DNS Server on
the screen of Figure 4-18.
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& Note:

ETH and ATM service can not coexist. If the ATM Interface had configured, you cannot configure
any other WAN service over the ETH Interface until the ATM Interface is deleted.

44.2.6 ETH-PPPoE

If your ISP provides a PPPoE connection and you need to use an ETH Interface, follow the steps
below to add a WAN service over a selected ETH interface:

1. Add a new ETH interface on the screen of 4.4.1.2 ETH Interface.

2. Click the Add button on the screen Figure 4-7 and the following configuration is similar to
PPPoE over ATM interface (see section 4.4.2.1 ATM-EoA-PPPoE).

4.4.2.7 ETH-IPoE

If your ISP provides an IPoE connection and you want to use an ETH Interface, follow the steps
below to add a WAN service over a selected ETH interface:

1. Add a new ETH interface on the screen of 4.4.1.2 ETH Interface.

2. Click the Add button on the screen Figure 4-7 and the next configuration is similar to IPoE
over ATM interface (see section 4.4.2.2 ATM-EoA-IPoE).

4.4.2.8 ETH-Bridge

If you want to adopt the Bridge service and you need to use an ETH Interface, follow the steps
below to add a WAN service over a selected ETH interface:

1. Add a new ETH interface on the screen of 4.4.1.2 ETH Interface.

2. Click the Add button on the screen Figure 4-7 and the next configuration is similar to Bridge
over ATM interface (see section 4.4.2.3 ATM-EoA-Bridg).

44.3 MAC Clone

Choose menu “Advanced Setup’>“MAC Clone”, you can configure the MAC address of the
WAN Interface as shown below.

The WAN Interface List displays the Lay2 Interfaces you have configured on the section 4.4.1
Layer2 Interface and its default MAC Address. If you have not configured corresponding WAN
Service for the interface on the section 4.4.2 WAN Service, the blank for MAC Address will display
“Need a corresponding WAN Service”.

The last one of WAN Interface List displays your PC’s current address.

MAC Address Clone

Setthe special MAC address to the selected WAN Service

Clone MAC address for pppo.2: Mot configured

Current PC MAC BrE26d:7:32:09 toppp02 ¥

Note: only the VAN ports can using MAC address clone. Al the clone MAC address MUST NOT be the same with each other.

Figure 4-20
Type the new value for the WAN Interface who's MAC Address you want to change.
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You can select corresponding WAN Interface from the drop-down list and click Clone button to
clone your current PC MAC.

Click Restore Default button to restore the WAN Interface’s default MAC Address.
& Note:

Only the WAN Ports can use MAC Address Clone function. All the clone MAC addresses must not
be the same with each other.

444 LAN

Choose “Advanced Setup’>“LAN”, it includes two menus: IPv4 LAN Config and IPv6 LAN
Config. The detailed descriptions are provided below.

-LAN
* IPvd LAN Config

*IPvb LAN Config

4.4.41 IPv4 LAN Config

Choose “Advanced Setup’>“LAN” ->“IPv4 LAN Config”, and you will see the LAN screen
(shown in Figure 4-21), the section allows you to configure the router’'s LAN ports settings.

Local Area Network (LAN) Setup

Configura the DSL Modam Router IP Address and Subnet Mask for LAM interface. Grouphame | Default

IP Address: 192,168, 1. 1
Subnet Mask: 256, 255, 256.0
Enahle IGMP Snooping
(%) Standard Mode
() Blocking Mode
() Disable DHCP Server
(3 Enable DHCF Server
Start IP Address: 182, 168, 1. 100
End IP Address: 182, 168, 1. 200
Leased Time (hour}: 24 (148}
Static IP Lease List: {A maximum 32 entries can be configured)
MAC Address IP Address Status Enable/Disable Edit Remove

[ Enable A11 ][ Selsct 411 || Remows

() Enable DHCP Server Relay
DHCP Server IP Address:
Mote: You have to disable NAT of the WAN caonnections. Or the DHCP Relay may not take effect!

[] Configure the second IP Address and Subnet Mask for LAN interface

Save/dpply

Figure 4-21
» IP Address: You can configure the router’s IP Address and Subnet Mask for LAN Interface.

o [P Address: Enter the router’s local IP Address, then you can access to the Web-based
Utility via the IP Address, the default value is 192.168.1.1.

29



LDRYELEENNE 150Mbps Wireless N ADSL2+ Modem Router User Guide

¢ Subnet Mask: Enter the router’'s Subnet Mask, the default value is 255.255.255.0.

» Enable IGMP Snooping: If you select the option, please choose the IGMP Mode: Standard
Mode or Blocking Mode.

> DHCP Server: These settings allow you to configure the router's Dynamic Host Configuration
Protocol (DHCP) server function. The DHCP server is enabled by default for the router's
Ethernet LAN interface. DHCP service will supply IP settings to computers which are
configured to automatically obtain IP settings that are connected to the router though the
Ethernet port. When the router is set for DHCP, it becomes the default gateway for DHCP
client connected to it. Keep in mind that if you change the IP address of the router, you must
change the range of IP addresses in the pool used for DHCP on the LAN.

o Start IP Address: Enter a value for the DHCP server to start with when issuing IP
addresses. Because the default IP address for the router is 192.168.1.1, the default Start
IP Address is 192.168.1.2, and the Start IP Address must be 192.168.1.2 or greater, but
smaller than 192.168.1.254.

e End IP Address: Enter a value for the DHCP server to end with when issuing IP
addresses. The End IP Address must be smaller than 192.168.1.254. The default End IP
Address is 192.168.1.254.

o Leased Time (hour): The Leased Time is the amount of time in which a network user will
be allowed connection to the router with their current dynamic IP address. Enter the
amount of time, in hours, then the user will be “leased” this dynamic IP address. After the
dynamic IP address has expired, the user will be automatically assigned a new dynamic IP
address. The default is 24 hours.

> Static IP Lease List: The function allows you to specify a reserved IP address for a PC on the
LAN, that PC will always obtain the assigned IP address each time when it accesses the
DHCP server. Reserved IP addresses should be assigned to servers that require permanent
IP settings. Click the Add Entries button in Figure 4-21, and then you will set the rule in the
screen as below.

DHCP Static IP Lease

Enter the Mac address and Static IP address then click "Saveldpphy .

MAC Address:

IP Address:

[ Save/ Apply

Figure 4-22

o MAC Address: The MAC address of the computer on the LAN which you want to reserve
an IP.

o [P Address: The IP address you want to reserved to the computer.

» Configure the second IP Address and Subnet Mask: You can configure the router’s
second IP Address and Subnet Mask for LAN Interface through which you can also access to
the Web-based Utility as the default IP Address and Subnet Mask.
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4.4.4.2 1Pv6 LAN Config

Choose “Advanced Setup’>“LAN” >“IPv6 LAN Config”, and you will see the LAN screen
(shown in Figure 4-23), here you can configure LAN IPv6 interface for your modem router.

IPv6é LAN Auto Configuration

Note: Stateful DHCPYE is supported based on the assumption of prefix length less than B4. Inferface 1D does NOT support ZERO COMPRESSION " Please enter the complete infarmation. For exampe
Please enter"0:0:0:2" instead of":2"

Static LAN IPv6 Address Configuration

Interface Address {prefix length is required):

IPvi LAN Applications
Enable DHCPYE Server

(@ Stateless
O Stateful
Start interface ID:
End interface I0:

Leased Time {hour):

Enahle RADVD
[] Enahle ULA Prefix Advertiserent
() Randomly Generate
O Statically Configure
Prefix:
Preferred Life Time {(hour);

Valid Life Time (hour):

Sawe/4pply

Figure 4-23

> Interface Address (prefix length is required): Here enter the prefix length of your interface
address.

» IPv6 LAN Applications: Select a type to assign IPv6 addresses to the computers in your
LAN. DHCPv6 Server and RADVD are provided.

For DHCPv6 Server:
1) If Stateless is selected, it doesn’t need to be configured.

2) If Stateful is selected, please complete the following parameters.

Enahle DHCPwE Server

() Stateless
(%) Stateful

Start interface ID: 0:0:0:2
End interface ID; 0:0:0:254
Leased Time {(hour): 24

o Start interface ID: Enter a value for the DHCPvV6 server to start with when issuing IPv6
addresses.
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e End interface ID: Enter a value for the DHCPvV6 server to end with when issuing IPv6
addresses.

e Leased Time (hour): The Leased Time is the amount of time in which a network user will
be allowed to connect to the modem router with their current dynamic IPv6 address.
Enter the amount of time, in hours, then the user will be “leased” this dynamic IPv6
address. After the dynamic IPv6 address has expired, the user will be automatically
assigned a new dynamic IPv6 address. The default is 24 hours.

For RADVD:
1) If Randomly Generate is selected, it doesn’'t need to be configured.

2) If Statically Configure is selected, please complete the following parameters.

Enable RADWVD

Enable ULA Prefix Advertisement
) Randomly Generate
(& Statically Configure

Prefix:
Preferred Life Time (hour): -1
Valid Life Time (hour): -1

e Prefix: Enter a value for the site prefix.

Click Save/Apply to make the configuration take effect.

4.4.5 NAT
NAT (Network Address Translation) allows you to share one WAN (Wide Area Network) IP
address for multiple computers on your LAN (Local Area Network).

& Note:

When you select PPPoA or PPPoE for the WAN Setup, or when you select Enable NAT for the
type of IPoA and IPoE connection (4.4.2 WAN Service), you will see the NAT menu in the
Web-based Utility (shown in Figure 4-24).

NAT -- Virtual Servers Setup

wirtual Server allows you to direct incoming traffic frorn WAN side (dentified by Protocol and External port) to the Internal server with private IP address on the LAN side.
The Internal partis required only ifthe external port needs to be converted to a different port number used by the server on the LAN side.

Amaximum 32 entries can be added manually.

A maximum 64 enfries can be added by UPnP clients

Server Name | External Port Start | External Port End | Protocol | Internal Port Start | Internal Port End | Server IP Address | WAN Interface  Status | Enable/Disable | Edit | Remove

[(4ad [ Enable 11 ][ Select 411 |[ Remove

Figure 4-24

Choose “Advanced Setup’>“NAT”, there are three submenus under the main menu: Virtual
Servers, Port Triggering, DMZ Host and ALG. Click any of them, and you will be able to
configure the corresponding function.
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-NAT

+*Virtual Servers

*Port Triggering

*ALG

4.4.5.1 Virtual Servers

Choose “Advanced Setup’>“NAT’->“Virtual Servers”, you can set up virtual servers on the
screen below (shown in Figure 4-25).

Virtual servers can be used for setting up public services on your LAN, such as DNS, Email and
FTP. A virtual server is defined as a service port, and all requests from the Internet to this service
port will be redirected to the computer specified by the server IP. Any PC that was used for a
virtual server must have a static or reserved IP Address because its IP Address may change when
using the DHCP function.

NAT -- Virtual Servers Setup

Virtual Server allows you to direct incoming traffic from YWiAN side (identified by Protocol and External port) to the Internal server with private IP address on the LAN side
The Internal partis required only ifthe external port needs to be converted to a different port number used by the server on the LAN side.

Amaximum 32 enties can be added manually.

Amaximum 64 entries can be added by UPnF clients

Server Name | External Port Start | External Port End | Protocol | Internal Port Start | Internal Port End | Server IP Address ' WAN Interface  Status Enable/Disable Edit| Remove

(4ad ][ Emable 411 ][ Select 411 |[ Remove
Figure 4-25

> Virtual Server Table: The table indicates the information about the Virtual Server entries.
e Server Name: This is the name of the Virtual Server. It is exclusive and must be filled in.

o External Port Start: The base number of External Ports. You can type a service port or
leave it blank.

o External Port End: The end number of External Ports. You can type a service port or
leave it blank.

¢ Protocol: The protocol used for this application, TCP, UDP, or TCP/UDP.

¢ Internal Port Start: The base number of Internal Ports. You can type a service port or
leave it blank.

¢ Internal Port End: The end number of Internal Ports. You can type a service port or leave
it blank.

e Server IP Address: The IP Address of the PC providing the service application.

¢ WAN Interface: The WAN Service Interface providing the service application.

Add: Click the Add button to add a new entry.

Y

Remove: Select the check box in the table (shown in Figure 4-25) and then click the Remove
button, then the corresponding entry will be deleted in the table.

To add a virtual server entry:

1. Click the Add button on the preceding screen Figure 4-25, and then you will see the new
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Virtual Server in the next screen as shown in Figure 4-26.

NAT -- Virtual Servers

Selectthe serice name, and enter the server IP address and click "Saveispply” to forward IP packets for this service to the specified server,
NOTE: The "Internal Port End" cannot be modified directly. Mormally, it is set to the same value as "External Port End". However, if you modify "Internal Port Start™, then "Internal Port End” will be
set to the same value as "Internal Port Start™
Remaining number of entries that can be configured:32
Use Interface: pppoe_0_8_38/pppl. 2 «

Service Name:
() Selecta Service: Select One v

) Custom Service:

Server IP Address: 192, 168, 1.
External Port Start External Port End Protocol Internal Port Start Internal Port End
TCP .
TCP v
TCP v
TCP .
TCP v
TCP .
TCP v
TCP v
TCP .
TCP v
TCP v
TCP v
Figure 4-26

2. Select the Interface which you want to use from the drop-down list.

3. Select the service which you want to use from the drop-down list. If the list does not have the
service you need, type the name of the custom service in the text box.

4. Type the IP Address of the computer in the Server IP Address text box.

5. Enter the External Port Start, External Port End, Internal Port Start and Internal Port End in
the table, and then select the protocol used for this Virtual Server, TCP, UDP or All.

6. Click Save/Apply to enable virtual server and then you will see your setting as shown in
Figure 4-25.

& Note:

If you select the service from the drop-down list, the External Port Start, External Port End,
Internal Port Start, Internal Port End and the Protocol will be added in the table automatically. You
only need to enter the Server IP Address for the Virtual Server.

4.4.5.2 Port Triggering

Choose “Advanced Setup’>“NAT’->“Port Triggering”, you can set Port Triggering on the
screen (shown in Figure 4-27).

Some applications require that specific ports in the router's firewall should be opened for access
by remote devices. Port Trigger dynamically opens up the 'Open Ports' in the firewall when an
application on the LAN initiates a TCP/UDP connection to a remote device using the triggering
ports. The router allows the remote party from the WAN side to establish new connections back to
the application on the LAN side using the open ports. A maximum 32 entries can be configured.
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NAT -- Port Triggering Setup

Some applications reguire that specific ports in the Router's firewall be opened for access by the remate parties. Port Trigger dynamically opens up the 'Open Pors' in the firewall when an application an
the LAN initiates a TCPIUDP connection to a remate party using the Triggering Ports
The Router allows the remote party from the WAN side to establish new connections back to the application on the LAN side using the 'Open Ports' A maximurm 32 entries can beconfigured

Trigger Open
Application Name Port Range Port Range WAN Interface Status Enable/Disable Edit Remove
Protocol Protocol
Start End Start End

(442 Enable a1l | Select 411 |[ Eemcve |

Figure 4-27
Port Triggering Table: The table indicates the information about the Port Triggering entries.

e Application (Name): This is the name of the Port Triggering. It is exclusive and must be
filled.

e Trigger: It includes the Protocol and the Start and End value of the Trigger Ports.
e Open: Itincludes the Protocol and the Start and End value of the Open Ports.

¢ WAN Interface: The WAN Service Interface setting the Port Triggering.

Add: Click the button to add a new entry.

Remove: Select the check box in the table (shown in Figure 4-27) and then click the Remove
button, then the corresponding entry will be deleted in the table.

To add a new Port Triggering:

1.

Click the Add button in Figure 4-27, and then you will see the new Port Triggering in the next
screen as shown in Figure 4-28.

NAT -- Port Triggering

Some applications such as games, video conferencing, remote access applications and others require that specific ports in the Router's firewall be opened for access by the applications. You can
configure the port settings from this screen by selecting an existing application or creating your owen {Custom application)and click"Save/Apply" to add it
Remaining number of entries that can be configured; 32

Use Interface: pppoe_0_8_35/pppl. 2

Application Name:

(&) Select an application: Select One “

> Custom application:

2.

Trigger Port Start Trigger Port End Trigger Protocol Open Port Start Open Port End Open Protocol
TCP v TCP .
TCP v ICP v
TCP v TCP v
TP v j3 v
TCP v ICP v
TCP v ICP v
TCP v TCP .
TCP v TCP .
Figure 4-28

Select the application from the drop-down list. If the list does not have the application that
you want, select the Custom application radio button, and type the name of the custom
application in the text box.
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3. Enter the Trigger Port Start, Trigger Port End, Open Port Start and Open Port End in the
table, and then select the Trigger protocol and Open protocol, TCP, UDP or All.

4. Click Save/Apply to enable the settings and then you will see your settings as shown in
Figure 4-27.

&= Note:

If you select the application from the drop-down list, the External Port Start, External Port End,
Internal Port Start, Internal Port End and the Protocol will be added in the table automatically.
4.4.5.3 DMZ Host

Choose “Advanced Setup’>“NAT’>‘DMZ Host”, you can set up DMZ Host on the screen
(shown in Figure 4-29).

The DMZ host feature can make a local host be exposed to the Internet for a special-purpose
service, such as online gaming or video conferencing.

NAT -- DMZ Host

The DSL Modem Router will forward IP packets from the WAN that do not belong to any ofthe applications configured in the Virtual Servers table to the DMZ host computer.
Enter the camputer's IP address and click 'SavefApply'to activate the DWZ host.

Clearthe IP address field and click 'SavefApply' to deactivate the DMZ host.

DMZ Host IP Address:

Save/Apply

Figure 4-29
To add a new DMZ Host:

You can enter the computer's IP address and then click Save/Apply to activate the DMZ host you
set on this page.

& Note:

DMZ host forwards all the ports at the same time. Any PC whose port is being forwarded must
have its DHCP client function disabled and should have a new static IP Address assigned to it
because its IP Address may change while using the DHCP function.

4454 ALG

Choose “Advanced Setup”’>“NAT’>“ALG”, and then you can configure the basic security in the
screen as shown in Figure 4-29.
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ALG

Selectthe ALG helow.

FTP Enabled
TFTF Enahbled
[] SIP Enabled
H.323 Enahled
RTSPF Enabled
IRC Enabled

Sawve/ Apply

Figure 4-30

Click the Save/Apply button to save your settings.
4.4.6 Security

Choose “Advanced Setup’>“Security”’, and you will see the security screen including IP
Filtering and MAC Filtering (only effective in Bridging mode) submenus.

=P Filtering
+ MAC Filtering

4.4.6.1 IP Filtering

The IP address filtering feature makes it possible for administrators to control user's access to the
Internet, which is based on user's IP. The IP address filtering here means Outgoing, the detailed
descriptions are provided below.

Choose “Advanced Setup’>“Security’>“IP Filtering”, you can configure Outgoing Filtering
rules on the screen (shown in Figure 4-31).

The Outgoing IP Filtering feature allows you to control some IP traffic from LAN to access to some
specifically addresses. By default, all outgoing IP traffic from LAN is allowed, but some IP traffic
can be BLOCKED by setting up filters.

Outgoing IP Filtering Setup

By default, all outgoing IP traffic frorm LAN i allowed, but some IP traffic can be BLOCKED by setting up filters.

Choose Add or Remove ta configure outgoing IP filters. A maximum 36 IP filters can be configured

Filter Name IP Version Protocol SrclP/ PrefixLength SrcPort DstlP/ PrefixLength DstPort Remove
sendmail-filter 4 TCP or UDP 192.168.1.222 21017.188.204 24 .|
Figure 4-31

Set up an Outgoing IP Filtering rule:

1. Click the Add button in Figure 4-31, and you will see the next screen as shown in Figure 4-32.
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Add IP Filter -- Qutgoing

The screen allows you to create a filter rule to identify outgoing IP traffic by specifying a new filter name and at leastone condition below. All ofthe specified conditions in this filter rule must be satisfied for
the rule to take effect. Click ‘SavelApply' to save and activate the filter,

Filter Name: sendmail-filter

IP Version: IFvd »
Protocol: TCP/UDP +
Source IP address[/prefix length]: 192, 168, 1, 222
Source Port {port or port:port):
Destination IP address[/prefix length]: 210.17. 188, 204
Destination Port {port or port:port): 25

Figure 4-32

2. Enter the Filter name for the rule, it is exclusive and must be filled.

3. Select the protocol: TCP/UDP, TCP, UDP or ICMP in the drop-down list for the connection
between the Source IP address and Destination IP address.

4. Enter a Source IP Address in dotted-decimal notation format and then type Source Port
(port or port: port) in the text boxes separately.

5. Enter a Destination IP Address in dotted-decimal notation format and then type Destination
Port (port or port: port) in the text boxes separately.

6. Click Save/Apply to save this entry.

& Note:

When you add an Outgoing IP Filtering entry, you must configure at least one condition on the
preceding screen except the Filter name. If you leave the Protocol blank, it means that the rule is
effective to all protocols, if you leave the Source IP Address and/or Destination IP Address blank,
it suggests that all Source IP Addresses and/or Destination IP Addresses are controlled by the
rule, if you leave the Source Port and/or Destination Port blank, it suggests that all Source Ports
and/or Destination Ports are controlled by the rule.

4.4.6.2 MAC Filtering

Choose “Advanced Setup’—>“Security’>“MAC Filtering”, you can configure MAC Filtering rules
on the screen as shown in Figure 4-33. The section allows you to control access to the Internet by
users on your local network based on their MAC Address.

& Note:

MAC Filtering is only effective on ATM PVC(s) configured in Bridging mode.
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MAC Filtering Setup

WAC Filtering is only effective on ATM PVCs configured in Bridge mode. FORVWARDED means that all MAC laver frames will be FORWARDED exceptthese matching with any of the specified rules in the
following table. BLOCKED means that all MAC layer frames will be BLOCKED except those matching with any of the specified rules in the following table

MAGC Filtering Policy Far Each Interface
VVARHING: Changing from one policy to another of an interface will cause all defined rules for that interface to be REMOVED AUTOMATICALLY! You will need to create new rules for the new policy.

Interface Policy Change
atm0.1 FORWARD ]
Change Policy
Choose Add or Remove to configure MAC filtering rules. A maximum 38 MAC filters can be configured
Interface Protocol Destination MAC Source MAC Remove
atm0.1 IGMP 00:11:22:33:44. A4 00:11:22:33:44.BB -
Figure 4-33

» Change Policy: There are two policies for the MAC filters: FORWARDED and BLOCKED.
Select the Change checkbox and click the Change Policy button to change from one policy
to another. When you set FORWARDED, it means that all MAC layer frames will be
forwarded except those matching with any of the specified rules in the table (shown in Figure
4-33). While BLOCKED means that all MAC layer frames will be blocked except those
matching with any of the specified rules in the preceding table.

» Add: Click the Add button, and then you can add a new MAC Filter in the next screen (shown
in Figure 4-33).

» Remove: Select the check box in the table (shown in Figure 4-33) and then click the Remove
button, and then the corresponding entry will be deleted in the table.

To add a MAC Filtering rule:

1. Click the Add button in Figure 4-33, and you will see the next screen similar to in Figure 4-34.

Add MAC Filter

Create afilter to identify the MAC layer frames by specifying at least one condition below, If multiple conditions are specified, all ofthem take effect.
Click"Save/Apply" to save and activate the filter.

Protocol Type: IGNF v
Destination MAC Address: O0:11:22:33:44: 804
Source MAC Address: 00:11:22:33:44: BB
WAN Interfaces (Configured in Bridge mode only): br_0_8 35/atml. 1 »
Save/Apply
Figure 4-34

2. Select Protocol Type in the drop-down list for the rule.
3. Enter Destination MAC Address and Source MAC Address in the text box.
4. Select the WAN interfaces from the drop-down list.
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5. Click Save/Apply to save this entry and then you will see your settings as shown in Figure
4-34.

4.4.7 Parental Control

Choose “Advanced Setup”’->“Parental Control”. You can configure the Parental Control on the
screen as shown in Figure 4-35. Time Restriction allows you to control the Internet activities of the
child by restricting the time of surfing. URL Filter limits every computer connected to the router to
access certain websites. These two features work independently.

Access Time Restriction

Amaximum 18 entries can beconfigured.

Days Time
MAC Status Enable/Disable Edit Remaove

Username
Mon Tue Wed Thu Fri Sat Sun Start Stop

[(4dd [ Enable A11 [ Select a1l [ Remove
Figure 4-35

4.4.7.1 Time Restriction

This feature allows you add time of day restriction to a special LAN device connected to the router.

Access Time Restriction

Armaximum 16 entries can beconfigured.

Days Time

Username MAC Status Enable/Disable Edit Remove
Mon | Tue | Wed | Thu | Fri | Sat | Sun | Start | Stop
child-1 00:11:22:33:44:CC ¥ % % W 18:00  21:00 |Enabled O

[ Erzble A11 |[ Select 411 || Remove
Figure 4-36

To add a Time Restriction entry:

1. Click the Add button in Figure 4-36, and then you will see the next screen as shown in Figure
4-37.
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Access Time Restriction

This page adds tirme of day restriction to a special LAM device connected to the Router. The "Browser's MAC Address" autornatically displays the MAC address ofthe LAMN device where the browseris
running

To restrict other LAN device, click the "Cther MAC Address” button and enter the MAC address of the other LAM device.

To find out the MAC address of a Windows based PC, go to command window and type "ipconfig jall”.

User Name: child-1

(O Browser's MAC Address:

() Other MAC Address(Xx:XXOeKx: 00:11:22:353:44:CC
Days of the week: Man Tue Wed Thu Sat Sun
Click to select: O ]
Start Blocking Time {hhzmm): 18:00
End Blocking Time (hhzmim): 21:00

Save/ipply

Figure 4-37
2. Enter the User Name of the LAN device connected to the router.

3. To restrict the device where the browser is running, select the Browser's MAC Address
radio button. The MAC Address has been automatically displayed in the text box. To restrict
other LAN devices, click Other MAC Address radio button and enter the MAC address of the
other LAN device.

4. Select the day to allow the rule to take effect in the table.

5. Enter the Start Blocking Time and End Blocking Time in the text box separately, and then
the device controlled will then be unable to connect to the internet during that time.

6. Click Save/Apply to save this entry and then you will see your settings as shown in Figure
4-36.

& Note:

The Time Restriction will not work correctly before the time of the device is set in “Management
- Internet Time”.

4.4.7.2 URL Filter

This feature allows you to configure the filter rules based on URL to control all the computers in the
LAN to access the specified port, and it is independent with Time Restriction feature.

URL Filter

Please selectthe list type first then configure the list entries. A maximum 200 urls can heconfigured.

URL List Type: (@ Disable (O Allow (O Deny
LAN IP Port Address Status Enable/Disable Edit Remaove
30 WAY.C0 0G| e, E0m Enabled O

[ Enable 411 [ Select 411 || Remove

Figure 4-38

There are three policies for the URL Filter.
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> Disable: URL Filter function will not take effect.
» Allow: Only allow the PCs to access the specified URL.
> Deny: Block the PCs to access the specified URL.

To add a URL Filter entry:
1. Check the Deny or Allow radio button. Here we take Deny for example.

2. Click the Add button in Figure 4-38 and then you will see the next screen as shown in Figure
4-39. Enter the URL Address and Port Number.

Parental Control -- URL Filter Acdd

Enter the address then click "SavefApply' to add the entry to the URL filter. LAMN IP is optional if you want to configure for specific LAN PC.

LAN IP Range: - (optional)

Port Number: B0 (Default 80 will be applied if leave hlank.)

Address: vy, google. com Add More

[ Save,/ Apply ]

Figure 4-39

3. Click Save/Apply to save this entry and then you will see your settings as shown in Figure
4-38. Every computer connected to the router will not access this URL address on the port.

4.4.8 Quality of Service

Choose “Advanced Setup’>“Quality of Service”, you can enable QoS (Quality of Service) on
the screen shown in Figure 4-40. QoS helps to prioritize data as it enters your router. By attaching
special identification marks or headers to incoming packets, QoS determines which queue the
packets enter, based priority. This is useful when there are certain types of data you want to give
higher priority, such as voice data packets give higher priority than Web data packets. This option
will provide better service of selected network traffic over various technologies.

QoS -- Queue Management Configuration

If Enahle QoS checkbox is selected, choose a default DSCP mark to autormatically mark incorming traffic without reference to a paricular classifier. Click 'SavefApply' button to save it
Note: If Enable Gos checkbox is not selected, all QoS will be disabled for all interfaces.
Note: The default DSCP mark is used to mark all egress packets that do net match any classification rules.

Enable Qo8

Select Default DSCP Mark No Changei-1) v
Save/bpply
Figure 4-40

Select the Enable QoS checkbox to enable all QoS for all interfaces.

Select a Default DSCP make from drop-down list to automatically mark incoming traffic without
reference to a particular classifier.

Click Save/Apply to save the current configuration.
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& Note:

The default DSCP mark is used to mark all egress packets that do not match any classification
rules.

4.4.8.1 Queue Config

Choose “Advanced Setup’>“Quality of Service’>“Queue Config”, you can set up virtual
servers on the screen below.

QoS Queue Setup

In ATM mode, maximurn 8 gueues can be configured

In PTW mode, maximum 8 gqueues can be configured

For each Ethernet interface, maximurm 4 queues can be configured

For each Ethernet WaN interface, maximurn 4 queues can he configured.

To add & gqueue, elick the Add button.

To remmove queues, check their remove-checkboxes, then click the Remaowve button

The Enable button will scan through every queues in the table. Queues with enable-checkbox checked will be enabled. Gueues with enable-checkbox un-checked will be disabled
The enable-checkbox also shows status ofthe queue after page reload.

Maote that iFWWMM function is disabled in Wireless Page, gueues related to wireless will nottake effects

The QoS function has been disabled. Queues would not take effects.

Name Key | Interface | Qid | Prec/Alg/Wght | DSL Latency | PTM Priority | Min Bit Rate(bps) | Shaping Rate(bps) | Burst Size{bytes) | Enable | Remove

Whitd Vaice Priority 1 wil 1 1/5F Enabled
W Voice Priarity 2 wil 2 2I5P Enabled
Whihd Video Priority 3 wil 3 ISP Enabled
WM Videa Priorite 4 wil 4 4/SP Enabled

WWhhi Best Effort 8 willl 8 5IEP Enabled
Wihitd Backoround [ wil [ BIEP Enabled
Wihitd Backoround 7 wil 7 7ISP Enabled

WM Best Effort 8 wil 8 a/sP Enabled

Default Gueue 33 atmQ 8 a/sp Pathl ] O

Figure 4-41

Click the Add button in Figure 4-41, and you can configure the QoS queue entry on the next
screen as shown in Figure 4-42.
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QoS Queue Configuration

This screen allows you to configure a QoS queue and add itto a selected laver? interface.
Name:

Enable: Enable
Interface: atmi
Queue Precedence: 1{WER[WFQ) ~ | qiower value, higher priarity)

- The precedence list shows the scheduler algarithm for each precedence level.
- Gueues of equal precedence will be scheduled based on the algorithm.
- Gueues of unegual precedence will be scheduled hased on SP.

Scheduler Algorithm

(=) YWeighted Round Robin
() Weighted Fair Queuing

Oueue Weight: 1 [1-63]

DSL Latency: Pathl

Sawe/Apply

Figure 4-42
Name: Set a name for the entry.
Enable: Select Enable option to take this entry effect.
Interface: Assigned a specific Wan Service for this QoS queue entry.

Queue Precedence: Specify precedence for this QoS queue entry.

YV V VYV V V

DSL Latency: Select latency path for the type of data transmission, only PathO is available for
this router.

After you specify the condition, click Save/Apply to save the entry and then you will see you
settings as shown in Figure 4-41.

& Note:

1) Lower integer values for precedence imply higher priority for this queue relative to others.

2) The queue entry configured here will be used by the classifier to place ingress packets
appropriately.

4.4.8.2 QoS Classification

This section will guide you to create a traffic class rule to classify the upstream traffic, assign
queue which defines the precedence and the interface and optionally overwrite the IP header
DSCP byte.

A rule consists of a class name and at least one condition below. All of the specified conditions in
this classification rule must be satisfied for the rule to take effect.
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QoS Classification Setup - maximum 32 rules can be configured.

-heckhox checked will be enabled. Fules with enable-checkbox un-checked will be disabled
i you disable YWMM funclion in Yireless Page, classificalion related o wirsless wall nof lake effects

The 205 function has been disabled. Classification nues weuld not fake effects.

CLASSIFICATION CRITERIA CLASSIFICATION RESULTS
SrclP! PrefixLength DsiP’ PrefixLength Prote SicPon DstPort DSCP Check 802,1F Check OQuene Key DSCP Mark 802.1F Mark Enable

Class Name Onder . Remove
Class Intl Eiher Type SicMAC Mask DsiMAC Mask

np-class 1 LA 00112344 AR 0

1 AF12 =

[(4d | [ Ensble |[ Remowe

Figure 4-43

Click the Add button Figure 4-43, and you can configure the QoS on the next screen.

Add Network Traffic Class Rule

This screen creates a traffic class rule to classify the ingress traffic into a priority queue and optionally mark the DSCP or Ethernet priority of the packet
Click 'Save/Apply' io save and activate the rule

Traffic Class Name: ftp-clazs
Rule Order: Last v
Rule Status: Enable

Specify Classification Criteria (A blank criterion indicates it is not used for classification.)
Class Interface: Law v

Ether Type: w
Source MAC Address:
Source MAC Mask:
Destination MAC Address: 00:11:22:33:44:44

Destination MAC Mask:

Specify Classification Results (2 blank value indicates no operation.)

Specify Class GQueue (Required): wl0&Eey1&Prel v
Mark Differentiated Service Code Point (DSCP): AF12{001100; -
Mark 802.1p priority: w

- Class non-vlan packets egress to a non-vlan interface will he tagged with ¥ID 0 and the class rule p-hits.

- Class vlan packets egress to a non-vlan interface will have the packet p-hits re-rarked by the class rule p-bits. No additional vian tag is added.
- Class non-vlan packets egress to avlan interface will be tagged with the interface WID and the class rule p-bits.

- Clases vlan packets egress to a vlan interface will be additionally tagged with the packet D, and the class rule p-hits.

Apply/ Save

Figure 4-44
After you specify the condition, click Apply/Save to save the entry.

4.4.9 Bandwidth Control

Choose “Advanced Setup”’>“Bandwidth Control” and then you will see the screen as shown in

Figure 4-45. This page allows you to enable this function and to configure the value of Total
Upstream/Downstream Bandwidth.
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Bandwidth Control

This page allows you to enahle or disable Bandwidth Control. Only when the hox before "Enable Bandwidth Control” is checked can the following configurations take effect.

Click "SaveiApply" button to save it

Note:

If Enable checkbox is not selected, all Bandwidth Control rules will be disactived.

If your line type is ADSL, make sure that Total Upstream/Downstream Bandwidth is not greater than Line Upstream/Downstream Rate, otherwise Bandwidth Control may not take effect.

Enalle Bandwidth Control

Line Type: (& ADSL (O Other
Total Upstream Bandwidth: Khps
Total Downstream Bandwicdth: Kbps

Sawe/Apply

Figure 4-45
> Enable Bandwidth Control: Check this box to enable the Bandwidth Control function.
» Total Upstream Bandwidth (Kbps): Enter the upload speed through the WAN port.
» Total Downstream Bandwidth (Kbps): Enter the download speed through the WAN port.
> Save/Apply: Click this button to make the configuration take effect.
&= Note:

The Total Upstream Bandwidth and Total Downstream Bandwidth are required to be configured.

4.49.1 Rules List

Choose “Advanced Setup’>“Bandwidth Control” >“Rules List” and then you will see the
screen as shown in Figure 4-46. This page allows you to view and configure TC rules.

Bandwidth Control Rules List

This page displays Bandwidth Control rules. You can click corresponding buttons to configure these rules. A maxmurm 16 entries can be configured.
If max bandwidth is not configured or greater than total bandwidth, then it will take effect with total bandwidth.
Make sure the sum of min bandwidth is less than total idth, otherwise B: idth Control may not take effect.

Upstream Bandwidth {Kbps) Downstream Bandwidth {(Kbps)
Description Priority Status Edit (]
Min Max Min Max

[ Enable ][ Disable ][ Remove ]

Figure 4-46

To add a TC rule, click the Add button and you can configure it in the screen as shown in Figure
4-47.
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Bandwidth Control Rule Configuration

This page allows you to configure a Bandwidth Contral rule entry. Each ofthe rules can be configured for a specific priority. The rule entry configured here will be used to
cantral the rates of upstream and downstream packets.
Click"Saveidpph to save the rule.

Rule Status: () Enable () Disahle
IP Range: 182,168, 1. 101 - 192, 168. 1. 103
Port Range: B0
Protocol: TCF/TDP
Priority: 4 v
Min Rate Max Rate
Upstream: 100 - 200 Kbps
Downstream: 400 -| 800 kKhps
Figure 4-47

Rule Status: Select the status of the rule from the drop-down list to enable or disable the rule.
IP Range: Enter a single IP address or a range of IP addresses.

Port Range: Enter a single port or a range of ports.

YV V VY VY

Protocol: Select a protocol type from the drop-down list. TCP, UDP and ALL are available
here.

»  Priority: Select priority form the drop-down list. There are five options: Highest, 1, 2, 3,4, 5, 6
and Lowest. The default precedence of the rule is 4.

» Upstream: Enter the min and max upload speed through the WAN port.
> Downstream: Enter the min and max download speed through the WAN port.

After completing the above configuration, click the Save/Apply button to make it take effect and
then you will see the following list as shown in Figure 4-48. If you want to modify the rule, click the
Edit button. If you want to delete the rule, check the Remove box first and then click the Remove
button.

Bandwidth Control Rules List

This page displays Bandwidth Control rules. You can click corresponding buttons to configure these rules. A maximum 16 entries can be configured.
If max bandwidth is not configured or greater than total bandwidth, then it will take effect with total bandwidth.
Make sure the sum of min bandwidth is less than total bandwidth, otherwise Bandwidth Control may not take effect.

Upstream Bandwidth (Kbps) Downstream Bandwidth (Kbps)
Description Priority Status Edit [
Min Max Min Max
192.168.1.101-192.168.1.103, 80, TCRIUDP 4 100 200 400 800 Enabled O

[ Enable ][ Dizable ][ Remowe

Figure 4-48
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& Note:

The priority, max upstream/downstream rate and min upstream/downstream rate work on
allocation of surplus upload/download bandwidth. For rules with different priority, the surplus
bandwidth is firstly allocated to the rule with the highest priority according to its max
upstream/downstream rate. If there still has surplus bandwidth, it is allocated to the rule with
hypo-high priority. For rules with the same priority, the surplus bandwidth is allocated to them
according to their min upstream/downstream rate. The greater a rule’s min upstream/downstream
rate is, the more bandwidth it gets.

4.4.10 Routing

Choose “Advanced Setup”’>“Routing’, it includes three menus: Default Gateway, Static Route
and RIP. The detailed descriptions are provided below.

+ Default Gateway
+ Static Route

4.4.10.1 Default Gateway

Choose “Advanced Setup’->“Routing’>“Default Gateway”, you can see the Default Gateway
screen.

Routing -- Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one will be used according to the priority with the first being the
highest and the last one the lowest priarity if the YWAM interface is connected. Priority order can he changed by removing all and adding them back in again.

Selected Default Gateway Interfaces Available Routed WAN Interfaces
pppl. 2

Select a preferred wan interface as the systern default IPYE gateway.
Selected WAN Interface N0 CONFIGURED INTERFACE «

Sawe/bpply

Figure 4-49
4.4.10.2 Static Route

Choose “Advanced Setup’>“Routing”>“Static Route”. You can see the Static Route screen,
this screen allows you to configure the static routes (shown in Figure 4-50). A static route is a
pre-determined path that network information must travel to reach a specific host or network.
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Routing -- Static Route

Armaximum 32 entries can heconfigured.

IP Version DstlP/PrefixLength Gateway Interface Metric Status Enable/Disable Edit Remove

[ Enable 411 |[ Select A1l || Remove

Figure 4-50

To add static routing entries:

1.

Click the Add button in Figure 4-50, and you will see the screen as shown in Figure 4-51.

Routing -- Static Route Add

Enter the destination network address, subnet mask, gateway AMNDIOR available YWAN interface then click "Savelfpply" to add the entry to the routing table.

{optional: mettic number should be greater than or equal to zera)

IP Version: IPwd -
Destination IP addressiprefix length: 210.17. 156, 203
Interface: LAN/br0 w
Gateway IP Address: 255, 2Bh. 255, D|

Metric:

[ Save/Apply

3.

Figure 4-51
Enter the following data:

IP Version: Select the version of IP.

Destination IP Address/prefix length: The Destination IP Address is the address of the
network or host that you want to assign to a static route.

Interface: Select the Interface name in the text box, or else, the default Use Interface will be
adopted for the Static Route.

Gateway IP Address: If you select the IPoE or IPOA mode for Interface, the screen above
will display this item, you should type the Gateway address correctly, and the other option for
Interface will adopt the default Gateway address for the Static Route.

Click Save/Apply to and then you will see you settings as shown in Figure 4-50.

To remove a static routing entry:

1. Select the Remove check box according to the entry in the Figure 4-50.
2. Click the Remove button, and the entry will be deleted.
&= Note:

Gateway |IP address should be correctly configured if IP based Interface (IPoE, IPoA) is selected.
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4.410.3 RIP

Choose “Advanced Setup”’->“Routing”>“RIP”, you can see the screen as shown in Figure 4-52.

Routing -- RIP Configuration

NOTE: RIP CANNOT BE CONFIGURED on the WAN interface which has NAT enabled {such as PPPoE).

Ta activate RIP for the WWAN Interface, selectthe desired RIP version and operation and place a check in the ‘Enabled’ checkbaox. To stap RIF an the YWAN Interface, uncheck the
‘Enabled’ checkbox. Click the "Save/Apply' button to startfstop RIP and save the configuration.

Interface Version Operation Enabled
atmo.1 2w Paszive w O
Figure 4-52
& Note:

RIP cannot be configured on the WAN Interface which has NAT enabled (such as PPPoE).
4.4.11 DNS

When you select the connection type PPPoE, PPPoA or IPoA for WAN configuration, you will see
the DNS menu in the Web-based Utility. It includes DNS Server and Dynamic DNS submenus.

+Dynamic DNS

4.4.11.1 DNS Server

Choose “Advanced Setup’>‘DNS’->‘DNS Server’, and you can see the DNS Server
Configuration screen as shown in Figure 4-53.
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DNS Server Configuration

Belect DNS Server Interface from available WaAN interfaces OR enter static DN server IP addresses for the system. In ATM mode, if only a single PVC with IPoA or static IPoE protocol is configured, Static
DME server IP addresses must be entered

DHNS Server Interfaces can have multiple WAR interfaces served as system dns serers but only one will be used according to the priority with the first being the higest and the last one the lowest priority if
the WAN interface is connected. Priotity order can be changed by removing all and adding them back in again

(@ Select DNS Server Interface from available WAN interfaces:

Selected DNS Server Interfaces Availahle YWAM Interfaces
pppl. 2

() Use the following Static DNS IP address:
Primary DNS server:
Secondary DNS server:
Belect the configured YWAN interface for IPvG DNS server information OR enter the static IPvG DNS server Addresses

Mote that selecting a YWANM interface for IPv6 DNS server will enable DHCPyE Client on that interface

Ohtain IPvE DMNE info from a YWAN interface:

‘WAN Interface selected:

(@ Use the following Static IPvE DNS address:
Primary IPv6 DNS server:

Secondary IPv6 DNS server:

Save/Apply

Figure 4-53

For PPPoA, PPPoE enabled PVC(s), please select the Select DNS Server Interface from
available WAN interfaces checkbox, this modem router will accept automatically the first
received DNS assignment from the selected configured WAN interface during the connection
establishment.

For single PVC with IPoA, static IPoE protocol, please select the Use the following Static DNS IP
address checkbox, and enter the primary and /or optional secondary DNS server IP addresses
provided by your ISP.

Here you can also select a configured WAN interface for IPv6 DNS server or enter the static IPv6
DNS server Addresses provided by your ISP.

Click the Save/ Apply button to save the new configuration.
4.4.11.2 Dynamic DNS
Choose “Advanced Setup’>“DNS”"->“Dynamic DNS”, you can see the Dynamic DNS screen,

this screen allows you to configure the Dynamic DNS (shown in Figure 4-54).

The modem router offers a Dynamic Domain Name System (DDNS) feature. DDNS lets you
assign a fixed host and domain name to a dynamic Internet IP Address. The Dynamic DNS service
allows you to alias a dynamic IP address to a static hostname in any of the many domains,
allowing your modem router to be more easily accessed from various locations on the Internet.
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Dynamic DNS

The Dyharmic DNS senvice allows you to alias a dynarmic IP address to 3 static hosthame in any of the mary domains, allowing your DSL Modem Router to be more easily accessed from various locations
on the Internet

Choose Add or Remove to configure Dynamic DNS

Hosthame Username Service Interface Remove

Figure 4-54

To add a DDNS entry:

1. Click the Add button (pop-up after Figure 4-54), and then you will set the DDNS in the next
screen (shown in Figure 4-55).
Add Dynamic DNS
This page allows you to add a Dynamic DMS address fram CynDRE org, TZ0 or MO-IP.
D-DNS provider: No-IP w
Hostname:
Interface: pppoe_0_8_35/ppp0. 2
No-IP Settings
Username:
Password:
Figure 4-55
2. Select D-DNS provider in the drop-down list.
3. Enter the Hostname of the DNS Server, and select the corresponding Interface for the
DDNS, you can leave it default.
4. Type the User Name and Password for your DDNS account.

Click Save/Apply to save your settings.

4412 DSL

Choose “Advanced Setup”’>“DSL”, you can see the DSL Settings screen, this screen allows you
to configure the DSL (shown in Figure 4-56).
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DSL Settings

Select the modulation below.
G.DmtEnabled
3 lite Enabled
T1.413 Enabled
ADSLZ Enabled
AnnexL Enabled
ADSL2+ Enabled

[] AnnexM Enabled

Select the phone line pair below.
(@) Inner pair

() Outer pair

Capability
Bitzwap Enable

[] SRAEnable

Save/Apply

Figure 4-56

You can select the modulation type, phone line pair and the capability of Bitswap or SRA. After
you set them up, click Save/Apply to save the configurations.

4.413 UPnP

Choose “Advanced Setup”>“UPnP”, you can Enable or Disable the UPnP (Universal Plug and
Play) protocol on the screen.

UPNP (Universal Plug and Play) is a distributed, open networking standard that uses TCP/IP for
simple peer-to-peer network connectivity between devices. An UPnP device can dynamically join
a network, obtain an IP address, convey its capabilities and learn about other devices on the
network. In turn, a device can leave a network smoothly and automatically when it is no longer in
use. UPnP broadcasts are only allowed on the LAN.

UPNnP Configuration

MOTE: UPnP is activated anly when there is a live WAN service with NAT enabled.

Enable UPnP protacol

Save/Apply

Figure 4-57
Select the checkbox and click Save/Apply to enable the UPnP function.
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4.4.14 Interface Grouping

Choose “Advanced Setup”>“Interface Grouping”, you can configure multiple ports to PVC and
bridging groups to perform as an independent network.

Interface Grouping

Interface Grouping supports rmultiple ports to PYC and bridging groups. Each group will perform as an independent network. To support this feature, you must create mapping aroups with appropriate LAN
and WAN interfaces using the Add button. The Remave button will remaove the grouping and add the ungrouped interfaces to the Defadlt group. Only the default group has IP interface. A maxirurm 16
entries can be configured

Group Name Remove WAN Interface LAN Interfaces DHCP Vendor IDs
LAN1
LANZ
Defaull :L"gg; LAN3
! WLAMN
GLUEST NETWORK

Figure 4-58

To support this feature, you must create mapping groups with appropriate LAN and WAN
interfaces using the Add button. The Remove button will remove the grouping and add the
ungrouped interfaces to the Default group. Only the default group has IP interface.

To create a new interface group:

1.

Click the Add button. You can add a new interface group in the next screen.

Interface grouping Configuration

To create a new interface group:
1. Enter the Group name and the group name must be unique and select either 2. (dynarmic) or 3. (static) below:

2. Ifyou like to automatically add LAN clients to a WAN Interface in the new group add the DHGP vendor ID string. By configuring a DHGP vendar 1D string any DHCP client request with the specified vendar
D {DHCP option B0y will be denied an IP address from the local DHCP server.

J.3electinterfaces fram the available interface list and add itto the grouped interface list using the arrow buttons to create the regquired mapping ofthe ports.
Note that these clients may obtain public IP addresses

4. Click ApplySave button to make the changes effective immediatety
IMPORTANT If a vendor ID is configured for a specific client device, please REBOOT the client device attached to the modem to allow it to obtain an appropriate IP address.

Group Name:

WAN Interface used in the grouping br_0_8 35/atmd. 1 v
Grouped LAN Interfaces Available LAN Interfaces
LAN1
LaN2
LAN3
B
GUEST NETWORK

Automatically Add
Clients With the
following DHCP
Vendor IDs

Saved dpply

Figure 4-59
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2. Enter a unique name for Group.

3. Select the Interface which you want to use from the drop-down list.

& Note:

If you like to automatically add LAN clients to a WAN Interface in the new group add the DHCP
vendor ID string. By configuring a DHCP vendor ID string any DHCP client request with the
specified vendor ID (DHCP option 60) will be denied an IP address from the local DHCP server.

4. Select interfaces from the available interface list and add it to the grouped interface list using
the arrow buttons to create the required mapping of the ports.

&= Note:
These clients may obtain public IP addresses.

5. Click Save/Apply to make the entry effective immediately.

& Note:

If a vendor ID is configured for a specific client device, please REBOOT the client device attached
to the modem to allow it to obtain an appropriate IP address.

4.4.15 IP Tunnel

IPv6 tunnel is a kind of transition mechanism to enable IPv6-only hosts to reach IPv4 services and
to allow isolated IPv6 hosts and networks to reach each-other over IPv4-only infrastructure before
IPv6 completely supplants IPv4. It is a temporary solution for networks that do not support native
dual-stack, where both IPv6 and IPv4 run independently.

Choose “Advanced Setup”>“IP Tunnel’, it includes two menus: IPv6inIPV4 and IPv4inIPv6,
The detailed descriptions are provided below.

4.4.15.1 IPv6inlPv4

Choose “Advanced Setup’>“IP Tunnel’>“IPv6inlPv4”. You can see the 6in4 tunnel
configuration screen, this screen allows you to configure the static routes (shown in Figure 4-60).

IP Tunneling -- 6in4 Tunnel Configuration

Name WAN LAN Dynamic IPv4 Mask Length 6rd Prefix Border Relay Address Remove

[ Eemove A11 ][ Remowe
Figure 4-60

Click the Add button in Figure 4-60, and you can configure the 6in4 tunnel on the next screen as
shown in Figure 4-61.
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IP Tunneling -- 6ind Tunnel Configuration

Currently, only Brd configuration is supported.

Tunnel Name:
Mechanism: £RD w
Associated WAN Imerface: b
Associated LAN Interface: LAl /b0 w

@ Manual O Automatic
IPv4 Mask Length:
6rd Prefix with Prefix Lenoth:

Border Relay IPvd Address:

Save/4pply

Figure 4-61

» Mechanism: 6RD, this type is used in the situation that your WAN connection is IPv4 while
LAN connection is IPv6.

» Associated WAN Interface: Select a WAN connection from the drop-down list. Only the
connected WAN connections can be shown in the drop-down list.

» Associated LAN Interface: Select a LAN connection from the drop-down list. Only the
connected LAN connections can be shown in the drop-down list.

> IPv4 Mask Length: The length of the selected WAN connection’s IPv4 mask.

>  6rd Prefix with Prefix Length: The length of the 6rd prefix.

> Border Relay IPv4 Address: The IPv4 address of the border relay router of 6RD tunnel.
Click Save/Apply to make the configuration take effect.

& Note:

In this type, there should not have any IPv6 WAN connections. If there are IPv6 WAN connections,
the page will prompt you to delete all the IPv6 WAN connections.

4.4.15.2 IPv4inIPv6

Choose “Advanced Setup’>“IP Tunnel’>“IPv4inlPv6”. You can see the 4in6 tunnel
configuration screen, this screen allows you to configure the static routes (shown in Figure 4-62).

IP Tunneling -- 4in6 Tunnel Configuration

Name WAN LAN Dynamic AFTR Remove

[ Remowe 411 ][ Remowe

Figure 4-62

Click the Add button in Figure 4-62, and you can configure the 6in4 tunnel on the next screen as
shown in Figure 4-63.
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IP Tunneling -- 4in6 Tunnel Configuration

Currently, only D5-Lite configuration is supported.

Tunnel Name:

Mechanism: D5-Lite w
Associated WAN Interface: A
Associated LAN Interface: Lal/br0 w

(=) Manual O Autornatic
AFTR:

[ Save/ Apply

Figure 4-63

» Mechanism: DS-Lite, this type is used in the situation that your WAN connection is IPv6 while
LAN connection is IPv4.

» Associated WAN Interface: Select a WAN connection from the drop-down list. Only the
connected WAN connections can be shown in the drop-down list.

» Associated LAN Interface: Select a LAN connection from the drop-down list. Only the
connected LAN connections can be shown in the drop-down list.

> AFTR: Enter the IPv6 address of the remote node.

Click Save/Apply to make the configuration take effect.

& Note:

In this type, there should not have any IPv4 WAN connections. If there are IPv4 WAN connections,
the page will prompt you to delete all the IPv4 WAN connections.

4.4.16 IPSec

Choose “Advanced Setup’>“IPSec”, you can Add/Remove or Enable/Disable the IPSec tunnel
connections on the screen as shown in Figure 4-64.

IPSec Tunnel Mode Connections

Add, remove or enable/disable IPSec tunnel connections from this page.

DPD - Dead Peer Detection (Caution! May Cause Transmission Unstable}

Connection Name Remote Gateway Local Addresses Remote Addresses Status | Enable/Disable Edit Remove
[ Add New Cornection ] [ Enable Al11 ” Select All H Remove
Figure 4-64

This section will guide you to configure a VPN tunnel between two TD-W8950Ns. The topology is
as follows.
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WAN IP
219,134 112,246

]

TO-Va950H

LAN IP: 192.168.1.1
Subnetmask: 255.255.255.0

& Note:

You could also use other VPN routers to set VPN tunnels with TD-W8950N. TD-W8965N supports

up to 10 VPN tunnels simultaneously.

Click Add New Connection in Figure 4-64 and then you will enter the screen shown in Figure

4-65.

WAN IP
218.134.12.247

TO-Vig950N

LAN IP: 192.168.2.1
Subnetmask: 255.255.255.0

( .. %
{23 ﬁg:?-‘ﬁﬁ? 100 @ m‘ﬂm

IPSec Settings

IPSec Connection Name:

Remote IPSec Gateway Address{URLAPv4):

Tunnel access from local IP addresses:
IP Address for VPN:

IP Subnetmask:

Tunnel access from remote IP addresses:
IP Address for VPN:

IP Subnetmask:

Key Exchange Method:
Authentication Method:
Pre-Shared Key:

Perfect Forward Secrecy:

Advanced IKE Settings:

new conhection

0.0.0.0

Subnet v
0.0.0.0
255, 266, 255.0

Subnet v
0.0.0.0
255, 266, 265.0

buto(IKE)
Pre—Shared Key v

key

Dizable »

[ Show Advanced Settings ]

[ Save/Lpply ]

Figure 4-65

> IPSec Connection Name: Enter a name for your VPN.
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Y V VYV VY

Remote IPSec Gateway Address (URL/IPv4): Enter the destination gateway IP address in
the box which is the public WAN IP or Domain Name of the remote VPN server endpoint.

Tunnel access from local IP addresses: Choose Subnet if you want the Whole LAN to join
the VPN network, or else choose Single Address if you want single IP to join the VPN network.

IP Address for VPN: Enter the IP address of your LAN. (For example: Input 192.168.1.1 in
Device1, Input 192.168.2.1 in Device2)

IP Subnetmask: Enter the Subnet mask of your LAN. ( For example: Input 255.255.255.0 in
both Device1 and Device2)

Tunnel access from remote IP addresses: Choose Subnet if you want the Remote Whole
LAN to join the VPN network, or else choose Single Address if you want single IP to join the
VPN network.

IP Address for VPN: Enter the IP address of the Remote LAN. ( For example: Input
192.168.2.1 in Device1,Input 192.168.1.1 in Device2)

IP Subnetmask: Enter the subnetmask of the remote LAN. ( For example: Input
255.255.255.0 in both Device1 and Device2)

Key Exchange Method: Select Auto (IKE) or Manual.
Authentication Method: Select Pre-Shared Key (recommended).
Pre-Shared Key: Input the Pre-Shared key for Authentication. (For example: Input 12345678)

Perfect Forward Secrecy: PFS is an additional security protocol.

We recommend you leave the Advanced Settings as default value.

After complete the basic settings and click Save/Apply in both Device1 and Device2, PCs in LAN1
could conmmunicate with PCs in remote LAN2. (For example: You can ping the IP address of PC2
which is 192.168.2.100 in PC1)

& Note:

The VPN Servers Endpoint from both ends must use the same pre-shared keys and Perfect
Forward Secrecy settings.

Click Show Advanced Settings and then you can configure the Advanced Settings.
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Advanced IKE Settings: [ Hide Advanced Settings
Phase 1
Mode: Main “
My ldentifier Type: Local Wan IP
My Ildentifier:
Remote ldentifier Type: Femote Wan IP +
Remote Identifier:
Encryption Algorithi: 3DES w
Integrity Algorithim: MG w»
Select Diffie-Hellman Group for Key Exchange: 1024bit
Key Life Time: 3500 Seconds
Phase 2
Encryption Algorithm: JDES £
Integrity Algorithm: JLINJTRES
Key Life Time: 3600 Seconds
[ Sawe/ Apply
Figure 4-66

» Main Mode: Select Main Mode to configure the standard negotiation parameters for IKE
phase1.

> Aggressive Mode: Select Aggressive Mode to configure IKE phase1 of the VPN Tunnel to
carry out negotiation in a shorter amount of time. (Not Recommended-Less Secure)

& Note:

The difference between the two is that aggressive mode will pass more information in fewer
packets, with the benefit of slightly faster connection establishment, at the cost of transmitting the
identities of the security firewall in the clear. When using aggressive mode, some configuration
parameters such as Diffie-Hellman groups, and PFS can not be negotiated, resulting in a greater
importance of having "compatible" configuration on both ends.

> Key Life Time:

Enter the number of seconds for the IPSec lifetime. It is the period of time to pass before
establishing a new IPSec security association (SA) with the remote endpoint. The default value is
3600.

& Note:

If you want to change the default settings of Advanced Settings, please make sure that both VPN
server endpoints use the same Encryption Algorithm, Integrity Algorithm, Diffie-Hellman Group
and Key Life time in both phase1 and phase2.

4.4.17 Multicast

Choose “Advanced Setup’->“Multicast”, you can configure the IGMP protocol on the screen.
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IGMP Configuration

Enter IGMP protocal configuration fields if yvou want modify default values shown below,

Default Version: 5]
Cuery Interval: 125
Ouery Response Interval: 10
Last Member Query Interval: 10
Robustness Value: 2
Maximum Multicast Groups: 2R
Maximum Multicast Data Sources (for IGMPv3 2 {1 - 24): 10
Maximum Multicast Group Members: 25
Fast Leave Enable:
LAN to LAN {Intra LAN) Multicast Enable: F

Save/Apply

Figure 4-67
Click Apply/Save to save your settings.

4.5 IPTV

Choose “IPTV”, and you will see the screen as shown in Figure 4-68.

IPTV Settings

Enable IPTV

Flease selectthe LAM port for IPTY connection and connect the set-top box (STH) to that port.
(O LANT @) LANZ O LANZ O LANS
Flease set PYC parameters for IPTY connection.
VPI: 8 (0-255)
VCIE a1 (1-65535)
Enable IPTV Bandwidth Guarantee [[]  Dewice's Bandwidth Control Function is disabled, Click here to enable it

Min Rate{kbps) Max Rate{Kbps)

Upstreanm: 0 1]
Drownstream: 1] 1}
Figure 4-68

» Enable IPTV: Check this box to enable IPTV. If this checkbox is selected, please set the
following parameters as shown in the figure below. Make sure the following settings are

correct.
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>
>

VPI (0~255): Identifies the virtual path between endpoints in an ATM network. The valid range
is from 0 to 255. Please input the value provided by your ISP.

VCI (1~65535): Identifies the virtual channel endpoints in an ATM network. The valid range is
from 1 to 65535 (1 to 31 is reserved for well-known protocols). Please input the value
provided by your ISP.

Enable IPTV Bandwidth Guarantee: Check this box to enable IPTV Bandwidth Guarantee. If
this checkbox is selected, please set the following parameters as shown in the figure below.

Upstream: Enter the min and max upload speed through the WAN port.

Downstream: Enter the min and max download speed through the WAN port.

Click the Save/Apply button to save your settings.

4.6 Wireless

Choose “Wireless”, there are six submenus to configure Wireless LAN settings. Click any of them,
and you will be able to configure the corresponding function. The detailed explanations for each
submenu are provided below.

Wireless

+ Basic

* Security
*Wireless Schedule
* MAC Filter

*Wireless Bridge
* Advanced

+ Station Info

4.6.1 Basic

Choose “Wireless”>"Basic”, you will see the screen of Wireless--Basic settings shown as below.
The basic settings for wireless networking are set on this screen.

Wireless -- Basic

This page allows you to caonfigure basic features of the wireless LAM interface. You can enable or disable the wireless LAM interface, hide the network from active scans, set
the wireless network name (also known as S510) and restrict the channel set based on country reguirements.
Click "SavelApply' to configure the basic wireless oplions

Enahle Wireless
| Hide S5ID Broadcast
| Clients Isalation
Wireless Network Name: | TP-LINE_010001 (Also called S510)

BSSID: 02:10:18:01:00:01

Country: | UNITED STATES v

Sawve/Apply

Figure 4-69
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This page allows you to configure basic features of the wireless LAN interface. You can enable or
disable the wireless LAN interface, hide the network from active scans, set the wireless network
name (also known as SSID) and restrict the channel set based on Region requirements.

>

>
>

Enable Wireless: If you want to use wireless features, you must select “Enable Wireless”. If
you deselect “Enable Wireless” option, all the Wireless settings below will be disabled.

Hide SSID Broadcast: When wireless clients survey the local area for wireless networks to
associate with, you can select this option to avoided being surveyed.

Clients Isolation: Select this option to enable AP isolation function so that stations associated
to the AP will not be able to communicate with each other.

Wireless Network Name: Wireless network name shared among all points in a wireless
network. The SSID must be identical for all devices in the wireless network. It is case-sensitive
and must not exceed 32 characters (use any of the characters on the keyboard). Make sure
this setting is the same for all stations in your wireless network. Type the desired SSID in the
space provided.

BSSID: Show the MAC address of the router.

Country: Restrict the channel set and transmit power.

Click Apply/Save to save your settings.
4.6.2 Security

Choose “Wireless”>"Security”, you will see the screen of Wireless--Security settings shown as
below. You can configure security features of the wireless LAN interface by manually setting the
network authentication or through WPS (Wi-Fi Protected Setup) method.

Wireless -- Security

This page allows you to configure security features of the wireless LAN interface.
“fou may setup configuration manually or through YWi-Fi Protected Selup(yWPS)

WPS

Enable WPS: Enabled ~

Add Client (This feature is available only when WPA-PSK, WPAZ-PSK or OPEN mode is configured)

OPushBuon GPIN [ Aad Encolles ]

Help

Device PIN: 49518863 Gen new PIN Help

Manual Setup AP

In order to protect yowr network from hackers and unanthorized users, it is highly reconumended you chooese one of the following wireless network security settings.

You can set the netwark authentication method, selecting data encryption, specify whether a network key is required to authenficate to this wireless network and specify the encryption strength
Waming; we suggest you not fo set WEP encryplion to "Enabled” when the device runs in 11n mode. The device's wireless highest speed s 54Mbps in that encryption type

Tips: 11n only mode are not supported when WEP encryplion is "Enabled" or WPA Encryption type is "TKIP"

Tips: "WPA Encryption” are not allowed to set to "TKIP" when the device runs in 11n mode.

Click"Save/Apply” when done

Network Authentication: WPA2-Personal (best/reconmended) v
Wireless Network Key: ssssseas {Also called WPA Pre-Shared Key)

Click here to display
{You can enter ASCIl characters between 8 and 63 characters or B to 64 Hexadecimal characters.)

WPA Group Rekey Interval: o (optional)
WPA Encryption: AES v
WEP Encryption:
Save/Apply
Figure 4-70
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4.6.2.1 WPS Setup

This section will guide you to add a new wireless device to an existing network quickly by WPS (or
called QSS) method.

& Note:

1) This feature is available only when OPEN, WPA-PSK, WPA2-PSK or Mixed WPA2/WPA-PSK
mode is configured.

2) To build a successful connection by WPS, you should also do the corresponding configuration
of the new device for WPS function meanwhile.

I. By PBC

If the wireless adapter supports WPS and the Push Button Configuration (PBC) method, you can
add it to the network by PBC with the following two methods. Click Push-Button, you will see the
screen as shown below.

Wireless -- Security

This page allows you to configure secutity features ofthe wireless LAN interface
You may setup corfiguration manually or through 'vi-Fi Protected Setup(niPs)

WPs

Enable WPS: Enabled

Add Client (This feature is available only when WPA-F SK, WPAZ-PSK or OPEM mode is configured)

Device PIN: 49518863 Gen new PIN Help

Manual Setup AP

In order to protect your network from hackers and unauthorized users, it is highly recommended you choose one of the following wireless network security settings.

You can setthe netwark authentication method, selecting data encryption, specify whether a network key is required to authenticate to this wireless network and specify the encryption strength
Warning: we suggestyou notto setWEP encryption to "Enabled” when the device runs in 11n maode. The device's wireless highest speed is 84Mbps in that encrption trpe

Tips: 110 only rmode are not supported when WEP encryption 1s "Enabled” or WPA Encryption type Is "TKIP"

Tips: "WPA Encryption” are not allowed to setto "TKIP" when the device runs in 11n maode

Click "Savefapply" when done

Network Authentication: WPAZ-Personal (best/recommended) -
Wireless Network Key: ssssssss Also called WPA Pre-Shared Key)

Click here to display
(You can enter ASCI characters between & and 63 characters or 8 to 64 Hexadecimal characters.)

WPA Group Rekey Intervak: a ioptionaly
WPA Encryption: AES v
WEP Encryption:
Sawe/Apply
Figure 4-71

Method One: Hardware push button.
Step 1: Press the WPS button on the back panel of the router.
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A s
By
==

__}-____‘

TPV .00
LANZ LANI FONER
—

LANAWAN LAN3 WiFi WPS /  ON/OFF

Step 2: Press and hold the WPS button of the adapter directly for 2 or 3 seconds.

(7 l

/

|

Step 3: Wait for a while until the next screen of adapter appears. Click Finish to complete the
WPS configuration.

# WPS for Wireless @

Wireless Configuration Completed

Your computer has successfully joined the TP-LINK network.

Finish

Figure 4-72

Method Two:
Step 1: Press the WPS button on the back panel of the router.

N4

—

Step 2: For the configuration of the wireless adapter, please choose “Push the button on my
access point” in the configuration utility of the WPS as below, and click Next.
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E WPS for Wireless

Join a Wireless Network

WPS iz preparing to join your computer to a wireless network.

Which setup method do you want to use?

(%):Push the button on my access poink

() Enter a PIN into my access point or a registrar

(") Enter the PIN from my access point

Puzh the button on your access point ahd click Mest to continue.

Automnatically select the network

[ £ Back “ Mewt » l[ Cancel l

Figure 4-73

Step 3: Wait for a while until the next screen appears. Click Finish to complete the WPS
configuration.

# WPS for Wireless @

Wireless Configuration Completed

Your computer has successfully joined the TP-LINK network.

Figure 4-74

Il. By PIN

If the new device supports Quick Security Setup and the PIN method, you can add it to the
network by PIN with the following two methods.

66



JDRYVELENNE 150Mbps Wireless N ADSL2+ Modem Router User Guide

Method One: Enter the PIN of wireless adapter into my router.

Step 1: Select the PIN checkbox and enter the PIN code of the wireless adapter in the field under

as shown below. Then click Add Enrollee.

Wireless -- Security

This page allows you to configure security features of the wireless LAN interface.
You may setup configuration manually or through Wi-Fi Protected Setup(WPS)

WPS
Enable WPS: Enabled «

Add Client (This feature is available only when WPA-PSK, WPA2-PSK or OPEN mode is configured)
O Puan-Bunnn 4dd Enrollee

16952888 Help

Device PIN: 279180 Gen new PIN Help

Manual Setup AP

In order to protect your network from hackers and unauthorized users, it is highly recommended you choose one of the following wireless network security settings.

‘fou can set the network authentication method, selecting data encryption, specify whether a network key is required to authenticate to this wireless network and specify the encryption sirength
Warning: we suggest you not to set WEP encryption to "Enabled” when the device runs in 11n mode. The device's wireless highest speed is 54Mbps in that encryption type

Tips: 11n only mode are not supported when WEP encryplion is "Enabled" or WPA Encryption type is "TKIP".

Tips: "WPA Encryption” are not allowed to set to "TKIP" when the device runs in 11n mode.

Click"SavelApply" when done.

v

Network Authentication: WPA2-Personal (best/recommended)

Wireless Network Key: ssssssss (Also called YWPA Pre-Shared Key)

Click here to display
(You can enter ASCIl characters between 8 and 63 characters or 8 to 64 Hexadecimal characters)

WPA Group Rekey Interval: [} (optional)

WPA Encryption: AES
'WEP Encryption:

v

Save/Apply

Figure 4-75

&= Note:
The PIN code of the adapter is always displayed on the WPS configuration screen.

Step 2: For the configuration of the wireless adapter, please choose “Enter a PIN into my
access point or a registrar” in the configuration utility of the WPS as below, and click

Next.
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W WPS for Wireless

Join a Wireless Network

WS iz preparing to join your computer to a wireless netwaork.

Which setup method do you want to uze?

(") Push the button on my access point

(¥)Enter a PIN into my access point or a registrar

(") Enter the PIN from my access point
Enter the PIMN 16952898)into pour access point or external registrar
and click Nekda continde.

Automnatically select the network

[ < Back “ Mext » l[ Cancel

Figure 4-76

&= Note:
In this example, the default PIN code of this adapter is 16952898 as the preceding figure shown.

Method Two: Enter the PIN of my router into the wireless adapter.

Step 1: Get the Current PIN code generated by the router as shown below. You can click Gen
New PIN to get a new PIN code for router.
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Wireless -- Security

This page allows you to configure security features of the wireless LAN interface.
You may setup configuration manually or through Wi-Fi Protected Setup(WwPS)

WPS

Enable WPS: Ensbled w

Add Client (This feature is available only when WPA-PSK, WPAZ2-PSK or OPEN mode is configured)

) Push-Button & PIN Add Enrollee

Help
Device PIN: Gen new PIN Help

Manual Setup AP

In order to protect your network from hackers and unauthorized user s, it is highly recommended you choose one of the following wireless network security settings.

‘You can set the network authentication method, selecting data encryption, specify whether a network key is required to authenticate to this wireless network and specify the encryption strength.
Warning: we suggest you notto set WEP encryption to "Enabled” when the device runs in 11n mode. The device's wireless highest speed is 54Mbps in that encryption type.

Tips: 11n only mode are not supported when WEP encryption is "Enabled” or WPA Encryplion type is “TKIP"

Tips: “WPA Encryption” are not allowed to setto "TKIP" when the device runs in 11n mode.

Click"Save/Apply” when done.

Network Authentication: WPAZ-FPersonal (best/recommended) v
Wireless Network Key: LTITITITY (Also called WPA Pre-Shared Key)

Click here to display
{You can enter ASCII characters between 8 and 63 characters or 8 1o 64 Hexadecimal characters.)

WPA Group Rekey Interval: 0 (optional)
WPA Encryption: AES v
'WEP Encryption:
Save/Apply

Figure 4-77

Step 2: For the configuration of the wireless adapter, please choose “Enter a PIN from my

access point” in the configuration utility of the WPS as below, and enter the PIN code of

the router into the field after “Access Point PIN”. Then click Next.

E WPS for Wireless

Join a Wireless Network

WPS iz preparing to join your computer to a wireless network.

Which setup method do you want to use?
(") Push the button on my access point

() Enter a PIN into my access point or a registrar

(+)Enter the PIN from my access poink

Enter the PIM fram your access point below and click Mest to continue,

Access Point PIN:

Automnatically select the network

[ £ Back “ Mest » l[ Cancel

Figure 4-78
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4.6.2.2 Manual Setup AP

Follow the instructions below to configure security features of the wireless LAN interface manually.
You can set the network authentication method, select data encryption, specify whether a network
key is required to authenticate to this wireless network and specify the encryption strength.

Wireless -- Security

This page allows you to configure security features of the wireless LAN interface
“fou may setup configuration manually or through 'Wi-Fi Protected Setup{WFs)

WPS
Enable WPS: Enabled

Add Client (This feature is available only when WPA-PSIK, WPAZ-PEK or OPEN mode is configured)

(O Push-Button &) PIN Add Enrollee

Help

Device Pl | 49518863 Helo

Manual Setup AP

In order to protect your network from hackers and unawthorized users, it is highly recommended you choose one of the following wireless network security settings.

“fou can set the network authentication method, selecling data encryption, specifywhether a network key is required fo autheniicate to this wireless network and specify the encryption sirength.
Warning: we suggest you not 1o set WEP encryplion to "Enabled" when the device runs in 11n mode. The device's wireless highest speed is S4Mbps in that encryplion type

Tips: 11n only mode are not supported when WEF encryption is "Enabled" or WPA Encryption type is "TkIP"

Tips: "WPA Encryption” are not allowed to setto "TKIP" when the device runs in 11n made.

Click"Save/Apply” when done.

Network Authentication: WPAZ-Personal (best/recommended) w
Wireless Network Key: [TTTTTTT] {Also called WPA Pre-Shared Key)
Click here to display
{fou can enfer ASCIl characters bet 8 and 63 characters or 8 to 64 Hi nal characters.)
WPA Group Rekey Interval: o {optional)
'WPA Encryption: AES »
WEP Encryption:
Save/Apply
Figure 4-79

> Network Authentication: Select an authentication type from the drop-down list. Options
available are: Open, Shared, WPA, WPA-PSK, WPA2, WPA2-PSK, Mixed WPA2/WPA, and
Mixed WPA2/WPA-PSK.

& Note:

For most users, it is recommended to use the default Wireless LAN Performance settings. Any
changes made to these settings may adversely affect your wireless network. Under certain
circumstances, changes may benefit performance. Carefully consider and evaluate any changes
to these wireless settings.

1. WEP

WEP is a basic encryption method offering two levels of encryption, 64-bit and 128-bit encryption.
To configure the WEP encryption, there are two ways.

o Keep the Network Authentication of Open (insecurity) and select Enabled from the WEP
Encryption drop-down list, as shown in Figure 4-80. Open (insecurity) with WEP encryption
disable allows any wireless station to associate with the access point.

e Select Shared (good) from the Network Authentication drop-down list, as shown in Figure
4-81. Shared (good) must enable WEP encryption. Network using Open or Shared
authentication with WEP encryption only allows stations using the same network key

70



LDRYEEENE 150Mbps Wireless N A outer User Guide

encryption to associate with it. Follow the instructions below to configure the Shared Keys.

Add Client {This feature is available only when YWPA-P 5K WPAZ-PSE or OPEN mode is configured)

(O Push-Button & PIN Add Enrollee

Help

Device PIN: 49518863 Gen new FIN Help

Manual Setup AP

In order to protect your network from hackers and unauthorized users, it is highly recommended you choose one of the following wireless network security settings.
¥ou can set the network authentication method, selecting data encryption, specify whether a network key is required to authenticate to this wireless network and specify the
encryplion strength.

Warning: we suggesi you not to setWEP encryption to "Enahled” when the device runs in 11n mode. The device's wireless highest speed is S4Mbps in that encryption type.
Tips: 11n only mode are not supported when WEF encryption is "Enabled” orWPA Encryption type is "TKIP".

Tips: "WPA Encryption” are not allowed to set to "TEIF" when the device runs in 11n mode

Click "ApphiSave" when done.

Network Authentication: Open (insecurity) -
'WEP Encryption: Enabled =«
Encryption Strength: 128-bit
Current Network Key: 1w

Metwork Key 1:
Network Key 2:
Network Key 3:

Network Key 4:

Enter 13 ASCIl characters or 26 hexadecimal digits for 1238-bit encryption keys
Enter 5 ASCIl characters or 10 hexadecimal digits for B4-bit encryption keys

Apply/ Save

Figure 4-80

This page allows you to configure security features of the wireless LAN interface.
You may setup configuration manually or through Wi-Fi Protected SetupdWPS)

WPsS

Enable WPS:

Manual Setup AP

In order to protect your network from hackers and unauthorized users, it is highly recommended you choose one of the following wireless network security settings.
You can set the netwark authentication method, selecting data encryption, specify whether a network key is required to authenticate to this wireless network and specify the
encryplion strength.

¥Warning: we suggest you notto set WEP encryption to "Enabled” when the device runs in 11n mode. The device's wireless highest speed is S4Mbps in that encryption type.
Tips: 11n only mode are not supported when YWEF encryption is "Enabled” or WPA Encryption type is "TKIP".

Tips: "WPA Encryption” are not allowed to set o "TKIP" when the device runs in 11n mode.

Click "ApplySave" when done.

Network Authentication: Shared (good) v
WEP Encryption: Enabled «
Encryption Strength: 128-bit »
Current Network Key: 1w

Network Key 1:
Network Hey 2:
HNetwork Key 3:

HNetwork Key 4:

Enter 13 ASCIl characters or 26 hexadecimal digits for 1 28-hit encryption keys
Enter 5 ASCIl characters or 10 hexadecimal digits for 64-bit encryption keys

Apply/Save

Figure 4-81
> Encryption strength: Select the appropriate level of encryption, 64-bit or 128-bit.
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> Current Network Key: To indicate which WEP key to use, select a transmission key number.

> Network Key 1-4: If you want to manually enter the WEP keys, then enter them in the network
Key 1-4 fields.

Configure WEP Settings

1. Select Shared (good) from the Network Authentication drop-down list. The menu will
change to offer the appropriate settings.

Select 64-bit from the WEP Encryption drop-down list.
Select “1” from Current Network Key drop-down list.

Type in the password in the Network Key 1 field.

o & 0N

Click Save/Apply to save the new configuration.

This page allows vou to configure security features of the wireless LAN interface.
ou may setup configuration manually or through Wi-Fi Protected SetupdPS)

Enable WPS:

Manual Setup AP

In order to protect your network from hackers and unauthorized users, it is highly recommendedd you choose one of the following wireless network security settings.
You can set the netwark authentication method, selecting data encryption, specify whether a network key is required to authenticate to this wireless network and specify the
encryption strength.

Warning: we suggestyou not o setWEP encryption to "Enahbled" when the device runs in 11n mode. The device's wireless highest speed is 54Mbps in that encryption type.
Tips: 11n only mode are not supported when WEP encryption is "Enabled" or WPA Encryption type is "TKIP".

Tips:"WPA Encryption” are not allowed to setta "TKIP" when the device runs in 11n mode.

Click "Apph@Save" when done

Network Authentication: Shared f(good) w

WEP Encryption: Enahled
Encryption Strength: 128-bit «
Current Network Key: 1w
Network Key 1: 1234567890
Metwork Key Z:
Network Key 3:
Network Key 4:

Enter 13 ASCI characters or 26 hexadecimal digits for 128-hit encryption keys
Enter 5 ASCIl characters or 10 hexadecimal digits for 64-bit encryption keys

Apply/ Save

Figure 4-82
& Note:

We use Network Authentication Shared (good), Encryption Strength 64-bit, Current Network
Key “1” and enter 10 hexadecimal digits"1234567890” in the Network Key 1 for example, as
shown in Figure 4-82 above.
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2,

WPA

WPA security for wireless communication has been developed to overcome some of the
shortcomings of WEP. WPA combines the key generation with the authentication services of a
RADIUS server.

Wireless -- Security

This page allows you to configure security features of the wireless LAN interface
You may setup configuration manually or through Wi-Fi Protected Setup(WPS)

WPS

Enable WPS:

Manual Setup AP

In order to protect your network from hackers and unauthorized users, it is highly recommended you choose one of the following wireless network security settings.
You can set the network authentication method, selecting data encryplion, specify whether a network key is required to authenticate to this wireless network and specify the
encryplion strenath.

Waming: we suggestyou not to set WEP encryption fo "Enabled” when the device runs in 11n mode, The device's wireless highest speed is 54Mbps in that encryplion type
Tips: 11n anly mode are not supported when YWEP encryplion is "Enabled" or WPA Encryplion type is "TKIP".

Tips. "WPA Encryplion” are not allowed to set to "TKIP" when the device runs in 11n mode.

Click"ApplySave” when done.

Network Authentication: WPA-Enterprise (good) v
WPA Group Rekey Interval: 1] (optional)
RADIUS Server IP Address: 0.0.0.0
RADIUS Port: 1812 (1-65535)
RADIUS Key: {optional)
{You can enter ASCIl characters between 0 and B3 characters or 0 fo 64 Hexadecimal characters )
WPA Encryption: AES v

WEP Encryption:

Apply/Save

YV V V VY

Figure 4-83

WPA Group ReKey Interval: Enter the Key Renewal period, which tells the router how often it
should change encryption keys.

RADIUS Server IP Address: The IP address of the RADIUS server.
RADIUS Port: The port of the RADIUS server. The default number is 1812.
RADIUS key: The password of the RADIUS Server.

WPA Encryption: Select the encryption you want to use: TKIP or AES (AES is an encryption
method stronger than TKIP).

Configure WPA settings

1.

o o A w0 DN

Select WPA from the Network Authentication drop-down list. The menu will change to offer
the appropriate settings.

Change the WPA Group Rekey Interval as desired.

Type in the IP address of the RADIUS server used in the RADIUS Server IP Address field.
Change the RADIUS Port if necessary.

Type in the password in the RADIUS Key field.

Use the default setting AES of WPA Encryption.
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7. Click Save/Apply to save the new configuration.

Wireless - Security

This page allows you to configure security features of the wireless LAN interface.
¥ou may setup configuration manually or through Wi-Fi Protected Setup(®WFS)

WPsS

Enable WPS:

Manual Setup AP

In order to protect your network from hackers and unawuthorized users, it is highly recommended you choose one of the following wireless network security settings.
You can set the network authentication method, selecting data encryption, specity whether a network key is required to authenticate to this wireless network and specify the
encryption strength.

Warning: we suggest you notto setWEP encryption to "Enabled” when the device runs in 11n mode. The device's wireless highest speed is 54Mbps in that encryption tpe
Tips: 11n only mode are not supported when WEP encryption is "Enabled" or WPA Encryption type is "TRIP"

Tips: "WPA Encryption” are not allowed to set to "TKIP" when the device runs in 11n mode.

Click "ApplySave" when done.

Network Authentication: WPA-Enterprise (good) -
WPA Group Rekey Interval: 30 (optional)
RADIUS Server IP Address: 192, 168. 1. 20
RADIUS Port: 1812 {1-65535)
RADIUS Key: sesaesese {optionaly
(You can enter ASCIl characters between 0 and 63 characters or 0 to 64 Hexadecimal characters.)
'WPA Encryption: AES R
WEP Encryption:

Lpply/ Save

Figure 4-84
3. WPA-Personal

WPA-Personal requires a shared key and does not use a separate server for authentication. PSK
keys can be ASCII or Hex type.
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This page allows you to configure security features of the wireless LAN interface.
You may setup configuration manually or through \Wi-Fi Protected SetupdPS)

WPS

Enable WPS: Enabled

Add Client {This feature is available only when 'WPA-PSK, WPAZ-PSK or OPEM mode is configured)

(O Push-Button (&) PIN Add Enrollee

Help

Device PIN: 48518863 Gen new PIN Help

Manual Setup AP

In order to protect your network from hackers and unauthorized users, it is highly recommended you choose one of the following wireless network security settings.
‘fou can setthe netwark authentication method, selecting data encryption, specifywhether a netwark key is required to authenticate to this wireless netwark and specifrthe
encryption strength.

Warning: we suggest you notto setWEF encryption to "Enabled” when the device runs in 11n mode. The device's wireless highest speed is S4Mbps in that encryption type.
Tips: 11n anly mode are not supported when WEP encryption is "Enabled" or' WPA Encryption type is "TKIP".

Tips:"WPA Encryption” are not allowed to setto "TKIP" when the device runs in 11n mode.

Click "ApplySave” when done.

Network Authentication: YP4-FPersonal (better/recommended) v

Wireless Network Key: (Also called WPA Pre-Shared Key)

Click here to display
(You can ernter ASCI characters between 8 and 63 characters or 8 to 64 Hexadecimal characters)

WPA Group Rekey Interval: 30 {optional)
WPA Encryption: AES v
WEP Encryption:

Figure 4-85

> Wireless Network Key: Enter the key shared by the router and your other network devices. It
must have 8-63 ASCII characters or 8-64 Hexadecimal digits.

» Click here to display: Click it to show you the WPA Pre-Shared Key.

Configure WPA-Personal settings

1. Select WPA-Personal. The menu will change to offer the appropriate settings as the picture
show above.

2. WPA-Personal requires a shared key. Type the key in the space provided. PSK keys can be
ASCII or Hex type.

3. Change the Group Key Interval as desired or use the default setting.

4. Click Save/Apply to save the new configuration.
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This page allows vou to configure security features ofthe wireless LAN interface.
You may setup configuration manually of through 'Wi-Fi Protected Setupd®PS)

WPS
Enable WPS: Enabled «

Add Client (This feature is available only when WPA-PSK, WPAZ-PSIK or OPEN mode is configured)

() Push-Buttan & PIN Add Enrollee

Help

Device PIN: 49518863 Gen new PIN Help

Manual Setup AP

In order to protect your network from hackers and unauthorized users, it is highly recommended you choose one of the following wireless network security settings.
You can setthe netwark authentication method, selecting data encryption, specify whether a network key is required to authenticate to this wireless network and specify the

encryption strength.
Warning: we suggestyou notto setWEP encryption to "Enahbled" when the device runs in 11n mode. The device's wireless highest speed is S4Mbps in that encryplion type.

Tips: 11n only mode are not supported when WEP encryption is "Enabled" or WPA Encryption type is "TKIP".
Tips: "WPA Encryption” are not allowed to setto "TKIP" when the device runs in 11n mode.
Click "ApphSave" when done.

Network Authentication: WPi-Fersonal (better/recommended} -

Wireless Network Key: [(TITTTITTL) (Also called WPA Pre-Shared Key)

Click here to display
(You can enter ASCIl characters between 8 and 63 characters or 8 to 64 Hexadecimal characters)

WPA Group Rekey Interval: 30 (optionaly
WPA Encryption: AES A
WEP Encryption:

Figure 4-86

& Note:

If you click the option “Click here to display”, the Figure 4-87 will pop-up, and it shows the
password you have set. In addition, it won't show the blank characters in both ends of the

password phrase.

A http://192. 168. 1. 253/wlsecrefresh. wl?wlRefresh=0... [ |[0|[X]

1234567890

EI oEe g Internet

Figure 4-87

4. WPA2-Enterprise

To configure WPA2-Enterprise settings, select the WPA2-Enterprise option from the drop-down
list. The menu will change to offer the appropriate settings. The steps of these settings are similar
to WPA settings.
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WPS

Enable WPS:

Manual Setup AP

In order to protect your network from hackers and unauthorized users, it is highly recommended you choose one of the following wireless network security settings.
You can set the network authentication method, selecting data encryption, specify whether a network key is required to authenticate to this wireless network and specify the
encryption strength.

‘Warning: we suggest you not to set WEP encryption to "Enabled” when the device runs in 11n mode. The device's wireless highest speed is 54Mbps in that encryption type.
Tips: 11n only mode are not supported when WEP encryption is “Enabled” or WPA Encryption type is "TKIP™.

Tips: "WPA Encryption” are not allowed to set to "TKIP® when the device runs in 11n mode.

Click "Apply/Save” when done.

Network Authentication: WPaZ-Enterprise (better) v
WPA2 Preauthentication: [Dizabled
Network Re-auth Interval: [38000 {optional)
WPA Group Rekey Interval: [0 .[optlonal}
RADIUS Server IP Address: | 0. 0.0.0 '
RADIUS Port: 1812 '(1-55535}
RADIUS Key: | (optional)
(You can enter ASCIl characters between 0 and 63 characters or 0 to 64 Hexadecimal characters.)
WPA Encryption: AES w
WEP Encryption: [

Apply/ Save

>

5.

Figure 4-88

WPAZ2 Preauthentication: Select Enable from the drop-down list, Stations will authenticate
with the AP during the scanning process, and once association is required, the station has
been already authenticated.

Network Re-auth Interval: Enter a value in seconds as the frequency interval to enable
periodic Network Re-authentication function, while leave it blank or enter “0” to disable it.

WPA2-Personal

To configure WPA2-Personal settings, select the WPA2- Personal option from the drop-down list.
The menu will change to offer the appropriate settings. WPA2- Personal requires a shared key
and does not use a separate server for authentication. PSK keys can be ASCII or Hex type.
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WPS

Enable WPS: Enabled |w

Add Client (This feature is available only when WPA-PSK, WPAZ-PSK or OPEN mode is configured)

() Push-Button & PIN Add Enrollee
Help

Device PIN: 49518863 ' Gen new PIN Help

Manual Setup AP

In order to protect your network from hackers and unauthorized users, it is highly recommended you choose one of the following wireless network security settings.
You can set the network authentication method, selecting data encryption, specify whether a network key is required to authenticate to this wireless network and specify the

encryption strength.

Warning: we suggest you not to set WEP encryption to "Enabled” when the device runs in 11n mode. The device's wireless highest speed is 54Mbps in that encryption type.
Tips: 11n only mode are not supported when WEP encryption is "Enabled” or WPA Encryption type is "TKIP™.

Tips: "WPA Encryption” are not allowed to setto "TKIP” when the device runs in 11n mode

Click "Apply/Save” when done.

Network Authentication: ¥P4Z-FPersonal (best/recommended) »

Wireless Network Key: (Also called WPA Pre-Shared Key)

(You can enter ASCI| characters between & and 63 characters or 8 to 64 Hexadecimal characters.)

WPA Group Rekey Interval: 0 (optional)
VWPA Encryption: AES w
WEP Encryption:

Apply/ Save

6.

Figure 4-89

Mixed WPA2/WPA Enterprise

To configure Mixed WPA2/WPA Enterprise settings, select the Mixed WPA2/WPA Enterprise
option from the drop-down list. The menu will change to offer the appropriate settings. The steps to
these settings are similar to those for WPA-PSK.
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WPS

Enable WPS:

Manual Setup AP

In order to protect your network from hackers and unauthorized users, it is highly recommended you choose one of the following wireless network security settings.
You can setthe network authentication method, selecting data encryption, specify whether a network key is required to authenticate to this wireless network and specify the
encryption strength.

Warning: we suggest you not to set WEP encryption to "Enabled” when the device runs in 11n mode. The device's wireless highest speed is 54Mbps in that encryption type.
Tips: 11n only mode are not supported when WEP encryption is "Enabled” or WPA Encryption type is "TKIP".

Tips: "WPA Encryption” are not allowed to set to "TKIP” when the device runs in 11n mode.

Click "Apply/Save™ when done.

Network Authentication: [Mixed WPAZ/WPA Erterprize (adaptiwe) w
WPA2 Preauthentication: | Disabled v
Network Re-auth Interval: | 36000 | (optional)
WPA Group Rekey Interval: |a (optional)
RADIUS Server IP Address: |0.0.0.0
RADIUS Port: | 1812 | (1-65535)
RADIUS Key: | (optional)
(You can enter ASCIl characters between 0 and 63 characters or 0 to 64 Hexadecimal characters.)
WPA Encryption: | AES w
WEP Encryption:

Apply/ Save
Figure 4-90

7. Mixed WPA2/WPA-Personal

To configure Mixed WPA2/WPA-Personal settings, select the Mixed WPA2/WPA-Personal option
from the drop-down list. The menu will change to offer the appropriate settings. The steps of this
setting are the same with WPA-PSK.
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WPS

Enable WPS:  [Enabled |

Add Client (This feature is available only when WPA-PSK, WPA2-PSK or OPEN mode is configured)

) Push-Button (%) PIN 4dd Enrollee
Help

Device PIN: | 49518863 l Gen nev PIN Help

Manual Setup AP

In order to protect your network from hackers and unauthorized users, it is highly recommended you choose one of the following wireless network security settings.
You can set the network authentication method, selecting data encryption, specify whether a network key is required to authenticate to this wireless network and specify the
encryption strength.

Warning: we suggest you not to set WEP encryption to "Enabled” when the device runs in 11n mode. The device's wireless highest speed is 54Mbps in that encryption type.
Tips: 11n only mode are not supported when WEP encryption is "Enabled” or WPA Encryption type is "TKIP".

Tips: "WPA Encryption” are not allowed to setto "TKIP® when the device runs in 11n mode.

Click "Apply/Save” when done.

Network Authentication: Mixed WPAZ/WPL-FPSKE Ferszonal (adaptiwve) +
Wireless Network Key: :[.J\Iso called WPA Pre-Shared Key)

(You can enter ASCIl characters between 8 and 63 characters or § to 64 Hexadecimal characters.)

WPA Group Rekey Interval: 0 | (optional)
WPA Encryption: AES ~
WEP Encryption:

Apply/ Save

Figure 4-91
4.6.3 Wireless Schedule

Choose menu “Wireless”>“Wireless Schedule”, you can configure the Task Schedule as shown
below.

Wireless -- Schedule

Schedule can be seton this page

ick the schedule table or use ineless off automaticallyl

Schedule does not work while system time is not set,

Wireless Schedule: Enable Disahle
Apply To: Start Time: End Time:
Each Day ~ 00: 00 ~ 24:00 ~

Time |0:00|1:00 2:00 3:00 4:00 5:00 6:00 7:00 800 9:00 10:0011.0012:0013:0014:00

Figure 4-92
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< Note:

The time you set is the period you need the wireless off.

Before configure the wireless schedule, please set system time first which refer to 4.9.5 Internet
Time, then you can enable or disable Wireless Schedule.

> Apply To: Select the day or days you need the wireless off.

» Start Time, End Time: You can select all day-24 hours or you may enter the Start Time and
End Time in the corresponding field.

»  Add: Click this button to add your selected time to the below table.
Click the Clear Schedule button to clear your settings in the table.
Click Save to complete the settings.

4.6.4 MAC Filter

Choose “Wireless”>"MAC Filter’, you will see the screen of Wireless--MAC Filter settings
shown as below.

Wireless -- MAC Filter
A maximum 64 enfries can be configured.
MAC Restrict Mode: @) Disabled O Allow O Deny Note: If ‘allow is choosed and mac filter is empty, YWPS will be disabled
MAC Address Remove
Figure 4-93

Wireless access can be filtered by using the MAC addresses of the wireless devices transmitting
within your network’s RADIUS. To filter wireless users by MAC Address, either permitting or
blocking access. If you do not wish to filter users by MAC Address, select Disabled.

» Disabled: Select this option to disable MAC Filter function.

» Allow: Select this option to enable MAC Filter function that allow wireless access by the
devices listed on this screen.

> Deny: Select this option to enable MAC Filter function that block wireless access from the
devices listed on this screen.

» Add: Click this button to add the MAC Address.
» Remove: Select the item of the MAC Address and click this button to remove it.

When you click the Add button, the pop-up picture shown below, and then you can type the MAC
Address in the MAC Address field.

& Note:
The form of MAC Address must be “xx:xx:xx:xx:xx:xx”, like “00:13:0A:55:FF:09".
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Wireless -- MAC Filter

Enter the MAC address with 00:11:22:33:44:55 format and click "SavelApply' to add the MAC address to the wireless MAC address filters.

MAC Address: 00:13:04:66:FF: 08

Sawe/ dpply

Figure 4-94

When you finished making changes to the MAC Filter List screen, click Save/Apply to save the
changes.

4.6.5 Wireless Bridge

Choose “Wireless”’>"Wireless Bridge”, you will see the screen of Wireless--Bridge settings
shown as below. You can configure wireless bridge features of the wireless LAN interface and
click Apply/Save button to save the current configuration.

Wireless -- Bridge

This page allows you to configure wireless hridoe features of the wireless LAN interface. You can selectWireless Bridge (also known as Wireless
Distribution System) to disable access paint functionality. Selecting Access Point enahles access paint functionality. YWireless hridge functionality
will still be available and wireless stations will be able to associate to the AP. Select Disabled in Bridge Restrict which disables wireless hridoe
restriction. Any wireless hridge will be granted access. Selecting Enabled or Enabled{Scan) enables wireless hridge restriction. Only thase bridges
selected in Remaote Bridges will he granted access.

Click "Refresh" to update the remate bridges. Wait for few seconds to update.

Click"SaveiApph to configure the wireless hridge options.

Tip1: Only "Open” or "Shared” Network Authentication support Wireless Bridge.

If you want remote wireless devices connect to this router by bridge Mode, set the Network Authentication to "Open™ or "Shared"” first!

Tip2: Other APs can bridge to device Only with the same channel as device.

AP Mode: Access Point v

Bridge Restrict: Dizabled w

[ Refrezh ][ Save/Apply ]

Figure 4-95
» AP Mode: Select an AP Mode from the drop-down list. Options available are: Access Point
and Wireless Bridge.
e Access Point: Select this option to allow wireless stations including AP clients to access.
o Wireless Bridge: Also known as WDS (Wireless Distribution System), it will bridges the
wireless stations which also in bridge mode to connect two or more remote LANSs.
> Bridge Restrict:
¢ Disabled: Select this option to disables wireless bridge restriction, that any wireless bridge
will be granted access.
¢ Enabled: Select this option (as shown below) to enables wireless bridge restriction, please
enter the MAC address of the Remote Bridges that you want to connect with, and only
these Remote Bridges are granted access.
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AP Mode: Acocess Point v
Bridge Restrict: Enabled w

Remote Bridges MAC Address:

[ Refresh H Save/ 4pply

Figure 4-96

o Enabled (Scan): Select this option to enables wireless bridge restriction, and it will scan
the environment for APs that exist around the device. Only those selected AP will be
granted access.

¢ Refresh: Click this button to scan and display the APs.

AP Mode: Access Point v
Bridge Restrict: Enabled(Scan) «
Remote Bridges MAC Address: ssID BSSID
| TP-LINKE_341108 00:11:22:34:11:08
| TP-LINK_334434 00:11:22:33:44:34
O TP-LINK_4BFAGA G0:F6:52: 4B FARA
| TP-LINK_130969 00:0AEB:13:09:69
| TP-LINE_BF5101 40:16:9F:BF:51:01
| TP-LINK_BF&005 Da:sD:4CBFEDOS
[ Refresh ][ Save/Apply
Figure 4-97

&= Note:

Only Open or Shared authentication method support wireless bridge, you should choose
“Wireless”>“Security” to change authentication method to “open” or "shared” mode first.

4.6.6 Advanced

Choose “Wireless’>"Advanced”, you will see the screen of Wireless--Advanced settings shown
as below.
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Wireless -- Advanced

This page allows you to configure advanced features of the wireless LAN interface. You can select a particular channel on which to operate, set the fragmentation threshold, set
the RTS threshold, set the wakeup interval for clients in power-save mode, setthe beacon interval for the access point.

Tips: Ifyou set Mode to "11n only", you couldn't setWireless encryption type to "WEP" or "TKIP®.

Click "Apply/Save” to configure the advanced wireless options.

Channel: Auto v
Mode: 11bgn v
Bandwidth: | 20/d0MHz v
Control Sideband:
Fragmentation Threshold: 2346
RTS Threshold: 2347
DTIM Interval: 1
Beacon Interval: 100
Transmit Power: 100% |
WIMM{Wi-Fi Multimedia): Enabled

Apply/Save

Figure 4-98

Channel: Select the channel you want to use from the drop-down List. This field determines
which operating frequency will be used. It is not necessary to change the wireless channel
unless you notice interference problems with another nearby access point.

Mode: In the drop-down list you can select “11b”, “11bg”, “11bgn” and "11n only”. “11bgn”
allows both 802.11b, 802.11g and 802.11n wireless stations to connect to the router.

Bandwidth: Select the Bandwidth you want to use from the drop-down List. If bigger
bandwidth is selected, device could transmit and receive data with higher speed.

Control Sideband: If bigger bandwidth is selected, this option will allow you select the
Control Sideband you want.

Fragmentation Threshold: This value specifies the maximum size for a packet before data
is fragmented into multiple packets. If you experience a high packet error rate, you may
slightly increase the Fragmentation Threshold. Setting the Fragmentation Threshold too low
may result in poor network performance. Only minor reduction of the default value is
recommended. In most cases, it should remain at its default value of 2346.

RTS Threshold: Should you encounter inconsistent data flow, only minor reduction of the
default value 2347 is recommended. If a network packet is smaller than the preset RTS
threshold size, the RTS/CTS mechanism will not be enabled. The router sends Request to
Send (RTS) frames to a particular receiving station and negotiates the sending of a data
frame. After receiving an RTS, the wireless station responds with a Clear to Send (CTS)
frame to acknowledge the right to begin transmission. This mechanism can provide you a
quiet communication channel by notifying other stations not to send packet for a period of
time. In most cases, keep its default value of 2347.

DTIM Interval: This value, between 1 and 255, indicates the interval of the Delivery Traffic
Indication Message (DTIM). A DTIM field is a countdown field informing clients of the next
window for listening to broadcast and multicast messages. The countdown unit is measured
by the amounts of beacon frames received. When the router has buffered broadcast or
multicast messages for associated clients, it sends the next DTIM with a DTIM Interval value.
Its clients hear the beacons and awaken to receive the broadcast and multicast messages.
The default value is 1.
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> Beacon Interval: Enter a value between 20-1000 milliseconds. The Beacon Interval value
indicates the frequency interval of the beacon. A beacon is a packet broadcast by the router
to synchronize the wireless network. The default value is 100.

» Transmit Power: This option will allow you to configure the wireless transmit power. High
transmit power will extend the wireless signal range of the device and make the signal
transmit more legible. Low transmit power with the smaller wireless signal range that will
decrease the probability of interrupt by other Wi-Fi device.

> WMM (Wi-Fi Multimedia): This function can guarantee the packets with high-priority
messages being transmitted preferentially. It is strongly recommended.

4.6.7 Station info

Choose “Wireless’>” Station Info”, you will see the screen of Wireless--Authenticated
Stations setting shown as below.

Wireless -- Authenticated Stations

This page shows authenticated wireless stations and their status.

MAC Associated Authorized SSID

Figure 4-99
This page shows authenticated wireless stations and their status.

» MAC: Displays the connected wireless station's MAC address.

» Associated: Displays whether the wireless station has associated with the access point.
» Authorized: Displays the information of Authentication.

> S8SID: Displays the connected wireless station's SSID.

You cannot change any of the values on this page. To update this page and to show the current
connected wireless stations, click on the Refresh button.

4.7 Guest Network

Guest Network

+ Basic

+ Station list

There are two submenus under the Guest Network menu: Basic and Station list. Click any of
them, and you will be able to scan or configure the corresponding function. The detailed
explanations for each submenu are provided below.
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471

Basic

Choose menu “Guest Network’>“Basic”, and you will see the screen as shown in Figure 4-100.
This feature allows you to create a separate network for your guests without allowing them to
access your main network and the computers connected to it.

Wireless -- Guest Network

Guest Metwark can be set on this page.

Guest Network:

(& Enable O Disable

Guest SSID: TP-LINK_Guest02
Authentication Type: WPA-PSE  »
Encryption: AES w

Wireless Password:

Group Key Update Period:
Allow Guest To Access My Local Network:
Guest Network Isolation:

Guest Network Bandwidth Controk:

[TITTTTT] (Enter ASCIl characters between 8 and 63 or Hexadecimal characters

hetween 8 and 64.)

Click here to display

0 (second, minimun is 30, 0 means no update)
Dizabled «

Dizabled

Enabled «

Min Rate(Kbps) Max Rate(Kbps)

Upstream: 500 1000
Downstream: 500 1000
Figure 4-100

You can enable or disable Guest Network. When you enable this function, you could set wireless
parameters for Guest Network.

> Guest SSID: The guest network name. When setting up a Guest network, it is strongly
recommended to use a name that easily distinguishes it from your primary network.

» Authentication Type: Select the Authentication Type from the drop-down list.
» Encryption: You can select either Auto, or AES+TKIP.

> Wireless Password: Here display the default wireless password, you can click Click here to
display to see the default wireless password, and you can also enter ASCIl characters
between 8 and 63 characters or 8 to 64 Hexadecimal characters to create a new password.

> Group Key Update Period: Specify the group key update interval in seconds. The value
should be 30 or above. Enter 0 to disable the update.

> Allow Guests to access my Local Network: The guests have access to your Local
Network, but can not login the modem router’'s web management interface.

> Guest Network Isolation: This function can isolate wireless clients on your guest network
from each other. Client isolation is disabled by default.

> Guest Network Bandwidth Control: With this function, you can configure the Upstream
Bandwidth and Downstream Bandwidth for guest network.

Click Save/Apply to save your settings.
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4.7.2 Station list

Choose menu “Guest Network”>“Station list’, you can see the MAC Address, Associated,
Authorized, SSID and Interface.

Wireless -- Authenticated Stations

This page shows authenticated wireless stations and their status

MAC Associated Authorized SsIiD
Figure 4-101

MAC: Displays the connected wireless station's MAC address.
Associated: Displays whether the wireless station has associated with the access point.
Authorized: Displays the information of Authentication.

YV V V V

SSID: Displays the connected wireless station's SSID.
You cannot change any of the values on this page. To update this page and to show the current
connected wireless stations, click on the Refresh button.

4.8 Diagnostics

Choose “Diagnostics”, you will see the Diagnostics screen. This section describes the result of
the test for the ENET (Ethernet) Connection, Wireless Connection and ADSL Synchronization.
You can refer to the Help menu to get more information about the corresponding test.

br_0_8_35 Diagnostics

Your modem is capable oftesting your DSL connection. The individual fests are listed below. If a test displays a fail status, click "Rerun Diagnostic Tests" atthe bottom of this page to make sure the fail
status is consistent Ifthe test continues to fail, click"Help" and follow the troubleshooting procedures.

Test the connection to your local network

Test your LANT Connection: FAIL Heln
Test your LAN2 Connection: PASS Help
Test your LAN3 Connection: FAIL Heln
Test your LANA/WAN Conne ction: FAIL Help
Test your Wireless Connection: PASS Heln

Test the connection to your DSL service provider

Test xDSL Synchronization: FAIL Help
Test ATM OAM F5 segment ping: Help
Test ATM OAM F5 end-to-end ping: Help

Test Test With OAN F4
Figure 4-102

4.9 Management
Choose “Management’, there are eight submenus under the main menu. They are Settings,

System Log, SNMP Agent, TR-069 Client, Internet Time, Access Control, Update Firmware
and Reboot. Click any of them, and you will be able to configure the corresponding function.
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Management

+5ettings
+System Log
+SNMP Agent
+ TR069 Client
+Internet Time

+Access Control

+Upgrade Firmware

+*Reboot

4.9.1 Settings

This section provides three important functions for managing the router; they are Backup, Update
and Restore Default (shown in Figure 4-103). The detailed manipulations are described below.

Settings - Export

Backup DSL Modem Router configurations. You may save your router configurations to a file on your PC.

Backup Settings

Figure 4-103

4.9.1.1 Export

Choose “Management’>“Settings’>“Export”, you can see the Export screen, this screen
(shown in Figure 4-104) allows you to save the current configuration of the router as a backup file.

Settings - Export

Backup DSL Moderm Router canfigurations. ¥ou may save your router canfigurations to a file on your PC.

Backup Settings

Figure 4-104
To back up the router’s current settings:

1. Click the Export Settings button on the preceding screen (pop-up Figure 4-104), the
following screen will then appear (shown in Figure 4-105).
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File Download - Security Warning

Do you want to zave this file?

] Mame: backupsettings.conf

Twpe: Unknown File Type, 16.0 KE
From: 192.168.1.1

Save ]| Cancel |

YWhile filez from the Internet can be useful, this file type can
g potentially harm your computer. IF you do nok trugt the source, do nok

zave thiz zoftware, \wWhat's the risk?

Figure 4-105
2. Click the Save button, and save the file as the appointed file (shown in Figure 4-106).

Save As E

Saveir: | 9 TD-WWB9S0N « O F = E-

B

ky Recent
Documents

Deszkiop

\J

by D ocuments

@

by Computer

‘; File narme: backupsettings. conf w
2
My M etwork Save as bupe: D ocurnent “

= .

Figure 4-106
49.1.2 Import

Choose “Management’>“Settings”>“Import”, you can see the Import screen, this screen
(shown in Figure 4-107) allows you to update the router’s settings.
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Settings - Import

Lipdate DSL Modem Router settings. You may update your router settings using your saved files.

Settings Fle Name:

Import Settings

Figure 4-107

To update the router’s settings:

1. Click the Browse button to locate the update file for the device, and you can also enter the
exact path to the Setting file in the text box.

2. After you have selected the file for updating the settings, click the Import Settings button.

&= Note:
The router will reboot upon completion. This process will take a while, don’t turn off the router or
press the Reset button while processing.

4.9.1.3 Restore Default

Choose “Management’>“Settings’>“Restore Default’, you can see the Restore Default
screen, this screen (shown in Figure 4-108) allows you to restore the router’s configuration to the
factory defaults on the screen.

Tools -- Restore Default Settings

Restore DSL Modern Router settings to the factory defaults.

Restore Default Settir

Figure 4-108

> Restore Default Settings: Click this button to restore the router’s configuration to the factory
defaults, and then follow the on-screen instructions to complete it.

Account and Password: The default account name and its password are both admin.
The default IP Address: 192.168.1.1.
The default Subnet Mask: 255.255.255.0.
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49.2 System Log

Choose “Management’>“System Log’, you can see the System Log screen, this screen
(shown in Figure 4-109) allows you to view the system log and configure the system log options.

System Log

The Systern Log dialog allows you to view the Systemn Log and configure the System Log options.
Click "view Systern Log" to view the Systermn Log.

Click "Configure Systern Log® to configure the System Log options.

[ View Sysztem Log | [ Configure System Log ]

Figure 4-109
To View the System Log:

Click the View System Log button, you will see the screen (shown in Figure 4-110) which displays
the router’s recent logs.

System Log

DateTime Facility Severity Message

[ Refresh ” Back ]

Figure 4-110
» Refresh: Click the button, the information in the table will be updated.

» Back: Click the button, the screen will back to the previous page.

To Configure the System Log Settings:

Click the Configure System Log button (shown in Figure 4-109), you will see the screen below
(shown in Figure 4-111).
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System Log -- Configuration

If the log mode is enabled, the system will begin to log all the selected events. For the Log Level, all events above or equal to the selected level will
be logged. For the Display Level, all logged events above or equal to the selected level will be displayed. If the selected mode is 'Remote’ or 'Both,’
events will be sent to the specified IP address and UDP port of the remote syslog server. if the selected mode is Local' or Both," events will be
recorded in the local memaory.

Select the desired values and click "SavelApply” to configure the system log oplions.

Log: (® Disable () Enable
Log Level: Debuggzing W
Display Level: Error
Mode: Local w
Save/Apply
Figure 4-111

> Disable/Enable: Select the Enable to log the events, if you don’t want to log these events,
please select Disable.

» Log Level: Select the Log level in the drop-down list, for the Log level, all events above or
equal to the selected level will be logged.

> Display Level: Select the Display level in the drop-down list, for the Display Level, all logged
events above or equal to the selected level will be displayed.

> Mode: Select the mode to record the events. If the selected mode is Local, events will be
recorded in the local memory. If the selected mode is Remote, events will be sent to the
specified IP address and UDP port of the remote system log server. If the selected mode is
Both, events will be sent to the local memory and the remote system log server.

49.3 SNMP Agent

Choose “Management’>“SNMP Agent”, you can see the SNMP-Configuration screen as shown
below.

SNMP (Simple Network Management Protocol) has been widely applied in the computer networks
currently, which is used for ensuring the transmission of the management information between
any two nodes. In this way, network administrators can easily search and modify the information
on any node on the network. Meanwhile, they can locate faults promptly and implement the fault
diagnosis, capacity planning and report generating.

An SNMP Agent is an application running on the router that performs the operational role of
receiving and processing SNMP messages, sending responses to the SNMP manager, and
sending traps when an event occurs. So a router contains SNMP "agent" software can be
monitored and/or controlled by SNMP Manager using SNMP messages.

An SNMP Manager or SNMP Service is an application that performs the operational roles of
generating SNMP messages/requests to modify and retrieve management information, and
receiving the requested information and trap-event reports that are generated by the SNMP agent.
SNMP Manager is the third-party management system. Monitor one is an SNMP Manager.
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SNMP - Configuration

Simple Metwork Management Protocol (SKMPY allows @ management application to retrieve statistics and status from the SMMP agentin this
device.

Selectthe desired values and click "Saveldpphy” to configure the SMMFP options.

SNMP Agent: @ Disable (CEnahble
Read Community: public
Set Community: private
System Name: TP-LINE
System Location: unlinown
System Contact: unknowm
Trap Manager IP: 0.0.0.0
[ Save/Apply ]
Figure 4-112
» SNMP Agent: You can select the checkbox to disable or enable the function.
& Note:

SNMP Community string provides a simple method of authentication between the router (SNMP
Agent) and a remote network manager (SNMP Manager). You can specify the community string
as the password to authenticate the management station to the router.

>

Read Community: This field allows you to specify the SNMP Community string which
provides read-only access to the router that the community is only permitted to read the device
configuration. The default value is “public”.

Set Community: This field allows you to specify the SNMP Community string which provides
read and write access to the router that the community has the authority to read and change
the device configuration. The default value is “public”.

System Name: Enter alphanumeric string to specify an SNMP community string name. Your
router (SNMP agents) will expose management data on the managed systems as this "system
name".

System Location: The person to notify when problems occur.
System Contact: The location of the person that is identified as the system contact.

Trap Manager IP: Enter the |IP address of the SNMP Manager, where the SNMP Agent
forwards trap notifications.

Select the desired values and click Save/Apply to configure the SNMP options.
49.4 TR-069 client

Choose “Management’>“TR-069 client”, you can see the TR-069 client - Configuration screen
as shown below.

TR-069 (WAN Management Protocol) allows a Auto-Configuration Server (ACS) to perform
auto-configuration, provision, collection, and diagnostics to this device.
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TR-069 client - Configuration

WAN Management Protocaol {TR-069) allows a Auto-Configuration Server (ACS) to perfarm auto-configuration, provision, collection, and diagnostics to this device.

Selectthe desired values and click "ApplySave" to canfigure the TR-069 client aptions.
Inform & Disable O Enable

Inform Interval: 300
ACS URL:
ACS User Name: admin
ACS Password: [T}
WAN Interface used by TR-069 client: Any WAN
Display SOAP messages on serial console (® Digable O Enable

Connection Reguest Authentication

Connection Request User Name: admin

Connection Request Password: [TTTT]
Connection Request URL:

[ Save/Lpply ] [ GetRPCMethods

Figure 4-113
» Inform: You can select the checkbox to disable or enable the Inform Interval.
» Inform Interval: Type the interval time of your router contact with the ACS.

» ACS URL: Please accept this information from your ISP. And through ACS
(Auto-Configuration Server) you can perform auto-configuration, provision, collection, and
diagnostics to this router.

» ACS User Name: Please accept this User Name information from your ISP.

» ACS Password: Please accept the Password information from your ISP.

&= Note:
If you want to log on the ACS, you must own the ACS User Name and ACS Password.

» WAN Interface used by TR-069 Client: Please select the WAN Interface from the drop-down
list to perform this function.
» Connection Request User Name: Type the Connection Request User Name, set it yourself.

» Connection Request Password: Type the Connection Request Password, set it yourself.

& Note:

The Connection Request User Name and Connection Request Password used for ACS log on the
router and manage it.

Select the desired values and click Save/Apply to configure the TR-069 client options.
4.9.5 Internet Time

Choose “Management’>“Internet Time”, you can see the Time settings screen as shown below.
Here you can configure the time of the router.
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Time settings

This page allows vou to the modem's time configuration.

DateTime : Thu Jan 1 00:33:50 1970
[Date Time on your PC : Man Sep 9151307 2013

[ Svnchronize with PC

Setup Adsl Modem Router's DatelTime
Date (YD) : 1970/01/01
Time (H:M:S) : 00:33:60

[] Autoratically synchronize with Internettime servers

[ Save/Apply

Figure 4-114
4.9.6 Access Control

There are two submenus under the Access Control menu: Passwords and Remote Access. The
detailed explanations for each submenu are provided below.

4.9.6.1 Passwords

Choose “Management’>“Access Control’>“Passwords”, you can see the screen (shown in
Figure 4-115) which allows you to change the factory default password of the router. The default
password is the same as the user name, which is admin/admin, support/support, and user/user
respectively.

95




JDRYVELENNE 150Mbps Wireless N ADSL2+ Modem Router User Guide

Access Control -- Passwords

Access toyour DSL Modemn Router is controlled through three user accounts: admin, suppaort, and user.

The user name "admin" has unrestricted access to change and view configuration of your DSL Modem Router.

The user name "support’ is used to allow an ISP technician to access your DSL Modern Router for maintenance and to run diagnostics.

The user name "user" can access the DSL Modern Router, view configuration settings and statistics, as well as, update the router's software.

LIse the fields below to enter up to 16 characters and click "Save/Apply" to change or create passwords. Mote: Password cannat contain a space.

Username: admin  w
Old Password:
New Password:

Confirm Password:

Save/ Apply

Figure 4-115

To change the password:

1. Select the Username whose password you want to change.

2. Enter the Old Password in the text box.

3. Enter the New Password and Confirm Password. The Confirm Password should be the
same as the New Password.

4. Click Save/Apply to make your change take effect.

& Note:

1) Access to your DSL modem router is controlled through three user accounts: admin, support,
and user. The user name "admin" has unrestricted access to change and view configuration of
your DSL modem router. The user name "support" is used to allow an ISP technician to
access your DSL modem router for maintenance and to run diagnostics. The user name "user"
can access the DSL modem router, view configuration settings and statistics, as well as,
update the router's software.

2) Both of admin and support accounts can do remote management. For security reasons,
please change the default password for these two accounts when remote access function is
enabled.

3) The password cannot contain a space, and its maximum length is 16 characters.

4.9.6.2 Remote Access

Choose “Management’>“Access Control’>“Remote Access”, you can see the screen (shown
in Figure 4-116) which allows you to change the factory default password of the router.

96



LDRYELEENNE 150Mbps Wireless N ADSL2+ Modem Router User Guide

Access Control -- Remote Access

Accessyour DSL Modem Router by wWak side through user account {support and admin ).

Selected WAN Interface: pppld. 2 s
Web: F
Telnet: F
ICMP{ping): F
Save/Apply
Figure 4-116

> Web: Select this box, you can access your modem router via web.
» Telnet: Select this box, you can access your modem router via command line.

» ICMP(ping): Select this box, PC in public network can ping the WAN address of the modem
router.

Click Save/Apply to make your change take effect.

4.9.7 Update Firmware

Choose “Management”>“Update Firmware”, you can see the screen (shown in Figure 4-117)
which allows you to upgrade the latest version software to keep the router up to date.

Tools -- Update Firmware

Step 1: Ohtain an updated firmware image file from ourwebsite fwwew tp-link. corm).
Step 2: Enter the path to the image file location in the box below or click the "Browse” button to locate the image file.
Step 3: Click the "Update Firmware" button once to upload the new image file,

ROTE: The update pracess takes abaout 2 minutes to complete, and your DEL Maodem Router will reboat.

Firmware File Name: Browse...

[ Update Firmware

Figure 4-117
> Browse: Click the button to locate the latest software for the device.

> Update Firmware: After you have selected the latest software, click the button.
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To update the router's software:

1. Download the latest software upgrade file from the TP-LINK website (http://www.tp-link.com).

2. Click Browse to view the folders and select the image file or enter the exact path to the image
file location in the text box.

3. Click the Update Firmware button.

&= Note:

1) There is no need to upgrade the firmware unless the new firmware has a new feature you
want to use. However, when experiencing problems caused by the router itself, you can try to
upgrade the firmware.

2) Before upgrading the router’'s firmware, you should write down some of your customized
settings to avoid losing important configuration settings of the router.

3) Do not turn off the router or press the RESET button while the software is being updated.

4) The router will reboot after the Upgrading is finished.

4.9.8 Reboot

Choose “Management’>“Reboot”, you can see the screen (shown in Figure 4-118) which allows
you to reboot the router.

Reboot router

Click the button below to reboot the router.

[ Feboot
Figure 4-118
&= Note:
5) After you clicked the Reboot button, please wait for a while before reopening your web
browser.
6) Do not turn off the router or press the RESET button while the router is rebooting.
7) If necessary, reconfigure your PC's IP address to match your new configuration.

410 Logout

Choose “Logout”, and you will back to the login screen as shown in Figure 4-119.
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° 150Mbps Wireless N ADSL2+ Modem Router
TP-LINK Model No. TD-WBS50N

b=

Copyright @2013 TP-LINK Technalogies Co., Ltd. All rights reserved

Figure 4-119
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Appendix A: Specifications

Safety & Emissions

General
Standards ANSI T1.413, ITU G.992.1, ITU G.992.2, ITU G.992.3, ITU G.992.5,
IEEE 802.3, IEEE 802.3u, IEEE 802.11b, IEEE 802.11g, 802.11n
Protocols TCP/IP, IPoA , PPPoA , PPPoE, SNTP, HTTP, DHCP, ICMP, NAT
LAN Ports:
Ports Four 10/100M Auto-Negotiation RJ45 ports (Auto MDI/MDIX)
Line Port: One RJ11 port
10BASE-T: UTP category 3, 4, 5 cable (maximum 100m)
. EIA/TIA-568 100Q STP (maximum 100m)
Cabling Type
100BASE-TX: UTP category 5, 5e cable (maximum 100m)
EIA/TIA-568 100Q STP (maximum 100m)
LED Power, ADSL, Internet, WLAN, WPS, 1,2,3,4(LAN),

FCC, CE

Wireless

Frequency Band

2.4~2.4835GHz

Radio Data Rate

11n: up to 150Mbps (Automatic)
11g: 54/48/36/24/18/12/9/6Mbps (Automatic)
11b: 11/5.5/2/1Mbps (Automatic)

Frequency Expansion

DSSS(Direct Sequence Spread Spectrum)

Modulation DBPSK, DQPSK, CCK, OFDM, 16-QAM, 64-QAM
Security WEP/WPA/WPA2/WPA2-PSK/WPA-PSK

130M: -64dBm@10% PER

54M: -68dBm@10% PER
Sensitivity @PER 11M:  -85dBm@8% PER

6M: -88dBm@10% PER
1M:  -90dBm@8% PER

Environmental and Physical

Operating: 0C~40C (32T ~1047T")
Temperature
Storage:  -40C~70°C(-40°T ~158°TF)
. o — ano. _ .
Humidity Operating: 10% ~ 90% RH, Non-condensing
Storage: 5% ~ 90% RH, Non-condensing
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Appendix B: Configuring the PC

In this section, we’ll introduce how to install and configure the TCP/IP correctly in Windows XP.
First make sure your Ethernet Adapter is working, refer to the adapter’'s manual if necessary.

1. Configure TCP/IP component
1) On the Windows taskbar, click the Start button, and then click Control Panel.

2) Click the Network and Internet Connections icon, and then click on the Network
Connections tab in the appearing window.

3) Right click the icon that showed below, select Properties on the prompt page.

| LAN or High-Speed Internet

55 Mebwork Connection 49

Disable

Wiew Available Wireless Mebworks
Status

Repair

Bridge Connections

Create Shorbcut

Rename

Propetties

Figure B-1

4) In the prompt page that showed below, double click on the Internet Protocol (TCP/IP).
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[ =
-i- Wireless Network Connection 49 Properties @E|

Gereral | Advanced
Connect uging:

B8 EZ Connect M 150kMbps Wirelesz M L

Thiz connection uzes the following items:

SQDS Packet Scheduler -~
= &EGIS Protocol [IEEE 802.7%) v3.7.5.0

g g |ntermet Pratocal [TCPAR]
“
< >
[ Inztall... Froperties
Drescrption

Tranzmizzion Contral Protocoldinternet Protocal. The default
wide area network, pratacol that provides communication
acrogs diverze interconnected netwark.s.

Shiowy icon in notfication area when connected
Matify me when thiz connection haz limited or no connectivikg

Ok ] [ Cancel

Figure B-2

5) The following TCP/IP Properties window will display and the IP Address tab is open on
this window by default.

Now you have two ways to configure the TCP/IP protocol below:

> Setting IP address automatically

Select Obtain an IP address automatically, Choose Obtain DNS server automatically, as
shown in the Figure below:
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Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

You can get P settings assigned automatically if pour network, supports
thiz capability. Othenize, you need ta azk paur nebwork, adminiztratar for
the appropriate 1P zettings.

(&yilbtain an [P address autamahicalle
() Uze the following |P address:

(@) Obtain OMS zerver address automatically
() Use the Follawing DMS server addresses:

[ Q. l[ Cancel ]

Figure B-3

& Note:

For Windows 98 OS or before, the PC and Router may need to be restarted.

> Setting IP address manually

1
2

Select Use the following IP address radio button. And the following items available

If the modem router's LAN IP address is 192.168.1.1, specify the IP address as 192.168.1.x
(x is from 2 to 254), and the Subnet mask as 255.255.255.0.

Type the modem router's LAN IP address (the default IP is 192.168.1.1) into the Default
gateway field.

Select Use the following DNS server addresses. In the Preferred DNS Server field you
can enter the same value as the Default gateway or type the local DNS server IP address.
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Internet Protocol (TCP/IP) Properties Eg|

General

“ou can get P settings aszigned automatically if pour network, zupports
thiz capability. Othenwize, you need to azk pour nebwork, adminiztrator for
the appropriate [P settings.

() Obtain an IP addresz automaticallp
&)l ze the Following IP address:

|P address: 192 0168, 1 . 2
Subnet mazk: 285 .028R 28500
Default gateway: 192 168 . 1 . 1

(%) Use the follawing DMS server addresses:
Preferred DMNS server: 192 0168 . 1 .1

Alternate DMS zerver:

I ]9 H Cancel ]

Figure B-4

Now:

Click OK to keep your settings.
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Appendix C: Troubleshooting

T1. What can | do if | don’t know or forget my password?

1) For default wireless password: Please refer to the “Wireless Password/PIN” labeled on the
bottom of the modem router.

2) For the web management page password: Reset the modem router first and then use the
default user name and password: admin/admin.

T2. How do | restore my modem router’s configuration to its factory default
settings?

With the modem router powered on, press and hold the RESET button on the rear panel for 8 to
10 seconds before releasing it.

&= Note:

Once the modem router is reset, the current configuration settings will be lost and you will need to
re-configure the router.

T3. What can | do if | cannot access the web-based configuration page?

1) Configure your computer’s IP Address.

For Mac OS X
« Click the Apple icon on the upper left corner of the screen.
« Go to “System Preferences -> Network”.

« Select Airport on the left menu bar, and then click Advanced for wireless configuration; or
select Ethernet for wired configuration.

« In the Con-figure IPv4 box under TCP/IP, select Using DHCP.
« Click Apply to save the settings.

For Windows 7

« Click “Start -> Control Panel -> Network and Internet -> View network status -> Change
adapter settings”.

« Right-click Wireless Network Connection (or Local Area Connection), and then click
Properties.

« Select Internet Protocol Version 4 (TCP/IPv4), and then click Properties.

« Select Obtain an IP address automatically and Obtain DNS server address automatically.
Then click OK.

For Windows XP

« Click “Start -> Control Panel -> Network and Internet Connections -> Network
Connections”.

« Right-click Wireless Network Connection (or Local Area Connection), and then click
Properties.

« Select Internet Protocol (TCP/IP), and then click Properties.

« Select Obtain an IP address automatically and Obtain DNS server address automatically.
Then click OK.
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For Windows 8

« Move your mouse to the lower right corner and you will see Search icon in the Popups.

Go to “lefl -> Apps”. Type Control Panel in the search box and press Enter, then you will go
to Control Panel.

« Click “View network status and tasks > Change adapter settings”.
« Right-click “Ethernet” and then select Properties.

« Double-click Internet Protocol Version 4 (TCP/IPv4). Select Obtain an IP address
automatically, choose Obtain DNS server address automatically and then click OK.

2) Configure your IE browser

#} about:blank - Microsoft Internet Explorer

Open yourIE browser, click File Edit “iew Favorites | Tools Help

Tools tab and you will see the , ~  Mail and Mews 3
. 9 Back - s » |
following screen. - Pop-up Blocksr 3

Address |&] about:blank Manage Add-ons...
Synchronize, . .
Windows Update

Windows Messenger
Diagnose Connection Problems, ..

]
[Click Internet Options J

Generall Secwit_l,ll F'rivac_l.JI Content  Connections IF'nglamsI Advancedl

i Toset up an Internet connection, click Setup... |
\ Setup,
r— Dial-up and Yirtual Private Metwork, settings
Add...
Femove |
Choose Settings if wou need to configure a proxy Settings.. |
] server for a connection,
: [ - -
Select Never dial a 1= Meverdial a connection ]
connection J | Diallwhenever a network conmestion is not present
€ Blways dial my default connection
Zurrent Mlame St Default |
 Local Area Metwork, [LAMN] settings
LAMN Settings do not apply to dial-up connections, LAM Settings. .. |
Choose Settings abowve Far dial-up settings,
. ak Cancel Spply
Click OK | |

Now, try to log on to the Web-based configuration page again after the above settings have been
configured. If you still cannot access the configuration page, please restore your modem router’s
factory default settings and reconfigure your modem router following the instructions in 3.2 Quick
Installation Guide. Please feel free to contact our Technical Support if the problem still exists.
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T4. What can | do if | cannot access the Internet?

1) Check to see if all the connectors are connected well, including the telephone line, Ethernet
cables and power adapter.

2) Check to see if you can log on to the web management page of the modem router. If you can,
try the following steps. If you cannot, please set your computer referring to T3 then try to see if
you can access the Internet. If the problem persists, please go to the next step.

3) Consult your ISP and make sure all the VPI/VCI, Connection Type, account username and
password are correct. If there are any mistakes, please correct the settings and try again.

4) If you still cannot access the Internet, please restore your modem router to its factory default
settings and reconfigure your modem router by following the instructions in 3.2 Quick
Installation Guide.

5) Please feel free to contact our Technical Support if the problem still exists.

& Note:

For more details about Troubleshooting and Technical Support contact information, please log on
to our Technical Support Website: http://www.tp-link.com/en/support.
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Appendix D: Technical Support

Technical Support
B For more troubleshooting help, go to:
http://www.tp-link.com/en/support/faq
B To download the latest Firmware, Driver, Utility and User Guide, go to:
http://www.tp-link.com/en/support/download
B For all other technical support, please contact us by using the following details:

Global

Tel: +86 755 2650 4400

Fee: Depending on rate of different carriers, IDD.

E-mail: support@tp-link.com

Service time: 24hrs, 7 days a week

USA/Canada

Toll Free: +1 866 225 8139

E-mail: support.usa@tp-link.com (USA)
support.ca@tp-link.com (Canada)

Service time: 24hrs, 7 days a week

Turkey

Tel: 0850 7244 488 (Turkish Service)

Fee: Depending on rate of different carriers.

E-mail: support.tr@tp-link.com

Service time: 09:00 to 21:00, 7 days a week

Ukraine

Tel: 0800 505 508

Fee: Free for Landline; Mobile: Depending on rate
of different carriers

E-mail: support.ua@tp-link.com

Service time: Monday to Friday, 10:00 to 22:00
Brazil

Toll Free: 0800 608 9799 (Portuguese Service)
E-mail: suporte.br@tp-link.com

Service time: Monday to Friday, 09:00 to 20:00;
Saturday, 09:00 to 15:00

Indonesia
Tel: (+62) 021 6386 1936
Fee: Depending on rate of different carriers.
E-mail: support.id@tp-link.com
Service time: Monday to Friday, 09:00 to 12:00,
13:00 to 18:00 *Except public holidays
Australia/New Zealand
Tel: NZ 0800 87 5465 (Toll Free)

AU 1300 87 5465 (Depending on 1300 policy.)
E-mail: support.au@tp-link.com (Australia)

support.nz@tp-link.com (New Zealand)

Service time: 24hrs, 7 days a week
Germany/Austria
Tel: +49 1805 875 465 (German Service)

+49 1805 TPLINK

+43 820 820 360
Fee: Landline from Germany: 0.14EUR/min.
Landline from Austria: 0.20EUR/min.
E-mail: support.de@tp-link.com

Service time: Monday to Friday, 09:00 to 12:30
and 13:30 to 18:00. GMT+1 or GMT+2 (DST in
Germany) *Except bank holidays in Hesse
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Singapore
Tel: +65 6284 0493

Fee: Depending on rate of different carriers.
E-mail: support.sg@tp-link.com

Service time: 24hrs, 7 days a week

UK

Tel: +44 (0) 845 147 0017

Fee: Landline: 1p-10.5p/min, depending on the time
of day. Mobile: 15p-40p/min, depending on your
mobile network.

E-mail: support.uk@tp-link.com

Service time: 24hrs, 7 days a week

Italy

Tel: +39 023 051 9020

Fee: Depending on rate of different carriers.

E-mail: support.it@tp-link.com

Service time: Monday to Friday, 09:00 to 13:00;
14:00 to 18:00

Malaysia

Toll Free: 1300 88 875 465

Email: support.my@tp-link.com

Service time: 24hrs, 7 days a week

Poland

Tel: +48 (0) 801 080 618

+48 223 606 363 (if calls from mobile phone)

Fee: Depending on rate of different carriers.

E-mail: support.pl@tp-link.com

Service time: Monday to Friday, 09:00 to 17:00.
GMT+1 or GMT+2 (DST)

France

Tel: 0820 800 860 (French service)
Fee: 0.118 EUR/min from France
Email: support.fr@tp-link.com

Service time: Monday to Friday, 09:00 to 18:00
*Except French Bank holidays

Switzerland
Tel: +41 (0) 848 800 998 (German Service)

Fee: 4-8 Rp/min, depending on rate of different
time.

E-mail: support.ch@tp-link.com

Service time: Monday to Friday, 09:00 to 12:30 and
13:30 to 18:00. GMT+1 or GMT+2 (DST)

Russian Federation

Tel: 8 (499) 754 5560 (Moscow NO.)
8 (800) 250 5560 (Toll-free within RF)
E-mail: support.ru@tp-link.com

Service time: From 09:00 to 21:00 (Moscow time)
*Except weekends and holidays in RF



mailto:support.usa@tp-link.com
mailto:support.ca@tp-link.com
mailto:support.tr@tp-link.com
mailto:support.de@tp-link.com
mailto:support.uk@tp-link.com
mailto:support.my@tp-link.com
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