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CEPTUD®UKALUA FCC

FS

HdaHHoe obopygoBaHMe NPOLUNO COOTBETCTBYOLLME WCMbITaHWSA, KOTOpble MoKasanu, YTO OHO
cooTBeTCcTBYeT TpeboBaHnaM Ans LUMdPOBLIX YCTPOWCTB Kracca «B» B COOTBETCTBMM C YACTbIO
15 npasun FCC. HdaHHble TpeboBaHusa Gbinu paspaboTaHbl, 4ToObl 0becneunTb onTUMarbHYH
3aWnTy OT HebnaronpusaTHbIX SBNEHWNW WHTepdepeHuun npu 3Kcnnyatauuum B AOMaLUHUX
ycnosuax. ObopynoBaHME FeHepupyeT, UCMONb3yeT UM U3Ny4yaeT PaaunoBOfHbI, KOTOpble Mpu
HenpaBwWibHOM YCTAHOBKE W 3JKCMyaTauuu, MOryT BbI3biBaTb HebnaronpusTHble SIBNEHUS
nHTEepdepeHunn ans 6ecnpoBogHON nepefadu AaHHbIX. OQHaKO HET rapaHTuW, YTO NoaobBHbIe
ABMNEeHNs MHTepdepeHLMM He BO3HMKHYT B OTAENbHLIX CriyYasx ycTaHoBku. B crniyyae, ecnu
obopynoBaHue reHepupyeT MNOMexu, MPensaTCTBYKOLIME HOpManbHOMY MpUeMy paguo- Umnu
TenecurHana (370 MOXHO onpeaennTb, BbIKMIOYMB U BKIOYNB €ro), peKkoMeHOYyeTCs NPeAnpPUHATL
cnegywouine OencTeus:

e V/I3MeHUTb NonoxeHue Unu nepeaBuHyTb NPUHUMAIOLLLYIO aHTEHHY.
e  YBENUYUTbL PacCTosiHWE Mexay 06opyaoBaHNEM U MPUEMHUKOM.
e [logkniounTb 06opyaoBaHMe N NPUEMHUK K pa3HbIM PO3eTKaM.

e  OO6paTUTbCH K AMIepy uUnm K onbITHOMY CNeuManucTy no paguno- UNn TeNeBU3NOHHOMY
obopynoBaHuto.

YCcTponcTBo cooTBeTCTBYET TpeboBaHusaM YacTtu 15 npasun FCC. QkcnnyaTtaums Nnpom3BoguTcs ¢
y4eTOM CreayoLmnx ABYX YCNOBUIA:

1) YcTpOMCTBO HE JOMKHO Bbi3biBaTb HEOGNAroNnpuATHLIX ABNEHUA NHTEPdEPEHLUN.

2) YcTponcTBo MOXET paboTaTb C JIoObIM TMNOM MHTEpPdEPEHLNN, BKIOYas
NHTEpPdEPEHLMIO, KOTOPasi MOXET Bbi3BaTb HEXeNnaTesbHbIA PEXUM 3KCIyaTauum.

Jobble M3mMeHeHUs, He 0006pPEHHbIE SBHBIM 06pa30M CTOPOHOW, OTBeYaloLLLe 3a COOTBETCTBUE,
MOrYT MNoBre4yb 3a coboi OTMEHy NpaBa Nonb3oBaTens Ha aKcnnyaTtaumio obopyaoBaHus.

MpumedaHune: MNpou3BoanTENb HE HECET OTBETCTBEHHOCTM 3a MHTEpdepeHLuo paguo- Wnm
TENEeBU3NOHHOMO CUrHana, Bbl3BaHHOrO HECAHKLMOHWPOBAHHBLIMA U3MEHEHUSMU, BHECEHHLIMU B
obopynoBaHue. Takne uameHeHus MOryT MoBfievb 3a cobon OTMEHy npaBa Mofb3oBaTens Ha
akcnnyartaumo obopyaoBaHus.


http://www.tp-link.com/

Tpe6oBaHua FCC no ypoBHIO paguousnyyeHus

[aHHoe ycTponctBo oTBevaeT TpeboBaHusm FCC no ypoOBHIO paguousnyyvyeHus nns
HEKOHTPONMpyeMOn cpedbl. YCTPOMCTBO M €ro aHTeHHa He [OOMKHbl HaxOAUTbCA WU
3KCMyaTupoBaTbCs BMECTE C APYro aHTEHHOW UIN NepeaaTynKkoM.

«Onsi obecrneyeHnsi COOTBETCTBUS ITUM TPeBGOBaHWAM, MOMOXEHUS| LOKYMEHTa MPUMEHSIOTCS
TONMbKO B OTHOLIEHWM MOGUIIbHBIX KOH(Urypauuii. AHTEHHbl, MPUMEHSIEMble [OaHHbIM
nepeaaTynkoMm, OOMKHbI OblTb YCTAHOBMEHbI HA PAcCTOsiHUM He MeHee 20 cM OT Gnvkanwero
MECTOHaXOXAEHUS NMIOAEN U He JOMKHbI HAXOAUTLCSA PSALOM UMM COBMECTHO SKCMyaTUpoBaThCs
C ApYro aHTeHHOW UK nepeaaTynkom».

OtmeTka CE

C€1588

[laHHOe YCTpPOMCTBO ABNSETCA NPOAYKTOM knacca «B». lMpu akcnnyatauMu B AOMAaLLHMX
YCNOBUSIX, AaHHbIA NPOAYKT MOXET Bbl3BaTb SIBMIEHNE MHTepdEpPEHLUM paanocurHana, B 3ToM
crnyyae OT nonb30BaTessi MOXET NoTPeboBaTbCA NPUHATUE COOTBETCTBYIOLLMX MEP.

UkrSEPRO

<

Mpoaykt ceptudikoBaHo 3rigHo ¢ npasunamu cuctemu YkpCEINPO Ha BignoBigHiCTb BMMOram
HOPMaTUBHMX AOKYMEHTIB Ta BMMOram, WO nependavyeHi YMHHMMM 3aKOHOOABYMMM aKTaMM
YkpaiHu.

EAL

lNpaBuna 6e3onacHocTn

® Ecnun yCTpONCTBO MMEET KHOMKY BKITHOYEHNA/BLIKNIOYEHWS NUTAHNS, TO C €€ MOMOLLbIO
MOXHO ObICTPO OTKIMHOYUTL MUTAHNE YCTPOMCTBA. ECNn KHOMKM NUTaHUA Ha YCTPOMCTBE HET,
€[JMHCTBEHHBbIV CMOCOO6 NOSMTHOCTLI0O 0OECTOUNTL YCTPOWCTBO - OTKIIOYUTL agantep NUTaHus
OT 3IEeKTPOCeTH

® He pas3bupaiiTe yCTPOMNCTBO U HE NPOUN3BOANTE €0 PEMOHT CAMOCTOSTENBHO, B 3TOM Cry4yae
KOMMaHus BNpaBe CHATb C cebs rapaHTuiiHble 00s3aTenbLCTBa, KPOME TOro, Bbl
noaBepraeTecb PUCKY MOPaXKEHUs SNEKTPUYECKUM TOKOM.

® He pgonyckanTe nonagaHuns Brnarv BHyTPb yCTPONCTBA.



yCTpOIZCTBO npeaHasHa4eHo and ncnonb3oBaHnA B Crneayrwnx CTtpaHax:
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TL-WR720N ‘ BecnpoBogHon mapuwpytusatop N 150 MouTt/c

KomMmnnekT noctaBku

B KkoMnNnekT nocTtaBku BXOAWUT:

> BbecnposogHon mapupyTtusatop TL-WR720N cepun N co ckopocTbio nepefayn OaHHbIX 00
150 M6ut/c

> ApanTep nuTaHua gns 6ecnpoBogHoro mapuipytmsatopa TL-WR720N
» PyKOBOACTBO MO OLICTPOW YCTaHOBKE
»  KomnakT guck co cnegytoulen nHdopmaumen:

e PykoBogcteo
¢ [lpoyvas nonesHas nHgpopmaums

& NMpumeyaHue:

Y6e,EI,VITer B TOM, YTO KOMMNJEKT COAEPXKUT BCEe YKa3aHHbl€ BbllLE€ HAMMEHOBAHUA. Ecnun yto-nnbo
noBpeXaAeHo Unm oTCyTCTBYET, 06paTVITer K CBOEMY }J,VICTpVI6b}OTOpy.



TL-WR720N ‘ BecnpoBogHon mapuwpytusatop N 150 MouTt/c

lmaBa1. BBegeHue

Bnarogapym 3a 1O, 4YTO Bbl OCTaHOBWNM cBOW BbLIGOP Ha GecnpoBOOAHOM MapLUpyTU3aToOpe
TL-WR720N cepumn N co CKOpOCTbIO Nepefaym gaHHeix go 150 MoéurT/c.

1.1 OG30p

BecnposogHon mappyTtnsatop cepum N co cKopocTbio nepegaduvM AaHHelx go 150 M6éut/c
XapaKTepunsyeTcsl OTIIMYHOWM LanbHOCTBIO M CKOPOCTBIO Mepeaady AaHHbIX, BMOSIHE COOTBETCTBYET
TpeboBaHuaM ceten HebonbLioro unn gomaiwuHero oguca (SOHO) M nogxoauT nonb3oBaTensam,
KOTOpbIM HEOOX0AUMa BbICOKONPOU3BOAMTENbHASA CETb.

HeBeposiTHas ckopocTb

MapuwpyTtmsatop TL-WR720N obGecnednBaeT CKOpOCTb nMepedayn AaHHbiXx 4o 150 MouT/c npu
paboTe ¢ 6ecnpoBogHbIMKU KnneHTam ctaHgapTa 802.11n. OTa ckopoCTb AenaeT ero naeanbHbIM
Bbl60pOM ansa paGOTbI C HEeCKONMbKMMW NOTOKaMMN [OaHHbIX OAHOBPEMEHHO, 4TO obecneunBaet
CTabunbHyto paboTy ceTu. YCTPOMCTBO Takke COBMECTUMO C nNpoaykTamu ctaHaapTa IEEE 802.11g un
IEEE 802.11b.

KomnnekcHas cuctema 6e3onacHocTu

Bnarogapsi KomnnekcHom cuctemMe 6Ge3onacHOCTW, BKMoYatowen B cebs yHKLMIO KOHTPONs
BewaHma SSID, 64/128/152-6utHbin WEP, WiFi protected Access (WPA2-PSK, WPA-PSK), a
Takke OpaHgomayap C nepegoBbiMM  DYHKUMAMM  3awmThl, Maplpytudatop TL-WR720N
obecneynBaeT NOMHY KOHPMAEHUMANBHOCTL Nepeaayn AaHHbIX.

MbKuin KOHTpONb gocTyna

MapuwpyTtnzatop TL-WR720N o6GecneuvBaer rubkuiA KOHTPOMb AOCTyna, 4TO MO3BOMNSET
poouTensMm unM ceTeBOMY agMUHUCTPATOpy onpenensaTb MOMAUTUKY OrpaHuyeHus gocTyna B
OTHOLLEHUM OeTen UM nepcoHana. YCTPOUCTBO Takke nopgaepxmeaer dyHKUuMM BupTtyanbHoro
cepsepa, y3rna DMZ un Port Triggering, 4To no3BonsieT agMUHUCTPATOPYy OTCIEXMBaTb COCTOSHUE U
yNpaBnATb CEThIO B PEXMME pearibHOro BpeMeHU, NCMoNb3ya OYHKUUIO YOareHHOro yrpaBneHus.

MpocTana yctaHOBKa

B cBA3M Cc Tem, 4YTO MapLpyTM3aTtop COBMECTMM MNpPaKTU4YeCKu CO BCEMU OCHOBHbLIMU
onepaLlmoHHbIMM CUCTEMAaMM, UM OYEHb NErko ynpaBnsaTb. YCTPOWCTBO nogaepxvsaer Mactep
ObICTPOV HACTPOMKW, a OAHHOE PYKOBOACTBO MOSMb30BaTENSA COOEPXUT NOAPOOHbIE MOLUaroBble
WHCTpyKUMK. [leped ycTaHOBKOW MapLupyTu3atopa cregyer BHUMAaTENbHO M3yuuTb AaHHOe
PYKOBOACTBO, YTOObI 03HAaKOMUTBLCSI CO BCEMU (DYHKLMSAMW YCTPOWCTBA.

1.2 [JonyuweHusn

Mapuwpytusatop unu TL-WR720N, ynomsiHyTble B HacTOSILLEM PYKOBOACTBE MOrb3oBaTens
o3HadvaT Mogenb TL-WR720N, 6ecnpoBogHon Maplipytusatop cepum N CO CKOPOCThLIO
nepegayun gaHHoix 150 Méut/c, 6e3 kakmx-nMbo AONONHUTENbHbLIX MOSCHEHWIA.
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1.3 OCHOBHbIe XapaKTepUCTUKU

>

vV V. V V Vv V

Y

MpumeHeHne texHonormm IEEE 802.11n obecnevnBaet 6ecnpoBogHyto nepegayvy AaHHbIX CO
ckopocTbio o 150 M6uT/c

1 nopt WAN 10/100M ¢ dyHKUMEN aBTOMATMYECKOrO COrMacoBaHUA CKOPOCTU MO pasbem
RJ45 n gea nopta LAN 10/100 M6uT/c ¢ pasbémom RJ45, nogaoepxka AsTo-MDI/MDIX

AyteHTtndpmkaums WPA/WPA2, WPA-PSK/WPA2-PSK, wundposanme TKIP/AES

ObecneyeHre COBMECTHOrO AOCTyNa K AaHHbIM M K ceTn VHTepHeT, nogaepxka gocTtyna K
WHTepHeT anHammyecknii IP/ctatnyeckuin IP/PPPoE

Mooaepxka pyHKkum BupTtyanbHbin cepsep, Special Application n ysen DMZ
Mopaepxka o YeTbipex 6ecnpoBOAHbIX CETEN C pasHbIMM MMeHamm (SSID) n naponsamm
Mogaepxka TexHonornm UPNP, guHamnyeckon DNS n ctatnyeckon mapLupytusaumm
ABTOMaTU4eCKOE NOAKMYEHNE N NOAKMAOYEHNE No pacnucaHnto K MHTepHeT (PPPoE)

MogknioveHne Kk WHTepHeT no TpeboBaHUIO W  OTKMIOYEHME NPU  HEUCNONb30BaHWM
nogkntodeHns (PPPoE)

BctpoeHHbin NAT n DHCP-cepBep ¢ nogaepKkon ctatmyeckoro pacnpegenexns IP-agpecos

Mopoaepxka dyHkunn Stateful Packet Inspection (Punbrpauunsa gaHHbIX Ha OCHOBE AaHHbIX O
COCTOSIHUM COEOQUHEHMS)

I'Iop,nepmxa POANTENBbCKOIro KOHTPOJ1A U KOHTPOIIA AO0CTyna

64/128/152-6utHoe wmndgpposaHne WEP un dyHkuma Cnmcok KOHTpona goctyna Aans
©ecnpoBoAHOM NoKanbHOM cetTn

Mopaepkka CTaTUCTUKM NO MOTOKaM
Mopaepxka obHoBReHMs BcTpoeHHoro N0 1 ynpaeneHune vyepes Beb-uHTepdenc
Mopopepxka nponycka Tpadpuka VPN
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1.4 OnucaHue naHenewn

1.4.1

NMepeaHsan naHenb

I
|

i
|
I
I

P . =

CeeToaMoaHble MHAMKATOpbl U

Puc. 1-1 lNepegHaAs naHenb

kHonka WPS pacnonoxeHbl Ha nepegHen naHenu (crneea

Hanpago).

Unaukatop | CocTtosiHue 3HavyeHue

. Bbikn. IMnTaHne OTKITHYEHO.

o PWR
Bkn. [MnTaHne BKITHOYEHO.
Bkn. YcTaHOBKa MCXOAHbIX MapaMeTpoB.

# SYS Mwuraert. YcTponcTBo paboTaeT B HOpMarbHOM PeXuMe.
Bbikn. CuctemHas olinobka.

= WLAN Bbikn. PyHKUMS BecnpoBOAHON Nepefayn AaHHbIX OTKIYEHa.
Mwuraet PDyHKUMS BecnpoBOAHON Nepenadn AaHHbIX BKAKOYEHA.

S WAN Bbikn. Y nopTta HeT NogKNHYEHHbIX YCTPONCTB.

@ LAN 1.2 Bkn. K nopTy nogknto4eHo YCTPOMUCTBO, HO OHO HEAKTMBHO.

’ Muwuraer. K nopTy nogknto4eHo yCTPOMCTBO, U OHO aKTUBHO.
BecnpoBogHOoe YCTPOMCTBO MOAKMOYAETCA K CeTu C
MepneHHo
MUraeT nomoulpto yHkummn WPS.  3T0T npouecc 3aHumaer
' NPUMEPHO OBE MUHYTHI.

A WPS BecnpoBogHOe yCTPOMCTBO ObINO YCMNELHO NOAKMHYEHO K

Bkn. cetn nocpeactsoM dyHkumm WPS. Wngukatop Oypet
ropeTb NPUMEPHO 5 MUHYT.

BeicTpo He ypmanocb nogkntounte GecnpoBogHOe YCTPOMCTBO K
MUraer. ceTtn nocpeactsoM doyHkumm WPS.

Tabn. 1-1 CeeToanoaHble MHAMKATOPbI

& lMpumeuaHue:

lMocne TOro, Kak yCTPOMCTBO ObINIO YCMELWHO MOAKMYEHO K ceTn 4vepe3d dyHkuuio WPS,
nhaunkatop WPS OygeT npoaormkaTb ropeTb NPUMEPHO 5 MUHYT, a 3aTeM NOracHeT.
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1.4.2 3apgHAA naHenb

(~R &&a)

Puc. 1-2 3agHasa naHenb

Ha 3agHel naHenu pacnonoxeHsl creaytoLlme anemMeHThbl (Cnesa Hanpaso).

>

Y

WPS/RESET: ata kHOMka ucnonb3dyetca and BknoveHma dyHkumm WPS n gna cbpoca
HacTpoek. Ons mncnonb3oBaHua dyHkunn WPS HaxmuTe 3Ty KHOMKY W yaepxusante eé
HaXkaTon MeHee NATU CeKyHA,; Ans cbpoca HACTPOEeK yaepKnBanTe AaHHYH KHOMKY HaXaTou
Gonee NATN CEKyHA.

® COpoc HacTpoek

CywecTBytoT ABa cnocoba Bo3BpaTa K 3aBOACKMM HaCTPONKaMm:

1) Bbibepute dyHkUuIO 3aBoAcCKUe HACTPOMku B okHe WMHCTpyMeHTbl — 3aBoackue
HaCTPOMKU BED-yTUNUTLI MapLUpyTU3aTopa.

2) NMpn nomowm kHonkn RESET. Haxmnte wn ygepxmante kHonky WPS/RESET
(npumepHo 10 cekyHA) A0 Tex Nop, noka nHaukatop SYS nepectaHeT Murate MeaIEHHO
M HadyHeT wMuratb ObicTpo. [locne 3Toro OTNYCTUTE KHOMKY W XAWTe, MokKa
MapLUpyTU3aTop He BEPHETCH K 3aBOACKMM HACTPOMKaM.

® ®dyHkuusa WPS

Ecnu y Bac ecTb KNMeHTCKMe YyCTPOWNCTBA TakMe Kak, Hanpumep, 6ecnpoBodHbie aganTepbl
c nogaepxkon Hactpownkn sawmwénHoro Wi-Fi (WPS), Bbl MoXeTe HaxaTb 3Ty KHOMKY,
YTOObl ObLICTPO YCTAHOBUTH COEAMHEHWE MEeXZy MapLlpyTU3aTopoOM W KITMEHTCKUM
YCTPONCTBOM U OOHOBPEMEHHO C 9TUM HacTpouTb 3awmTy Bawen 6ecnposogHon cetu.

POWER: Pa3zbeM ans nogknioveHus nutanus. Mcnonb3ynTte agantep NUTaHus, BXogsLwmi B
KOMMMEKT noctaBku OecnpoBogHoro mapiupytusdatopa TL-WR720N cepum N co
CKOpOCTbI0 Nepegayun gaHHbix go 150 MéwuT/c.

WAN: nopt WAN uncnonb3yertcs anst nogkntoveHus mogema DSL/kabenb unu cetn Ethernet.

LAN(1,2): 3tm noptbl (1, 2) wncnonb3ylTca ANd MNOAKMAMEHMs MaplipyTmusaTtopa K
KOMMbOTEPAM NTOKANbHON CETU.

NmaBa 2. [MopgknoyeHMe mapLipyTusaTtopa

2.1 CuctemMmHble TpeboBaHusA

Y

WnpokononocHein goctyn B HTepHeT (DSL/Cable/Ethernet)

OpuH mopgem DSL/KaGenb nog pasbem RJ45 (He TpebyeTtcsi, ecnu yCTPOMCTBO HanpsiMmyto
noakntoyeHo kK cetn Ethernet)

KomnbloTepsbl ¢ paboTatoLimm agantepom n kabenem Ethernet ¢ pasbemamn RJ45
Mopaepxka npotokona TCP/IP gnsa kaxgoro KomnboTepa
Beb6-6pay3ep — Internet Explorer, Mozilla Firefox nnu Apple Safari
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2.2 TpeboBaHusA K cpefie YCTaHOBKU

» MapwpyTtumsatop OOMKEH HaxoOUTbCS B XOPOLIO BEHTUMPYEMOM MeCTe B oTAaneHun oT
HarpesaTenemn unu oborpeBaTernbHbIX MapLUpyTM3aToOpoB)

» YCTpOMCTBO He JOSMKHO nogsepraTbCHa NPSAMOMY BO3AEWCTBUIO UCTOYHWKOB CUMBbHOIO CBETa
(Hanpumep, COMNMHEYHbIN CBET)

>  Bokpyr ycTpoiicTBa AOMKHO OCTaBaTbCs He MeHee 5 cM cBOBOAHOro NpocTpaHcTBa

A\

OKcnnyaTaunoHHbIi TemnepaTypHbin pexnm 0 ~ 40°C
»  3Okcnnyartauus npu otTHocuTenbHoW BnaxHoctn 10 ~ 90%, 6e3 obpasoBaHNa kKoHAEHcaTa

2.3 lMoaknroyeHne mMapLupyTusatopa

Mepen ycTaHOBKOW MapLupyTu3aTopa criegyer y6eamuTbesl, YTO Ball KOMMbIOTEP MOAKMHOYEH K
NHTepHEeT Yepes LWMPOKOMOOCHIN cepBuC. MNpy BO3HMKHOBEHWW NpobremM obpaTuTech K CBOEMY
WHTepHeT-npoBarigepy. 3atem npousseanTe YCTAaHOBKY MapLUpyTM3aTopa COrfacHO MHCTPYKLUUK.
He 3abyabTe BbiTalWMTb BUIKY U3 PO3ETKU, NMPOU3BOAUTE AAHHbIE AENCTBUS CYyXUMU pyKaMu.

1.  OTKM4MTE OT NUTaHUSA KoMNbloTep, MogemM Kabens/DSL u mapLupyTtusarop.

2. Bblbepute onTMManbHOe MecTO Ans MapuwpyTtusatopa. OObIYHO NyYLIMM BapuaHTOM
sBNSieTcsl ueHTp 6ecnpoBogHon cetn. MecTo yCTaHOBKM OOMKHO OTBeYaTb TpeboBaHMAM K
cpefe yCTaHOBKM.

3.  OtperynupyiTte nonoxeHune aHTeHHbl. OObIYHO 3TO BEPTUKANIbHOE NOMNOXEHUE.

4. TogkntounTe KOMNbOTEP(bl) U KOMMYTATOPbI/KOHLEHTPATOPbI K FIOKanbHOW CETU Yepes NopTbl
LAN maplpyTmnsatopa kak nokasaHo Ha Puc. 2- (ecnn y Bac yxe umeercd agantep
6ecnposogHor cetn (NIC), Bbl MOXeTe NPoNyCTUTL 3TOT Luar).

5. MMogkntounte mogem DSL/Kabenb k nopty WAN maplupyTtusaTtopa (cMm. Puc. 2-).

6. [lMlogknounte agantep NUTaHUsS K COOTBETCTBYIOLLIEMY pasbeMy MapLupyTusatopa, a gpyron
€ro KOHeLl| BCTaBLTe B PO3ETKY.

7. Bkniounte komnbtoTep n mogem Kabens/DSL.
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—
Cxema noakmimyeHA

:f Doctynuepes DSL/GPoN/KabenbHbiii mopem l:

: \'\ i j> E ‘\ ‘

E Mogem '

] ] BbecnposogHon

I \(r N . MapLLpyTH3aTop cepuu N [
E s l_l (@J U "-.._% ‘ ]

i N |

i Poctynno FTTE Ethernet kaGeno

\IQ}:.'

Puc. 2-1 YctaHoBka annapaTHOM YacTu MapLupyTmMsaTopa
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NmnaBa3. PykoBoACTBO No ObLICTPOM YCTaHOBKE

B aston rnaee OydeT pacckasaHO Kak B TEYEHME HECKOINbKMX MUHYT MPOU3BECTM HACTPOWKY
©a3oBbIx OYHKLUMIA MapLUpyTM3aTopa Npy NoMoLLM MacTepa BbICTpOM HaCTPOWMKM.

3.1 Hactpowuka TCP/IP

Mo ymonuaHuio gomeHHoe mms mapupyTtmnsartopa http://tplinklogin.net, |IP-agpec ycTtpowcTtea
192.168.0.1, macka noacetn 255.255.255.0. Mpu xenaHnm 3Tm 3Ha4€HUst MOryT ObITb M3MEHEHbI.
B naHHOM pykoBOACTBE B Ka4eCTBe NpumMepa UCMOosb3yHTCA 3HAYEHNS MO YMOMYaHUIO.

MoaknounTe KOMMbIOTEP JOKarnbHOW ceTu K ogHoMy m3 noptos LAN mappyTtusatopa. Nocne
3TOro Bbl MOXeTe HacTpouTb IP-agpec ansa Balwlero KOMMNbOTEPa, Npogenas crieqyoLme waru.

1) B npotokone TCP/IP Bbibepute Monyuutb IP-agpec aBTOomatuyecku. Ecnu Bam
HeobXxoOanMbl WMHCTPYKUMKW, Kak 9TOo caenatb, cmoTpuTe [lpunoxeHne B: HacTtponka
KOMMbOTEPA.

2) BctpoeHHbin DHCP-cepBep HasHauuT KomnbtoTepy IP-agpec.

Tenepb AN NPOBEPKM CETEBOIO MNOAKITHOUYEHNST MEXAY KOMMBbIOTEPOM 1 MapLLPYTU3aTOPOM MOXHO
B KOMaHAOHOMW CTpoKe BBeCTM komaHay Ping. lNpuBeneHHbIn Hxe npumep oTHocutcs K OC
Windows XP.

B komaHgHon ctpoke BBeguTe ping 192.168.0.1 n Haxmute Enter.

» Ecnn Bbl nonyyunu pesynstaT aHanorMyHbln, npeactaBneHHoMy Ha Puc. 3-1, 310 o3Havaer,
YTO C COEAVHEHME MEXAY KOMMbIOTEPOM N MapLUPyTU3aTOPOM ObIfo YCTAHOBMEHO YCMELLHO.

ommand Prompt

Microsoft Windows HP [Bepcun 5_1.26001
(C> Kopnopauwsa Maskpocoor, 1985-2001.

C:~Documents and Settingsstplink>ping 192.168.0
naketamd ¢ 192.168.0.1 no 32 saldT:

or 192.168.0.1: uyucao eaut=32 eperad<lmc TTIL=64
or 192.168.0.1: umcao eakiTt=32 Bperma<inmc TTL=6h4
oT 192.168.0.1: uMvcao sakT=32 Bpemadinc TTL=h4
or 192.168.0.1: yucao eakT=32 Bpema<inc TIL=64

CratucTuka Ping pan 192.168.0.1:

MNakeToe: oTnpaBeAeHo = <. NoAY4eHo 4, notepAaHo = 0 {0 noTepb.
[MpUEAMSHTEABHOE EBPEMA MPHEMA—MEPENAYH MC 3

MuHuHMaabHoe = 0OMcer,. MakcuMaabHoe 0 mcek. CpepHee = 0 mcek

IC=“Documentsz and Settingsstplink>_

Puc. 3-1 YcnelwHsbln pesynsTat BbiNonNHeHNs koMaHabl Ping

» Ecnn pesynsrar aHanorumdeH npegctaBneHHoMy Ha Pwuc. 3-2, 310 0O3HavaeT, 4To
NOAKMNIoYEeHNe MeXay KOMMNbIOTEPOM U MapLUPYyTU3aTOPOM OTCYTCTBYET.
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ommand Prompt

Microsoft Windows ¥P [Bepcuna 5.1.26001
(C> Kopnopauwa Masvikpocooer, 1785-2001.

C:~Documents and Settings“tplink>ping 192.168.0.1
0DsMeH naketamd c 192.168.0.1 no 32 salT:
AnNnapaTHHM CEOM.

ANNapaTHHM CEOM.

3anaHHMH Y3en HeNOCTYNeH.
3anaHHMK Y3en HENOCTYNEH.

CratucTuka Ping naa 192.168.0.1:
Naxetoe: ortnpasaeno = 4. noayuenHo = 0, notepadno = 4 (100 notepwl.

C:~Documents and Settings“tplink>_

Puc. 3-2 HeygauHbin pesynbrar BbIMONTHEHNA koMaHabl Ping

HPOBepre nogknw4vyeHne cnegyrowmm 06pa30M:

1. fABnserca nuM noakndeHWe Mexay BalyM  KOMMNbIOTEPOM W MapLUpyTM3aTopoMm
KOPPEKTHLIM?

& lMpumeyaHue:

WHugukaTtopbl 1,2 noptoB LAN, KOTOpble Bbl MOAKMIOYMNN K MapLUpyTU3aTopy U WHOMKATOPbI
agjanTtepa KomnbloTepa JOSMKHbI FOPETh.

2. 4Bnsetcsa nu npaBunbHon koHdurypauma TCP/IP Ha komnbioTepe?

& lMpumeyaHue:

Ecnu IP-agpec mapuwpyTtusatopa 192.168.0.1, To IP-agpeca KOMMNbOTEPOB AOMMKHbI fexaTb B
AnanasoHe 192.168.0.2 ~ 192.168.0.254.

3.2 PyKoBOACTBO MO 6bICTPON YCTaHOBKE

Mpn nomowm BeB-yTUNUTBI MOXHO Ferko HacTpouTb W YNpPaBMsTb MapLIpyTU3aTopoM. Ty
BeO-yTUNNTY MOXHO mcnonb3oBaTth nog nobon OC Windows, Macintosh nnu OC UNIX uvepes
Beb-6pay3ep Microsoft Internet Explorer, Mozilla Firefox unu Apple Safari.

1. [Ons goctyna K ytunute otkponTe Beb-6paysep v BBeante agpec http://192.168.0.1.

|.0..upec:_ &] hieprif1az.168.0.1 4

Puc. 3-3 Bxoa B MmapLipyTtunsartop

MosiBUTCA OKHO BXO4a B CUCTEMY, aHaNoOrMyHoe ToMy, Kak npegctasneHo Ha Puc. 3-4. B none
Monb3oBartenb u Maponb BBeanTe admin, UCNONb3ysa HUXKHUIA perncTp. 3aTtemM KITMKHUTE Nno
kHonke OK unu Haxxmunte knaesuwy Enter.
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150Mbps Wireless M Rouker TL-WR 7200

MoapsoEaTEN:: | ﬂ adrin w |

Mapone: | 111 |
[ Ok l [ CTHMEHS

Puc. 3-4 OkHo Bxoga B cuctemy

& lMpumeuaHue:

Ecnun paHHoOe OKHO He MosIBMIOCH, 3TO O3HAYaET, YTO Ball BeO-Opay3ep HacTpoeH Ha paboTy B
pexume npokcu. 3anante B pasgen Cepsuc > CBoncTBa o6o3peBaTtens > [NogknioveHnsa >
HacTpoiika napameTpoB fokanbHOW ceTu. B nosBuBLLEMCA OKHE yBepuTe ranoyky ¢ s4emnku
Mcnonb3oBaTb NPoOKCcU-cepBep AN NoKanbHbIX NOAKNHOYeHUn N Haxmnte OK.

Mocne ycnewHoro Bxoga B cuctemy Bblbepute MeHi0 BbicTpas HacTponKka aisi HaCTPOWKK

MapLipyTusaTopa.

OnA BeX00E, NOXAMYACTA, HAKMHTE KHONEY BoiXomn,.

C NOMOWED BRICTROR HACTPOAKKE Bkl CMOMHETE 380aTk OCHOEHBIE NapAMETRE CETH.

AnA NpoAO#EHWA, NOHANYACTS, HEEMUTE KHONKY Aanee.

| Bbixon |

| Danee |

Puc. 3-5 OkHo BbbicTpas HacTpolika

Moxanyncra,
nocraswimka WHTepHeT-ycnyr,

no3TanHoO YKaXute CTpaHy,

ropoa/pervox
nocrne 4Yero MapLlpyTM3aTop MpeanoxuT nopxoasiimne

M HanmMmeHoBaHMe Ballero

HaCTPOMKN MOAKITIOYEHUA ANns Bawero noctaBwmka WHTepHeT-ycnyr. Mactep 6biCTpoi
HACTOWKWN 3aBepPLUNT HAaCTPOWKY B COOTBETCTBUM C BbIOPAHHBLIM TUMOM MOAKITHYEHUS.

10
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5.

BbicTpaR HACTPOWKA - ABTOHACTPOWKA NogknioYeHus K UHTepHeT

CTpaHa: ‘-Bblﬁepme W3 CNMCEa- v‘
ropon/Pernou: -Bribepute uz cncka- v
NocTasmuk HHTEPHET-YCNYT: -BribepuTe us cnMcka- v
Tun noakniyeHHA WAN: -BribepuTe us cnucka- v
O H He HaWEN NoAXoJALWMX HAacTpoex

TMoxanyiicTa, NPOBEPETE, XOPOLLO N1 MOAKNKUEH KaGenk K NopTy WAN Ha BaleM ycTpoiicTee.

Nanee

Puc. 3-6 ABToHacTponka nogkrtoyeHus K IHTepHeT

CTtpaHuua ABTOHacTpOMkM noaknodeHns Kk WHTepHeT no noctaBlimky WHTepHeT-ycnyr
NMOMOXET HACTPOUTb NopaknoyeHne K VHTepHeT no napameTpam perMoHa U nocTaBLyMKa
WHTepHeT-ycnyr, koTopble Bbl ykasanu. Ytobbl yoeanTsCsi, Kako MIMEHHO TN NOAKIMIOYEHUS K
NHTepHET, ncnonb3yeTca Ha BalleM KOMMbIOTEPE, BaM HEOOXOAMMO 06GpaTMTbCs K Ballemy
nocTaBLUMKy VNHTEpHET-yCnyr.

CtpaHa — Bbibepute cTpaHy 13 BbinagatoLero cnmcka.
Fopoa/PernoH — BbibepuTe ropoa/pernoH 13 cnmcka.
MocTaBwuk UHTepHeT-ycnyr — BoibepuTe Bawero nocraBswuka VIHTEpHET-yCcnyr u3 cnmcka.

Tun nopgknioyeHna WAN - MapwpyTmnsatop npeanoXxuT Bam NOAXOAAWMK  Tun
MOAKITHOYEHNS ANs Ballero nocTaBLUMKa VIHTepHeT-yCnyr.

Ecnn Bbl He MOXeTe HalnTu Heobxoaumble MNapaMeTpbl, OTMEeTbTe none A He Haweén
NoaAXoAALWMNX HaACTPOEeK, KaK YyKa3aHO Ha Wu300paxeHun Hmxe, 4ToObl HACTPOUTbL TUM
NoaKn4YeHnsa camocTosTenbHo. Haxkmute Qanee.

BbIcTpan HacTpoKKa - ABTOHACTPOAKA noAknioyeHUA K UHTepHeT

CTpakwa:

Topop/Pernou:

NocTaBuuk HHTEPHET-YCNYT:
TN noakniyeHHa WAN:

¥

-Bribepute uz cnucka-
-Beibepute U3 cnucka-

-BrifepuTe ua cnucka-

< LLL]LL

-Bribepute uz cnucka-

H He HawEén NogxX0AALLMX HACTPOEK

MoxanyicTa, NpoBepETE, XOPOLLO JM MOAKNKUESH kaGens K nopTy WAN Ha BalueM ycTpoicTee.

Hasag DNanee

Pwuc. 3-7 Tvn nogkntodenns WAN

KnukHute no kHonke Hanee, nocne 4yero nossutcd okHo Tun nopgknio4veHus WAN, kak
nokasaHo Ha Puc. 3-8.

| Suctponacrponia- T nommouewmnwAn

MoAroToEKa ¥ HACTPOMKE TUNA NOAKAKUEHUA WAN

MapLupyTH3aTOp NONLITASTCA ABTOMATULECKH ONPeAEnHTL THN MHTEPHET NOAKNIYEHNA BALUETD NOCTABLUMKA MIHTEPHET-YCIYT, eClW Bul BuiDepuTe ABTOONpPeaeNeHHe.
B NpoTMEHOM CrIy4ae Bam NPHETCA EPYUHYHO YKA3aTs T NOAKTKUEHMUS

L2TP/L2TP Poccua - [n7 3Toro TMNa NOAKNI0YeHNA Bam NoTpeGyeTcs MA YYeTHOM 3anMck M Naponk oT BaLLEro NOCTABILMKE MHTepHET-yCnyr,

PPTP/PPTP PoccuA - N7 3T0ro TMNa NoAKIKYeHNS BaM NOTPeGyeTCA MIMA YYETHOA 3aMMci W NApork 0T EALUEN0 NOCTABLUMES MIHTEPHET-YCIYT,
PPPoE/PPPOE PocCHA - ECAY BBl MCNONL3YETE KabensHbIA MOJEM, KPOME TOr0, Bal NOTPEGYeTCR MMA YUETHOR 3anMick W napons PPPOE, BelfaHHsI BaLUMM NOCTABLUMKOM MIHTEPHET-YCIyT

[uHamuyeckuid IP-agpec - Baw noctaewmk ViHTepHeT-ycnyr ncnonsayeT cnysdy DHCP 4nd HasHayeHns Ealwemy MapLpythaatopy IP-agpeca npu NogiToYeH K ceTH MHTepHeT.

Cratudeckui IP-agpec - 3TOT TN NOAKTHYEHUA MCTIONB3YET NOCTORHHLIN, MUKCMPOBaHHEIN (cTaTuueckni) IP-agpec, npuc: A BaLLIMI NOCT: WuTep YCIIyT.

| Hazapg | | Nanee |

Pwuc. 3-8 Tun nogkntouenuss WAN
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6.

>

BblﬁepVITe N3 Cnncka MCI'IOJ'Ib3yeMbIl\/II BaMM TUMN MNOAKIHOYEHMS. YTO6bI YTOYHUTD, Kakou Tvn
NOAKMKOYEHUA Bbl NCMOJIb3YETE, CBAXXKUTECH C BallM NMOCTaBLUIMKOM VIHTepHeT-ycnyr.

Ecnu 6bin BbiGpaH T1n nogkntodeHnss PPPoE/PPPoOE Poccus, otobpasntca crnegytoliee OkHO
(Puc. 3-9).

WA nonk : username

Mapone:

MoarBepauTe napons

BTopHYHOE NOOKMIOYeHHE: @ OTeniouuTE (O AuHamuueckdi IP-agpec (O CTatwdeckui IP-agpec  (AnA Dual AccessiPPPOE Pocous)

( Hazan ] Oanee |

Puc. 3-9 Beictpas HacTponka - PPPoE/PPPoE Poccus

e Wwmsa nonb3oBatens/Maponb — Ykaxnte UmAa nonb3oBaTtens v Naponb, nony4yeHHble
OT nocTaBLlmka NHTepHeT-ycnyr. 3Tn nonsi SBMASKTCS YyBCTBUTENbHLIMU K PETUCTPY.
Mpn BO3HUKHOBEHUN NpobnemMbl 06paTUTECH K NOCTaBLUNKY VIHTEpHET-yCnyr.

e [oarBepaute naponb — Beegute ewe pas naporb, MOMYYEHHbLIM OT MOCTaBLLMKaA
NHTepHeT-ycnyr, 4ToObl yOeauTbesl, YTO BBEAEHHbI BaMu Naposib NpaBuIbHbINR. Ecnu
naposib OTNMYaeTCsa OT 3HA4YeHUd, BBEAEHHOIO Npy NOATBEPXKAEHUN Naposis, NOSBUTCS
cnegytowee okHo. Haxmute OK 1 3aHOBO BBEAMTE Naposib U NoagTBEPXAEHWe napons.

MoctaBbTe TOuky B none [HOduHamuyveckun/CtaTmveckun IP-agpec pana  aktmeBauum
BTOPUYHOIO COEOWHEHMS, €Crin Ball NOoCTaBLMK WHTepHeT-ycnyr Ans NOAKIMIOYeHUs K
nokanbHOM CceTM nNpedocTaBnseT BaM O0coObI  TUM  MNOAOKMNIOYEHUS, Takol  Kak
Onnamunyeckmn/Ctatndeckmn IP.

Ecnn Bbl Bbibpann Crtatuyveckun IP-agpec, Bam B HMXeyKasaHHOM OKHe MnoHagobutcs
Beectn IP-agpec ©n Macky nogcetu, npeaocTaBnsieMble BalMM  NOCTaBLLMKOM
WHTepHeT-yCnyr.

WA nonb3oBare na: username
Mapone:

MonTeepauTe napons

BropHiHoe nogKni4eHHe: O OTknIuMTE () OWHamudeckui IP-agpec (3 CTatwueckui IP-agpec  (AnA Dual Access/PPPOE Poccua)
IP-agpec: 0.66.50.156
Macka nogcern: 42180132208
Hazag ] [ lanee
Puc. 3-10

Haxmute kHonky [fanee, 4ToGbl NPOAOSKMTL, uUNu kHonky Hasap, 4Ttobbl BepHyTbCA Ha
npeablayLLyo cTpaHuLy.
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TL-WR720N

‘ BecnposogHon mapuwpyTtusatop N 150 Mo6uT/c

Ecnn Bbl ucnonbayete tun nogkntodeHns L2TP/L2TP Poccus, Bbl yBuauTe cregytoLee okHO.

BEbicTpan HacTpoika - L2TPIL2TP Poccuna

WA nonb3oBartens:

| usernarme |

Mapone:

() OuHamudeckuit IP-agpec &) CTaTMUeCcKWA IP-agpec

IP-agpeciMMA cepeepa:

IP-anpec: 0.0.00
Macka nogceri: 0.0.0n0
OCHOBHOM W03: 0.0.0.0
DNS: 0000

( Hazag ] Oanee J

Puc. 3-11 Beictpas HacTpowika — L2TP/L2TP Poccus

e Wma nonb3oBatena un [laponb -
npegocTaBlieHHble BalLUMM NocTaBLMKoOM NHTepHeT-ycnyr. O6a nons 4yBCTBUTENbHbLI K
perucTpy.

Beeante ums nonb3oBatens W naponb,

Ecnn Bawwnm noctaslmkom NHTepHeT-ycnyr 6binvn npegoctasneHsl IP-agpec, macka
nogcetu, wnto3 n agpec DNS-cepeepa, Bbibepute Ctatuveckum IP-agpec. B npotneHom
cny4ae Bblbepute fluHamunyeckun IP-agpec.

Beegute |P-agpec cepBepa unv JOMEHHOE UMSA, NpefoCTaBlieHHble BallMM NOCTaBLLWKOM
WHTepHeT-ycnyr.

Haxmute kHonky Oanee, 4ToObl Npogomkutb, unu kHonky Hasag, 4ToObl BepHyTbCA Ha
npeabiayLyo CTpaHuLy.

Ecnn Bbl BbiGpanu tnn nogkntodeHns PPTP/PPTP Poccusa otobpasuntca cnegytollee OKHO
(Puc. 3-12).

EbicTpan HacTpoika - PPTPIPPTP Poccusa

HiiA nonb3soBarena:

Mapone: |.....ooo |

) OuHamudeckuit IP-agpec (&) CTaTwyeckui IP-agpec

IP-anpecMuMA cepeepa:
IP-appec:

Macka nogcerm:
OCHOBHON WINO3:

DNS:

000
000
0oo
000

Hazag

Tanee |

Puc. 3-12 BeicTpas HacTpoika - PPTP/PPTP Poccus




TL-WR720N ‘ BecnpoBogHon mapuwpytusatop N 150 MouTt/c

e Wma nonb3oBatensa un [Maponb — Beeante wma nonb3oBaTenss M naporsb,
npeaocTaBneHHble BaliMM nocTaBLUmMkom NHTepHeT-ycnyr. O6a nomnsi YyBCTBUTENbHbI K
perncrpy.

Ecnn Bawum noctaBwimkom WHTepHeT-ycnyr Obinu npefocTtaBneHsl IP-agpec, macka
noacetwn, w3 u agpec DNS-cepsepa, Bbibepute Ctatnyeckun IP-appec. B npotneBHOM
cny4yae BblibepuTe AuHamuyeckumn IP-agpec.

Beeaute IP-agpec cepBepa nnv OOMEHHOE UMS, NpefoCTaBreHHble BallyM MOCTaBLLUKOM
WHTepHeT-ycnyr.

HaxmuTte kHonky [Oanee, 4ToObl MpooormkuTb, Unn kHonky Hasag, 4tobbl BepHyTbCs Ha
npeablayLLyro cTpaHnLy.

» Ecnu Obin BbIGpaH TMN nogkntodeHus OuHamun4veckun IP-agpec, Bbl yBMOUTE OKHO, Kak
nokasaHo Ha Puc. 3-14.

»  Ecnu Bbl ncnone3yete tmun nogkntoveHns Crtatuveckun IP-agpec, otobpasutcs crnegyrolee
okHo (Pwuc. 3-13).

IP-agpec: 0.00.0

Macka nogcer: 0.00.0
OCHOBHOM IWMH03: 0.0.00
MepButHbIit DNS: 0.00.0

Bropuunbiil DNS: 0.00.0 {He oBAazaTentHo)

[ Hazan ] [ fHanee ]

Puc. 3-13 bbicTpas yctaHoBka — Ctatuyeckun IP

e |P-agpec — 3to WAN IP-agpec, BuaumMbiin BHELWHMM Mnonb3oBaTensam B NHTepHeT
(Bkntovasa Bawero nocraewuka MHTepHeT-ycnyr). Ykaxute IP-agpec B aTom norne.

e Macka noacetn — Macka nogcetu, ucnonbdyemasi WAN IP-agpecom. O6bl4HO 3TO
255.255.255.0.

e OcHoBHou wnto3 — [pu HeobxoammocTu ykaxute IP-agpec.
e [epBunyHbIN DNS — Npn HeobGxoanmocTn ykaxunTte IP-agpec DNS-cepsepa.

e BropuuHbin DNS - Ecnv Bbl nonyuunu ot nocraBwuka WVIHTepHeT-ycnyr agpec
apyroro DNS-cepBepa, ykaxxuTe ero B 3Tom none.

7. YT06bl NpOAOIKMTL, HaXXMUTE KHONKY Oanee. Nocne atoro nosiBATCA OKHO BecnpoBogHou
pexum (Puc. 3-14).
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TL-WR720N ‘ BecnpoBogHon mapuwpytusatop N 150 MouTt/c

BecnpoBoAHOE BelwaHne: BknrounTe -
SSID: TP-LINK_D2714C
Pertox: Pocous b
Kanan: AeT0 o
Pekum: 11bgn cMeWwaHHEIA

LnpHHa KaHana: ABTO

3auyia GeCNPOBOAHONO PeXHMa:
[#] OTKNK4UTB 3aUMTY
@® WPA-PSKWPA2-PSK
Mapons PSK: 18766862
(Bl MOMETE BERCTH CHMMEBDNEI B KOGHROEKE ASCII UMK B WECTHARUATEPHMYHOM QOPMATE; ANA dopMaTa ASCI BNMHE KNIOYa 4onM#HE Beime oT 8 go 63

O B3 uameHeHii

[ Haaap, ] | Nanee ]

Puc. 3-14 BeicTpas HacTporka — becnpoBOAHON pexmm

EecnpOBop.Hoe BelwaHue — Bbl6paB COOTBeTCTBy}OLLl,VIVI 3NIeMEeHT 13 BblNMagakuero MeHHo,
Bbl MOXETe BKITHOUNTL/BbIKIMIOYNTD d.)yHKLI,VII-O.

SSID — YkaxnTe 3HayeHne gnvHon o 32 cumeornoB. Bcem 6ecnpoBoaHbIM yCTpONCTBaM
CeTU AoMmKeH OblTb NMPUCBOEH OAMH 1 TOT e uaeHtudunkatop SSID. NaeHTudukatop SSID
no ymonyaHuio TP-LINK_XXXX (XXXX — nocnegHve 4eTblpe YHUKanbHbIX CMMBOSIOB
MAC-agpeca mapuwpyTtmnsartopa). [JaHHOe none ABnAeTCH YyBCTBUTENbHbIM K PErNCTpy.
Hanpumep, TEST u test — aTO pa3sHble 3HaYEHUS.

PernoH — BbiGepuTe COOTBETCTBYHOLLlEE 3HAYEHME M3 BbiNnagaroLero MeHw. B gaHHoM
nose ykasblBaeTCa PernoH, rae yHkuusa 6ecnpoBogHOM nepefayn AaHHbIX MOXET ObiTb
ucrnonb3oBaHa. Mcnonb3oBaHue AaHHOW (PYHKUMM B perMoHax, He yKasaHHbIX B Chucke,
MOXEeT ObITb HE3aKOHHbLIM. ECnu Ballel cTpaHbl UM perMoHa HeT B CMCKe, oOpaTuTech 3a
NMOMOLLIbIO B MECTHOE NPaBUTENTILCTBEHHOE areHTCTBO.

KaHan — B aTom none ykasbiBaetcsa paboyvas yactoTa. 3HauyeHne no ymonyanuio ABTo. He
cnegyeTt U3MEHSATb 3TO 3HAYEeHWe, eCn TONMbKO He BO3HUKNM Mpobnembl ¢ nomexamun oT
HaxoadaLenca NnobnmM3ocTn Apyrov TOYKM JOCTyna.

Pexxnm — Pexxum 6GecnpoBogHOM nepedayun gaHHbIX MapLupyTmM3aTopa

LLvpuHa kaHana — Bblbepute COOTBETCTBYHOLLEE 3HAYEHME M3 BbiNadaloLlero cnucka.
3HayeHne no ymon4yaHuio ABTO, MNPy KOTOPOM YCTPOMCTBO aBTOMAaTUYECKU perynupyet
LUIMPUHY KaHana ansi KNMMeHTOB.

OTKkNYNTb 3aWmTy — OyHKUMA obecneveHns 6e30nacHOCTN MOXET ObiTb BKIHOYEHA MK
BblKNtoYeHa. Npu BbIKNOYEHHOW (hyHKUUKN BecnpoBOAHbIE CTAHLMM MOTYT NOAKNIOYATHCS K
MapLupyTusatopy 6e3 npumeHeHus WwndpoBaHua. HactoAaTensHO pekomeHayem BbiOpaThb
OOHYy 13 onumn ana obecneyeHms 6e3onacHOCTH.

WPA-PSK/WPA2-PSK — Bribop WPA Ha ocHOoBe npeaBapuTenbHO yKasaHHOW NnaporbHOM
dpasbl.

Mapons PSK - MoxHo wucnomnb3oBaTtb cumBonbl  ¢dopmata ASCIH  wnnu
LLlecTHapguaTepuyHble CUMBOJSTbI.

Mpun BbIGope ASCII knoy MoxeT copepxatb Lmdpbl oT 0 Ao 9 n Gykebl oT A 0o Z n ero
AJIMHAa JomKHa cocTaBnAaATb oT 8 0o 63 cMMBOOB.
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TL-WR720N ‘ BecnpoBogHon mapuwpytusatop N 150 MouTt/c

Mpu BbIGOpe LlecTHagLaTePUYHBbIN KIHOY MOXET COCTOSATb 13 undp ot 0 Ao 9 n Oyks oT A
po F, a ero gnnHa pgomxkHa 6bITh B Npegenax ot 8 o 64 cMmBorios.

CneayeTt umeTb B BMAY, UYTO KoY ABMSETCA YyBCTBUTENMbHBIM K PErncTpy. OTO O3HaYaerT,
YTO UCMOMb30BaHWE MPOMUCHBLIX U CTPOYHLIX BYKB BNMAET Ha ero 3HayeHue. Hennoxo
3anucatb rae-HMbyab 3HaveHve KhwYa W ApYrMx HacTpoek 3awmTbl 6ecrnpoBoAHON
nepefayn gaHHbIX.

> bBbe3 uameHeHunn — lNpu BbIGOpe 3TOM ONUUKM KOHdUrypaums GecnpoBogHOW nepedayn
JaHHbIX ocTaHeTcHa 6e3 nameHeHun!

[laHHble HaACTPOWMKWN SIBMAKOTCA BCEro nub 6a3oBbiMU. YTOObI y3HATb O AOMOSTHUTENbHbIX
HacTpownkax, cmoTpuTe Pasgen 4.6: becnpoBogHOW PEXUM.

8. Haxas kHonky [lanee, Bbl OKaXXeTeCb B OKHE 3aBepLueHue.

Ecnu B okHe BecnpoBogHOW peXxum He ObiNo caenaHo U3MEHEHMN, OKHO 3aBepLueHue
OyaeT BbIMMSAAETb, Kak npefctaeneHo Ha Puc. 3-15. HaxmuTe kHOMKYy 3aKOHYUTb, YTOObI
BbITK M3 pasgena bbicTpas HacTpouka.

Mosapaenaem! MapLupyTU3aTop B HacToALee BpeMA cOeAMHABT Bac ¢ UHTepHeTOM. [Jna noapoBHbIX HAcTpoeK,
HaXMu1Te, NOXKanyncTa, Ha Apyrine MeHH, ecnin 3Te HeoGxoanmo.

[Hazan | [ 3akondurs |

Puc. 3-15 bbicTpas HacTpolika - 3aBepLueHne

Ecnn B okHe becnpoBogHoM pexnm Obinu caenaHbl U3MEHEHWsT, OKHO 3aBepLueHue byaer
BbIMAA4ETb, Kak npencraeBneHo Ha Puc. 3-16. Haxmute kHonky [lepesarpyska, 4ToObl
cAenaHHble U3BMEHEHUS BCTYNUIM B CUITY, N BbINOMTE U3 OkHa BbicTpaa HacTpouka.

Mosapasnaem! MapLupyTU3aTop B HacToALee BpeMa CoeaMHAST BAC ¢ MHTEpHeTOM. [ns NoApoGHbBIX HacTpoek,
HaXMuTe, MNoXKaNyNCcTa, Ha APYTE MEHIO, eC/I 3TO HeoGxoanmo.

VIZMEHEHKA HACTpOSK BECIPOEOGHON CETH BCTYNAT B CHNY NOCIE NepEzarpyskk MapLIpyTHIATOpE.

[Hazag | [ nNepesarpyska |

Puc. 3-16 bbicTpas HacTpolika - 3aBepLueHne

FmaBa4. Hactpouka mapwpyTusartopa

B aToln rmaBe pacckasbiBaeTcsi 06 OCHOBHbIX (PYHKUMAX BEG-YTUNUTBI M cnocobax HAaCTPOWKK.

4.1 Bxopa B cuctemy

Mocne ycnewHoro Bxoga B CUCTEMY B neBown 4vactu BGG-yTVIJ'IVITbI Bbl yBUAUTE NATHAAUATb
OCHOBHBbIX MeHI0. B I'IpaBOIZ HacTu cogepxarca onncaHna N MHCTPYKUNNA.
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‘ BecnposogHon mapuwpyTtusatop N 150 Mo6uT/c

TL-WR720N

CocToAHne

--- DCHOBHBIE HACTPOWRKN ---
BhicTpan HAacTpoiKa
WPS
Cetb

becnpoBoAHON PEXUM

--- PACIUMpEHHEIE HACTPONKN ---
DHCP
MepeHanpasneHwe
Jawmra
PogurenbCKWil KOHTPOb
KoHTpons aochyma
Cratmyeckan MaplwpyTHIaumA
IP QoS
INMpueAzKa IP- n MAC-anpecor

MyHkumna DDNS
- CrywebHLIe HACTPORKM —--

CHCTEMHBIE HHCTPYMEHThI

Pwuc. 4-1 TmaBHoOe MeHto

Hwxe npueogutcs nogpo6Has nHpopMaums Mo OCHOBHbLIM (PYHKUMSM BEG-YyTUMUTHI.

4.2 CocTtosiHue

B okHe CocTosiHue coaepXutca Tekywas WHgopmauua no mapwpyTtusaTtopy. [aHHas
WHpopMauunsa AOCTYMNHA TOMbKO AMs YTEHUS.
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‘ BecnposogHon mapuwpyTtusatop N 150 Mo6uT/c

BepcHAa BcTpoeHHoro MO

BepcuA o0opynoBEaHHA:

4.18.93 Build 121212 Rel.52658n
WRTZ0M 1.0 00000000

LAN

MAC-anpec:
IP-appec:

Macka noaceru:

G4-70-02-D2-T1-4C
192.168.0.1
255.255.255.0

BecnpoBodHON peXUM

BecnpoBogHoe BEWAHHE:

BrnwoyeHo

WA (SSID): TP-LINK_D2714C
KaHam: AETO (TEEYILWA kaHan )
Pexu: 11bgn CMEWAHHBLIA

LHpHHA KaHana:

ABTOMATHIECKM

MAC-anpec: 64-70-02-D2-71-4C
CocroAanne WDS: OTENIYMTE
WAN
MAC-anpec: 64-70-02-D2-71-4D
IP-appec: 0000 L2TPILZTP PaccKa
Macka nogcer: 0.0.0.0
OCHOBHOW W3 0.0.0.0
DNS-cepBep: 0.00.0,0000
BpeMA B ceTH: 0 dayis) 00:00:00
CTatucTuka TpaduKa
Mony4eno OtnpaeneHo
Baiir: 0 1856
Makeros: 0 30
Bpewa padotsn: 0 gHeR 00:02:07

Puc. 4-2 OkHO cocTosiHMA MapLupyTmM3aTopa

4.3 BbbicTpasa HacTpouKa

Cwmotpwm Pasgen 3.2: PykoBoACTBO MO ObICTPOW YCTaHOBKE.

4.4 WPS

[aHHbIn pa3gen nomoxeT Bam gobasnte HoBoe 6ecnpoBOAHOE YCTPONCTBO K MMEIOLLIENCHA CETU C
nomouybio dpyHkummn WPS (HacTpoika 3awmwérHoro Wi-Fi).

BbibpaB pasgen WPS, Bbl okaxkeTech B criegytoem okHe (Puc. 4-3).
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TL-WR720N ‘ BecnpoBogHon mapuwpytusatop N 150 MouTt/c

Tekywee HMA SSID: TP-LINK_D2714C »

CocroAHne WPS: BrnwueHo OTrntouuTe WS

Texkywpit PIN-kon; 18768862 [ BoccTaHoeuTe PIN-kog ] [ Coznate HOELIA PIN-kog, ]

NoGaBMTE HOBOE YCTPOHCTEBO: [ HobaeuTe ycTpoAcTED ]

Puc. 4-3 ®yHkumsa WPS

> Tekywee nma SSID — MapwpyTtunsatop nogaep>xmBaeT HECKONbKO 6eCnpOBOAHLIX CETEN C
pasHbiMK1 nMeHamm (SSID), 13 BeinagatoLwero cnucka MoxHo Bblopate SSID gns HacTporku
dyHkumm WPS cooTtBeTcTBYIOLWEN ceTu. [Insd npumepa, ecrnv 6ecnpoBOAHbLIE KIUEHTbI XOTAT
MOOKMIOYMTBCA K OOHOW M3 0BecnpoBoAHbLIX CceTel  Mapuwpytmusatopa ¢ SSID
“TP-LINK_E3C860” nocpenctsom WPS, 10 B none Tekywaa 6ecnpoBogHas cetb (SSID)
Heobxoaumo ykasatb TP-LINK_E3C860.

> CoctosiHne WPS — BkntoyeHne/BoikntoveHne dpyHkumm WPS.

> Tekywmn PIN-kog — 3pecb otobGpaxaerca Tekywee 3HadeHne PIN mapuwpytmsatopa.
3HaueHne PIN gnsa ycTponcTBa MOXHO HAaWTU Ha Kopryce yCTPOMCTBa.

> BocctaHoButb PIN-kog — BocctaHoBUTL 3HadeHne PIN, ncnonbsyemoe rno ymonyaHuio.

» Cospatb HOBbIN PIN-kog — HaxaB 3Ty KHOMKY, Bbl MONy4YUTE HOBOE CryYalHOE 3HadeHune
PIN mapwpyTtusatopa. CreHepupoBaB HoBoe 3HadeHme PIN, Bbl 06ecnednBaete
6e30nacHOCTb CETW.

> [o6aBUTb YCTPOMCTBO — HaxaB 3Ty KHOMKY, Bbl MOXETe BPYYHYy0 A00aBUTb HOBOE
YCTPOWCTBO K CYLLIECTBYIOLLEN CETU.

Ana po6aBneHns HOBOro ycTponcTaa:

Ecnu 6GecnposogHon apantep nopaepxuBaetr Wi-Fi Protected Setup (WPS), Bbl MoxeTte
ycTaHOBUTbL ~ OecnpoBogHOe  noaknoyveHve  mexay  GecnpoBogHbIM -+ aganTepom U
mMapLupyTudatopom npu nomolum Push Button Configuration (PBC) unu PIN.

& lMpumeyaHue:

UTobbl yCTaHOBUTL ychewHoe noaknioveHne ¢ nomowsio WPS, Ha HOBOM YCTPOMCTBE Tak e
HeobxoaMMO NPOU3BECTU COOTBETCTBYIOLLYIO HACTPOWKY AMs MCNoNb3oBaHMs dyHkLmn WPS.

I. HacTtpouka ¢ nomouibio kHonku WPS
OTOT MeTo MOXHO MCMNONb30BaTb, ECNN KITMEHTCKOE YCTPONCTBO umMeeT KHomky WPS.

» NocpencTteom PBC

Ecnn 6ecnposogHon agantep nogaepxmeaet Wi-Fi Protected Setup n Push Button Configuration
(PBC), Bbl moxeTe fobaButb ero k cetn nocpeactsom PBC.

War 1: Hangute kHonky WPS, pacnonoxeHHyto Ha 3agHen naHenu mapLipytmsaTtopa.

3HayeHne none CoctosiHne WPS pgomkHo ObiTb BknrouyeHo. Haxmute kHomnky [lo6aBneHme
HoBoro yctpouctBa (Puc. 4-4). [JomkHO nosiBUTbCA cnegyouiee OkHo. Bbibepute Haxatb
KHOMKY HOBOroO yCTPOMCTBA B npeAeniax ABYX MUHYT.
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TL-WR720N ‘ BecnpoBogHon mapuwpytusatop N 150 MouTt/c
HNobaeneHne HOBOro YCTPOWCTEBA

() Beeaute PIN-kog HoBOMO YCTPOACTES.

FIM-kog; |

HaxaTk KHONKY HOBOTO YCTPOACTEA B NPEOENax JBYX MUHYT.

| Hasaa || OoGasuts |

Pwuc. 4-4 lobaBneHne HOBOro yCTpoMcTBa

LWar 2: HaxxmuTe kHonky WPS KIMEeHTCKOro yCTPOWUCTBA U YAEPKUBANTE €€ HaXKaTou.

War 3: Mngnkatop WPS 6yger muraTb B TeYeHME ABYX MWHYT B XO4e MpoLecca HaCTPOMKu
sawméHHoro Wi-Fi.

War 4: Ecim nHgukatop WPS ropuT MOCTOSIHHO, 3HAYMT KIMEHTCKOE YCTPOWMCTBO YCNEeLHO
MOAKITIOYEHO K MapLIpyTM3aTopy.

War 5: [HdanbHenwne pencteus Bam nogckaKeT KIMEHTCKOE YCTPOMCTBO NMOO CMOTpuTte
WHCTPYKLMM B JOKYMEHTALMMN K HEMY.

1. Beegute PIN-koa KNMEHTCKOro yCTpoMCcTBa C MapLupyTusartopa

OTOT MeToA UCMNOonb3yeTcsl, €CnU KIUEeHTCKoe YCTPOoMCTBO 3anpawmsBaeT BBod PIN-kopa
MapLupyTu3aTopa.

War 1: C knueHTckoro yctporctBa BBeauTe PIN-koa, KoTopbii ykasaH Ha cTpaHuue WPS
MapLLpyTM3aTopa (ero Takke MOXHO HaNTU Ha HUXKHEW MaHeNun mMapLipyTmusaTopa).

War 2: Whankatop WPS wmwuraet B TeuyeHWe [AByX MUHYT B Xoge Mpouecca HaCTpOMKu
3awmwéHHoro Wi-Fi.

War 3: Korga nHankatop WPS nepectaHeT muratb U 3aroputcs, KIIMEHTCKOe YCTPONCTBO OyaeT
yCNeLwHO NOAKITYEHO K MapLLpyTM3aTopy.

War 4: MNogpobHble ykasaHns Bam noackaxeT KIMEHTCKOe YCTPOMCTBO MMM B LOKYMEHTaUMs K
HeMmy.

& lMpumeyaHue:

1. MNpwu ycnewHom poGaBneHuMn ycTponcTBa B ceTb uHAukatop WPS Ha MmaplipyTtusaTope
OyaeT ropeTb 3eMEHbIM LIBETOM B TEYEHME NSATU MUHYT.

2. ®yHkuna WPS He MOXeT OblTb HAaCTpOEHa, eCrv Ha MapLUpyTU3aTope OTKMYeHa PyHKLMSA
GecnpoBogHon nepefayn gaHHbix. [Nepen HacTtpowkon WPS npoBepbTe, YTOObLI (hyHKLMSA
becnpoBoaHoON nepenayn AaHHbIX Obina BKIIOYEHa.

4.5 CeTb

Celh
WAN
LAN
IPTV

KnoHuposanwe MAC-anpeca

Puc. 4-5 MeHtio CeTb
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MeHto CeTb cogepxuT 4veTbipe nogMmeHtio (cMm. Puc. 4-5): WAN, LAN, IPTV n KnoHupoBaHue
MAC-agpeca. [1ns1 HacCTPOrKN PYyHKLNN BbIGEPUTE HYXKHOE MEHIO.

451 WAN

Bbibpae Cetb — WAN BbI MoxeTe HacTpoutb napametpbl WAN, Kak nokasaHo Ha pUCYHKE HUXe.

1. Ecnn  noctaBwwmk  WHTepHeT-ycnyr  obecneunBaer  DHCP-cepsuc, Bblbepute
OvHamunyeckun IP-agpec, n mapLupyTmMsaTop aBTomMaTuiecku nonyyut IP-napameTpbl oT
BalLero nocrasLmka NHtepHet-ycnyr (Puc. 4-6).

Tun nopknioveHnA WAN: Nunamuueckuil IP-agpe v
IP_anpec: 0.0.0.0
Macka nogcertu: 0.0.0.0
OCHOBHON WH3: 0.0.0.0

I'Ionyqeuue napaMeTpoB CeTH...

Pazuep MTU (e Gaitrax): 1500 (ZHaYeHHe No yMonYaHuio: 1500, He U3MeHATE Bez HeoBx0aMMOCTH)

| lMcnonezoeate cNegynwme agpeca DMNS-cepeepoe

MpeanounTaeubiil DNS-cepeep:

ANbTepHATHEHLIA DNS-cepeep: (HeofAzaTENLHARA HACTRONKS)

WuAaysna: WYRT20M

[ Nonydaute IP-aapec ¢ nomowesn Unicast DHCP (Kak npaewno, 3To He TheByeTca)

Puc. 4-6 WAN — OQuHamnyeckun IP

B atom okHe nokasaHo kak napameTtpbl WAN, Bkntoyas |IP-agpec, Mmacky nogcetn, OCHOBHOM
LUSTHO3 CEeTW, aBTOMATMYECKM Ha3Ha4alTCsa NocTaBLUMKOM MHTepHeT-yenyr. YTo6bl 0OHOBUTL
napamMeTphbl OT NocTaBLmka VIHTepHET-yCcnyr He06X0AMMO HaxaTb KHOMKY OBHOBUTL. YUTOObI
cOpocuTb 3HAYEHMsT BOCMONb3YNTECH KHOMKON OCcBOGOAUTD.

> Pa3smep MTU — OGbl4HO 3HadeHne MTU (Maximum Transmission Unit — mMakcMManbHbIN
pasmep Onoka nepegayn) gns GonbwuHcTBa ceten Ethernet coctasnger 1500 6Gawr.
PekoMmeHayeM He M3MEHATb 3TO 3HAYeHWe, ecrny TONMbKO 3TOr0 He TpebyeT Ball MOCTaBLUMK
NHTepHeT-ycnyr.

> Wcnonb3oBaTtb cneayrowume agpeca DNS-cepBep — Ecnuv Bbl nonyyunu OT nocTaBLLMKa
WuTepHeT-ycnyr oamMH unu pBa agpeca DNS-cepBepa, B 3TOM pasgene yKaxuTe B
COOTBETCTBYIOLLMX MOMSX OCHOBHOW M BCMOMOraTernbHbIn cepsepbl. B npotnBHOM cny4vae
DNS-cepBepbl OyayT HazHa4YeHbl aBTOMATUYECKM BalLUM NMOCTaBLUMKOM VIHTEPHET-YCnyr.

& MpumeyvaHue:

Ecnu npu BbiGpaHHbIX agpecax DNS-cepBepoB npu nonbiTke AOCTyNa K canTy NnosiBrsieTcs
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coobuleHne 00 ownbKe, TO, CKOpee BCEro, Bbl HEMpaBWibHO ykaszanu DNS-cepsepbl. Bam
cnegyet cBsi3aTbCs C MOCTABLUMKOM VIHTEpHET-ycnyr, 4TOObl MONyyYnTb HEOoOXOoAMMYHo
NMHpopmMauuio.

Monyuutb IP-agpec ¢ nomowbto Unicast DHCP — Hekotopbie DHCP-cepsepa He
noaaepXmMBalT MHoOroagpecHole npunoxeHus. Ecnu Bbl He moxeTe nonyyuuTb IP-agpec
0ObIYHbIM CNOCOBOM, Bbl MOXETE BbiOpaTh 3Ty ONuuio (3TO TpebyeTcsa peako).

Ecnn ot noctaBwmka MHTepHeT-ycnyr Bbl MNOMAYYMN CTaTUYECKUN UNN (ODUKCUPOBAHHbIV
IP-agpec, macky nogcetu, wno3 n napameTtpbl DNS, Bbibepute Ctatnyeckun IP-agpec.
INpn 3TOM OTKPOETCH OKHO, Kak NokasaHo Ha Puc. 4-7.

Tun nogknYeHHA WAN: Cramnueckuid IP-agpec v
IP-anpec: 0.o0o0o
Macka noncerm: 0.0.00
OCHOBHOMN WMH3: 0000
Pasuep MTU (g daiitax): 1500 (noymondanmio: 1500, He uaMeHATs a3 HeoBXooUMOCTH)
Mpegnoudraetbii DNS-cepeep: 0.0.00
ANbLTepHaTHEHBLIA DNS-cepeep: 0.0.00 (HeofAzaTeNLHAR HACTROHES)

Puc. 4-7 WAN - Ctatnyeckun |IP

IP-agpec — YkaxuTe |IP-agpec, nony4yeHHbIn OT nocTaBLmka MHTepHeT-ycnyr, B AeCATUYHOM
cdhopmarte ¢ pasgenuTenbHbIMU TOYKaMU.

Macka nogceTM — YKaxute 3Ha4YeHME Macku TMOACETWU, MOMyYeHHoe OT MocTaBLUMKa
WHTepHeT-ycnyr B OecATUYHOM dopmaTte ¢ pasgenutenbHbiMu Todkamu. OBObIMHO 3TO
255.255.255.0.

OcHoBHOM wnto3 — (Heobs3atensHoe none) Ykaxute IP-agpec wnio3a, NofyYeHHbIA oT
noctaBLumka VIHTepHeT-ycnyr B AecATUYHOM chopmaTe ¢ pa3genutenbHbIMU TOYKaMU.

Pasmep MTU — O6biuHO 3HadeHne MTU ana 6onblumnHcTBa ceten Ethernet coctaesnser 1500
6ant. He pekomeHOyeTcs M3MEHATb OSTO 3HA4YeHWe, ecnn TOMbKo 3TOro He Tpebyer
nocTaBLmK VIHTEpHET-yCnyr.

Mpeanountaembin/AnstepHatuBHbin DNS — (HeobasatenbHoe none) Ykaxute oguH nnm
aBa agpeca DNS-cepBepoB, nonyyeHHble OT MocTaBLiMKa VIHTEpHEeT-yCcrnyr B 4eCATUYHOM
dopmaTe ¢ pazaenmTenbHbIMU TOYKaMU.
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3.

Ecnn Baw noctaBwmk WHTepHeT-ycnyr ucnonb3yet noakntoyveHne PPPOE, BbiGepute
PPPoE/ PPPoE Poccusa. 3geck TpebyeTcs ykasaTb crneayowme napameTtpbl (Puc. 4-8):

Tun noprmoyenna WAN: PPPoE/PPPOE Poccus +

Mopxmouenne PPPoEPPPOE Poccua:
WMA nonb3oBatens: usemame

Mapons: ssssssss
Broprunoe noginovesne: @ OTknioueHo () JMHaMMUeckdi (P-aapec (O CTatwueckui IP-agpec  (OnA Dual AccessiPPPOE PociA)

Peum nogrmoyenna WAN: ) MoAKNKUMTE Na TREBOBAHHI
WakcMMansLHOR BREMA NPOCTOA MHHYTH () D3HAYEET, 4T0 NOAKNIOYEHWE BYET GKTHBHLIM NOCTOAHHO)
(@ ToAKNKYKTE ABTOMEATHUECKM
) MOAKNKYKTE MO PACTKCAHMID
Mepnog BpEMEHKN (UY:hir) oo {HY MM
) TIoAKNKYUTE BRYHHYIO

MEKEHMANEHOE BREMA NPOETOA: MHHYTE (0 0ZHAYAET, UTO NOAKMIOUEHWE BY4ET AKTHEHEIM NOCTOAHHO)

MogKNH4YHTE OTknYeHo

[ cowpanwre | [ Oonesnutensho |

Puc. 4-8 WAN - PPPoE/ PPPoE Poccusa

Mmsa nonb3oBatens/Maponb — Ykaxute UMs Nonb3oBaTenst M Maporib, NOSlyYeHHble OT
nocTasLmka NIHTEpHET-ycnyr. 3T Nonsi YyBCTBUTENbHbLI K PEFUCTPY.

BTropuyHoe noaknioveHue — [JaHHas onumsa SOCTYNHA TONbKO Ans noakntodeHns PPPoOE.
Ecnn Bbl nonyumMnu OT noctaBLlmka VIHTepHeT-yCcnyr AOMONHUTENbHbLIN TUM MOLKITHOYEHNS,
Takon kak QuHamudecknin/Ctatndeckunii IP, ansa paboTbl ¢ nokanbHOM CETbIO, TO HEOOXO0AMMO
BblOpaTb none AuHamudeckuii/Ctatudeckunn 1P, 4Tobbl akTUBMPOBATL 3TO MNOAKMOYEHNE.

e OTknroyeHo — [lo ymonuaHuio BcnomoraTernbHOEe MOAKMOYEHNE OTKITHYEHO, TaK 4TO
ncnonb3yeTca TonbKo nogkntodeHne PPPOE.

e [MunHamunyeckmn IP-appec — YT106bI wncnonb3oBaTb AuHamudeckun IP-agpec,
MofyYeHHbI OT MOCTaBLWMKA WIHTEpHeT-ycnyr, B KayecTBe BCMoMoOraresibHoro
noakntoyeHns gnss paboTbl C JOKanbHOM CeTbio, BblIOEPUTE COOTBETCTBYIOLLYHO
PagVoKHONMKY.

e Cratuyecknm IP-agpec — Yto0bl ucnone3oBatb ctatnyeckuii IP-agpec, nony4yeHHbln OT
nocraBLuMKa MHTEPHET-YCIyr, B Ka4e€CTBE BCMOMOraTeflbHOro NOoAKIoYeHnNst Ans paboThbl
C NoKarnbHOW CeTblo, BbIGEPUTE COOTBETCTBYIOLLYIO PALAMNOKHOMKY.

MopkniounTb NO TpebGoBaHuUto — [pn BEIGOPE STOro pexunma NOAKMYEHNE NpekpaLLaeTcs
aBTOMATMYECKM 4epe3 onpenenéHHbii nepuos HeakTMBHocTM (MakcumanbHoe Bpems
NpocTos) 1 BOCCTaHaBNMBAETCA nocne obpalleHus k VIHTepHeT-pecypcy. Ecnu Bbl xoTuTe,
4YTOObI coeanHeHMe ObINIO aKkTUBHBLIM MOCTOSIHHO, B Nore MakcumanbHOe BpeMsi NpocTos
yKkaxute 3HadeHue “07. Takke MOXHO yKa3aTb KOHKPETHOE 3HayYeHne nepmoga HeakTUBHOCTHU
B MUHYTax, nocre ncredeHns kotoporo NHTepHeT-coegnHeHue byaeT paspbiBaTbCs.

MoaknyYnTbL aBTOMaTUYECKU — I'Ipvl cboe nogkntoveHus npouncxoguT ero aBToMmaTtn4eckoe
BOCCTaHOBJI1EHMe.
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> TMopgknounTb no pacnucaHuio — [loaKMnYeHne ycTaHaBNMBaETCA TOMbKO B 3aJaHHbIV
nepuop (oaTta Havana u KoHua nepuoaa ykasbisaetcs B popmate H4:MM).

& lMpumeuaHue:

dyHKUMA ByaeT paboTaTb TOMbKO NOCNE TOro, kak B okHe CUCTeMHble MHCTPYMEHThLI — Bpems
OyaeT BbICTaBNEHO CUCTEMHOE BPEMS.

> TMopgknounTb BpyYHy — [na nogkniovyeHus/OTKIYEHNA BOCMOMb3YWTECH KHOMKOW
MNoakntounTtb/OTKNOYNTL. B 3aTOM pexnme nogdepxuBaeTca yHkuma MakcumanbHoe
BpeMsi NpocTosl kak u ans pexuma Moaknoyntb no TpeboBaHui. [logknioyeHne K
MHTepHET moxeT ObiTb NpekpalieHO Mnocre onpederneHHoro nepuoga HeakTUBHOCTU, HO
3aTem He Byget Bo306HOBNEHO CHOBA Npu obpalleHumn k VIHTepHeT-pecypcy.

BHumaHue: VHorga noakntodeHne He MOXeT ObiTb MpekpalleHo paxe ecnu B none
MakcumanbHoe BpeMA MNpPOCTOA YKa3aHO OnpedeneHHoe 3HayeHwe, T.K. HeKoTopble
npunoxeHus B OHOBOM pexume obpaliarotes kK MIHTepHeT-pecypcam.

Ecnv Bbl XOTUTE BHECTM W3MEHEHWST B [OOMNOSHUTENbHbIE HACTPOWKW, HaXMUTE KHOMKY
DononHutenbHo. [losBUTCSA OKHO, Kak nokasaHo Ha Puc. 4-9:

Paznep MTU (B daitax): 1480 (3HaUEHWE N0 YMONYaHWIO 1480, He MEHARTE 3TD SHAYEHWE, BCIM B 3TOM HET HEOBXOQMMOCTH)

HuA cepeica:

HuA 1041 goctyna:

[ Mecnonezoeate IP-3apec, YKazaHHEIA NOCTAELMEOM VIHTEpHET-yomyT

IP-anpec, ykasaHHbIA NocTaBWpKoN MHTepHeT-yCnyT:

| HH-0TC o CekyHabl (0 ~120 cekyHa, 3Ha4eHMe No yMondaHu 0 (oTcnexMeaHle He NPOM3IBOAMTCA)

[ WMenonezoeaTe chegyiowne DMNS-ceppepkl
MepEHYHLIN DNS:

BropntHeii DNS: (HeofiAzaTenbHaA HAaCTROMKA)

[ coxparwrs ] | Hasag |

Puc. 4-9 [lononHuTenbHble HacTporiku PPPoE

> Pasmep MTU — 3HauyeHune no ymonuaHumto 1480 GanT, 4TO 06bIYHO SBNSIETCSA ONTUMAasbHbIM.
He pekomeHayeTcsi M3MEHSITb [OaHHOE 3Ha4YeHWe, €eCcnM TONMbKO 3TO He SABNAeTCA
TpeboBaHnem nocTaBLLmKka MIHTepHET-yCnyr.

> Wwmsa cepBuca/llmsa Toukn goctyna — Ecnm atoro He TpebyeT nocTtaBlwimk MIHTepHET-ycnyr,
He criegyeT TporaTb 3T nofne. B 6onbluMHCTBE CnyvyaeB MOXXHO OCTaBUTb 3TW NOMS MyCTbIMM,
M 3TO He nomeLuaeT paborte.

> IP-agpec, yka3aHHbIM nocTaBWMKOM WHTepHeT-ycnyr — Ecnv Baw nocTaBLUuK
WHTepHeT-yCcnyr He HasHayaeT mapLupytmsaTtopy |IP-agpec B aBTOMaTtMyeckomM pexume npu
BXOEe B CUCTEMY, OTMETbLTE 3Ty A4Yenky n ykaxuTe |IP-agpec, NonyvyeHHbIn OT nocTaBLUMKa
WHTepHeT-ycnyr B AecatuyHom chopmate ¢ pasgenmutenbHbIMU TOHKaMU.

> WHTepBan oHnanH-oTCneXuMBaHUA — MapLupyTu3aTop NPOM3BOAUT OTCREXMBAHUE TOYKU
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AOCTyna 4yepes onpeneneHHbIn NHTepBarn B peXXMMe OHNanH. o yMonyaHuto ycTaHOBMEHO
3HavyeHne “0”. Bbl moxeTe ykasaTb 3HadeHue B npegenax ot 0 go 120. 3HadeHne “0”
03Ha4aeT, YTo PYHKLNA OTKITHOYEHA.

DNS IP-agpec — Ecnn Baw noctaBwmk WHTepHeT-ycnyr He HasHadvaeT DNS-agpeca B
aBTOMaTMYECKOM pexume npu BxoAde B cuctemy, Bblbepute Mcnonb3oBaTh crnegytowme
DNS-cepBepbl 1 yKkaxuTe MOMNyvYeHHbI OT nocTtasBwmka WHTepHet-ycnyr IP-agpec B
aecatuyHoMm chopmarte c pasgenuternbHbIMU Toukamu. Ecnn nmeetcs agpec BTOPUYHOIO
DNS-cepBepa, ero Takke cneayert ykasaTb.

YTo0bI COXpaHUTb caenaHHble USMEHEHUA, HAXXMUTE KHOMKY COXpaHVITb.

4.

Ecnu nocraBwmk UHTepHeT-ycnyr ucnonb3yet kabenb BigPond (unu curHan Heart Beat),
BbibepuTe Kabenb BigPond. 3geck HeobxoomMmo ykasaTb cnegylowme napameTpbl (Cm.
Puc. 4-10):

Tun noakmoveHna WAN: Kabenk BigPond -
HuAa none: : username
Maponb: | ssessresncsss
CepBep ayTeHTHhuKaupm: Sm-server

Joued ayTeHTHO HEALIMK

Pazuep MTU (e Gairax): 1500 (3HaUeHWe No yMomdaHKi 1500, He H3MEHATE Be3 HeoBxXOAMMOCTH)
(O MogkniodmnTe No TReBoBaHMID
hWaKkcMMansHOe EDEMA NPOCTOA: MMHYT (0 DZHAYEET, UTO NOSKNIYEHWE BY0ET AKTHEHBIM NOCTOAHHO)
(& MoKNIUMTE ABETOMATHHECIK
(O MoJKNKHUTE BRYIHYI

2K CHMANEHOR EPEMA NPOCTORA: MUHYT (0 03HAYSET, UTO NOGENKYEHKE BYOET AETHEHEIM NOCTOAHHO)

[ogknH4HTE OTkno4eHo!

Puc. 4-10 WAN — kabenb BigPond

Umsa nonbs3oBaTtens/Maponb — Ykaxute UMms nonb3oBaTenst U nNaposb, NOnyyYeHHble OT
nocrasLUMKka MIHTepHeT-ycnyr. 3T nons siBNSTCSA YyBCTBUTENbHBIMU K PEFUCTPY.

CepsBep ayTteHTUpuKaumum — Ykaxute |IP-agpec cepepa ayTeHTUMDUKALMM UNU UMSA y3na.
[JomeH ayTeHTUDUMKaALNKN — YKaKuTe AOMEHHbIN cyddmMKC MMEeHN cepBepa B 3aBMCUMOCTU

OT BalWlero MeCTtoHaxoxaneHus. Hanpwvlep:

NSW /ACT - nsw.bigpond.net.au
VIC / TAS / WA/ SA/ NT - vic.bigpond.net.au
QLD - gld.bigpond.net.au

Pasmep MTU — O6blvHO ans 6onblnHcTBa ceten Ethernet paHHoe 3HaveHne coctaBnset
1500 Gant. He pekoMeHOyeTCa U3MEHSITb €ro, ecrim TOMbKO 3TOro He TpebyeT MoCTaBLUMK
WHTepHeT-ycnyr
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MoaKnUYMTL NO TPeGOBaHUIO — B 3TOM pexXnme nogknodeHne Kk VIHTepHeT npepbiBaeTcs
aBTOMaTMYeCcKn u4epes onpegeneHHbld nepuvog HeaktmBHocTM (MakcumanbHoe Bpewmsi
NPOCTOA) N BOCCTaHaBNMBAETCH NPy NOBTOPHOM obpalleHumn k MIHTepHeT-pecypcy. Ecnin Bbl
XOTUTE, YTOObLI NOAKMIOYEHNE ObINO akTUBHBLIM BCE BpeMmsi, B nore MakcumanbHoe Bpems
npocTos cnegyetr ykasatb 3HadeHue “0”. Takke MOXHO yKasaTb KOHKPETHOe 3HayeHue
nepmvoda HEaKTMBHOCTW B MWHYyTax, MOCe WCTEYEHUSI KOTOPOro WIHTepHeT-coeanHeHune
OyneT paspbiBaTbCs.

MoaknuYnTbL aBTOMaTUYECKN — I'Ipm nortepe nogkrw4yeHna OHO 6yp,eT BOCCTaHOBJ1IEHO B
aBTOMaTU4eCKOM pexnme.

MoaknounTb BPYYHYHO — [nd MNOAKMIOYEHUSA/OTKAOYEHNA BOCMOMb3YWTECH KHOMKOW
MNoakntountb/OTKNOYNTL. B aTOM pexnme nogaepxuBaeTtca yHkuna MakcumanbHoe
BpeMA npocTos kak u ans pexuma Moaknountb no Tpe6oBaHuio. [logknioveHue K
MHTepHeT MOXeT ObiTb MpeKpalleHO MNocre onpeaeneHHoro nepuoga HeakTUBHOCTU, HO
3aTeM He OyaeT BO306HOBNEHO CHOBA Npu obpalleHnmn kK IHTepHeT-pecypcy.

YUTo6bl NPOM3BECTM NOAKMOYEHNE/OTKITIOHYEHNE HAXMUTE KHOMKY MoakniounTb/OTKNIOYUTD.

BHumaHue: WHorga nogknioveHne He MOoXeT ObiTb npekpallieHo, Jaxe ecnu B none
MakcumanbHoe BpemMsi NPOCTOSsl YKa3aHO onpedeneHHoe 3HayeHWe, TaK Kak HeKoTopble
npunoxeHusa B )OHOBOM pexume obpaltarotes K MIHTepHeT-pecypcam.

YToOhI COXpaHUTb caenaHHble UBMEHEHUA, HaAXMUTE KHOMKY COXpaHMTb.

Ecnn noctaBwmk WHTepHeT-ycnyr ucnonb3dyeT nogknioyeHme L2TP/L2TP Poccus,
BoibepuTe cooTBeTCcTBYylOWEE 3HayeHne. 3gecb HeobxoaMmo ykasaTb cregyloLline
napameTpsbl (Puc. 4-11):
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Tun nogknoyeHna WAN:

WuA nonb3oBarens:

Mapone:

HualP-agpec cepeepa:
IP-anpec:

Macka nopcerm:
OCHOBHOI WNKo3:

DNS:

IP-anpec B cetd MHTepHeT:

HHTepHet DNS:

Pasuep MTU (B Gaitrax):

MakcHManeHoe BpeMA NpocTon:

Pexnud nogrnioveHna WAN:

L2TR/L2TP Poccua hd

username
LLLLLLLY Y )] )

Mo knHYuTE

MopknioveHne He ycTaHoBNeHo!
@ IOuHamudeckui IP-agpec (O CTatMueckui IP-agpec

0.0.00

0.0.0.0

0.0.0.0

0.00.0,0.000

0.0.0.0
0.00.0,0000

1460 (no ymonuaHmui: 1460, He UZMEeHATE Ge3 HeoBXOAMMOCTH)

15 MUHYTE (0 03HAY3ET, 4TO NOAKMOYeHHe ByOeT aKTHEHEIM NOCTOAHHD)

O NofknioduTe No TREBOEAHKUID

‘ BecnposogHon mapuwpyTtusatop N 150 Mo6uT/c

(::' MoAKNYKTE ETOMATHYECKK

O MoJKNIOYMTE BEYUHYIO

Puc. 4-11 WAN — L2TP/ L2TP Poccusa

> Nmsa I'IO.l1b3OBaTeJ1H/napOJ1b — YKaxute MMmsa nonb3oBaTtens u naposib, nNorfy4yeHHble OT
nocTaBLUMKa MHTepHeT-YCJ'IyI'. 31K nons sensaoTCs YyBCTBUTEITbHBbIMU K PETUCTPY.

> OuHamuyeckun IP-appec/Ctatuvyeckun IP-agpec — Bbibepute, kakonm Tun agpeca
npegocTaBnseTca Bam noctaBWwukom WHTepHeT-yenyr: OduHamundeckun IP-agpec wnu
Crartnueckun IP-agpec. Npu BbiGope cTtatuveckoro IP-agpeca n 4JOMEHHOrO MMEHU, TaKkKe
Heobxoaumo ykasaTe DNS, HazHa4yeHHbIA NOCTaBLLMKOM VIHTEPHET-YCNyr.

> IP-appec/Mma cepBepa — Beegute |P-agpec VPN cepBepa wnmM [OOMEHHOE WMS,
npegocTtaBneHHble Bawum noctaswmkom UHTepHeT-yenyr, B none |IP-agpec/vuvsi cepeepa.

> MTU (6anTt) — O6bIMHO Ans GonblmHCTBa ceTen Ethernet paHHoOe 3HadeHWe cocTaBnsieT
1460 GanTt. He pekomeHOyeTCa M3MEHSTb €ro, ecrim TOfbKO 3TOro He TpebyeT MocTaBLUMK
WHTepHeT-ycnyr

Mocne aToro HaxkmuTe KHONKy CoXpaHUTb.

YToObI npon3BecTu NOAKMIOYEHNE/OTKIIOMEHNE, HAXMUTE KHOMKY MoaknounTb/OTKNIOYNTD.

» [NopknroyeHne no TpeboBaHuo — Npu BLIGOpE 3TOro pexxmma NOAKITHYEHNE NpeKpaLLaeTcs
aBTOMaTMYeCcKn u4epes onpegeneHHbld nepuvog HeaktmBHocTM (MakcumanbHoe Bpewmsi
NpocTOos) N BOCCTaHaBnNMBaeTcs nocne obpawerns Kk VIHTepHeT-pecypcy. Ecnn Bbl xoTuTe
aKkTMBMpoOBaTb 3Ty (DYHKUMIO, BbiGepuUTe COOTBETCTBYIOWEe nose. Ecnv Bbl XoTUTe, YTOOLI
coeauHeHne ObINo akTUBHBLIM NOCTOSIHHO, B None MakcumanbHoe BpeMsi MPOCTOA YKaXuTe
3HavyeHne “0”. Takke MOXHO yKas3aTb KOHKPETHOE 3HadeHMe nepuoga HeakTMBHOCTM B
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MUHYyTaX, Nocne Ncte4eHna KoTtoporo MHTepHeT-COG,EI,VIHeHI/Ie 6y/:|,eT pa3pbiBaTbCA.

MNoakniounTb aBTOMaTU4eckn — Mpu notepe NoaknoyYeHns oHo ByaeT BOCCTaHOBMEHO B
aBTOMaTUYECKOM pexume. YTobbl akTUBMPOBaTb 3Ty OMUMIO BbiGEpUTE COOTBETCTBYIOLLYIO
PaaVOKHOMKY.

MoagkniounTb BPYYHY — [ns NOAKMOYEHMS/OTKIIOYEHNSS BOCMONb3YMTECh KHOMKOW
MopkniounTb/OTKNIOUYMTL. B 3TOM pexnme nogaepxmsaetcs dyHkuns MakcumanbHoe
BpeMsi nNpocTosl kak u ana pexuma Mogknountb No TpeGoBaHui. [logknioyeHne K
MHTepHeT MOXeT ObITb npekpawleHo nocrne onpegeneHHoro nepumoaa HeakTUBHOCTU, HO
3aTeM He OyaeT BO30O6HOBNEHO CHOBaA Npu obpalleHnmn K IHTepHeT-pecypcy.

BHumaHue: WHorga nogkntoyeHve He MOXeT OblTb MpekpalleHo pfaxe ecnu B none
MakcumanbHOe BpeMsi MNpPOCTOA YKa3aHO oOnpefdeneHHoe 3HayeHwe, T.K. HeKoTopble
npunoxeHusa B )OHOBOM pexume obpaluatotes k MIHTepHeT-pecypcam.

Ecnn noctaBwmk NMHTepHeT-ycnyr npegoctasndet PPTP-nogkntodeHne, Bbibepute 3HavyeHne
PPTP/ Poccus PPTP. 3geck Heobxoaumo ykasaTb cregytowmne napametpbl (Puc. 4-12):

Tun noakmoveHna WAN: PPTP/PPTP Poccua v

WuA nonb3oBatena: username

Mapone: ssssssssssses

OTKNHYHTE Mogknwyenne...

@ OuHamudeckui IP-agpec (O CTatdeckui IP-aapec
IP-anpecMuA ceppepa:
IP-anpec: 0.0.0.0
Macka nopcens: 0.0.0.0
OCHOBHOI W03 0.0.0.0

DNS: 0.0.00,00.00

IP-agpec B ceTH MHTEpHET: 0.0.0.0

MurepHer DNS: 0.0.0.0,0.0.00

Pasuep MTU (g daitrax): 1420 (3HAUEHHE N0 YMONUAHKIO: 1420, HE HEMEHATE Bes HeOBxogUMOCTH)

MakcHMansHoe Bpema Npocios: 15 MUHYTEI {0 O3HaYaeT, YTa NOAKMIOYEHWE BYAET aKTUBHEIM NOCTOAHHO)

PednM nogkmoveHna WAN: (O MopknodKTE Na TREBOBIHKMID
@ MogkNIoUUTE FETOMATHUECEN

O MoAkNIDYHTE BRYHHYID

Puc. 4-12 WAN — PPTP/ PPTP Poccus

Uma nonbsoBaTenﬂ/I'Iaponb — YKkaxute MMmsa nonb3oBaTtens u naposib, Nofny4veHHble OT
NnocTaBLUMKa MHTepHeT-YCJ'IyI'. 91K nons senaTCs YyBCTBUTENTbHBbIMU K PETUCTPY.

OnHnamnyecknn IP-apgpec/Ctatnyecknn IP-appec — Bbibepute, kakom Tun agpeca
npegocTaBnseTca Bam noctaBwukom WHTepHeT-yenyr: OduHamundeckun IP-agpec wnu
Crartnueckun IP-agpec. Npu BbiGOope cTtaTuveckoro IP-agpeca n 4JOMEHHOrO MMEHU, TaKkKe
Heobxoaumo ykasaTe DNS, HazHa4YeHHbIA NOCTaBLLMKOM VIHTEPHET-YCNyr.

IP-appec/Uma cepBepa — Beeaute |P-agpec VPN cepBepa wunuM [JOMEHHOE UMs,
npegocTasneHHble Bawwmm noctaBwmkom NMHTepHeT-yenyr, B none IP-agpec/umsa cepeepa.
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> MTU (6anTt) — O6bIMHO Ans GonblMHCTBa ceTen Ethernet gaHHoe 3HadeHMe cocTaBnsieT
1460 GanTt. He pekomeHOyeTCsA M3MEHSATb €ro, ecrim TOfbKO 3TOro He TpebyeT MocTaBLUMK
WHTepHeT-ycnyr

Mocne aToro HaxkmuTe KHONKy CoXpaHUTb.
YToObl NPOMN3BECTM NOAKITHOYEHNE/OTKNIOYEHME, HAXMUTE KHOMKY MoakniounTb/OTKNIOUYNTL.

»> lNopgknuutb NO TpeboBaHMIO — Bbl MOXETe HaCTpOMTb MapLUpyTM3aTop Tak, YToObl OH
NMPON3BOAMUIT OTKIMIOYEHNE OT ceTu VIHTepHeT yepe3 onpeneneHHbI Nepvos HeakTUBHOCTU
(MakcumanbHoe Bpemsi npoctos). Ecnv nogkntodeHne k cetn MHTepHeT 6bino npepeBaHo
Nno MNpPUYUHE HEaKTUBHOCTM, yHKUMsa T[MoaAKNYUTL NO TPeOOBaHMIO ABTOMATUYECKU
BOCCTaAHOBWT MofknoveHne npu obpaiwleHnn k WNHTepHeT-pecypcy. YToObl akTMBMpoBaTh
AaHHyto byHKUMIO BbIbepuTe cooTBETCTBYIOLLEee none. Ecnu Bbl XoTuTe, YTOOLI NOAKIMIOYEHME
OCTaBarnoCb aKTUBHbLIM MOCTOSHHLIM B More MakcumanbHoe BpeMs NMpoCTos crneayer
ykasaTb 3HadyeHue “0”. Takke MOXHO yKa3aTb KOHKPETHOE 3HayeHue nepuoga HeakTUBHOCTYU
B MUHYTax, Nnocrne ucteveHnst kotoporo MIHTepHeT-coeanHeHve GyoeT pas3pbiBaTbCs.

> [lNogknwuuTb aBTOMaTM4YeCKUn — ABTOMAaTM4ecKoe BOCCTaHOBMEHUWE MOAKIHYEHUs nocne
TOro, Kak OHO Obino npepBaHo. YToObl BOCNONbL30OBATbLCS AaHHOW onuuen Bblibepute
COOTBETCTBYIOLLYIO SSHENKY.

> [MogKnwuuTb BPYYHY — [ONs NOAKMOYEHMS/OTKIIOYEHNST BOCMOMb3YNTECh KHOMKOW
MopgkniounTtb/OTKNIOUYMTL. B 3TOM pexnme nogaepxmsaetcs dyHkuns MakcumanbHoe
BpeMsi nMpocTosl kak u ana pexuma Moaknountb No TpeGoBaHuio. [MogknioyeHne K
MHTepHeT MOXeT ObITb npekpaweHo nocne onpegeneHHoro nepumoaa HeakTUBHOCTU, HO
3aTeM He OyaeT Bo30O6HOBNEHO CHOBa Npu obpalleHnmn K IHTepHeT-pecypcy.

BHumaHue: MHoroa nopknoyeHne He MOXeT ObiTb MpekpalleHo, Aaxe ecnv B none
MakcumanbHoe BpeMsA MNPOCTOA YKa3aHO OrfpeferieHHOe 3HayeHuWe, Tak Kak HeKoTopble
npunoxeHusi B poHOBOM pexume obpallatoTcs k IHTepHeT-pecypcam.

& lMpumeyaHue:

Ecnu Bbl He 3HaeTe, KakOM TUN MNOAKIMIOYEHUSA BbIOpaTb, HaxmuTe KHOMky Onpeaenutb, U
MapLpyTusaTop aBTOMaTMYecKum MpoBedeT CKaHMpoBaHWE CepBepoB UM MPOTOKOSOB,
nucnonb3dyemblx VIHTEpHeT-nogknoyeHneM. ®yHKkUMA OTOOpasuT TUM  MOAKIOYEHUA npu
OOHapy>XeHMM MapLupyTM3aTopoM akTuBHOro WHTepHeT-cepBuca. [aHHas uWHopmauus
NpMBOAUTCA TOMbKO ANnA cnpaBku. YTobbl ybeauTbCsa B TOM, YTO MMEHHO 3TO MOAKIHOYEHue
NpenoCTaBnseTCst NOCTaBLUMKOM VIHTEpHET-yCNyr, HY)XXHO 0BpaTUTLCA HENOCPEACTBEHHO K HEMY.
MapLupyTru3aTop MOXET BbISBUTb CreaytoLine TUMbl NOAKMIOYEHUN:

e PPPoOE - [ns nogkntoveHnin, ncnoneayrowmx PPPoE, TpebyeTtcs ykasaTtb MMsi Nonb3oBaTens
1 Napornb.

e NunHamnyeckmn I[P — T[logknoyeHnsa, wcnonb3ylowme HasHavyeHne AMHaMUYECKUX
IP-agpecos.

e Ctatnueckum IP — NogknoyeHnd, Ncnonb3ytolime HasHa4yeHne cTaTmyeckmx agpecos.
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MapLpyTmsaTop He MOXET ObHapyxuTb Takue nogkroveHnsa kak PPTP/L2TP/BigPond. Ecnu
nocTaBLLMK NHTepHET-yCnyr UCnonb3yeT OAMH M3 TakMX NPOTOKOMOB, Bbl JOSMKHbI MPOM3BECTU
NOAKMNIOYEHNE BPYUHYIO.

4.5.2 LAN
Boibpae CeTb — LAN, Bbl MOXeTe HacTpouTb |IP-mapameTpbl NOKanbHOW CETW, Kak MoKas3aHo
HUXe.
LAN
MAC-appec: 64-70-02-D2-71-4C
Macka nogcermm:
Pwuc. 4-13 INokanbHas ceTb

> MAC-agpec — dusmyeckuin agpec mapLupytusaTopa, kak nokasaHo B okHe LAN. [JaHHoe

3Ha4YeHME HE MOXET ObITb N3MEHEHO.

IP-appec — YkaxunTte |IP-agpec mapLupyTtmsaTopa uim copockTe ero, UCnosnb3ys AeCATUYHbIN
dopmart ¢ pasgenuTenbHbIMY ToUKamu (3HadeHre no ymonyaxuio: 192.168.0.1).

Macka noacetm -— [aHHoe 3HadeHue onpegenser 3HadeHne cetn. O6blMHO 3TO
255.255.255.0.

& lMpumevaHue:

1.

Ecnvn Bbl u3ameHunu IP-agpec nokasnbHOM CeTw, Bbl AOMKHbI YKa3biBaTb 3TO 3HAYeHWE npu
BXOAE B MapLLpyTM3aTop.

2. Ecnu HoBbIM IP-agpec nokanbHOW CeTn He COOTBETCTBYET Macke nogcetu, nyn IP-agpecos
DHCP-cepBepa Takke nsmeHutcd, a pyHkumn BupTtyansHbin cepsep n DMZ Host He ByayT
pabotatb OO Tex MoOp, MoKka B WX HACTPOVKUW He OyayT BHECEHbl COOTBETCTBYHOLLME
N3MEeHeHus.

453 IPTV

BbibpaB CeTb — IPTV, Bbl MoxeTe HacTpouTb IPTV (Puc. 4-14):

IPTV

Mopt IPTV STB:

Puc. 4-14 IPTV

Ha aton ctpaHuue Bbl MoxeTe HacTpouTb nopt IPTV STB.

Bbibepute nopt LAN, koTopbin Oyaet paboTtats B pexxume mocta ¢ noptom WAN. Ecnu y Bac ecTb
Opyroe yCTpOWCTBO, KOTOPOE Bbl XOTUTE NMOAKMNoUNTL K coeanHeHnio WAN, Bbl MoXeTe BbiOpaTh
nopt LAN, kotopbii OyaeT nonydatb Bce naketbl oT nopta WAN. Hanpumep, Bbl MOXeTe
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nogknounTb IPTV-npuctaeky k onpegeneHHoMy nopTy 1M nonyyYnTb curHan v IP-agpec Hanpsimyto
OT nocrtaBLuka VHTepHeT-ycnyr 6e3 notepb B kavyecTBe nepefayun, Aaxe npu Hanuuum y MK
Bxogdwero Ttpadumka, 3arpyxaemMoro 4epes MapLUpyTM3aTop Ha MakCMMarnbHOW CKOpPOCTH,
nockonbKy BbiGpaHHbI NopT LAN nsonmposaH ot npoynx noptos NAT LAN.

4.5.4 KnoHnupoBaHue MAC-agpeca

BbibpaB CeTb — KnoHnpoBaHue MAC-agpeca, Bbl MoxeTe HacTpouTb MAC-agpec WAN-ceTn
(Pwuc. 4-15):

MAC-anpec WAN: 64-70-02-D2-71-4D [ BoccraHoeuts 3aeogckoil MAC-agpec ]
MAC-aapec KoMNbITEpa: [ KnoHupoeate MAC-agpec ]

Puc. 4-15 KnoHuposaHvne MAC-agpeca

HekoTtopble noctaBwmkn UHTepHeT-ycnyr Tpebytot permctpaumm MAC-agpeca agantepa. 3aech
peako Tpebyercsa BHOCUTb Kakue-nmbo nameHeHus.

> MAC-agpec WAN — B atom none otobpaxaetca Tekywun MAC-agpec WAN-nopta. Ecnu
Baw nocTaBWmK VMHTepHeT-ycnyr TpebyeT oT Bac 3apernctpmposatb MAC-agpec, ykaxute
KoppekTHoe 3HadyeHne MAC-agpeca B opmate XX-XX-XX-XX-XX-XX (rge, X — aTo
LUecTHaguaTepmyHoe 41cno).

> MAC-agpec komnblTepa — B atom none otobpaxaetca MAC-agpec komnbroTepa,
KOTOpbIA MCNONb3yeTCa ANA ynpaBreHus maplipytusaTopoM. Ecnu Ttpebyetca ykasaTb
3HayeHne MAC-agpeca, HaxmuTe kHonky KnoHupoBaTb MAC-agpec u atotr MAC-agpec
nosisutcs B norne MAC-agpec WAN.

UTtob6bl BepHyTb 3aBoackoe 3HaudeHne MAC-agpecy WAN-nopTa BOCMOMb3YyWTECH KHOMKOW
BoccraHoBuTb 3aBoackon MAC-agpec.

HaxmuTe kHonky CoxpaHuTb, YTOObI COXpaHUTb CAenaHHble N3MEHEeHNS

& lMpumeuaHue:

1. Tomnbko KOMMblOTEP (KOMMNbIOTEPDI) BalLen NOKaribHOW CETU MOXET MONb30BaTbCA (PYHKLMEN

KnoHuposaHue MAC-agpeca.

2. Ecnu Bbl nameHunun 3HadyeHme B none MAC-agpec WAN, n tun nogkntoyeHms k cetn WAN
ykazaH PPPoE, To cpenaHHble M3MeHeHWa BCTYMNSAT B CUIY TOMNbKO MoOcre MOBTOPHOM
YCTaHOBKWN COEOUHEHUS.
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4.6 becnpoBoAHON PEeXUM

becnpoBodHOM PEXMM

Hacrpo#kn BecnpoBogHOIO PEXHME

Jawmra becnpoBoOHOr0 pexnuMa
MuneTpaumA MAC-anpecor
PacumpeHHkIe HACTPORKM

CratucTuka BecnpoBOAHOI0 pexuM

Puc. 4-16 MeHio BecnpoBoaHon pexum

B MeHio BecnpoBogHONM pexum coaepxatcs naTb nogMeHl (cm. Puc. 4-16): HacTpomku
6ecnpoBoagHoro pexuma, 3awmrta 6ecnpoBogHoro pexuma, Punsrpauna MAC-agpecos,
PacwupeHHble HacTponku n Ctatuctuka 6ecnpoBogHOro pexuma. Boibepute ogHO M3 HUX
01151 HACTPONKN COOTBETCTBYIOLLEN (DYHKLMN.

4.6.1 HacTtpounkmn 6ecnpoBogHOro pexmnma

BuibpaB BecnpoBogHon pexum — HacTponkm 06ecnpoBOAHOrO peXxuma, Bbl MOXETE
NPoOmn3BeCTM HacTporiKy 6a3oBbIX MapameTpoB GeCnpoOBOAHONM CETMU.

HacTpoikn 6ecnpoBogHOro pexuma

SSIDT: [ TP-LINK_D2714C |

ss2: | =

SSID3: | 0

SSID4: | 0
Pernox: |F'occuﬂ o

Kanam: AEBTO w

Pewin |11bgn CMeLlaHHEIA b

LIMpHHa KaHana: ABTO v

BEN4KTE BECAPOEOOHOR BEWAHME MApLWUMYTHZATOPRA
BrnuKnTE WKMpoKoeewaHue SSI0

[ BrnwouwTte WDS

COXpaHuTE

Puc. 4-17 HacTpolikn 6ecnpoBoaHon cetu

> SSID (1-4) — Kaxxgas 6a3oBasi CTaHUMs NogaepXknBaeT A0 YeTbipéx 6ecnpoBOaHLIX CETEN C
pasHbiMn SSID, B nonsx SSID1 - SSID4 yka3biBaloTCs MMeEHa CeTeN, Kaxaoe U3 KOTOpbIX
MOXeT gocturaTb o 32 cumBOSIOB B AfvHY. To xe uma cetn (SSID) gomkHO GbITb
npucBoeHo BceMm OecnpoBOAHbIM YyCTponcTBam B ceTw. [locTaBbTe ranodky B none
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Bknrountb 4nsa ncnonb3oBaHus HyxxHoro SSID. becnpoBoHble CTaHLMW, NOAKOYEHHbIE K
pasHbim SSID, He cMoryT ycTaHaBnNuBaTh CBA3b APYr C APYrOM.

& lMpumeuaHue:

Heckonbko 6ecnpoBoaHbIX ceTelt MOryT ObiTb YCTAHOBIEHBI B OBLLECTBEHHbIX MECTax, Hanpumep,
B kade, C Uuenbio obecneuntb BUPTyanbHOE pasdeneHve CTaHUMn ONns  HEeCKONbKUX
nonb3oBaTenen, UCNomnb3yLLMX OAUH KaHar.

> PernoH — Bb|6ep|/|Te COOTBETCTBYOLEee 3Ha4YeHne 13 BblnagaroLero MeHHo. B naHHoOM none
YKa3blBae€TCA pernoH, rae (byHKLI.I/IFI 6€CI'IpOBO,EI,HOl7| nepegavn AaHHbIX MOXeT ObITb
ncnonb3oBaHa. Mcrnonb3oBaHne gaHHOWM beHKLI.I/IVI B pernmoHax, He yKa3aHHbIX B CIUCKe,
MOXEeT OblTb He3aKOHHbIM. Ecrnin Bawlen CTpaHbl U1 permoHa HeT B Cnncke, O6paTI/ITer 3a
NOMOLLbK B MECTHOE NpaBUTENbCTBEHHOE areHTCTBO.

lMocne TOro, Kak pervoH Obin BbiOpaH, HaxmuTe KHOMKY CoxpaHuTb. B nosiBuBliemcs
WMH(POPMALNOHHOM OKHE HaxkmMuTe kHorky OK.

Microsoft Internet Explorer

[} HenpasHnEHEIA BBIB0P CTPaHE MOXET CTATE MPHYHHOA BOSHHKHOBEHHA NOMEX Y APYTHX YCTPORCTE, KPOME TOMO, 3TO ABNAETCA HAPYLEHHEM
. AEHCTEYHILLETD 33KO0HOAATENLCTES.

Pwuc. 4-18 NHdopmaunoHHOEe OKHO

& lMpumeyaHue:

N3-3a TpeboBaHMIn MECTHOIO 3aKkoHodaTenbCTBa y Bepcumn Anst CeBepHo AMepuKkM OTCyTCTBYET
onuusi Bbibopa pernoxa.

> KaHan — B 3ToM none ykasbiBaetcsi pabodas yactota. YUncrno kaHanoB Mo ymoryaHuio
wectb. He cnegyeT M3MeHSATb 3TO 3HAYEHME, €CNU TOMbKO He BO3HWKIM MpoGnembl C
nomexamu oT Haxo4sLwencs NobnmM3ocTn Apyron ToYkM JOCTyna

> Pexum — Bbeibepute cooTBeTCTBYIOWNIA pexmM. 3HadyeHme no ymonydaHuo 11bgn mixed

Tonbko 11b — Bbibepute, ecnn Bce GeCnpoOBOAHbIE KMMEHTbI NOOAEPKUBAOT CTaHAapT
802.11b.

Tonbko 11g — Bbibepute, ecnu Bce GeCnpoBOAHLIE KIMEHTbI NOAAEPKUBAIOT CTaHAapT
802.11g.

Tonbko 11n — Bbibepute, ecnu Bce 6eCnpoBOAHbIE KMMEHTbI NOAAEPXKMUBAIOT CTaHAapT
802.11n.

11bg cmewaHHbIn — Bblbepute, ecnu wncnonbdyete OeCNpPOBOAHbIE  KIMEHTHI,
nogaepxusatowne ctangaptel 802.11b 1 802.11g.
11bgn cMmewaHHbIn — Bbibepute, ecnn wncnonb3lyete ©OECNPOBOAHbIE KITMEHTHI,

nogaepxueatowme ctangaptel 802.11b, 11g, n 11n.

Bbibepute HyXHbIV pexunm 6ecnpoBoaHON Nepegaymn gaHHbIX. Ecniv BbibpaH 802.11g, TO TONbKO
OecnpoBogHble cTaHumn cTangapTta 802.11g cMmoryT nogkntoyaTbCst K MapLupyTtuaartopy. Mpu
Bblbope 802.11n Tonbko 6ecnpoBoaHble cTaHUuuM cTangapTa 802.11n cMmoryT noakno4vaTbes K
TOJke pJocTyna. HactoatenbHo pekomeHayeTcs Bblopate pexum 802.11bgn, 4TOoGbLI BCe
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f©ecnpoBogHble cTaHumm ctaHgaptoB 802.11b, 802.11g u 802.11n cmornn nogknoyaTbCs K
MapLlpyTu3aTopy.

>

LWupuHa kaHana — Beibepute WnpuHy kaHana us BbinagatoLlero cnucka. Mo ymonyaHuo
ycTaHoBneHo ABTomatudeckn. B aTom cnyyae perynupoBka LUMPWHBLI KaHana ans KNWeHToB
NPON3BOAMTCA aBTOMaTUYECKN.

& lMpumeuaHue:

Ecnu B none Pexunm BbiOpaHo Tonbko 11b, Tonbko 11g nnn 11bg cmewaHHbIn, none WupuHa
KaHamna CTaHeT ceporo uBeta, U B Hem nosiButca 3HadeHne 20MIu, koTopoe Henb3a Oyaer
N3MEHUTb.

>

Bknounte OGecnpoBogHoe BelwaHuMe MapupyTtusatopa -— PyHkuMs nepegaydn
paguocurHana Maplpytvsatopa MOXeT OblTb BKIIOMEHA WNK  BbIKKOYEHa  Ans
obecneveHns goctyna 6ecnpoBOAHbIX CTaHLMA.

Bkniounts wmpokoBewaHue SSID - Korga 6ecnpoBogHble KNMEHTbI  NPOBOASAT
nccnegoBaHue ydactka 6ecnpoBOOHON CETU, OHM BbISBMAIOT TPAHCNAUMIO naeHTudukaTopa
SSID, nposoauMmyko MaplipyTusatopoMm. Ecnu  Bbl  oTMeTMTe sAyenky Bknrountb
wupokoBelwaHue SSID, maplipyTmsatop OyaeTt TpaHcnupoBaTtb ceBoe ums (SSID).

Bknrountb WDS — BriGpas ato none, Bbl aktnsmpyete dyHkumio WDS. C nomoLbio aTton
hyHKLMM MapLIpyTM3aTOp CMOXET yCTaHaBNMBaTb MOCTOBOE COeAMHEHNe MeXay ABYMS UNnn
bonee GecnposogHbiMu nokaneHbiMU cetammn (WLAN). Mpy BbiGope 3Ton syeriku Takke
OyaeTt HeobXoaMMO yKasaTb psii MapaMeTPOoB, Kak NMoKa3aHO Ha PUCYHKE Hbke. YoeamTech B
TOM, YTO JaHHbIE HAaCTPONKM YKa3aHbl BEPHO.

SSID{coeaHHEHHe THNA “HoCcT™):

BSSID{coenHHEHHE THNa “MocT™): Mpumepn:00-10-0F-11-22-33
Tun KMYa: Het w
Huoekc WEP:

Tun ayTeHTHOHKALMN:

Mapone:

COX0aHUTE

Pwuc. 4-19 Bknounte WDS

e SSID (coeguHeHue TMNa “mocTt”) — UgeHTudmkatop SSID Toukm goctyna, kK KOTOPOW
B KayecTBe KnueHTa cobupaeTcss NOAKMYMTLCA MapLipyTusaTop. Takke Bbl MOXeTe
3agencTBoBaTb (OYHKUMIO MOMCKa, 4TobbI BbibpaTh SSID anga noagkno4veHus.

e BSSID (coeauHeHue TMNa “moct” ) — NpoeHTudmkatop BSSID Toykm goctyna, K
KOTOPOM B KayecTBe KnmeHTa cobupaeTcsl NOAKMUYNTBCA MapLupyTMsatop. Takke Bbl
MOXeTe 3a4encTBOBaTb YHKLMIO Noucka, 4tobbl Bbibpate BSSID anga nogknoveHus.

e [Mowuck — lNonck Toukn gocTyna, NCNOMb3YIOLLEN TEKYLLMIA KaHarn.
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4.6.2

Tun knoua — B atom none 3HayeHve BbIGUpPAETCH B 3aBUCMMOCTM OT NMapameTpoB
6es3onacHOCTV TOYkM OocTyna. PekomeHayeTcsl, 4ToObl JaHHOE 3HA4YeHWe coBnagarno
CO 3Ha4yeHNeM, ykasaHHbIM Ons TOYKM JoCcTyna.

Mupekc WEP — Ncnonbsyetcsa npu Beibope WEP(ASCII) nnn WEP(HEX) B none Tun
kntova. B gaHHoM none ykasbiBaeTcsa nHgekc knoda WEP.

Tun ayteHTUdMKaumm — [JaHHas onumsa aomkHa 6biTb BbibpaHa, ecnv B none Tun
kntoyva BblbpaHo 3HaveHne WEP (ASCIl) unu WEP (HEX). 3peck ykasbiBaeTcs Tvn
aBTOpM3aLMM KOPHEBOW TOYKM JOCTyNa.

Naponb — Mpy NoaknoYeHUn ToYKkM JOCTYNa MapLupyTM3aTopa Heo6xoaAMMO B JaHHOM
rnore ykasaTb napoJsib

3awuTa 6ecnpoBOAHOro pexmnma

BbibpaB BecnpoBogHoun pexum — 3awmTta 6ecnpoBOAHOrO peXxuma, Bbl MOXETE HACTPOUTb
napameTpbl 6e3onacHOCTK BalLen 6ecnpoBOAHON CETMU.

MapLwpyTmnsatop umMeeT naponb 6ecnpoBOAHON CETUM MO YMONYaHMIO, KOTOPbIA COBMagaeT C
PIN-kogom, PIN-ko4 MOXHO NOCMOTpPETb Ha Hakrenke Ha caMoM YCTPOMCTBE.

Y Maplipytu3atopa MMeeTcs NsATb pexumoB obecneyeHuss GesonacHocTu 6ecnpoBOAHOro
pexuma — WEP, WPA, WPA2, WPA-PSK, WPA2-PSK.

>

Texywee mmAa SSID:

TP-LINK_D2714C v

O OTKNKHMNTL sawnTy

(Bl MOXKETE BEECTH CHMEBONE! B KOGMPOBKE ASCII UM B WecTHaAUaTepMIHOM hopMaTe; anA dapMata ASCH AnuHa KNioda BonwHa BT oT 8 A0 B3,

O WEP
Tun: ABTOMATHYECK ¥
Dopuar knwya WEP: WecTHaguate ¥
Ko Bb1GpaH Kniou WEP Tun knova
Hniay 1 Ominiove ¥
Hniay 2 Ominiove ¥
Knioy 3 Orkniowe v
Knioy 4 Orkniowe v
O WPAWPA2
Bepcua: ABTOMATH. ¥
Wndgrpoeanne: AETOMATHY ¥
IP-appec Radius-cepBepa:
Mopr Radius-ceppepa: 1812 (1-65535, 0 03HAUAET NOPT N0 YMONUaHMI: 1612)
MNaponb Radius-cepeepa:
Mepuon 0GHOBNEHNA PYNINOBOTO KMIOYA: BE400 (CRKYHOR!, MMHAMaNEHOR 2HaYeHKE 30, 0 - 0OHOBNEHWE OTENKYRHO)
® WPA-PSK/WPA2-PSK
BepcnAa: WRAD.PSK s
U popaHne: AFS v
Mapons PSK: 18768862
Mepnon 0GHOBAEHUA TPYNINOBOTO KIKYa: 86400 (CeryHAL, MUHMMaNEHOe 3HaYeHne 30, 0 - oBHOBNeHWe OTKMIOYEHD)
CoXpaHHTE

Puc. 4-20

OTknounTb 3awmuTty — Ecnn Bbl XOTUTe akTMBMpPOBaTb AaHHYK QYHKUUIO, OTMETbTE
COOTBETCTBYIOLLYIO AYeiiky. HacTtoaTenbHo pekomeHayeTcs BblopaTb OAMH U3 MMEIOLLIMXCS
pexxumMoB obecrneyeHns 6e3onacHoCTu.
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> WEP — Ha ocHoee ctaHgapta IEEE 802.11. lNpu BbiGOpe AaHHOrO nons MnosiBUTCS
BblAeneHHasi KpacHbIM LIBETOM HaAANUCh, Kak nokasaHo Ha Puc. 4-21.

® WEP
Tun: ABTOMATHYECKSEA hd
dopuat WEP kna: LlecTHaOUATEPHYHBIR %
Kniou BLISpaH WEP Knwu Tun Knwua
Koy 1 CTKNHIYHTE hd
Knioy 2: OTKNHYKTE v
Kniou 3: OTKNHKYKTE v
Kniou 4: OTKNHYKTE A
Wbl HE pEKOMEHOYEM MENONES0EaTE WEP WHHpOEaHME, BCNW YETPORCTED pafoTasT e
pexume 802110, Tak Kak cneurdueauua 802110 He nogaepMeaeT WEP.
Puc. 4-21

e Twun — Bbl moxeTe BbiGpaTb Tvin WEP-3awuThl 13 BbiNagatoLlero cnvcka. 3HavyeHune no
ymonyaHuto ABTOMaTM4yeckasi. JTO O3HayaeT aBTOMaTMYecKur BbIGOp 3HaYeHUs
Kniou obwero goctyna mnu OTKpbITag cuctema B 3aBWCUMOCTW OT MapameTpoB
GecnpoBOgHONM CTaHLMK 1 3anpoca.

e ®dopmatr WEP knrua — 30ecb MOXHO BbibpaTh LlecTHapuaTtepuyHbin unn ASCII
dopmar. LecTHapguaTepuyHbIN dopmaTt O3Havaer KOMOUHauuio
LecTHaguaTepunyHbix cumBonos (0-9, a-f, A-F) onpegenexnHon gnuibl. ®opmat ASCII
03Ha4yaeT KOMOMHALMIO KnaBMUaTypHbIX CUMBOMOB ONpeaeneHHON AMWHbI.

e WEP Kntou — Beibepute oamH 13 4yetbipex knoden n ykaxmnte WEP-knto4. Y6eantech
B TOM, YTO [aHHbIE 3HAYEHNs1 OOUHAKOBBI A5 BCEX 6ECNPOBOAHBLIX CTAHLUUIA CETU.

e Twun Knroua — 3gecb MOXHO ykasaTb anuHy WEP-kntoya (64-, 128- nnm 152-6utHbin).
3HayeHne OTKNOYeHO O3Ha4yaeT, 4Yto 3anucb ¢ WEP-kno4yom daBnseTcs
HEeOencTBUTENbHOMN.

64-6uTHLIN — Bbl MOXeTe ykasaTb [OeCATM3HAYHOE LIeCTHaOUaTeEPUYHOE YUCIO
(kombuHaums cumsonoB 0-9, a-f, A-F, HyneBOW K4 He MOAAEPXKUBAETCA) WK
nATU3Ha4vHoe vncno B koguposke ASCII.

128-6MTHbIN — 34eCb MOXHO yKa3aTb 26-3Ha4yHOoe LeCcTHaguaTepuyHoe Yncro
(komBuHaums cumeonos 0-9, a-f, A-F, HyneBow koY He NoAdepPKMBaeTCs) Unu
13-3HayHoe uuncrno B koampoBke ASCII.

152-6UTHBLIN — 346eCb MOXHO 32-3Ha4YHOe LlecTHaauaTepnyHoe Yncno (kombuHaums
cumBornos 0-9, a-f, A-F, HyneBow koY He nogaepxmeaeTtcs) unu 16-3HadHoe 4Ymicno B
kogupoke ASCII.

& lMpumeuaHue:

Ecnn Bbl He ykasanu knwod, dyHKUMs obecnedeHnss GesonacHoOCTM Oyger ocTaBaTbCs
OTKIHOYEHHOM, Aaxe ecnu B Tune ayteHTMdukauumn 6u1n BbibpaH Kntoy coBMecTHOro goctyna.

> WPA/WPA2 — Ha ocHoBe cepBepa Radius.

e Bepcusa — 3gecb u3 Bbinagarwollero cnvcka MOXHO BblibpaTb Bepcuto anroputma
wndbposaHns WPA. 3HayeHne no ymonyaHuio ABTOMaTU4YeCKU. JTO O3HAYaeT, YTo
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aBTOMaTtmdeckn OygeT BblOpaH pexum WPA (Wi-Fi Protected Access) nnn WPA2
(WPA version 2) B 3aBUCMMOCTM OT NapaMeTpoB 6ecnpoBoaHOM CTaHUUK UK 3anpoca.

e LWudposaHue — 3gecb MOXHO BbIOpaTh 3Ha4yeHust ABTomaTudeckn, TKIP nnn AES.

& MpumeuaHue:

Ecnu Bbl BbiGepute auenky WPA/WPA2 n 3atem BbiGepuTe wudposaHne TKIP, Bbl yBugute
BblAENEHHY0 KpacHbIM LIBETOM HaANUCh, Kak nokasaHo Ha Puc. 4-22.

® WPAWPAZ
Bepcua: ABTOMATHS
LiuchbpoBaHne: TKIP w
IP-agpec Radius-cepeepa:
Moprt Radius-cepeepa: 1812 (1-65534, 0 02HAY3ET NOPT N0 YMONUaHWD: 1812)
Mapone Radius-cepeepa:
Mepuon, 0GHOBNEHHA TPYIINOBOTO KIKYa: 86400 (CEKYHOE!, MMHUMaNEHOE 2HaUeHWe 30, 0 - ofHOBNEHWE OTENIKYEHO)

He pekoMeHIyeT:a MCNonk20eaTe WMhpoeaHue TKIP, ecnu yoTRORCTED pafoTaeT B
pesme 802.11n, nockoneky TKIP He nogoeps#ueaeTcA NpW padoTe B pexume 802110,

Puc. 4-22

e |P-apgpec Radius-cepBepa — 3gecb ykasbiBaetcs IP-agpec Radius-cepsepa.
e [opT Radius-cepBepa — Ykaxute Homep nopta ans Radius-cepsepa.
¢ [aponb Radius-cepBepa — Ykaxute naponb ang Radius-cepsepa.

e [lepuopn OOHOBNEHMA TrpPyNMNoOBOro KJjw4Ya — YKaxute nepuon OOHOBNEHMUS.
3HadeHMe ykasblBaeTCA B CeKyHOaX, U MOXeT ObiTb paBHO 30 unu Bbiwe. YTOOLI
OTKIMIOUYNTL PYHKLMIO, HEobXoanMO yKkasaTb 3Ha4veHue 0.

> WPA-PSK/WPA2-PSK - Tun ayteHTndukaumm WPA/WPA2 Ha ocHOBE COBMECTHO

Ncnonb3yemon naponbHon dpasbl.

e Bepcusa — Bbl moxeTe BblbpaTb Bepcuto anroputma wundgposaHms WPA-PSK u3
BblMagatoLwero cnucka. 3HayeHune no ymondaHmio ABToMmaTtuyecku. 310 03HayaeT, uYTo
aBTOMaTU4eckn BblOMpaeTca oauH u3 cneayowmx pexumos WPA-PSK  uvnu
WPA2-PSK B 3aBMCMMOCTM OT NnapameTpoB 6eCcnpoBOAHOM CTaHLMK 1 3anpoca.

e LUWndposaHne - [lpu BbiGOope WPA-PSK wnnn WPA2-PSK B kadectBe Tuna
ayTeHTUMKaLm MOXHO yka3aTb OHO M3 CredyroLMX 3HavyeHun - ABTomMaTuyeckas,
TKIP nnu AES B kayecTtBe anropntma LWnpOBaHUS.

& MpumeuaHue:

Mpn BbIGope nona WPA-PSK/IWPA2-PSK u anroputma wudgposaHusa TKIP nosiButca
BbleNeHHasi KpaCcHbIM LIBETOM HaAMNUCb, Kak nokasaHo Ha Puc. 4-23.

& WPA-PSK/WPA2-PSK
Bepcna: WPALPSK w
UWncppoBanne: TKIP “
Maponk PSK: 16768862
(BEl MOXKETE BESCTW CUMEONE! B KoAgupoeke ASCII K B WecTHaALATEpHIHOM dopmaTe, AnA fopmata ASCI AnwHa knoda gomkHa Beite 0T 8 a0 63,
Mepnos, 0GHOBNEHHA IPYNINOBOTO KNK0Ya: 86400 (CRKYHAR, MUHMMANEHDe 2HaueHwe 30, 0 - 0BHOBNBHKE OTKNIYEHD)

He pEKOMEHIYETCA HENONEZ0BATE WAHROEaHWE TKIP, BCIM yCTPOACTED pafioTaeT &
pexume 802110, nockoneky TKIP He nognepxueaeTca npw pabote B pexkume 802.11n

Pwnc. 4-23

e [Maponb PSK — 3gecb MOXHO ykasaTb 3Ha4YeHue grnmHom ot 8 4o 63 cumeonos

37



TL-WR720N ‘ BecnpoBogHon mapuwpytusatop N 150 MouTt/c

e [lepuop OOHOBNEHMS TrpPyNnNoBOro Kiw4Ya — YKaxute nepuon OOHOBNEHMUS.
3HayeHne ykasblBaeTCcsl B CeKyHAax M MoxeT ObiTb 30 mnu Bbiwe. YTobbl OTKNHOUNTD
dYHKUMIO HEOBX0AMMO yKasaTb 3HadeHue 0.

He 3a6y,cu>Te HaXXaTb KHOMKY COXpaHMTb, 4YTObbI COXpaHUTb caelnaHHble B OKHE N3MEHEHUA.

4.6.3 ®dunbtpauna MAC-agpecoB

Beibpae BecnpoBoagHon pexum — dunstpaumsa MAC-agpecoB, Bbl CMOXETE KOHTPONMpPOBaTh
BecnpoBogHO 4OCTYM, HAacTpouB hyHkuuo unstpaumm no MAC-agpecam (Puc. 4-24).

OuneTpauua MAC-agpecoB

Terywee nua SSID: | TR-LINK_D2F14C » |

becnpoBonHaA (pnbTpaumuAa MAC-anpecoB: OTKnYeHo

MpaBuna ¢uneTpauum
O FazpeWWTe A0CTYN CTAHUHAM, HE YE323HHEIM BO BEMKDUEHHER NPABMNEY U3 CNHCKa.

@ SANPEeTHTE GOCTYN CTAHLMAM, HE YES2HHHEM BO BKNIDUEHHE NPABEMNEY M2 CIWMCKS.

[0} MAC-anpec COCTOAHHE OnucaHue HimeHnTb

Puc. 4-24 dunstpauus MAC-agpecoB

YTtoObl akTMBMpOBaTb (PyHKUMIO, HE0OX0AMMO BbibpaTh BknounTtb. 1o ymonyaHuio, ycTaHOBEHO
3HayeHue OTKNO4YeHa.

> MAC-agpec — MAC-agpec 6ecnpoBogHOM CTaHLmN.

» CocTtosiHne — CocTtosiHme 3anncu — BknroyeHo unv OTKNYeHo

»> OnucanHue — OnuncaHve 6ecnpoBogHON CTaHLUUN

UTtob6bl 4OGaBMTL HOBYIO 3anucCb, HaXMuUTe KHOMNKY [lo6aBuTk.... OTKkpoeTcs okHO dunbTpaumsa
MAC-agpec (cm. Puc. 4-25):

Oo6aBuTb MNW MIMEHWTE 3anuck BecnpoBogHoOX thunbTpaund MAC-agpecos

Onucanne: |

CocroAanne: BrnwyeHo hd

[ Copanvte | | Haag |

Puc. 4-25 dunstpaums MAC-agpecos

Y106bI 4OGABUTL UMK U3MEHUTL 3anNUcb, HEO6XO0AMMO caenaTthb cneayioulee:
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4.

B none MAC-agpec ykaxuTe  COOTBETCTBYKLLlee  3HavyeHMe B  dopmaTe
XX-XX-XX-XX-XX-XX (roe, X — a10 gecsarepudHoe yncno). Hanpmumep, 00-0A-EB-00-07-8A.

B none OnucaHue ykaxuTe KpaTkoe onucaHue 6GecnpoBogHowm cTaHumn. Hanpumep,
BbecnpoBogHas ctaHuus A.

B none CoctosiHve un3 Bbinagawowero cnuvcka BblOoepuTe 3HadeHue Bknwo4veHo wnum
OTKnKYeHo.

YUTo6bl COXpaHWUTb BBEOEHHYIO 3anuchb, BOCMNOMb3yNTECH KHOMKON COXpaHUTD.

YT106bI U3MEHUTL UMK YyAANUTL CYLLECTBYIOLLYHO 3anUChb:

1.

2.
3.

Bbibepute 3anncb N HaxmnTe KHoMNky UameHuTb. YTobbl yoanutb 3anncb, BOCNONb3yUTECH
KHOMKon YaanuTb.

BHecute Heobxoanmble N3MEHeHuUs.

HaxmuTe kHonky CoxpaHuTb.

Haxas KHOMKY Bknountb Bce, Bbl caenaeTe BCe 3anMcu akTUBHbIMU.

Haxas KHOMKY OTKNOYNTb BCe, Bbl CAENAETE BCE 3aNNCU HEAKTUBHbLIMMU.

Haxas kHOMKy YaanuTb Bce, Bbl yaanuTe BCe 3anvcu.

HaxaB kHonky [lanee Bbl nepengete B crieyoLlee OKHO.

Haxas kHonky Ha3apn, Bbl BepHeTeCh B NpeablayLlee OKHO.

Hanpumep: Bbl xoTMTe npegoctaBuTb OOCTYN K MapLUpyTUM3aTopy TONbKO A GecrnpoBOLHOM
ctaHuun A ¢ MAC-agpecom 00-OA-EB-00-07-8A u GecnpoBogHon ctaHumn B ¢ MAC-agpecom
00-0A-EB-00-23-11. Ons storo B okHe ®PunbTpauma no MAC-agpecam 6ecnpoBOAHbLIX
YyCTPOMCTB HeO6X0AUMO cAenaTh cneayloLlee:

1.
2.

HaxxaB kHonKy BKRHOUYNTL, YTOGbI akTUBUPOBaTL (OYHKLIMIO.

Bb|6ep|/|Te none 3a|1peTVITI: AOoCTyn CTaHUuunsaAM, He YKa3aHHbIM BO BKITHO4Y€HHbIX
npaBunax U3 cnucka and I'IpaBMn (pMﬂpraLIMM.

YpanuTte nnu oTkoumMTe BCe 3anucu (ech TaKoBble I/IMGFOTCFI).

Haxas kHornky [lo6aBuTtb... 1 B none MAC-agpec ykaxute 3HadveHne 00-0A-EB-00-07-8A,
3atem B none OnucaHme Beeante BecnpoBogHasa ctaHuma A. B none CocrtosiHne uns
BbiNadawwero cnucka Bblbepute 3HadeHMe BknroveHo. Haxmute kHonky CoOXpaHUTD.
HaxmuTe kHonky Hasag,

CHoBa Haxmute kHonky J[o6aButb..., B none MAC-agpec yKaxute 3HadeHue
00-0A-EB-00-23-11, 3atem B none OnncaHue Beeaute becnpoBogHasa ctaHuua B. B none
CocTosiHMe 3 BbiMafalroLLero cnicka Bblbepute 3HayveHne Bknro4veHo. HaxmuTte KHOMKy
CoxpaHutb. Haxkmute kHonky Hasag,.

MpaBuna unbTpauumn AOIMKHbI BbIrMAAETh CreayoLwmm o6pasoMm:
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Mpaeuna puneTpauMK

C' FazpelWHTe AOCTYN CTAHUMAM, HE YE3ZAHHEIM BO BENIOYEHHEX MPABMNEK M3 CNIMCKE.

@' FANPeTHTE QOCTYN CTIHUMAM, HE VEAZSHHEIM BO BENIDYEHHE NPSEMNSE 43 CNMCKS.

I MAC-appec CocroAHHe CnnucaHne HameHHTE
1 00-0A-EB-00-07-8A Brnw4eHo A HameHuTs ¥oanuib
2  00-0A-EB-00-23-11 Brnw4eHo B HameHuTs ¥oanuib

Puc. 4-26 Hanpumep

4.6.4 PacwupeHHble HACTPONKKN

BbibpaB BecnpoBogHOM pexum — PacwuvpeHHble HaCTPOWMKWU, Bbl MOXETE HACTPOUTb
pacLuMpeHHbIe HacTPOKrkn GeCnpoBOAHONM CETMU.

MowHoCTE NepenaTiHKa; Bricokan hd
HuTepBan MaAka: 100 (40-1000%
Mopor RTS: 2345 (1-2346)
Mopor dhparmeHTaumn: (256-2346)
Hurepean DTIM: 1 (1-2548)

AKTHEMROEATE YW
AxTierpoeate Short Gl (kopoTEMA 2AWMTHEIR WHTEREAN)

[ AkTMEMpoEaTE AP Isolation (M20nALMA ToUKK A0CTyNa)

COxpaHTE

Puc. 4-27 PaclumpeHHble HaCTPOKK

> MowHocTb nepepaTtyMka — 30eCb YKasblBaeTCAd MOLWHOCTb Mnepedayn curHana
mMapLipytusatopom. MoxHO BblbGpaTb BapuaHTbl: Bbicokas, CpegHss, Huskasa. [lo
YMOMYaHM1IO yKa3aHo 3HayeHne MOLLHOCTM Bbicokas, He pekoMeHOyeTCs ero M3MEeHsThb.

> WHTepBan masika — 30ecb MOXHO ykasaTb 3HaveHue B npegenax ot 20 go 1000 mcek.
[aHHasa dyHkumMa oTnpasnseT Beacon-nakeTbl ANg CUHXpOHM3auun paboTbl 6ecnpoBogHON
cetu. [aHHOoe 3HauyeHue onpedenseT WHTepBan Mexgy oTnpaBkon Beacon-nakeTos.
3HayeHne no ymonyaHuio 100.

»> TMopor RTS — 3gecb ykasbiBaeTcd 3HadeHue nopora RTS (Request to Send). Ecnu BenuunHa
naketa npeBbllaeT yCcTaHOBNEHHOe 3HadyeHue nopora RTS, mappytmnsaTop npoussogut
otnpaBky kagpoB RTS Kk npvHMMalowWwen CTaHuMm W COrMacoBbIBAET  OTMPAaBKY
WHOPMaLNOHHOrO Kagapa. 3HavyeHne no ymonyaxumio 2346.

> TMopor dparmeHTaumm — [laHHoe 3Ha4YeHne onpeaensieT oparMmeHTaLmo nakeTos. Ecnu oHo
YCTAHOBIEHO CIIMLLKOM HU3KMM, 3TO MOXET nNPUBECTU K HEeyaoBMNETBOPUTENbHOM
NpPOM3BOAUTENBLHOCTM CETUM M3-3a Hanmums Gonblioro 4vvcna naketoB. Mo ymonyanuio
ncnonb3yeTcs 3HavyeHue 2346. PekomeHayeTca NCNonb3oBaTb MMEHHO 3TO 3HAYEHWME.

> WutepBan DTIM — 310 3HayeHue onpegendet nHrtepsan ansa coobwexns DTIM (Delivery
Traffic Indication Message). None DTIM saBngetca nonem oTcyeTa, MHAOPMUPYHOLLUM
KNMMEHTOB  Crefylowero OkHa Ans  MpochAylWUBaHUSA  LUMPOKOBELaTenbHbIX UMK
MHoOroagpecHbix  coobweHnin. Korga  mapuwpytmsatop  coxpaHder B ©Oydep
LUMpOKOBELLaTerNbHble UMM MHOroaapecHble COobLLEeHMa ANs acCOLMMPOBaHHbIX KITMEHTOB,
OH oTtnpaenseT cneaywowee DTIM co 3HavyeHuem mHTepBana DTIM. Bbl moxeTe ykasaTb
3HayeHne B npegenax ot 1 pgo 255 wuHTepanoB Beacon-naketoB. [lo ymonvaHuio
ucnonb3yetcs 3HaveHue 1, 4yto o3HadvaeT, Yto DTIM-uHTEepBan paBeH oAHOMY WHTepBany
oTnpaeku Beacon-nakeTos.
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>  AktuBupoBatb WMM — ®dyHkuna WMM obecneynBaeT nepBooyepeHYH0 nepenayvy nakeToB
C BbICOKOMPUOPUTETHLIMU COOOLLEHNSIMU. HacTosATeNbHO peKoMeHAYEeTCS UCNOMb30BaTh 3Ty

PYHKUMIO.

» AktuBupoBaTb Short Gl — PekomeHayeTca ncnonb3oBatb 3Ty OYHKLMIO, YTOObLI YBENNYUTD
€MKOCTb [aHHbIX NOCPeCTBOM YMeHbLUEeHNd 3amMTHoro nHtepeana (Guard Interval, Gl).

> AktuBupoBaTb AP Isolation — [JaHHas dyHKUMA NO3BONSET M30nMpoBaTh OecnpoBOAHbIE
CTaHuMn ceTu Jpyr ot gpyra. B atom cnyyae OGecnpoBogHble YycTpouctsa 6yayT
B3aMMOAENCTBOBaTL C MapLUPYTU3aTOPOM M HE CMOryT B3auMOLEWCTBOBaTb APYr C APYroMm.
UTtoObl akTuBMpoBaTb (OYHKLUMIO U30NAUMU TOYKM AOCTyNa, OTMETbTE COOTBETCTBYIOLLYHO
A4enky. Mo ymonyaHmio gaHHasa yHKUMA OTKITHOYEHa.

& lMpumeuaHue:
Ecnn Bbl HeOCTaTOYHO XOPOLLO 3HAeTe HACTPOWMKM AAaHHOIrO OKHA, HACTOSATENbHO PeKOMEHOYeEM

HE W3MEHSITb YCTAHOBMEHHbIE MO YMONYaHMI0 3HA4YeHUs. B MpPOTMBHOM criyyae BO3MOXHO
yXyALleHve Npov3BoANTENbHOCTM GECNPOBOAHON CETH.

4.6.5 Cratnctuka 6ecnpoBOAHOrO pexuma

Boibpae BecnpoBogHoM pexum — CrTaTMcTUKa O0ecnpoBOAHOrO PpPeXuma, Bbl MOXETE
npocMmoTpetb  uHGopmauuio no MAC-agpecy, TeKyllemMy COCTOSHUIO, MNOSTYYEHHbIM W
OTMNpaBeHHbIM NakeTamM Ans KaXaon noaknto4eHHon 6ecnpoBOAHON CTaHLMMN.

YHC MO NoJKMOYeHHLIX B HACTOAWSS BPekA GecnpoBOAHLIX ¢ TaHUMIL 0 DBHOEHTE

Puc. 4-28 Ctatuctmka 6ecnpoBOgHOro pexnva

» MAC-agpec — MAC-agpec nogkntoyeHHon 6ecnpoBogHON CTaHUmMK

> Tekywee coctofiHue — 34ecb oTobOpaXkaeTcs Tekyllee COCTosiHMe 6eCnpoBOAHON CTaHUUM -
STA-AUTH / STA-ASSOC / STA-JOINED / WPA | WPA-PSK /| WPA2 | WPA2-PSK /| AP-UP /
AP-DOWN / OTknto4yeHo

> HonyquHble nakeTbl — [akeThl, nosrny4yeHHble cTaHuuen
> OTﬂpaBneHHble naketbl — [1akeThbl, oTnpasBJiEeHHblIe cTaHuuen

Bbl He MOXeTe BHOCWMTb W3MEHEHUS B [aHHble, NPEeACTaBMNeHHble B [JaHHOM OKHe. YTobbl
0BHOBUTL MHDOPMALIMIO B OKHE, HaXXMUTE KHOMKY OGHOBUTD.

Ecnn konuuectBO MOAKMIOYEHHbIX CTaHUWMA  3aHMMaeT Oonblle OOHOW  CTpaHuLbl,
BOCMONb3yntecb KHonkov [amnee, 4TOOblI MepenTV Ha CrneayloLlyo CTpaHWuly, UMK KHOMKOM
Hasap, 4tobbl BepHYTLCA Ha NpeablayLUyo CTpaHuuy.

& lMpumeyaHue:
NHdopmaumsa B okHe 0GHOBNSAETCA aBTOMaTUYECKN Kaxable 5 cekyHA.
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4.7 DHCP

DHCP
- Hactpo#kn DHCP

- CnucoK KknweHToB DHCP

- PeaepBMpoBaHNE aNpecoB

Puc. 4-29 Menio DHCP

B meHio DHCP cogepxatca Tpu nogmeHio (cm. Puc. 4-29) — Hactpoukm DHCP, Cnucok
knueHtoB DHCP n Pe3epBupoBaHue apgpecoB. Bbibepute ogHO M3 HWUX ONsi HACTPOWMKM
COOTBETCTBYHOLLEN PYHKLNN.

471 Hactpouku DHCP

Bbibpas DHCP — HacTpowkun DHCP, Bbl MoXeTe HacTpouTb napameTpbl pabotel DHCP-cepeepa
(cm. Puc. 4-30). Mo ymonyaHuto mapLupytmusaTtop pabotaet B pexume cepsepa DHCP (Dynamic
Host Configuration Protocol), 4to o6ecneunBaet ncnonb3osaHme koHdurypauumn TCP/IP gnsa scex
KOMMbIOTEPOB NTOKANbHOW CETU, MOAKMHOYEHHbIX K MapLUpyTU3aTopy.

HacTtpo#iikn DHCP

DHCP-cepeep: () OTENKMMTE (3) BENIYKTE
HauaneHelit IP-agpec:
KoHeuHb1id IP-anpec:
CpoK peiicTBHA appeca: MHHYTE (1-2880 MUHYT, N0 yMOonYaHuio; 1200

OCHOBHOH WNH3: {HeofiAzaTensHaA HACTROMKS)
JoMeH No yMon4aHH: I:I (HeofAzaTeneHaA HACTPOMKS)
Mpennountaemblii DNS-cepeep: (HeofAzaTeneHaA HACTPOMKS)
AnbTepHaTHEHBI DNS-cepeep: (HeofAzaTeneHaA HACTPOMKS)

Puc. 4-30 Hactponkn DHCP

> DHCP-cepBep — Otknountb nnu Bknrounts DHCP-cepeep. Ecnu Bbl OTKO4aeTe cepiep,
B Bawlen cetn gormkeH 6biTb gpyron DHCP-cepBep nnu B NpOTUBHOM Cryvae Bbl JOSMKHbI
OyaeTe NPOM3BECTM HACTPOMKY KOMMbIOTEPA BPYYHYIO.

»> HavanbHbIN IP-agpec — YkaxuTte IP-agpec, ¢ kotoporo DHCP-cepBep 6yner npucBanBatb
IP-agpeca. Mo ymonyaHuto ncnonb3yetcs 3HaveHme 192.168.0.100.

> KoHeyHbn IP-agpec — Ykaxute koHeudHbin IP-agpec pguanasoHa, MCNOnb3yemoro
DHCP-cepsepom npu npucBoeHun IP-agpecoB. 1o yMONYaHWO MCMNOMb3yeTcs 3HadYeHue
192.168.0.199.

> Cpok pgenctBusa agpeca — [laHHOe 3HayeHve onpenenser nepuon BpeEMEHU, B TedeHue
KOTOporo nomnb3oBaTento OyaeT npedoCTaBneHO MOOKMIMEHWe K MapLupyTusaTtopy no
Tekywemy anHamudeckomy IP-agpecy. Cpok gencTBus agpeca ykasbliBaeTca B MuHyTax. o
NCTeYeHUM [aHHOro nepuoda MoNnb3oBaTentd aBToMaTuyecku OyaoeT NPUCBOEH HOBbIV
AnHamuyeckui IP-agpec. 3HayeHne MoXeT ObiTh B AnMana3oHe 1 ~ 2880 MuHyT. 3HaveHne
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no ymonyaHuto coctaensiet 120 MUHyT.

» OcHoBHOM wnt3 — (HeobasatensHoe none) 3geck ykasbiBaeTcs |IP-agpec LAN-nopta
MapLipyTusaTtopa. 3HadeHne no ymondanmo 192.168.0.1.

> [omeH no ymon4yaHuio — (Heobsa3atensHoe none). B 9ToM none MOXHO yka3aTb AOMEHHOe

MMS BaLlen ceTu.

> [lNpepgnountaembin DNS-cepBep — (HeobGasatenbHoe none). 34ecb MOXHO YykasaTb
IP-agpec DNS-cepBepa, nony4eHHbIN OT NocTaBLUMKa VIHTepHeT-yCnyr.

> AnbrepHatuBHbii DNS-cepBep — (HeobGsasatenbHoe none). 3gecb MOXHO yKasaTb
IP-agpec gpyroro DNS-cepBepa, ecnvu Bawl NOCTaBLUMK WMHTEpHeET-ycnyr npegocraBnsieT
nBa DNS-cepsepa.

& lMpumeyaHue:

Ytobbl mcnonb3oBath dyHkumMto DHCP-cepBepa B MapLupyTMsaTope, Y BCEX KOMMNbOTEPOB
floKanbHOW CceTu OOMKHO ObITb BbiOpaHo 3HaveHue MonyyaTb IP-agpec aBToMaTU4eCKM.

4.7.2 Cnucok knmeHtoB DHCP

Bbibpas DHCP — Cnucok knueHtoB DHCP, Bbl MoXeTe npocMaTtpueaTtb MHopMaLuio no BCeM
KnueHTam mapwpyTtusartopa (Puc. 4-31).

I HuA knweHTa MAC-anpec HasHaueHHbIi IP-agpec CpoK neicTEnA agpeca

1 tplink29257 40-61-86-FC-70-FD 192.168.0.100 01:55:34

OfHOBMTE

Puc. 4-31 Cnucok knmuentos DHCP

>  Wwma knueHTta — iva knnerdta DHCP.
> MAC-agpec — MAC-agpec knmeHta DHCP.
> HasHauyeHHbIN IP-agpec — IP-agpec, HazHa4yeHHbIV MapLupyTu3aTtopoM knmeHty DHCP

> Cpok genctBusa agpeca — Bpemsa gencrteus guHamudeckoro IP-agpeca knnenta DHCP.
[Mocne ucteyeHns cpoka AeNCTBMS NOMb30BaTENO aBTOMATUYECKN MpUCBanMBaeTCs HOBbIN
OnHamudeckun IP-agpec.

Bbl He MOXeTe BHOCUTbL M3MEHEHMS B MHbOpMauuio, coaepKallyocsl B A4aHHOM OKHe. YToObI
0BGHOBUTbL MHPOPMALIMIO, BOCMONb3yNTECh KHOMKOM OBHOBUTD.

4.7.3 Pe3sepBupoBaHue agpecoB

Boiobpae DHCP - PesepBupoBaHMe appecoB, Bbl MOXETe npocMatpuBatb U [06aBnaTb
3apesepBMpoOBaHHbIE agpeca KNMEeHTOB Yepes3 cregytoulee okHo (cMm. Puc. 4-32). Korga Bbl
yKa3blBaeTe 3apes3epBupoBaHHbIn IP-agpec ana komnbloTepa nokanbHOM CETU, 3TOT KOMNbIOTEP
OyoeT Bcerga nony4vaTtb OouH U TOT Xe IP-agpec kaxabii pa3 npu obpaweHnn DHCP-cepsepy.
3apesepBupoBaHHbIN IP-agpec HYy)kHO Ha3Ha4aTb cepBepam, TPEOYOLWUM NOCTOSTHHBIX HACTPOEK
IP-napameTposB.
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>

PesepeupoBaH1e agpecoB

Houmep MAC-appec 3apeszepeupoeannblii IP-agpec CocToAHHe HameHnte

Puc. 4-32 Pe3epBupoBaHne agpecos
MAC-agpec — MAC-agpec nepcoHanbHOro KommbioTepa, Ans KOTOPOro Bbl XOTUTE
3apesepBupoBatb IP-agpec.

3apesepBupoBaHHbi IP-agpec — |P-agpec komnbioTepa, 3ape3epBUPOBaHHbLIA Ha
MapLupyTusartope.

CocTosaHue — MoxeT ObiTb BKnroueHo nnv BeiknoyeHo

Y106bI 3ape3epBupoBaTh IP-agpec:

1.
2.

HaxmuTe kHonky lo6aBuTb. [JOMmKHO NOSABUTBCA OKHO, Kak nokasaHo Ha Puc. 4-33.

Ykaxute MAC-agpec (B dopmate XX-XX-XX-XX-XX-XX) u IP-agpec komnbioTepa, ans
KOTOpPOro Bbl XOTUTe 3apesepBupoBatb |P-agpec, B pgecatmyHom dopmate c
pasgenuTenbHbIMU TOYKaMMU.

HaxmuTe kHonky CoXpaHuUTb.

Oo6aB1Tb UMM M3IMEHUTB 3arNUCk pe3epEMPOBaHKMA agpeca

MAC-anpec: | |

JapeiepBHPOBAHHLN IP-anpec: I:I
CocToAHNe: ErnryHTE w

[ Coxparmte | [ Hasan |

Puc. 4-33 [lo6aBuTb UM M3aMeHUTb 3anucb pe3epBnUpoBaHUSA agpeca

YT06bl M3MEHUTb UK YAANUTbL CYLLECTBYHOLLYIO 3anuUChb:

1.

2.
3.

Bbibepute 3anmcb M HaxmuTe KHOMKY WM3meHuTb. Ecnn Bbl XOTUTE yaanuTb 3anuchb,
BOCNOSIb3YNTECh KHOMKOM YAanUTb.

BHecuTe HeobxogmMmble N3MEHEHUS.

HaxmunTe kHonky CoXpaHuUTb.

YUTtobObl aKkTMBMpOBaTb/OeaKTMBMPOBATL BCE 3anucu, BOCMOSb3yNTeCb KHOMKoW BknouuTb
Bce/OTKNIOYUTL Bee.

YTobbl yoanuTb BCe 3anncu, BOCNONb3ynTeCb KHONKOW YAaanuTb Bce.

Ytobbl nepenTtn B crnefyloliee OKHO, BOCMOMb3ynWTechb kHonkow [anee. YTtobbl BepHyTbCs B
npegplayliee oKHO BOCNoNb3ynTech kHonkon Hasag,.
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4.8 lNepeHanpaBneHue

MepeHanpasneHywe

BupryansHbie cepeephbl

Port Triggering
DMZ
UPnP

Puc. 4-34 MeHto NepeHanpaBneHne

B meHio MNepeHanpaBneHue cogepxarca YeTbipe noameHw (cm. Puc. 4-34) — BupTyanbHblie
cepBepbl, Port Triggering, DMZ n UPnP. [Jns HacTpowkn Hy>XHOW (byHKUMN BbIGEPUTE OQHO M3
HUX.

4.8.1 BwupTyanbHble cepBepbl

Boibpae lMepeHanpaBneHue — BupTyanbHble cepBepbl, Bbl MOXeETe MpocMaTpuBaTb W
nobaBnaTb BUpTyanbHble CepBepbl, Kak nokaszaHo Ha Puc. 4-35. BupTyanbHble cepBepbl MOryT
ObITb UCNONb30BaHbI A HACTPOWKM OBLLIMX CEPBUCOB Ballel NoKanbHOM ceTn, Taknx kak DNS,
Email n FTP. BupTyanbHbll cepBep onpeaenseTca Kak CepBUCHbIM NOPT, M BCe 3anpocbl U3
MHTepHeT K aToMy cepBucy byayT nepeHanpaBneHbl Ha KOMMNbIOTEP, 0603HaYeHHbIN IP-agpecom
cepepa. KomnbloTep, WCNONb3YyOLWNMA BUPTYanbHbIA  CepBep, AOMMKEeH pacnonaratb
ctaTudeckum unm dmkcupoBaHHbIM |IP-agpecowm, Tak kak |IP-agpec MoXeT MEHATLCS B npouecce
paboTbl pyHkLumn DHCP.

BupTyanbHble cepBepbl

ID TMopr cepeHCa IP-anpec Mporokon COCTOAHHE H3neHHTL

Puc. 4-35 BupTyanbHble cepBepbl

> [TopT cepBuca — Homepa BHelHMX NOPTOB. Bbl MOXeTe ykasaTb CEPBUCHBLIN MOPT WK
AnanasoH cepBUCHbIX NOpPToB (B popmate XXX — YYY, rge XXX — 370 HavanbHbIN HOMEP, a
YYY — KOHeYHbI HOMED).

> IP-appec — |IP-agpec koMnbloTepa, KOTopbI 06ecneynBaeT cepBUCHOE NPUMNOXEHNE

» [poTokon — NpoTokon, ucnonb3dyemoli AaHHbIM npunoxexHvem - TCP, UDP unu BCE (Bce
NPOTOKONbI, NOAAEPKMBAEMbBIE MAPLLPYTU3ATOPOM).

> CocTtosiHne — CocTosiHMe 3anucu — BknroyeHo nnv BeiknoyeHo
U3MeHnTb — N3MeHNTb Nn yganuTb CYLLECTBYHOLLYIO 3aruchb.

Y100bI YCTaHOBUTL 3anuUCb AnA BUPTyalibHOro cepBepa:
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1.  Haxmute kHornky [lo6aBuUTb.... [JOMKHO OTKPLITLCA OKHO, Kak npeacTtaeBneHo Ha Puc. 4-36

ﬂ,OGaBVITb nnn NSMeHUTb 3anncb BUPTyalribHOro cepeepa.

2. B cnucke CTaHAapTHbIN NOpT cepBUca BbibepnTe CEPBUCHbLIN MOPT, KOTOPbINA Bbl XOTUTE
ncnonb3oBaTtb. Ecnn B 3TOM cnucke OTCYTCTBYET HEOOXOAMMOE HauMEHOBaHWE, yKaxuTe
HOMepP CEpPBUCHOIo NopTa unu AnanasoH noptos B none MopT cepBuca.

3. B none IP-agpec ykaxuTte |IP-agpec komnbloTepa.
4. YkaxuTe NpOTOKON, NCMomnb3yeMbln NpunoxeHnem. Bapmantel: TCP, UDP unu BCE.
5. Bblbepute B CocTosiHMM BkntoveHo, YTOObI akTMBMPOBAThL BUPTYanbHbLIN cepBep.
6. Haxmute kHonky CoXpaHuUTb.
Mopt cepenca: CHO-R00 MNM )
BH_\ﬂl)eHHHﬁ nopr: (¥, AOMYCKAETCA TONBKD 4NA NopTa 0fWero CepeMca MNKM OCTABNABTCA NMYCTEIM)

IP-appec:

Mpotokon: ECE w

CocToAHHe: BrnrdeHn v

CIﬂH,[I,al}IHbIﬁ NopT CepBHCA --BbIEEpHTE-- hd
[ coxpanute | [Hasaa |

Puc. 4-36 [1o6aBUTb U1 M3MEHUTb 3anucb BUPTYarbHOIO cepeepa

& lMpumevaHue:

Ecnn y Bawero komnbioTepa unu cepeBepa uMeeTcsa 6Gonee OAHOrO AOCTYMHOMO CepBuca,
BbIOEpUTE OpYron cepBuc n BBeauTe TOT Xe IP-agpec ansa koMmnbloTepa unm cepeepa.

Y106bI NK3MEHUTb UNUN YAANUTb CYLLECTBYHOLLYIO 3anUcCh:
1. BbibGepute Hy)XHYIO 3anuck B Tabnuue.
2. HaxmuTte kHornky PegaktupoBaTb 1y Yaanutb B cTonbue N3MeHUTb.

YToObl BKMHOYUTL/OTKINIOYMTL BCE 3anncu, BOCI'IOJ'Ib3yl7ITer KHonkon Bkniountb Bce/OTKNIOYUTL
BCe.

YTtobbl yaanutb BCe 3anuncu, BOCNONb3YNTECH KHOMKON YAAanuTb BCe.

YT06bl NepeinTn Ha cneaytoLLyto CTpaHuLy, HaxMuTe kHomnky Crnegyrowas. Utobbl BEpHYTbCS Ha
npeablayLLyo CTpaHuLy, HaxxmuTe kHorky Mpeablaywasn.

& lMpumeuaHue:

Ecnn B kayecTBe CepBUCHOro MopTa BMPTyanbHOro cepBepa yka3aHo 3HadeHue 80, B OkHe
Be3onacHocTb — YaaneHHoe ynpaBrieHue JOimKHO ObiTb ykaszaHo ntoboe 3HaveHne kpome 80,
Hanpuvep 8080. B npoTMBHOM criydae npu OTKMKOYEHWM BUPTyanbHOro cepBepa MOXeT
BO3HMWKHYTb KOHINKT.

46



TL-WR720N ‘ BecnpoBogHon mapuwpytusatop N 150 MouTt/c

4.8.2 Port Triggering

Boiopae MepeHanpaBneHue — Port Triggering, Bbl MOXeTe mnpocMaTpuBatb W BHOCUTb
nameHeHus B okHe Port Triggering (Puc. 4-37). HekoTopble NpunoXeHus, Kak Hanpumep:
MHTepHeT urpbl, BMAeOKOHMepeHuun, NHTepHeT-TenedoHna n Tak ganee, TpebyoT Hanuuns
napannenbHbIX NoaknoveHnn. PyHkumnsa Port Triggering ncnonb3yeTcsl, YTOObl HEKOTOPbIE U3 3TUX
NPUNOXeHUn Mornu paboTtatb ¢ MaplipyTmu3atopom NAT.

ID Tpurrep nopt Tpurrep npotokon BxoaAumil nopt BxoaAmmi npotoKon CocToAHne HaneHntb

Pwuc. 4-37 Port Triggering

Y106b1 4OOABUTHL HOBYIO 3aNUCb, HEOGXOAUMO:
1.  Haxmute kHonky lo6aBUTb... [JOIMKHO NOABUTLCS OKHO, Kak nokasaHo Ha Puc. 4-38.

2. BblbepuTe 06Wwee npunoxeHne ns cnmncka B norne O6wme npunoxeHus. lNocne atoro nons
Tpurrep nopTt 1 Bxoasawmn nopt OyayT aBTOMatu4eckun 3anonHeHsl. Ecnn B none O6uwune
NPUNOXEHUS OTCYTCTBYET HY)XHOE HaMMEHOBaHWe, CriedyeT BPYYHYH 3anofHuTb nons
Tpurrep nopt 1 Bxogawmm nopr.

3. W3 Bbinagatowero cnucka B none Tpurrep NPOTOKOnN BbiGepnTe MPOTOKOS, UCNOSb3yeMbIl
3anyckaembim noptom. BapunanTtel: TCP, UDP vnn BCE.

4. Bblbepute nNpoToKON, UCMonb3yemblin Ans Bxogsawmx NopToB M3 BbiNagaloWero cnucka B
none Bxogsawwun npotokon. Bapunantel: TCP, UDP unn BCE.

5. B none CoctosiHne yctaHoBuTE 3Ha4yeHue BkrroyeHo.

6. UYTOObI COXPaHUTL HOBOE MPABWIIO, HAXXMMUTE KHOMKY COXpPaHUTb.

TPHITER NOPT:
TpMITep NPOTOKO: BCE

BxonAwme nopibi:

BxonAmMil NnpoToKon: BCE
CocToAHNne: Brniouen
Odmpe NPUNeEeHns: --Bribpate-- b
| Coxpanute | | Hazan |

Puc. 4-38 [1o6aBuTb MM N3MEHUTb 3anMcb NPOLIEAYPbl 3anycka nopTos

>  Tpwurrep nopT — 3anyckaemblii NOPT AN ncxogsuiero Tpaduka. Mcxoasilee noaknioyeHme
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yepes OaHHbIN nopT NPpoOn3BOAUT aKTUBaUUO OaHHOIo npasuna.

»  Tpwurrep npotokon — [1poTokon, ncnonb3yemoin lNoptamu 3anycka. Bapnantel - TCP, UDP
unun BCE (Bce npoTokonbl, nogaepXxusaemsle Maplupytu3atopom). Bxogsawme noptbl —
MopT wunu prana3oH MNOPTOB, MCNOMb3yeMbIX YOaneHHOW CUCTEeMOW Mpu OTBETE Ha
ncxogawmn 3anpoc. OTBeTHoe cooOlleHne 4Yepe3 OMH M3 3TUX MNopToB Oyder
nepeHanpaBneHo Ha KOMMbTEP, KOTOPLIN 3anyCcTUT 3TO NpaBuno. Bel MoxeTe ykasaTb He

6onee 5 rpynn nopToB (cekuuin noptos). Kaxxaas rpynna gormkHa ObiTe oTaeneHa 3Hakom ",".
Hanpumep, 2000-2038, 2050-2051, 2085, 3010-3030.

> Bxogawmnm npotokon — [lpoTokon, wucnosnb3yembid [dnanasoHoOM BXOOSALWMX MNOPTOB.
BapuaHTel — TCP, UDP vnn Bce (BCe NpOTOKOMbI, NOAAEPKMBAEMbIE MapPLUPYTU3aTOPOM).

> CocrtosHne — CocTtosiHMe 3anucu, BknoveHO o3Hayaer, 4To 3anucblpurrep nopTta
paboTaer.

> O6wme npunoxeHuss — HekoTopble MNOMyNsAPHbIE MPUITOXKEHUST YXXE MNepevncrneHbl B
BbiMagawouwem crnmcke Bxogawmm npoTokorn.

Y106b1 U3BMEHUTb UNU YAANUTL CYLLECTBYIOLLYIO 3aMUCh:
1. BbibGepute Hy>xHYIO 3anuck B Tabnuue.

2. Haxmute PegaktnpoBaTb v YaanuTtb B cTonbue UameHuTb.

HaxmuTte BKkntounTb Bce, YTOObI BKNIOYMUTL BCE 3anncu.
Haxmute OTKNIOYMTBL BCe, YTOObLI OTKNIOYUTL BCE 3anncu.
HaxmuTe Yaanutb Bce, YTOObI yaoanuntb BCe 3arnncu.

Mocne HacTponkun mapLipyTmnsatop byget pabotaTb criegyowmm obpasom:

1. JlokanbHbI y3en OCYLLIECTBNSET UCXOASLLEEe NMOAKIOYEHME, UCTIONb3yst MOPT HasHa4YeHus,

Yyel HoMep yka3saH B rnone Tpurrep nopr.

2. MapwpyTtusatop genaet 3anncb 06 3TOM NOAKMOYEHUU, OTKPbIBAET BXOOALLMIA MOPT UNK
nopThl, CBsI3aHHble C 3TOM 3anucbio B Tabnuue Port Triggering, n cBaA3biBaeT ux C
noKanbHbIM Y31NOM.

3. Tpu HeobxooMMOCTM BHELUHWIA Y3eN MOXET MOAKMN0YaTLCS K JTIOKanbHOMY Y3y vyepes Mnopr,
yKasaHHbI B none Bxoaswme nopThbl.

& lMpumeyaHue:

1. Tpw paspbiBe TpUrrep-coeanHeHNs COOTBETCTBYOLLME OTKPbITbIE MOPThI OyayT 3aKPbIThI.

2. I'Ipaano MOXET ObITb MCMONMb30BaHO OAHOBPEMEHHO TOJNIbKO OAHUM Y3IT1OM nokanbHOM ceTu.
B oTHOWeEHUN npo4nx ysnos nokarnbHOW CeTU NogknyeHne 6yp,eT 3anpeLljeHo.

3. 3HayeHus BXoasLIEro gmanasoHa NopToB He AOMKHbI MepecekaTbcs ApYr C APYroM.

48.3 DMz

Boibpas MNMepeappecauna — DMZ, Bbl MOXeTe npocmaTpmBaTh U HacTpanBaTb NapamMeTpbl y3na
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DMZ (cm. Puc. 4-39). O1a dyHKUMA NO3BOMSAET NIOKanbHOMY y3ny obpawatbes K HTepHeT gns
paboTbl C TAaKUMU NPUNOXKEHUAMN, Kak MHTEPHET Urpbl Nnn BuaeokoHdepeHumn. PyHkums Yaen
DMZ npounssognT nepeagpecalmio BCEX NOPTOB OAHOBPEMEHHO. Y KOMMbIOTEPA, MOPThI KOTOPOro
nepeagpecyortcs, omkHa ObiTb oTkNtoveHa yHkuma DHCP-knmeHT, a Takke emy gomkeH bbiTb
HasHayeH HOBbIN cTatudyeckun IP-agpec, Tak kak |IP-agpec MOXeT W3MEHATbCS npwu
NCMOSb30BaHUN 3TOW (PYHKLNN.

Terywee cocToAHHe: () BEMOUMTE (%) OTKNIOUMTE.
IP-anpec DMZ yana: 0000
Puc. 4-39 DMZ

Y106bI Ha3HA4YUTbL KOMNbIOTEP UNKU cepBep B kayecTBe DMZ-cepBepa:
1. HaxmuTe Ha kHONKy BknounTb.

2. B none IP-appec DMZ y3na BBeanTe COOTBETCTBYIOLLEE 3HAYEHUE.

3. Haxmwute kHonky CoxpaHUTb.

4.8.4 UPnP

Boibpae lNepeHanpaBneHue — UPnP Bbl cmMoxeTe npocmMaTpyBaTtb MHOpMaLMIo MO NPOTOKONy
UPnP (Universal Plug and Play), kak nokasaHo Ha Pwuc. 4-40. ®yHKUMS MO3BONSAET Takum
YCTPOWCTBAM, KaK KOMMNbIOTEPLI C NOAKMOYEHMEM K VIHTEPHET, Npyu HeobxoamMmMocTh obpalyatbes K
pecypcam foKanbHbIX Y3M0B. YCTPOWCTBa C nogaepXkon npotokona UPNP moryT 6GbiTb
aBTOMaTUYECKN OOHapyeHbl npunoxeHnem UPnP-cepBuca NokansHOM CETy.

Terywee cocroane UPnP: Bknwueno

Tekywmi cnncok HacTpoek UPnP

1D OnHcaHne NPHAOKEeHHA BHewWwHHil nopt Mpotokon BHYTpEHHHI nopT IP-anpec CocroAnHe

Pwuc. 4-40 UPnP

> Tekywee coctosiHne UPnP — ®yHkumio UPNP MOXHO BKMHOYMTL MNW BbIKMIOYUTE, HaXaB
KHONKy Bkntountb unu OTKNOYNTL. 10 ymonyaHuio aaHHasa QyHKUNS BKIOYEHa.

»> Tekywmn cnucok Hactpoek UPnP — 3T1a Tabnuua copepxuT crneayoLlyto MHopmMauuio:

e OnucaHue npunoxeHusa — OnucaHve, nNOMAy4YeHHOE OT MPWIOXKEHNUs, Npu
UPnP-3anpoce.

e BHewHwui nopTt — BHeLWHWI NOPT, OTKPbIBAEMbIN MApPLLPYTU3aTOPOM ANSA NPUMNOXEHUS.

e [poTokon — Tun NpPOTOKONa, KOTOPbLIN MapLUPYTM3aTOP OTKPbIBAET AMNS NPUIIOXKEHNSI.
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e BHyTpeHHMW nopT — BHyTpeHHWn nopT, KOTOPbLIN MapLUpyTU3aToOp OTKpbiBAeT Ans
noKanbHOro yana.

e IP-apgpec — |IP-agpec ycTponctsa ¢ nogaepxkon npotokona UPnP, koTopoe B faHHbIN
MOMEHT OOpaLlaeTcsa K MapLpyTmM3aTopy.

e CocTtosiHue — B atom none otobpaxkaeTcsi MHGOPMAaLMS MO COCTOSAHUIO MopTa.
3HayeHne BknrouveHo o3HayaeT, YTO MOpT BCE elé akTuBeH. B npoTuBHOM criyvyae
NnopT HEAKTUBEH.

HaxmuTe kHonky BknrounTtb, 4ToObI BKNOUMTE UPNP.
HaxmuTe kHonKy OTKNOUYNTL, YTO6bI OTKMUNTE UPNP.
HaxmuTe kHonky O6HOBUTL, 4TOOLI 06HOBUTL TeKyLw M cnucok HacTpoek UPnP.

4.9 3awwmTa

Jawumra
MexcereBo#l 3KpaH
huneipaumn IP-anpecoB
(OMNLIPALMA 0,0MEHOR
Mune1paumA MAC-anpecos
NokansHoe ynpagneHne
¥naneHHoe ynpasneHue

PacimpeHHble HACTPORKH 3a1MThI

Puc. 4-41 MeHto BesonacHocTb

B meHo 3awmTta Haxoantca cemb noameHto (cMm. Puc. 4-41): MexceTeBon 3KpaH, Punsrpauus
IP-appecoB, PunsTpauusa aomeHoB, Punstpaunsa MAC-agpecoB, JlokanbHoe ynpaBneHue,
YpanéHHoe ynpaBneHue 1 PacwupeHHble HAacTPOMKM 3awuTbl. [Ans HaCTPOMKM HYXXHOW
dyHKUUKN BbIGEpPUTE COOTBETCTBYIOLLMNIA pasaern.

491 MexceTeBOM 3KpaH

Ha cTtpaHuue 3awmta — MexceTeBOM 3KpaH MOXHO BKIOHMUTb WIIM OTKIIOYUTL OCHOBHOWM
MEeXCeTEeBOW 3KpaH. Mo yMonyaHmio MexceTeBon 3KpaH OTKMNoYeH. Ecriv ocHoBHOM mexceTeBom
9KpaH OTKNIoYEH, To yHKumm dunstpauun IP-agpecos, dunstpaumm gomeHos n MAC-agpecos
He OyayT paboTaTb faxe, eCN OHW BKITHOYEHbI.
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[ BIEMKYMTE MESKCETEEOM SKPAH (OCHOEHOM BRIKMNINYATENE MEKCETEBOMD JKPAHA)

[] Benwumte funeTpaumio IP-agpecoe
Mpaenno puneTpaunu IP-anpecos No YMONYaHHID:
() PazpewTe NAKETaM, HE YKA3aHHEIM B MPABUNE HUNETRALMA, TDOXOANTE YEPEs MAPILRYTHIATOR

(3 2anpeTHTE NAKETAM, HE YKAZAHHEIM B NPAEMNE BMNETPALMK, NPOXOMTE YEPEs MapLWpPyTHZaToR

[ BEMOYMTE GHNETRALMI DOMEHOE

] BrmiouuTe dMneTRaumMio MAC-agpecos
Mpaenno dunbipaum MAC-aopecoB no yMomHaHHuK;
() PazpelmTe BocTyn K MHTEIHET BAHHEIM KOMIEKTERARM, YEAZAHHEIM BO EKMIOUEHHE NPABUNEK

(%) JanpeTHTE ZOCTYN K MHTEPHET JAHHEIM KOMMEITEPAM, YKASAHHEIM B0 BEMIOYEHHE NPSERNEX

COXpaHUTE

Puc. 4-42 HacTponkn MexceTeBoro akpaHa
»> BKNHOUYMTB MexceTeBOM 3KpaH — BKNOUNTbL U OTKNIOYUTE OCHOBHOW MEXCETEBOM KPaH.

>  Bknwuntb cdunbrpaumio IP-agpecoB — BKOUNTE UK OTKAOUYNTD OYHKUMIO hrnbTpaumm
IP-agpecos. Ona dunetpauumn [IP-agpecoB cywlecTBylOT ABa npaBuia no YMOSYaHWUIo:
Paspewuntb nnv 3anpeTuTtb NakeTam NPoxoauTb Yepe3 YCTPOMCTBO.

> Bknwountb dunbTpaumno AOMeHOB — BKMNUUTb MNKU OTKMIOUYUTL (PYHKUMIO byunsTpaumm
JOMEHHbIX UMEH.

> Bknwountb dunsrpaumro MAC-agpecoB — Bknounte unvM  OTKNIOYUMTL  (PYHKLMIO
dunstpaunn MAC-agpecos. nsa dunstpauun MAC-agpecoB cyLLeCcTBYHOT ABa npasuna no
ymonyanuio: PaspewnTb nnm 3anpetuTb JOCTYN MapLupyTusartopy.

4.9.2 dunbTpauus IP-agpecoB

OyHKkuMs PunbTpauun IP-agpecoB N03BONAET KOHTPONMPOBaTh AOCTYN MOMb30BaTeNnen K CeTu
MHTepHeT B npedenax Ballen rokanbHOW cetn bnarogaps onpegeneHuio ux IP-agpecos. Ha
[aHHOW CTpaHULUEe MOXHO HacTpouTb dounsTpauuio |IP-agpecos:

HacTpoWkK MeKceTeBOro 3kpaHa (Ebl MOXKeTe MIMEHUTE MX Ha cTpaHuUe MexceTeBoN 3kpaH)

BKM0MTL MekceTeBoil akpaH: BknwyeHo
BKNI0uHIL (pHALTPAUMIO IP-anpecos: OTENWYEHD
Mpaeuna (UALTPALMAH N0 YHOTTIAHHIO: JanpeTHTh NakeTaM, He YKa3aHHLIM B NpaBHne pHUALTPAUMH, NPOXOANTE Yepes MapwpyTHIaTop
1D Pabouee Bpema  IP-appece cetn LAN  Mopt LAN  IP-appec B cetn WAN  TNMopt WAN  npotoken  Mleictene  CocToAHne
Oofiaeuts. ..

Puc. 4-43 dunetpauus IP-agpecos

Ecnn Bbl He xoTuTe ucnonb3oBatbh yHKUMIO dunbTpauun IP-agpecoB, ocTaBbTe HaCcTPOWKY Mo
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ymonyaHumio — OTkno4veHo. [na HacTpowku 3anucu dunetpaumm |IP-agpecoB, HaxmuTe
Bknwountb MexcereBon 3kpaH un Bknwountb Ounsrpaumio |IP-agpecoB Ha cTpaHuue
MexxceTeBOro akpaHa, 3atemM Hakmute KHOMnky Jo6aBuTb..., nocre 4ero Bl yBuaMTe cTpaHuuy
Ho6aBuTb unu nameHnTb 3anucb Punerpauun IP-agpecoB (cM. Puc. 4-44):

Padoyee Bpena: ooon - 2400
IP-anpec B cetH LAN:
Mopt LAN:
IP-agpec B cetH WAN:
Mop1 WAN:
Mporokon: BCE v

DeiicTere: 3anpeTute b

CocToAHne: Brnouero M

[ Cowparvme ]| Hasag |

Puc. 4-44 lo6aBuTb nnn nameHnTb 3anmucek Punsrpauun IP-agpecos

[ns Toro yTobbl co3gaTh UMW N3MEHNUTL 3anuUcCb npasuna (DVIJ'IpraLI,VII/I IP-anpecoa, Heobxoanmo
BbIMOJIHUTb Ccrnefyruliee:

> Pabouee BpemsA — YKkaxute BpeMeHHOW npomexyTtok B dopmare YUMM, B TeuveHue
KoToporo npasuno 6yaeTr npumeHumo. Hanpumep: 0803 — 1705 o3HadvaeTt, 4YTo MpaBwmio
6yaet ucnonb3oBartbes ¢ 08:03 go 17:05.

> IP-appec B cetn LAN — B 3TOM none ykasbiBaetcs |IP-agpec nnu guanasoH IP-agpecos B
cetn LAN B gecatnyHom dpopmaTe € pasgenurenbHbiMmu Todkamun. Hanpumep: 192.168.0.20 -
192.168.0.30. Ecnu none 6ymer He 3anonHeHo, 3TO O3HA4aeT, 4TO B [aHHOM nofe
ykasblBatoTcs Bce |IP-agpeca B cett LAN.

» Mopt LAN — B 3TOM none ykasbiBaeTcsa nopT unv ananasoH noptos LAN. Hanpumep: 1030 —
2000. Ecnun none 6yaet He 3anofiHEHO, 3TO O3HAYaEeT, YTO B JAHHOM MOre yKasbiBaloTCHA BCe
noptbl B cetn LAN.

» IP-appec B cetn WAN — B 3TOM none ykasbiBaeTcs |P-agpec nnn guanasoH |IP-agpecos B
cetu WAN B gecsaTMyHOM hopmaTe ¢ pasgenutenbHbiMy Todkamn. Hanpumep: 61.145.238.6
— 61.145.238.47. Ecnn none OygeT He 3anofiHEHO, 3TO O3Ha4aeT, YTO B AaHHOM none
ykasblBatoTcs Bce |IP-agpeca B cetnt WAN.

> Mopt WAN — B gaHHOM norne ykasblBaeTcs nopt unu guanasoH noptoB B cetn WAN.
Hanpumep: 25 — 110. Ecnu none Oyger He 3anofiHEHO, 3TO O3HAYaeT, YTO B JaHHOM nosne
ykasbiBatoTcs Bce noptbl B cetn WAN.

» MpoTtokon — Heobxoanmo BbIbpaTh, kakon npotokon 6yaeT ncnonb3osatbes: TCP, UDP vnu
BCE (Bce npoToKonbl, NogaepXMBaemble MapLIpyTU3aTOpPOM).

> [OenctBue — HeobxoaMmo ykasaTb Paspewmntb nnv 3anpetutb nNponyck Tpaduka yepes
MapLLpyTn3aTop.

» CocTosfiHMe — MOXHO Bbl6paTb BknroyeHo unv OTKNHOYEHO B OTHOLLIEHUM AaHHOW 3anucu B
Bbinagatowem cnmcke CoctosiHue.
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Haxmute kHonky CoxpaHUTb 45151 COXpaHEHMWS 3anncu.

Onsa Toro, YTo6bI U3MEHUTb UNKn yAannTb 3anucb:

1. [Ons nameHeHns HaxmuTe U3MeHUTb HanNpoTMB COOTBETCTBYIOLEN 3anucu. [na yaaneHus
3anucu HaxmuTte YoanuTb.

2. W3meHuTe gaHHble.

3. Haxmnte CoxpaHuTb.

HaxmuTte BknounTtb Bce Ans 1oro, YtoObl akTMBMPOBATL BCE 3aMnuncu.
Haxxmnte OTKNIOUUTBL BCe O5S OTKINIOYEHNS BCEX 3anncen.

Haxxmnte Yaanutb Bce 4N yaaneHus BCex 3anucen.

OuyepénHocTb 3anMcen MOXHO N3MeHnTb No Baluemy xxenaHuto. 3anucu, gobaBneHHbIe NepBbIMUA,
pacrnonoxeHbl B Havane cnucka. B nepsom none ykaxute |ID Homep, KOTOpbIA Bbl XOTUTE
nepeMecTuTb, BO BTOPOM Mofe yKaxuTe HoBbI ID HoMep, Kyaa Bbl XOTUTE NEPEMECTUTL 3amuUch,
3aTeM HaXXMuTe KHomky NMepemMecTUTb ANsi NepeMeLLeHNst 3anmcu.

Haxmvute [anee gns nepexoda Ha cnegylollyto cTpaHuuy wunu kHonky Mpeabiaywas ans
BO3BpaTa Ha npeablayLLyo CTpaHuLy.

Hanpumep: Ecnu Bbl xoTute GnoKMpoBaTh MOSyYeHUEe 3MEKTPOHHOM MOYThbl, OTNPaBfEHHON C
IP-agpeca 192.168.0.7, B Ballen nokanbHOW CeTU, 1 3anpeTnTb B noboe BpemMs KOMMbTepPY C
IP-agpecom 192.168.0.8 poctyn k UHTepHeT-pecypcy ¢ IP-agpecom 202.96.134.12, npu atom
npo4Yre KoMnbloTepbl He ByayT MMETb Takmx OrpaHUYEeHNUN.

D Paboyee BpeMA  IP-agpec BceTWLAN  [opT LAN  IP-agpec B ceTu WAN MopT WAN  Mpotokon  [edcTBue CocToAHne  M3MeHWTb
1 0000-2400 192.168.0.7- 25- = & BCE 3anpeTuTe BrnHYeHD HaMeHWTE YoanuTe
2 0000-2400 192.168.0.7- 110- - - BCE 3anpeTuTe BrnveHo HameHHTE YoanuTs

3 0000-2400 192.168.0.8- - 202.96.134.12- - BCE JanpeTuTe  BENHMEHD M3MEHNTE YOANWTE

Puc. 4-45 Hanpumep

4.9.3 dunbTpauma AOMEHHbIX UMEH

Ha CTpaHuue d>|/|anpau,v|$| OOMEHOB Bbl CMOXETE KOHTpOIMpoBaTb AOCTynN K onpenerieHHbIM
canTtam B ceTu MHTepHeT, YKasaB X JOMEHHbIe MMEHa UJN KIto4eBble ClioBa.

HacTpoWkn mexceTeBoro akpaHa (Bel MOETE M3IMEHUTE MX Ha cTpaHuue 'MexceTeBon akpaH')

BKNIOUHTL MEKCETEBOI KPaH: OTKkNYeHo
BKAI04HTE (DHNLTPALIMID 0MEHOB: OTKNKWYEHO
1D PaGoyee Bpema Nowennoe uuA CocToAHNne HameHnts
HNobasnTe. ..

Puc. 4-46 duneTpaumsa OMEHHbIX UMEH

Mepen oobaesneHvem 3anuncu npasuna unbTpauum SOMEHHbIX UMEH, ybeauTecb B TOM, YTO
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BKINOYeHbl MexceteBon 3kpaH M Ounbrpaumsi AOMEHOB B MEHH Ha CTpaHMUE HaCTPOWMKU
MexceteBoro akpaHa. Ytobbl gobaBuTb 3anucb npasuna unsTpauMm OOMEHHbIX WMEH,
HaXxXmute kHonky [Jo6aBuTb..., nocrne 4ero Bbl nonagéte Ha cTpanuuy [ob6aBuTb unu
M3MEHUTb 3anncb PunbTpaunm gomeHoB (cMm. Puc. 4-47):

Padouee Bpeua: oo - 2400
JlomeHHoe HMA:

CocroAHne; Brnrouero W

[ Coxpammme || Hazan |

Puc. 4-47 Jo6aBuTb nnn nameHuTb 3anmcbk Punstpaumm JOMEHOB

Ytobbl 0o6aBuTb MM U3MEHUTb 3anucb npasuna PunbTpaumMm OOMEHHbIX WUMEH, cnegymTte
YKa3aHHbIM HUXKE UHCTPYKUUSM:

> Paboyee Bpemsi — Ykaxute BpeMEHHOW MpomexyTok B ¢opmate YHMM, B TeyeHue
KoToporo npasuno 6yaeTr npumeHumo. Hanpumep: 0803 — 1705 o3HadvaeTt, 4YTO MpasBwumo
Oyanet ucnone3oBartbesa ¢ 08:03 go 17:05.

> [ omeHHOe nmsa — YKkaxute B 3TOM Mnorie JOMeHHoe UMsi unu knioyesoe croBo. OctaBbTe
none nyctbiMm gnsa  dwunstpaumm Bcex BebcanWtoB B WMHTepHeT.  Hanpumep:
WWW.XXyy.com.cn, .net.

Bbibepute BkntoueHo nnm OTKNOYeHO 13 Bbinagatowlero cnucka CocrosaHme onst Bam 3anucn.
Haxmute kHonky CoxpaHUTb 4S5 COXpaHEHMWS 3anncu.
Ona nameHeHUA unu yaaneHnsa CyLllecTBYOLWeNn 3anucu:

1.  [Ons nameHeHns HaxmuTe U3MeHUTb HanNpoTMB COOTBETCTBYOWEN 3anucu. [na yaaneHus
3anucu HaxmuTte YoanuTb.

2. W3meHuTe gaHHbIe.

3. Haxmnte CoxpaHuTb.

HaxmuTte BKnounTtb Bce Ans TOro, YtToObl akTMBMPOBATL BCE 3anuncu.
Haxxmnte OTKNIOUUTBL BCe ONS OTKNIOYEHNS BCEX 3anncen.

Haxxmnte Yaanutb Bce 4N yaaneHus BCex 3anuncen.

Haxmvute [anee ans nepexoda Ha creaylollylo cTpaHuuy wunu kHonky Mpeabiaywas ans
BO3Bpata Ha npeablayLlyto CTpaHuLLy.

Hanpumep: ecnu Bbl xotute 3anpetutb MK Bawer nokanbHOM ceTM JOCTyn K Beb-cantam
WWW.XXyy.com.cn, www.aabbcc.com n Bcem WHTepHeT-cantam ¢ goMeHOM .net, npy 3TOM KO
BCEM MPOYUM cCalTaM oOrpaHuyeHun He Oyger, To Tabnumua OunbTpaunym OOMEHOB OOMKHA
BbIMNA4ETb Tak:
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1D Pavouee Bpena NomeHHoe HMA CoCTOAHHe HaneHnTs
1 0000-2400 WWWIOVY.COMLCN BrmoveHo H3meHnTL Yaanuib
2 0800-2400 www.aabbcc.com Brn4eHo W3MeHnTb Yaanurs
3 0000-2400 net BrkmoyeHo H3MeHnTE Yaanui,

Puc. 4-48 Hanpumep

494 dunbtpauma MAC-agpecoB

AHanornyHo cTpaHvnue Punbrpaumsa IP-agpecoB ctpanHvua ®dunbrpauma MAC-agpecoB
NoO3BOSISIET KOHTPONMpOBaTbL AOCTYN nonb3oBaTtenen Kk cetu VHTepHeT B npegenax Ballewn
nokanbHoW cetn bnarogapsi onpegenenunto nx MAC-agpecos.

HacTpoWkn mexceTeBoro akpaHa (Bel MOXeETE M3MEHUTE MX Ha cTpaHuue 'MexceTeBon akpaH')

BKMIDYHTE HeCeTeBON IKpaH: OTKneHo
Brxnounts (punetpawmo MAC-agpecos: OTENWYeHD
Mpaenne (pUALTPALMH NO YHOITHAHHK: JanpeTHTe focTyn K MHTepHeT DaHHEIM KOMALITEPaM, YKataHHEIM BO BKNYEHHBIX NpaBHAax.
1] MAC-appec OnucaHne CocToAHne Hzmennts
HobaguTe. ..

Puc. 4-49 dunetpaums MAC-agpecos

Mepen co3naHuem 3anucu dunstpauumn MAC-agpecoB cHadana HyxHo BkniounTe MexceTteBom
3KpaH 1 ®unbTpauuto IP-agpecoB Ha cTpaHuue MexceTeBon akpaH. UTobbl o6aBuTb 3anuchb
npasuna unbTpauMmM LOOMEHHbIX WMMEH, HaxmuTe KHonky [ob6aBuTb..., nocne 4ero Bebl
nonagérte Ha cTpaHuuy [lo6aBuTbL UNu U3MeHUTb 3anucb ®unsrpaumn MAC-appecoB (CM.
Puc. 4-50):

MAC-anpec:
OnicaHmne:

CocroAHne: BkniyeHo i

[ Cowpamume || Hazag |

Puc. 4-50 Jo6aBuTb nnn nameHutb 3anmcb Punstpauun MAC-agpecos

YUTtobbl 006aBUTE MM M3MEHUTbL 3anucb nNpaBuna Punsrpaumn OOMEHHbIX WUMEH, cregymnTe

YKa3aHHbIM HWXEe NHCTPYKUNAM:

1.

Beeante cootBetcTBytowmn MAC-agpec B none MAC-agpec. ®opmar MAC-agpeca
XX-XX-XX-XX-XX-XX (rme X nwoboe wecTHaguatepuyHoe u4ucno). Hanpumep:
00-0E-AE-B0-00-0B.

B none OnucaHwue ykaxnte onucaHme komnbtotepa. Hanpumep: Komnbtotep [JkoHa.
Bbibepnte BkntovyeHo unv OTKMOYEHO U3 Bbinagawowero cnvcka CocrtosHme ana Bam
3anucu.

HaxmunTe kHonky CoxXpaHUTb ON1s1 COXpaHEeHUs 3anuciu.
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YTtobbl fobaBuTh BonbLue 3anucen, nostopuTe warn 1 — 4.

Ona nameHeHus unm yAaneHus Cyl.l.l,&CTBlel.I.l,Gl;l 3anucu:

1.  [Ons nameHeHns Haxmute U3MeHUTb HanNpoTMB COOTBETCTBYIOLEN 3anucu. [na yaaneHus
3anucu HaxmuTte YoanuTb.
2. W3MeHuTb gaHHble.

3. Haxmwute kHonky CoXpaHuUTb.

HaxmuTte BKnounTtb Bce Ans TOro, YtToObl akTMBMPOBATL BCE 3anuncu.
Haxxmnte OTKNIOUNTBL BCe ONS OTKNIOYEHNS BCEX 3anmncen.

HaxmuTe YaanuTb Bce Ans yaaneHus Bcex 3anucen.

Haxmvute [anee ans nepexoda Ha creaylollylo cTpaHuuy unu kHonky Mpeabiaywas ons
BO3Bpara Ha npeablayLlyto CTpaHuLLy.

Hanpumep: Ecnu Bbl xoTute 3anpetutb goctyn k MHTepHet komnbtotepam ¢ MAC-agpecamu
00-0A-EB-00-07-BE 1 00-0A-EB-00-07-5F, cHavana HyxHO BKknounTb MexceTeBOM 3KpaH U
Pdunerpauuto MAC-agpecoB Ha cTpaHuue MexceTeBOW 3KpaH. 3ateM HeobOXxoaMMO ykasaTb
MpaBuno cunbTpauMm no ymonyaHuw -— 3anpeTutb [octyn K WMHTepHeT AaHHbIM
KOMMbIOTEPAM, YKa3aHHbIM BO BKJIFOYEHHbLIX MpaBuiax Ha cTpaHuue MexceTeBoro akpaHa.
Tabnuua dunstpauun MAC-agpecoB AomkHa BbIrMageTb cneayrowmnm obpasom:

D MAC-appec Onucanue CocToAHne HameHHTB
1 00-0A-EB-00-07-BE John BrnreHo HzumeHnte ¥oanuie
2 00-0A-EB-00-07-5F Alice BrnreHo HzmeHHTE ¥Oanuis

Puc. 4-51 Hanpumep

4.9.5 JlokanbHoe ynpaBneHue

B meHi Ha cTpaHuue 3awmuta — JlokanbHoe ynpaBrieHWe MOXHO HacTpoWTb NpaBwuna
ynpaBrneHusi, Kak nokasaHo Ha Puc. 4-52. ®yHKuMs ynpaBneHust Mo3BOMSieT 3anpeTuTb
KOMMblOTEpPaM NoKanbHON CeTU AOCTYN K MapLipyTU3aTopy.
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Mpaenna ynpaegneHlA
(%) Brem KOMNLKTERAM NOKANEHOA CETH PAZRELWIEaH [OCTYN K BBB-YTUIMTE MapLRYTUSATOpE.
() TONEKD YEEZAHHBIE B CNHCKE KOMNBIOTEPE MONT NPOHAEOOHTE A0MUHHCTRHROESHKE,

MAC 1:
MAC 2:
MAC 3:
MAC 4

MAC-anpec pawero KoMnbIEpa:

[ Coxparwme |

Puc. 4-52 JlokanbHoe ynpaBneHune

Mo ymonuyaHuio BbIOpaHO Bcem KomnbiOTepam JMoOKarbHOW CeTU paspewwéH A[AoCcTyn K
Be6-yTUNMTEe HacTPOMKM MapwipyTusatopa. Ecnn Bbl XOTUTe paspewntb AOCTyNn K
BEO-yTUNNTE HACTPOWMKM TONMbKO ANd KOMMbIOTEPOB FOKaNbHOWM CeTU C onpedeneHHbIMr
MAC-agpecamn, BbibepuTe TONMbKO YKa3aHHbIM KOMMbKOTEpPaM paspeleH AocTyn K
Be6-yTUNIMTe HacTPOMKU C NpaBaMuM agMUHUCTPATOpa, 3aTEM B OTAESIbHbIX MONSAX YKaXuUTe
MAC-agpeca. MAC-agpec pomkeH 6biTb B dopmate XX-XX-XX-XX-XX-XX (rge X - aTto
LwiecTHaguaTepuyHoe 4mcno). B atom cnydae TonbKO 3T KOMNbKOTEPbLI OyayT MMETb AOCTYyN K
BeO-yTUNNTE HACTPOWKM C NpaBamMu agMMHUCTPATOpPA, a OCTalbHblE KOMMbIOTEPLI OyAYT NULLEHDI
[0CTyna K Hewn.

Mocne Haxatua kHonku [o6aButb MAC-agpec komnbioTepa Oygetr pgobaeneH B
BbllLIEyKa3aHHbI KOHTPONUPYIOLLNIA CMINUCOK.

Haxmute kHonky CoxpaHUTb, YTOObI COXPaHUTL CAEMNaHHbIE N3MEHEHUS B HACTPOMKaX.

& MpumeyaHue:

Ecnu y Baluero komnbroTepa HeT 40CTyrna K MapLupyTM3aTopy, ¥ Bbl CHOBa XOTUTE NOMyYnTb ero,
3axmMuTe U yaepxuBanTe npumepHo 15 cekyHa kHonky WPS/RESET, pacnonoxeHHyt Ha
3agHen naHenu ycTponcTtea. MaplpyTusatop nepesarpysmtcsd U BOCCTAHOBUT 3aBOACKME
HaCTPOWKN.

4.9.6 YpanéHHoe ynpaBneHue

B meH Ha cTpaHvmue 3awmTta — YganéHHoe ynpaBrieHMe MOXHO HacTpouTb (PYHKUMIO
yOanéHHoro ynpasrneHus, Kak nokasaHo Ha Puc. 4-53. 3Ta dyHKUMA NO3BOMSET OCYLEeCTBNATb
yoanéHHoe ynpasneHue MapLupyTn3aTtopom yepes VIHTepHeT.
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IMop1 BED-YyNpaBneHnA:

IP-anpec yoaneHHor o ynpagneHHAa: | 0.00.0 | (YkaswuTe 255 255 255 255 ANA Bcex)

[ copans |

Puc. 4-53 YpanéHHoe ynpasneHue

» [Mopt Be6G-ynpaBneHus - OObiMHO BebG-Opay3epom pgna  AocTyna MCNOMb3yeTcs
cTaHgapTHbin nopT cepBuca HTTP. [Ona yganeHHOro ynpasneHus MapLupyTusatop
ncnone3yeT nopT Homep 80. [1na 6onbluelt 6€30MacHOCTM Bbl MOXETE 3aMEHUTL 3TOT HOMEP
Ha ApYyron, ykasaB ero B COOTBETCTBYoLEM none. Homep nopTa gomkeH ObiTb B npeaenax
oT 1 go 65534, Ho He criegyeT ykasbiBaTb HOMEpP CTaHAAPTHbIX MOPTOB CepBuca.

> IP-agpec ypaneHHOro ynpaBrnieHuss — TekyLMn agpec, KOTopbli OyOeT MCnonb30BaThCs
ans gocTtyna K mapupyTtusdatopy yepe3d UHTepHeT. DyHKUMS oOTKMoYveHa, ecnu IP-agpec
ykasaH kak 0.0.0.0. YTtobbl BkMUMTL ee 3ameHuTe 3HadveHue 0.0.0.0 Ha JonycTUMbIN
IP-agpec. Ecnn BbibpaHo 3HaveHne 255.255.255.255, 1o Bce y3nbl OyayT uMeTb OOCTyn K
MapLUpyTu3aTopy Yepe3 VIHTepHeT.

MpumeyaHue:

1. YT0ObI NONy4YnTb OOCTYM K MapLupyTM3aTopy, HeobxoouMo B adpecHon cTpoke Opaysepa
(Internet Explorer) ykasatb |IP-agpec mapwpytusatopa B cetn WAN unn nytb (Navigator),
3ateMm, 4yepes gBoeTodne, Homep nopTa. Hanpumep, ecnu IP-agpec B cetn WAN Baluero
mMapuwpyTtudatopa 202.96.12.8 wn Bbl ykasanu Homep nopta 8080, BBegute
http://202.96.12.8:8080 B 6paysepe. Heobxoammo ByaeT BBECTM Naporib K MapLUpyT13aTopy.
lMocne BBedeHUA MpaBUMbLHOrO MNapons Bbl 3aWgéte Ha CcTpaHuuly Beb-ynpaBneHus
MapLUpyTU3aTOPOM.

2. B uenax 6esonacHOCTM CMeEHUTE 3aBOACKOW Naporsib No yMON4YaHuio Ha bonee HagéXHbIN.

4.9.7 PacwunpeHHble HAaCTPOUKU 3aLUTbI

Ha ctpaHvue PaclimpeHHble HacTpoukum 3awmtbl  Bbl  MOXeTe HacTpouTb  3aluTy
mapuwpyTtusatopa ot TCP-SYN-Flood, UDP-Flood n ICMP-Flood aTtak 13 nokanbHoOn ceTu.
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HHIE€pBAN NAKeTOB CTATHCTHEM {5 ~ G0} 10 v | cekyHa,

3awpra o1 DoS-ataK: (® OTkniouMTe () BKNKUMTE

BENIOUHTE BMNETPALMIO 0T aTaK ICMP-FLOOD

Mopor nakeror ICMP-FLOOD (5 ~ 3600): naKeTae/c

BenwurTe duneTpaynio UDP-FLOCD
Mopor naketoe UDP-FLOOD (5 ~ 3600): nakeToe/t

BENUHTE BMNETPALKI 0T aTak TCP-SYN-FLOOD
Mopor naketoe TCP-SYN-FLOOD (5 ~ 3600): nakeTosic

VIrHOpMPOBATE Ping-nakeTe o7 WAN-nopTa

3anpetTe Ping-naketel o7 LAN-nopTa

[ coparwre ] [ CNMCOK 33BN0KMPOBAHHER Y3N0B-MCTO4HMKOE DoS-aTak 1

Puc. 4-54 PaclumpeHHble HAaCTPOWKM 3alLnThbl

MHTepBan naketoB cTtatucTukm (5 - 60) — 3HaveHune no ymonyanuio 10. U3 BbinagatoLlero
cnucka Heobxoammo BblbpaTb 3HaveHMe oT 5 pgo 60 cekyHn. WHTepBan naketoB
CTaTUCTUKN OnpefensieT UHTepBan MeXay naketamu CTaTUCTUKW. [JaHHble CTaTUCTUKM
ucnonb3ytotca ansa aHanusa gpyHkumammn SYN Flood, UDP Flood n ICMP-Flood.

3awwmTa ot DoS-aTtak - BknioyeHume/BbiknioveHne pyHkumn 3awmnTel oT DoS-atak. PyHKumns
Flood Filters 6ynet pabotaTtb TONbKO eCnu AaHHas PyHKUUSA BKIOYEHa.

Bknountb bunstpauuio ot atak ICMP-FLOOD — BknitoueHue/BbIknodeHne unstpauum
ICMP-FLOOD artak.

Mopor naketoB ICMP-FLOOD (5 - 3600) — 3HayeHue no ymonyaHuto 50. Ykaxute
3HaveHue B npegenax 5 - 3600. Ecnn Tekywee konndectso naketos ICMP-FLOOD Bebliwwe
YCTaHOBMEHHOIO, MapLUPyTU3aTop HEMEAMNEHHO aKTMBMPYET PYHKUMIO BrTOKMPOBKW.
Bknounts c¢unstpauno UDP-FLOOD - BknoveHue/BbiknioueHne  unsrpauum
UDP-FLOOD.

Mopor naketoB UDP-FLOOD (5 - 3600) — 3HauyeHue no ymondaHuio 500. Ykaxute
3HaveHue B npepenax 5 - 3600. Ecnn Tekywee konndectso naketoe UPD-FLOOD Bbiwe
YyCTaHOBMEHHOIO, MapLUPyTU3aToOp HEMEANEHHO akTUBMPYET OYHKLMIO BITOKMPOBKY.
Bknounts dunbrpaumio ot artak TCP-SYN-FLOOD - BknwoyeHue/BobikniodeHune
dunetpauun TCP-SYN-FLOOD arak.

Mopor naketoB TCP-SYN-FLOOD (5 - 3600) — 3HauyeHue no ymonyaHuio 50. Ykaxute
3HavyeHue B npegenax 5 - 3600. Ecnn tekywee konudectBo naketoB TCP-SYN-FLOOD
BblLLE YCTAHOBINEHHOIO, MapLLpyTU3aToOp HEMEANEHHO aKTMBUPYET PyHKLMIO BITOKMPOBKN.
UrHopupoBatb Ping-naketbl ot nopta WAN - BkntoyeHne/BbiknodeHne yHKUUK
urHopmposaHusa Ping-naketos ot nopta WAN. o ymonyaHuio gyHKuusa oTkntodeHa. Mpu
BKMOYEHHON dyHKuun Ping-naketam un3 VHTepHeT oOTKasblBaeTcsa B JOCTyne K
MapLupyTU3aTopy.

3anpetutb Ping-nakeTtbl ot nopta LAN — Pa3spewwuTs/3anpetute Ping-naketbl oT nopTa
LAN. Mo ymonuaHuio dyHKUMA oTKnodeHa. [pu BKMOYeHHOW yHKumMM Ping-naketam
OTKasblBaeTCcs B AOCTYMNe K MapLupyTusaTtopy. (3awmra oT HEKOTOPbLIX TUMNOB BUPYCOB).
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HaxmuTe kHonky CoxpaHUTb, YTOObI COXPaHUTb CAeNaHHbIE M3MEHEHWUSI B HACTPOMKaX.

Haxmute kHonky Cnucok 3abnokMpoBaHHbIX y3noB-ucTouHnkoB DoS-aTak ons otobpaxeHust
y3noB-uctovyHnkoB DoS-aTak.

Ha paHHom cTpaHuue nokasbiBatoTcs IP-agpeca y3noB n MAC-agpeca y3noB KaXgoro
3abNoKMPOBaAHHOIO MapLLPYTU3aTOPOM y3na.

> IP-agpec y3na — B aTtom cTtonbue otobpakaetca 3abnokumpoBaHHbIn IP-agpec.

> MAC-agpec y3na — B satom ctonbue oto6paxaetcsa 3abnokmpoBaHHbii MAC-agpec.

UTo6bl OBHOBUTL 3Ty CTPaHWLLY M NoKasaTb TEKYLLUA CNUCOK 3abroKMPOBaHHbIX Y3M0B, HaXMUTE
KHOMKY OGHOBUTD.

HaxmuTte KHOMKY O4YMCTUTbL, 4TOObI OYMCTUTL BCe OoTobpaxaemble 3anucu. lNMocne Toro Kak
Tabnuua Oyger ounweHa, y3nam, KoTopble ObinM paHHee 3abrnokMpoBaHbl, CHOBa Oyaer
paspeLLéH JocTyn.

HaxmuTte Hasag, 4ToObl BEpHYTLCA Ha CTpaHuly PaclumpeHHble HAaCTPOWMKN 3aliUThbI.

410 PoantenbCKUM KOHTPOJSb

BbibpaB MeH0 PoauTenbCKUM KOHTPOSb, Bbl MOXETE HACTPOUTb (PYHKUMIO POAUTENBCKOrO
KOHTPONS, Kak npeacraBneHo Ha Puc. 4-55. [laHHaa dyHKUMA MOXET ObiTb MCMonb3oBaHa Ans
KOHTpoNs goctyna pebeHka k MIHTepHeT-pecypcamM unu Anst orpaHnYyeHns JocTtyna nepcoHana K
onpegeneHHbIM canTam, a Takke onpenenuTb BpeMsi paboTbl B CETU VIHTEPHET.

KomMMbaTepEl, He ABNAKWMECA KOHTRONHPYIDWHMK W HE YKAZAHHEIS B CNWCKE, HE ByayT MMETE A0CTyN K MHTEPHET.
PoapTe NbCKIil KOHTPONb: @ OtknmioMTe (O BERIOUMTE

MAC-anpec KOHTPONMPYIOWET o KoMNbHTepa:

MAC-anpec Bawero KoMNblOTEpa: [ CKONWPOESETE BRILE

CoxpaHuTe

ID  MAC-anpec OnucaHKe caita Pacnucanne CocroAHHe H3MeHnTL

Tekywmi N2 | 1+ | CTpanvua

Puc. 4-55 HacTtponkun PoanTtenbCcKoro KOHTpons

e Popgutenbckuin KOHTpOsb — YToGbI akTMBMPOBaTh PYHKLIMIO, BOCNONb3YNTECH KHOMKOM
Bknountb. UToObI OTKNIOUNTE PYHKLMIO, BOCMOMb3YNTECh KHOMKOM OTKMIOUYUTD.

e MAC-agpec NOAKOHTPONLHOrO KoMnbikoTepa — B 3ToM none cnepyet ykasaTtb
MAC-agpec KOHTpPONUpYoLero KoMnbloTepa. Takke MOXHO BOCMOMb30BaTbCS KHOMKOW
KnoHupoBatb MAC-agpec, pacnonoXeHHON HUXe.

e MAC-agpec Bawero komnbkoTepa — B 3toM none otobpaxaetca MAC-agpec
KoMMbloTepa, ynpaengwLlero MmapwpyTtnsatopom. Ecnn MAC-agpec Bawero agantepa
3aperncTpmpoBaH, HaxxmuTe kHonky CkonupoBaTtb Bbille, YTOObl BHECTM 3TOT agpec B
none MAC-agpec KOHTpPOnMpYyoLLEero komnostoTepa.
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e OnucaHme camta - OnucaHne paspeLleHHOro canTa pAns  KOHTPOoNMpyemoro
KoMMbloTepa.

e PacnucanHme — BpemeHHOW nepuod, B TeYeHME KOTOPOro KOMMbHOTEPY paspelueH
poctyn B WHTepHeT. [na ©onee nogpobHoW WHGOpMauMM nepenante B pasgen
KoHTponb goctyna — Pacnucanme.

e BknrounTb — BknioveHue BbIGpaHHOM 3anucu.
e WN3meHUTb — PegaktupoBaHve nnm yganeHue CyLecTByoLlen 3anmcu.
Y106b1 4OOABUTHL HOBYIO 3aNUCb, HEOGXOAMMO caenaTb crnegytouyee:

1. Haxmute kHonky lo6aBUTb.... [JOMHKHO NOSABUTBLCS OKHO, Kak NokasaHo Ha Pwuc. 4-56.

PacnucaHie AeACTEYET COMACHD BREMEHM MAPWPYTHIATORA, EI0 SHAUSHME MOMET BbiTe YCTAHOEMNEHO B OKHE "CHCTEMHEIS MHTCPYMEHTE -> HACTROAKM EDEMEHM".

MAC-agpec NoaKOHTPORLHOTO KOMMBIOTEpa:
Bce MAC-agpeca B Tekyweii NoKansHoil cetn: --BLiBepUTE-- v
OnKcanne caiira:

PaspewenHoe BoMeHHOe HMA:

BpemA aeicTBnA: Brerga v
P3EMACaHME MOET BLITh YETAHOBNEHO B OKHE "KOHTRONE AOCTYNE -= PACOUCaHKME"

CocToAHKe: BrnwuuTe b

[ copanums || Hazag |

Puc. 4-56 HacTtporkn PoguTenbckoro KOHTpons

2. B none MAC-agpec noOAKOHTpPONbLHOro KomnbloTepa ykaxute MAC-agpec
KOHTpOnmMpyemoro koMmnbtoTepa (Hanpumep, 00-11-22-33-44-AA). Takke M3 BbiNagawLlero
cnmcka MOXHO BbiGpaTb 3HauyeHne Bce MAC-agpeca B TeKyLwen nokanbHOM ceTu.

3. VYkaxuTte onucanue (Hanpumep, Allow Google) paspeweHHoro canta B none OnucaHue
canTa.

4. YkaxuTe MONHOe JOMEHHOE UMS caliTa UM KroyeBble CroBa AOMEHHOro MMeHu (Hanpumep,
google) B none PaspewweHHoe AOMeHHoe UMA. Jliobble OOMEHHbIE MMeEHa C 3TUMM
KrnoyeBbIMU CcrioBamn (www.google.com, www.google.com.cn) 6yayT paspeLleHbi.

5. BblbepuTe 13 BbiNagarowero MeHw Bpemsa genctBusi HykHOe pacnucaHue (Hanpumep,
Pacnucanne_1). Ecnu nogxogdwmx pacnmcaHuini He OOHapyXeHO, HaXMUTE KHOMKY
PacnucaHue ons Toro, 4tobbl NepenTn B OKHO [ONOMNHUTENbHbLIE HACTPOWKN pacnucaHns u
co3gaTtb Heobxoammoe pacnucaHue.

6. B nome CocrtodHne MOXHO BbliOpaTb BknioyeHo wunu  Bbiknio4veHo  ans
BKITIOYEHMS/BBIKIIOYEHMWS 3aMNMCK.
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7. Haxmnte kHonky CoOXpaHuUTb.

YToObl aAKTUBMPOBATb BCEe npaBwuiia B CNNCKE, HAXMUTE KHOMKY Bkrnountb Bce.
YTo0Obl OTKNIOYNTL BCE npasuna B CNnUcke, HaXXMUTE KHOMKY OTKnOYNTHL BCE.
YToObl yaoanutb BCe npaBuiia B CrNUCKe, HaAXXMUTE KHOMKY YpanuTtb Bce.

YUToObl NepenTn cnegyroliee OkHO, HaxxMuTe KHoMnKy danee. YTo6bl BEpHYTLCS B Npeabigyliee
OKHO, BOCMONb3ynTech kHonkov Hasagn,.

Hanpumep: Bbl  xoTute, 4TOObI  KOHTponupyembii  komneioTep ¢ MAC-agpecom
00-11-22-33-44-AA no cy66otam nmen gocTyn K canty www.google.com, a y KOHTPONMPYHOLLErO

komnbtotepa ¢ MAC-agpecom 00-11-22-33-44-BB He GbIN0 HUKaKMX OrpaHuyeHunin, HeobxoamMmo
Npou3BeCTn criegyowmne 4eNCcTeus:

1. HaxmuTte meHo PoauTenbCKnm KOHTPOIb B NIEBOM YacTu OkHa HacTporikm pognuTenbcKoro
KOHTpons. HaxmuTe kHonky BknounTb, 1 B none MAC-agpec poauTenbCcKoro Komnbrotepa
Beeante MAC-agpec 00-11-22-33-44-BB.

2. Bblbepute KoHTponb poctyna — PacnucaHue, 4TOGbI nepevtu B OKHO HacTporku
pacnucaHus. Haxmute kHornky [lo6aBUTbL HOBYHO..., YTOObLI CO34aTb HOBOE pacnucaHue. B
none OnucaHue ykaxuTte PacnucaHue_1, B none OeHb Cy6. n B none Bpemsa Bceraa.

3. Haxmute meHio PoauTenbCKUM KOHTPONb B JIEBOW 4acTu OKHa, YTOObI MepenTn B OKHO
[o6aBnTb UM N3MEHUTL 3annCb POANTENBCKOrO KOHTPONS:
e Haxwmute kHonky [lo6aBUTD...

e B none MAC-agpec nNOAKOHTPONILHOrO KOMMbLKTEPA YKaXWUTE 3HA4YeHue
00-11-22-33-44-AA.

e B none Onucanune canta ykaxunte “Allow Google”.
e B none PaspeweHHOe fOMEHHOE UMSA YKaxnTe “www.google.com”
e VI3 BbinagatolLero cnucka Bpemsa pencteua Boibepute co3gaHHbIn “Pacnucanne_1”

e B none CocrosiHne BbIGepuTe 3Ha4YeHne Bknounts.
4. Haxmute kHornky CoxpaHuTb, YTOObI COXpaHUTb CAernaHHbIe U3MEHEHUS.

lMocne aToro BbI BepHeTeCcb Ha CTpaHuuly HacTpoukm poauTenbCKOro KOHTpoOns U
yBMANTE CNNCOK, NpeAcTaBneHHbl Ha Puc. 4-57.

ID MAC-agpec OnucaHne caita PacnucaHne Brnouts WameHnTs

1 00-11-22-33-44-A4 Allow Google Facnucanmne_1 Peoakiupoears ¥oanute

[ [oGasuts Hosyto J[ Braowtsece [ Otwwwtsece | vaanuts Bee |

Puc. 4-57 HacTtponkn pogmTenbCKoro KOHTpons
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411 KoHTponb goctyna

KoHTpons aociyna
- MpaBuno

-Yaen

- lens

- Pacnucanue

Puc. 4-58 OkHo KoHTponb goctyna
B meHto KoHTponb goctyna cogepxatca yetbipe nogmeHio (cm. Puc. 4-58) — Mpasuno, Y3sen,
Lenb 1 Pacnucanwue. [1ns HACTPOWKN HYXXHOW (DYHKLMM BblIOEpPUTE COOTBETCTBYIOLLEE MEHIO.
4.11.1 MMpaBuno

BbibpaBs KoHTponb goctyna — lMpaBuno, Bbl MOXeTe nNpocMatpuBatbh U co3gaBaTb npaBumia
KOHTpOMs J0CTyna, Kak nokasaHo Ha Puc. 4-59.

YI'IplEJ'IEHHE npasunamy KOHTpONA gocTtyna

] BKno4MTE YNpaBmneHne KoHTPoner focTyna K MuTepHer

DUALTPAUMA NO YMONYAHHIO
(O Paspewmne NaKeTam, He yKa3aHbIM B NONWTMEE KOHTPOMA A0CYNA, NPOXOAUTE YEPES MARLWPYTMZaTop.

(3) ZanpeTHTE NAKETAM, HE YKa3aHEIM B NONMTHES KOHTRONA 0OCYNa, NPOXDAHTE YBREes MARWRYTHZATOR.

I WuAanpaeuna Yien lens PacnucaHne BKNHUMTL HineHntb
[ MacTep HacTpoikn |
[ AoRasute Hoeyin . |

MepeEMECTHTE D | |HalD | |

Tek. HOMEp CTp.

Puc. 4-59 YnpaeneHnue npasunamu KOHTPOns gocTyna

> BknounTb ynpaBneHuMe KoHTponem poctyna Kk WHTepHeT — YT0OblI akTtmBMpoBaTb
YHKUMIO, OTMEeTbTe COOTBETCTBYHOLLYIO A4einky. B 3TOM cnyvyae HayHeT AencreoBaTtbhb
Monutnka dounbTpa NO yMOnYaHuio.

> Uma npasuna -— B atom none 0T06pa>KaeTc;| MMAa npaBuiio, KOTOpoe ABIAETCA
YHUKarbHbIM.

> Y3en — 3gecb oToOpaxkaeTca y3en, yka3aHHbI B COOTBETCTBYIOLLEM NpaBure.
> Uenb — B 3ToM none ykasaHa uUenb, ykasaHHas B npasure.
» PacnucaHue — 3gecb oTobpaxaeTcsa pacnucaHme, ykasaHHOe B npasune.

> Bkniountb — 3pgecb 0To6pa>KaeTc;| COCTOAHME npaBuna, BKIKYEHO WM OTKITHOYEeHO.
Haxmunte 3Ty onuuio, eCnun Bbl XOTUTE BKINKOYUTb onpeefieHHY 3anuchb.
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>

>

MacTtep HacTporku — HaxmuTte kHomky MacTep HacTpowmku, 4TOObl co3gaTb 3anucb O
HOBOM MpaBwune.

[No6aBntb HOBYMO... — LLlenkHnte no lo6aBUTbL HOBYHO..., YTOObI CO34aTb 3aNMCb O HOBOM
npaswune.

UTo6bl BKMIOYMTbL BCE NpaBuria B CNUCKe BOCMONb3yNTECh KHOMKOW BKNounTb BCe.
l-'|T06bl BbIKIMIOYNTb BCE npaBuiia B Cnncke, BOCI'IOJ'Ib3yI7ITer KHOMKOW OTK.HI-O‘WITb BCe.
YUTtobbl yaanuTb BCe 3anmcu, BOCNOSb3yNTECh KHOMKOW YAanuTb Bce.

MepemecTutb - 10 CBOEMY XEnaHUIO Bbl MOXETE WM3MEHATb MOPSAOK 3anmcen. Hosble
npasusa pacnosiaraloTcsa nepeg ctapbiMu. B nepBoM none ykaxmte MCXogHbIn, a BO BTOPOM
KOHEYHbI HOMep, 3aTeM HaxmuTe kHonky [MlepemecTUTb, 4TOObI W3MEHUTb MNOPSOOK
3anuncen.

YToOhI nepe|7|TV| B crnegytoliee OKHO, BOCI'IOJ'IbSyI7ITer KHOMKOWN Cne,qyroma;l.

UTto6bl BEPHYTLCSA B NpeablayLlee okHO, BOCMONb3ynTech kHomnkon Mpeabiaywas.

CywecTByeT ABa cnocob6a o6aBUTbL HOBOE NPaBuUIIO:
MepBbIN cnocob:

1.

2.

HaxxmuTe kHonky MacTtep HacTpomnku. [osaBuTCS criegytoLLiee OKHO, Kak nokasaHo Ha Puc. 4-60:

Pekun: IP-agpec w
HuAa yina:

IP-anpec cern LAN: -

[Hasag | | danee |

Pwuc. 4-60 BeicTpas HacTpoika — Co3gaTtb Unu M3MeHUTb 3anucb Ans yana

e Pexunm — 3gecb ectb ABa BapuaHTa Bbibopa, IP-agpec unu MAC-agpec, Bbl MOXETE
BbIOpaThb NoboKr BapnaHT 13 BbiNagatoLLero cnmcka.

e Wmsa y3na — B 3aTom none BBeanTe yHMKanbHoe ums ysna (Hanpumep, Ysen_1).
Mpu BbIGOPE IP-appeca, Bbl yBUOUTE crneayoLlee:

e |P-apgpec cetn LAN — Beegute IP-agpec nnu guanasoH agpecoB y3na B 4eCATUYHOM
dopmarte ¢ pasgenutenbHbiMK Todkamu (Hanpumep, 192.168.0.23).

Mpn BIGOpe MAC-appeca, Bbl yBUANTE CcrefytoLlee:
e MAC-agpec — Beeante MAC-agpec y3na B popmate XX-XX-XX-XX-XX-XX

lMocne 3aBepLUeHMs CO34aHWUs 3anuMcyu y3na, HaxmuTe Ha kHonky [anee, otobpasutcs
cnepytouiee OkHO, Kak nokasaHo Ha Puc. 4-61:
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Pewum: IP-agpec “
OnUcaHKue Lenu:
IP-agpec:
MopT HazHAYeHHA:

Mpotokon: BCE »

CranaapTHLIA NOPT CepeHca: --BrifepHTE-- w

Puc. 4-61 BeicTpas HacTpovika — Co3aaTtb UM M3MEHUTL 3anucb AN Lenu

e Pexnm — 3gecb gBa BapmaHTa Bbibopa, |IP-agpec n [JomeHHoe umsaA. Bbl moxeTe
BblOpaThb NtoboN BapnaHT 13 BbiNagatoLLEero cnmcka.

e OnucaHue uenu — B 3aToM none co3gante yHMKanbHOE OMUCaHWE Lenu (Hanpumep,
Uenb_1).

Mpu BbIGOPE IP-appeca, Bbl yBUAUTE CrneayoLlee:

e IP-appec — Ykaxute IP-appec (unu guanasoH agpecos) uenu (uenen) B AeCATUHHOM
dopmaTe ¢ pasgenntesibHbIMU TOYKaMM.

e [lopT HasHayeHuss — YKaxuTe NOpT uUnM AmanasoH nopToB uenu. [na HeKoTopbIX
CTaHOApTHbLIX MNOPTOB CepBMCa Bbl MOXETE BOCMNOMNb30BATLCA HUXENPUBEeOEeHHbIM
nonem CtaHgapTHbIA NOPT cepBuca.

e [poTtokon — 3geckb YeTblpe BapunaHTa Bbibopa BCE, TCP, UDP vnu ICMP. Bbibepute
HY>KHOE 3HayeHue 13 BbiNaaatoLLero cnmcka.

e CTraHpapTHbIN NOPT cepBuca — 30eCb yKasaH CMCOK HEKOTOPbIX CTaHO4APTHbLIX MOPTOB
cepsuca. Boibepute oavH 13 BbinagatoLLero cnucka, 1 COOTBETCTBYIOLLMIA HOMep nopTta
nossutcs B none opT HasHavyeHus. Hanpumep, ecnn Bbl Bbibupaete FTP, Homep 21
nosiButcs B none MNopT Ha3HayeHus.

Ecnu Bbl BbiGpaeTe [loMeHHOe UMSA, TO Bbl YBMANUTE crieaytoLlee:

[ ] D,omeHHoe nma — 3,El,er Bbl MOXeETE yKa3aTb YeTblpe OOMEHHbIX UMEHU, NMOJTHOE UMA
WK KINoYeBbIE CITIOBa UMeHU (Hanpumep, google). JTloboe JOMEHHOE MMSI C KITHYEBbIMU
cnoBamm B Hem (www.google.com, www.google.cn) OygeT paspeleHo unm
3abroKkMpoBaHo.

[Mocne ToOro, Kak Bbl 3aKOHYMTE CO3daHME 3anucu uenu goctyna, HaxmuTte [danee, n Ha
3KpaHe 0ToOpa3snTbCS CrieayoLLee OKHO, Kak nokasaHo Ha Puc. 4-62.
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EblCTplﬂ HICTPBI;‘.IKI -Co3pgaTbh MNW NIMEHWUTb 3anucb pacncaHwuA

MpUMEYaHMe: Facnicadue GeHCTEYET C Y HeTOM 2HAHEHWA BPEMEHN HA MApWPYTHIaTOpE.

WA pacnucaHna: | |

NeHb: () Kaxgeld geds; ) BrifipaTe AeHE
MoH. BrT. Cp. Yr. Mar. Cyh. Bockp.
Bpena: BCE JHM - 24 yaca:

Havano: l:l (HUHMnT
KoHew; |:| (LM

Puc. 4-62 bbicTpas HacTporika — Co3aaTb UM U3MEHUTb 3arucb pacnucaHus
e Wmsa pacnucaHua — B 3ToM none co3ganTte yHMKanbHOE MMsl pacnucaHust (Hanpumep,
Pacnucanue_1).

e [leHb — BuibepuTe BbibpaTb AeHb U BbiGepuTE ONpeaeneHHbl AeHb (OHU Heaenu nnm
BblbepuTe Kaxxabin AeHb)

e Bpems — B atom norne BbibepnTe Bce AHU - 24 yaca unu ykaxnte Havyano nnm KoHeu.

e Havano - Beegute Bpemsi Hadana B ¢opmate YHMM (YHMM yeTtbipe umdpsbl).
Hanpumep, 0800 aTo 8:00.

e KoHeu — Beegute Bpems 3aBeplleHus B opmate YH4MM (HHMM ueTbipe uudpbl).
Hanpumep, 2000 ato 20:00.

Mocne TOro, Kak Bbl 3aKOHYWTE CO3[AaHME 3anucy PaCLUMPEHHOrO pacrnucaHusi, HaXmuTe
Hanee, n Ha 3kpaHe 0TOOpa3nTLCA crneagyloLlee okHO, Kak NokasaHo Ha Puc. 4-63.

BeicTpan HacTpolika - Co3aaTe UMW UIMEHWTb 3anNKCck KOHTPONA focTyna B MIHTepHeT

HuAa npaenna:

Yiem: ¥zen_1
Uene: Lene_1 '
Pacnucaxue: Pacnucanue_1 v

CoCTOAHHE! Brnidnte

II

[ Hazaa | [ Sakomamts |

Puc. 4-63 BeicTpas HacTporika — Co3gaTtb UM M3MEHUTb 3anMCb KOHTPONS JocTyna B VIHTepHeT
e Wma npaBuna — B atom none cosgante yHuKanbHOe MMA And npaswuna (Hanpumep,
Mpasuno_1)

[ ] Y3en — B atom none Bbl6epI/ITe y3en u3 Bbinagawwiero cnmcka. 3HayeHnem no
YMOJI4aHUIO ABNnAeTCcaA UmeHem y3na, KOTOpoe Bbl TOJIbKO YTO YCTaHOBWUITAN.

e Lenb — B atom none Bbibepute Uenb U3 BbiNagalollero crnvcka. 3HayYeHuem Mo
ymMon4yaHuto siensietcss UMeHeM Lienm, KOTOpPOoe Bbl TONBKO YTO YCTAHOBUIU.
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5.

e PacnucaHne — B atom none BbiGepuTe pacnucaHue W3 BbiNagalollero Ccrmucka.
3HayeHneMm no ymonyaHuto sensieTcs MMeHem pacnucaHusi, KOTOpPOe Bbl TOMBKO YTO
cospanm.

e CocTtosiHne — B atom none ecTtb ABa BapuaHTa Bblbopa — BknounTtb 1 OTKMOYUTD.
Bbibepute Bkntountb, 4TOObI MpaBuno BCTYNWo B cuiy. Boibepute OTKNOYUTDL,
YTOObI NPaBUNO OCTanNoCh HEAKTUBHLIM.

Haxmnte 3akOHUYUTBL, YTOOLI 3aBEPLUNTL CO3AaHNe HOBOro npasuna.

BTopo# cnocob:

1.

Haxmute kHOMKy J[ob6aBuTb HOBYyH.... Bbl nepengete B cnegylowmnm 3KpaH, Kak
npeacrasneHo Ha Puc. 4-64.

B none Umsa npasuna ykaxnte nva (Hanpumep, MNpasuno_1).

M3 BbinagatoLlero cnucka Ysen Bblbepnte Heobxoaumoe 3HadeHne unm Boibepute UToObI
A06aBUTb HOBbIN CNUCOK Y3NOB, HAXXMUTE 34€eChb.

M3 Beinagatowero cnucka Llenb BbibepuTe Heobxoaumoe HauMMeHOBaHWE unu BblbepuTe
YT100bLI OOABUTL HOBbLIN CMUCOK Liefier, HaXMUTe 34eChb.

M3 Bbinagatwowero cnvcka PacnucaHme BbibepuTe Heobxoammoe HaMMeHOBaHME WK
BblbepuTe YTOOBLI LOO6AaBUTL HOBOE pacnucaHne, HaXXMuTe 30ecCb.

B none CocrtosiHne Bblbepute 3HauyeHusi BknroyeHo nnu OTKMOYEHO, 4YTOObI BKITHOYMTb
WKW OTKMNIOYUTDL 3aruchb.

Haxmute kHonky CoxXpaHUTb.

WMA npaeuna:

Yaen: Yaen_1 & | UroGbl 0008ENTE HOBLI COMCOK Y3NOE, HAMMNTE 3060k,

Lens: NMwoBan yens (v | Y7006l A00aBNTE HOBLIA CINCOK UENER, HEMKMUTE 308Ch.

Pacnucanme: Beerna | MY708bI 00TAEWNTE HOBOE DACMWCAHWME, HE¥MWTE 3060k,

CoctoAxmne: BrnioyeHo b

[ coxparuts | [Hasaz |

Puc. 4-64 [1o6aBnTb M N3MEHUTb 3anMCb KOHTPONS AOCTyNa B VIHTepHeT

Hanpumep, ecnn Bbl xotute paspewntb y3ny ¢ MAC-agpecom 00-11-22-33-44-AA poctyn K
canty www.google.com Tonbko ¢ 18:00 go 20:00 no cy660oTam n BOCKPECEHBAM U 3aMpPeTUTb
ocTanbHbIM y3riam JTIoKanbHOW ceTu A4oCcTyn K NHTepHeT, HeobXxoanMOo NpeanpuHATL criegyroLLme
Jencreusa:

Haxmute noameHio MpaBuno crnesa, 4Tobbl BepHYTbCA Ha cTpaHuuy ChMcok npaBun.
BbiGepuTe PaspewunTb nakeTaMm, He yKa3aHbIM B MONIMTUKE KOHTponsa pocyna,
NpPoOXoAuTbL Yepe3 MapLupyTM3aTop.

PekomeHgyeTcs, 4ToObl Bbl Haxanu kHonky Mactep HacTponku, 4Tobbl 3aBepLnTb BCe
nocreayoLwmne HaCTPOMKMK.
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3. Haxmnte KHOMKY nogmeHw Ys3en cneea, YToObl nepentM Ha cTpaHuuy Cnucok ysnos.
Cospgante HoByto 3anuck ¢ MimeHem yana Y3en_1 n MAC-agpecom 00-11-22-33-44-AA.

4. HaxmuTte nogMeHio Llenb cneBa, 4tobbl nepeity Ha ctpaHmuy imsa uenun. Co3ganTte HOBYHO
3anucbk ¢ MimeHem uenu n [IoMeHHbIM UMeHeM WwWw.google.com.

5. Haxmnte nogmeHio PacnucaHue cneBa, 4TOObI NEpPerWTU Ha CTpaHuLy CO CMMUCKOM
pacnucaHmin. Co3gante HOBYWO 3anmMcCb C MMEHeM pacnucaHusa PacnucaHue_1, gHem
Cyb660T1a 1 BockpeceHbe, BpemeHeM Havana 1800 n BpemeHem 3aBepLueHns 2000.

6. Haxmute nogmenio MpaBuno cneea. Haxmute [lo6aBUTbL HOBYH..., 4TOObl A06aBUTL
cnegyoLLyo HOBYIO 3anuchb.

e B none Uma npaBuna co3gainte ums npasuna. 370 UMS OOMKHO OblTb YHUKambHBLIM.
Hanpumep, MNpasuno_1.

e B none Y3en Bbibepute Y3en_1.

e B none Uenb Bbibepute Lenb 1.

e B none PacnucaHue Bbibepute PacnucaHue_1.

e B none CoctosiHue BbIGepuTe BknounTs.

e  YT106bI COXpaHUTL HACTPOWMKU, BOCMONb3YNTECh KHOMKON COXpaHUTb.

Mocne 3TOro Bbl BEpPHETECH HAa CTpaHuly YNpaBrieHUA npaBuiiamMu KOHTPONSA gocTyna u
yBUAUTE CReayoLLyto Tabnuuy.

ID WuAa npaeuna Yien Uens PacnucaHue BHNHO4YHTE HiveHnTs
1 MMpaeuno_1 ¥3en 1 Lenk 1 PacnucaHne 1 PenakTMpoeaTe ¥aanuTe
Puc. 4-65

Bbl MoxeTe unaMeHUTb uMHdopmMauuio B nonax Ysen, Uenb wnv PacnucaHue, HaxaB Ha
COOTBETCTBYOLWYIO 3anucb. Vnn, Bol MoxeTe PepaktupoBaTb LEny 3anncb Ha cTpaHuue
[Ho6aBuTb nnn M3MeHUTb 3anucb Joctyna Kk MHTepHeT, KoTopas nokasaHa HUXe.
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WA npaeuna: Mpaeuno_1
HuA yana: Y3en 1
Tun appeca: IP-agpec M
IP-appec Nok. cetH: 192.168.0.23
OnucaHne uenu: Llens_1
Tvn uenu: IP-agpec: Vv
IP-anpec 192.168.0.2
MopT HasHAYeHNA: 21
Mpotokon: TCP  »
CTaHDAPTHLIA NOPT CepBHCA: --grifiepuTe—- v
WuA pacnucaHna: Pacnucanue_1

‘ BecnposogHon mapuwpyTtusatop N 150 Mo6uT/c

HeHb: () Kaxabld AeHe; () BeifipaTe AeHE
[ Mow. [ BT [ Cp. [ 47 [ Nar Cyf. Bockp.
Bpena: Beerga [
Hauano: 0800 4 RN
KoHeL; 2000 L4 M)
Tekyliee COCTOAHNE: BNHIYHTE v
[ Coxparmrs | [ Hasaa |

Pwuc. 4-66
e Wmsa npaBuna — Beeante ums npasuna B gaHHoe none. NomMHUTe, 4To 3TO NMS AOSMKHO
ObITb YHUKaIbHbIM.

e HacTtporku Y3na — 3gecb Bbl MOXeTe uaMeHuTb Vima yana, Tun agpeca wunu IP-agpec
NOK. CETU. YYTUTE, YTO JaHHOE NpaBuo 3aMeHuT npeabiayLuee.

e Pasgen HacTpoek Llenu — 3gecb Bbl MOXETE U3MEHUTb MHOPMaLMIO O Lenn. Y4ytute,
4YTO AaHHOE MpaBWsIo 3aMEeHNUT npeaplayLuee.

e HacTtporika PacnucaHue — 30ecb Bbl MOXeTE M3MEHUTb MHopmaumio PacnvcaHus.
YyTnte, 4TO AHHOE NpPaBUIo 3aMEHUT npeabiayLuee.

[ ] Tekwee CocToAHME — B 3TOM MOJI€ Bbl Bb|6|/|paeTe OTknounTb Unn BkntounTtb gaHHoe
npasuno. Ecnu Bbl Bb|6epeTe BknouunTtb, 10 npasuno 6y/:|,eT 3agencrsoBaHo. Haxmurte
OTKNOYNTb, YTOOLI OTKMNIOYNTL npasuno.

HaxmnTe CoxpaHUTb, YTOOLI 3aBEPLLMTL HACTPOWIKY.

Haxmute Hasap, 4Tobbl BEpHYTLCS Ha CTpaHULy YNpaBrneHusi npaBuniamMmmn KOHTPOsst 4ocTyna.
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Bbi6paB meHio KoHTponb goctyna — Y3en, Bbl MOXETE NPpOoCMaTpyBaTh U yCTaHaBNMBaTb CMMCOK
y3roB, Kak nokasaHo Ha Puc. 4-67. CnnCoK y3rnoB ABNSieTCA BaxHbIM Ans NpaBuna KoHTpons

4.11.2 Y3en

aoctyna.
ID  WuAayzna Hudpopuauma PenaktHpoBaTth
1 Waen_1 IP:192168.0.23 PenakTHROESTE ¥OANWTE
[ AoGaewto oewio..  |[ YaanuTbEce |
Tek. Homep |1 » | CTp.

Puc. 4-67 HacTtponku y3na

> MWma y3sna — B atom none otobpaxaeTcss onucaHuWe y3na, KOTOPOe [HOJHKHO ObiTb
YHVKanbHbIM.

> WHdopmauma — 3gecb oTobpaxaeTcsa mHdopMaums No yany. OT0 MoOXeT ObiTb IP mnnn
MAC-agpec.

> PepaktupoBaTtb — VI3MeHUTb 1Nu yOanutb CyLLECTBYIOLLYIO 3aMuChb.

Y106bI 4O6ABUTL HOBYIO 3aNUCb, HEOGXOAMMO caenaTb cregyloLlee:

1. HaxmuTe kHonky lo6aBUTb HOBYHO...

2. B none Pexum Bbibepute IP- unn MAC-agpec.
e [lpu BbIGOpE IP-agpeca nosiBUTCSA OKHO, Kak nokasaHo Ha Puc. 4-60.
1) B none UmsA y3na ykaxuTe ero yHukanbHoe onncaHve (Hanpumep, ¥Ysen_1).
2) B none IP-agpec nokanbHou cetu BBeaute IP-agpec.
e [lpu Boibope MAC-aapeca nosiBUTCH OKHO, Kak nokasaHo Ha Puc. 4-61.
3) B none Ums y3na ykaxuTte ero yHMkanbHoe onvucaHune (Hanpumep, Ysen_2).
4) B none MAC-apgpec ykaxute MAC-agpec.

3. Haxmwute kHonky CoxpaHuTb, 4TOObl COXPaHUTb CAeNaHHbIe U3MEHEHUS.

YTtobbl yaanutb BCe 3anncu n3 Tabnuupbl, BOCNONb3yNTECh KHOMKOW YAanuTb Bce.

UTtobbl nepenTu B credyloliee OKHO, BOCMonb3ymtech kHonkon [anee. YTobbl BepHyThbCHA B
npegbiayLee okHoO, BOCMOMb3ynTeCh KHomnkon Hasaga,
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[o6aBUTbL M W3IMEHWTL 3aNKCb MO yany

‘ BecnposogHon mapuwpyTtusatop N 150 Mo6uT/c

Pesmm: ||P_aﬂpec v|
WA y3na: | |
IP-anpec NoKankHoi ceTH: | | . |
[ coxpanute | [ Hasana |

Pwuc. 4-68 [Jo6aBWTb UM N3MEHUTB 3an1cb MO y3ny

Jo6aBUTb UMW MIMEHWTB 3aNMCh MO yany

Pekni: | MAC-anpec i |
Wua yana: | |
MAC-appec: | |
| Coxparute | [ Hasaa |

Puc. 4-69 [1o6aBnTb UM 3MEHUTL 3anuchb y3na

Hanpumep, Bbl X0TUTE orpaHMunTb goctyn K UHTepHeT-pecypcam anga yana ¢ MAC-agpecom

00-11-22-33-44-AA. [Ins1 aTOr0 HEO6XOANUMO NPEeanNPUHATL cnegylowmne OENCTBUS:

1. Haxmute kHOMKy [lo6aBuUTb HOBYK... (CM. Puc. 4-67), 4yTobbl MepenTn Ha CTpaHuLy

[o6aBnTb UM M3MeHNUTb 3anncb Mo y3ny.
2. B none Pexwum BbibepuTe 13 BbiNagaroLwero MmeHto 3HadeHne MAC-agpeca.
3. B none Ums y3na ykaxxuTe ero yHMKanbHoe onucaHune (Hanpumep, Ysen_2).
4. B none MAC-agpec Beeaute 00-11-22-33-44-AA.
5. Haxmute kHonky CoxpaHuUTb, YTOObI COXpaHWUTb CAeNaHHbIe N3MEHEHMS.

Mocne atoro, BepHyBLUMCb B OKHO HacTpownku yana, Bbl yBUMANTE CReayoLwmii Crncok.

I HuAayzina HHipopuaupa PenaktHpoBath
1 Yaen_d IP:192.168.0.23 FenakTMpoeaTe ¥oanuTe
2 Vaen_ 2 MAC: 00-11-22-33-44-A8 FenakTHpoEaTe ¥0anute

[ Dofiaeute Hoeyio..  |[ Yaanuts Boe

Tek. HOMER CTp.

Puc. 4-70 Hanpnmep
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4.11.3 Uenb

Boibpae KoHTponb aoctyna — Llenb, Bbl MOXETE NpocMaTpuBaTh M HAacTpamBaTb CMUCOK LiENen,
Kak nokasaHo Ha Puc. 4-71. Cnucok uenen Heobxoanm gns MNpasuna KOHTpons goctyna.

HacTpoika uenu
I HwA uenn Huchopumaupa Pepakimpoeate
1 Lene_1 192 168.0.221TCP FenakTdpoeaTe YoanuTe
[ DOofBaewte Hoevio.. || vaanuTe sce
Tek. HOMER CTp.

Puc. 4-71 Hactponkn uenu

> Wma uenu — B oToM nomne oToGpa)aeTcsa onucaHue Lenu, KOTopoe [AOMKHO ObiThb
YHUKanbHbIM.

UHdopmaumna — Lienbto moxeT 6bIThb IP-agpec, nopT unm AOMeEHHOE UMS.
PegaktupoBatb — 3MeEHUTb NN yaannTb CYLLLECTBYOLLYIO 3aMNUChb.
Y1006b1 4OOABUTHL HOBYIO 3aNUCb, HEOGXOAMMO caenaTb crneaytoulee:
1. Haxmute kHonky [lo6aBUTbL HOBYHO ...
2. B none Pexum Bbibepute IP-agpec nnn goMeHHoe umsi.

3. Tlpwu Bbibope IP-agpeca nosiBUTCHA OKHO, Kak NpeacTaBneHo Ha Puc. 4-72.

ﬂBEEEHTh W M3IMEHWTE JanUck AOCTYNAa LENA

Pekui: IP-anpec i

OnucaHue uenu:

IP-anpec: | | o |
|

MMopT HazHAYeHHA:

MNportokon:
CTaHOaPTHLIA NOPT CepBHCA: --ebifiepuTe-- -

| Coxpanurs | [ Hasan |

Puc. 4-72 o6aBuTb nnn nameHnTb 3anMcb OCTyNa Lenu

1) B none OnucaHme uenu HeobXoOAMMO yKas3aTb YHMKANbHOE WMSA Lenu (Hanpumep,
Uenb_1).
2) B none IP-appec ykaxute IP-agpec uenu.

3) Bbibepute 06wWMIA cepBMC M3 BbiNagarowero cnucka B none CraHAapTHbIM NOPT
cepBuca, ¢c TeM, YToObl aBTOMaTMyeckn 3anonHuWTb none MopT HasHa4veHuA. Ecnv B
cnvcke CTaHAAPTHLIA NOPT CepBMUCa HE COOEPXKUTCH HY>KHOrO BaM CEPBUCA, YKaXnTe
3Ha4veHne MopTa Ha3Ha4YeHUs BPY4HYH.

4) B none MNpoTtokon BbIGepuTe 3HadeHmne TCP, UDP, ICMP unu BCE.
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4. Tlpu Bbibope onumn [JoMEHHOE NMS Bbl OKaXXeTeCb B CNeAyoLeM OKHe, Kak NokasaHo Ha
Puc. 4-73.

Pexun: HomeHHOE Mms ¥

OnHCaHHe uenu:

JoneHHoe HMA:

[ Cowpanute | [ Hasan |

Puc. 4-73 Jo6aBuTb nnn n3ameHnTb 3anMcb 4OCTyNa Lenu

1) B none OnucaHue uenu HeobxoanMO ykasaTb YHUKanbHoe ums Lenu (Hanpuvep, Uenb_1).

2) B none [JoMeHHOe UMS Bbl MOXETe BBECTWM JOMEHHOE MMsI, MOMHOE MMS UMK KoYeBble
crnoBa MMeHu (Hanpumep, google). Jlloboe AOMEHHOE MMSsI C KMOYEBLIMU CIIOBaMU B HEM
(www.google.com, www.google.cn) ByaeT paspeLueHo unm 3abnokmpoBaHo.

5. HaxmuTe kHonky CoXpaHUTb.
YToObl 04NCTUTL TabnumLy, BOCNONb3YATECH KHOMKON YAAanNUTb BCe.

UTobObl nepenTn B criefyloliee OKHO, BOCMOMb3yntech kHomnkon Hanee. YTobObl BepHyTbCHA B
npegpigyLiee okHO, BOCMNONb3ynTech kKHomnkon Hasaga,.

Hanpumep: Bbl xoTUTe orpaHnuuTb JocTyn K VHTepHeT-pecypcam Ans yana nokanbHOW ceTu C
MAC-agpecom 00-11-22-33-44-AA n paspelwntb eMy AOCTYN TOMNbKO K canty www.google.com.
[nsa aToro Heo6XxoAMMO NPEeaNpPUHATL CriegyroLne AeNCTBUS:

1. YT106bI OOGaBUTL UMM M3MEHUTb 3anuCb LENM AOoCTyna, HaxmuTe KHonky JobaBuTtb
HOBYHO..., KaK nokasaHo Ha Puc. 4-71.

2. B none Pexwum 13 BbinagatoLero cnucka solbepmute JOMEHHOE NMSL.

3. B none OnucaHwme uenun Heob6xoaMMo co3faTb YHUKaNbHOE MMs uenu (Hanpumep, Lenb_2).
4. B none flomeHHOe ums BBEanNTE Www.google.com.

5. YT106Gbl COXpaHUTb HAaCTPOWKU, BOCMONb3YNTECH KHOMKON COXpPaHUTB.

Mocne aToro, BEPHYBLUNCL B OKHO HacTpoMKu uenu, Bbl yBUAMTE CreayoLLIMiA CIUCOK.
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I MuA uenn Hudropwaupa PenaktupoBatb

1 Lene_1 192 168.0. 202 1UTCP Penaktpoeate YoanuTe
2 Uene_2 Wiy, goagle.cam FedakTHRoEaTE ¥aanuTe
[ OoPaeutb Hoeyin . |[ ¥nanuth Boe

Tek. HOMep | 1 | CTh.

Puc. 4-74 Hanpumep

4.11.4 PacnucaHue

Bbibpae KoHTponb aoctyna — PacnucaHue, Bbl MOXETEe NPOCMaTpuBaTh U ONpeaensTb CNMCoK
pacnucaHui, Kak npeactaBneHo Ha Pwuc. 4-75. Cnucok pacnucaHmm Heobxogum Aans
(PYHKLMOHNPOBaHMS NpaBuna KOHTPOnsa gocTyna.

ID  HuA pacnHcaHuA JeHb Bpema PenaktHpoBaTb
1 Pacnucanue_1 Cyh. Bockp. 08:00- 20:00 FenakTupoeate Yaanure
[ DoBasuto Hoeyo... ][ Yaanuts Bee

Tek. HOMep | 1 » |CTR.

Pwuc. 4-75 Hactponkn pacnucaHus

>  Wma pacnucaHua — B 3TOoM none coaepXxutcs onucaHue pacnucaHusi, KoTopoe AOSMKHO
ObITb YHUKaMNbHBLIM.

>  [eHb — YkasbiBaeTcsa AeHb (Unv aHW) Hepenu
> Bpems — YkasbiBaeTcsi BDEMEHHON NeEPUOA.

> PeAaKTVIpOBaTI: - PeﬂaKTI/IpOBaHVIe nnun yganeHume cyuwecrtasyrowlero pacnmcaHu4.

Y106bI 4O6ABUTL HOBOE pacnucaHme, Heo6xoauMo caenaTb cnegylolee:

1. Haxmute kHonky [lo6aBUTb HOBYHO... (CM. Puc. 4-75). [JormkHO NOSBUTLCA cneayoLliee OKHO
(cm.Puc. 4-76).

2. B atom none ykaxuTe yHUKanbHOe MMs pacnucaHus. Mmerite B BUAY, YTO 3TO UMS LOIMKHO
ObITb YHMKanNbHbIM. (Hanpumep, Pacnncanne_1).

B none [leHb ykasbiBaeTcs AeHb (OHW) Heaenw.

B none Bpems MOXHO BbIOpaTh KpyrinoCyTOYHO MIK 3a4aTb BPEMEHHONM Neprog Npy NOMOLLM
nonen Bpemsa Havyana v Bpems 3aBepLueHus.

5. YT06bl COXpaHUTb cAenaHHbIe HAaCTPOWKKN, BOCMONb3yNTEeCh KHONKON COXpaHUTb.
YToObl 04NCTUTL TabnuLy, BOCNONb3YNTECH KHOMKOW YAanuTb BCe.

UTtobbl neperTn B criegyloliee OKHO, BOCMOMb3yntech kHonkon [anee. YTobbl BepHyTbCHA B
npegpiayLee okHO, BOCMOmb3ynTech KHomnkon Hasaa,.
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MpuMEYaHWE: PacnicaHe GeRCTEYET C yHETOM SHAYEHMA BREMEHM HA MapLPYTHIATOPE.

WA pacnycaluA: | |

NeHb: (%) Kaxppld geHe; (O BrifipaTe BeHb
MoH. BT. Cp. ur. nar. CyA. Bockp.

Bpema: BCE OAHW - 24 yaca:

Hauano: |:| (HHM)
KoHew; |:| {HHMM

[ Coxpannte | [ Hasaa |

Puc. 4-76 HacTponkun pacLuMpeHHOro pacnmcaHus

Hanpumep: Bbl xoTnte orpaHnumTb goctyn k MHTepHeT-pecypcam ang yana ¢ MAC-agpecom
00-11-22-33-44-AA v paspelumTb emMy 4OCTyn K cauTy www.google.com Tornbko ¢ 18:00 ao 20:00
no cyb6botam 1 BockpeceHbsAM. [1na aToro HeobxoamMMo caenatb crnegylollee:

1) Haxmute «kHonky [o6GaBuTb HOBYH... (cM. Puc. 4-75), 4tobbl nepentn B OKHO
JononHuTenbHbIe HACTPOWKN pacnmMcaHus.

2) B none OnucaHue pacnucaHusa HeobxoaumMo co3faTtbh YHMKaNbHOE pacnucaHune (Hanpumep,
PacnucaHue_2).

3) B none [eHb BbibepnTe BbiOpaTh AeHb 1 ykaxuTe Cyb. n Bockp.
4) B none Bpewms B nonsax Havano n KoHew ykaxute, cootBeTctBeHHO, 1800 n 2000.
5) Haxmute kHonky CoxpaHUTb, YTOObI COXPaHUTb HACTPOMKN.

Mocne atoro, BepHyYBLUMCb B OKHO HacTponkn pacnucaHus, Bbl yBUOMUTE CreayoLWwmnn CMCOK.

I Hua pacnucaHMA lleHs Bpenma PenaktipoBatb
1 Pacnucanue_1 Cy6. Bockp. 08:00-20:00 FenakTHpoeaTe YVoanuTe
2  PacnucaHuve_2 Kam sl AeHE 18:00-20:00 PenakTvpoeaTe YOanuTe

Puc. 4-77 Hanpumep

412 CraTtuyeckas MmapLipyTusaums

Cratnyecknin mapLuipyT — 9TO 3apaHee ofnpederneHHbI NyTb, N0 KOTOPOMY CETeBble [aHHble
nepeMeLLatoTcs K KOHKPETHOMY Y31y UK CETU.

CRMCOK CTaTUMECKNX MApLUPYTOB

10 IP.appec HazHa4eHHA Macka nogceTn OcHoBHOA WNW3 CocToAHHe HameHnte

Puc. 4-78 Cnucok ctatnyeckux MapLipyToB
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Y106bI 4O6ABUTHL 3aNUCb MapLUPYyTU3aLun, Heo6xoaAMMO caenaTh criegyloulee:

1.  HaxmuTte kHonky [lo6aBuThk... OTKPOETCSA OKHO, NpeacTaBneHHoe Ha Puc. 4-78.

IP-appec Ha3HAYMEHHA:
Macka noaceTu:
OCHOBHOH WINHY3:

CoCToAHHE: BrnioyeHn hd

| Coxpanute | | Hasas |

Puc. 4-79 [lo6aBnTb UM n3aMeHUTb 3anvchb B Tabnmue ctaTmyeckon MapLupyTusaumm

2. Heobxogumo ykasaTb criegytolime gaHHbIE.
e |P-apgpec HasHayeHusa — 3TO agpec CeTU UM y3na, KOTOPOMY Bbl XOTUTE Ha3HaAYNUTb
CcTaTUYeCKUn MapLupyT.

e Macka nogcetn — onpefenseT, kakas 4yacTb IP-agpeca OTHOCUMTCS K CETU, a Kakas K
y3ny.

e OcHoBHOM wn3 — IP-agpec wni3a, T0 ecTb YCTPOMCTBA, KOTOpoe obecnednBaeT
B3aMMOAENCTBUE MEXAY MapLUpyTU3aTOPOM U CETbIO/Y3rIOM.

3. W3 Bbinagatowlero cnucka B nonie CoctosiHMe HeobxoomMmo BhbiGpaTh 3HavyeHne BknrouyeHo
unu OTKNo4YeHo.

4. Yrto6bl COXpaHUTb caenaHHble U3MEHEHWS], BOCMONb3yNTECh KHOMKOM COXpaHUTb.

Ona nameHeHus unum yAaaneHus Cyu.l,eCTBleI.I.I,el?'l 3anucu:

1. HaxmuTte U3MeHUTb B TOI 3an1cu, KOTOPY HEOOXOAMMO U3MEHUTL. [Ns yaaneHus 3anucu
HaXMuTe Yaanutb.
2. W3meHuTe gaHHble.

3. Haxmute CoxpaHuTb.

[pyrvne HacTponkun onsa sanncen:

YTtobbl yoanuTb 3annck, BOCMOMNb3YATECH KHOMKON YRanuThb.

YToObl akTMBMpPOBATL BCE 3anMCK, BOCMONb3yMTECH KHOMKON BKNounTb BCe.

YUTtobbl caenatb BCE 3anncu HEaKTUBHBLIMW, BOCMONb3YNTECH KHOMKOM OTKOYMTL BCe.
YTtoObl yoanuTb BCe 3anmcu, BOCMONMb3yNTECH KHOMNKOW YaanuTb Bce.

YUTtoObl NepeirTu B criegytoLlee okKHO, BOCMONb3yMTECh KHOMKoM Cneaytowasn. Ytobbl BepHYThLCSA B
npegpiayLee okHO, BOCMNOMb3ynTech KHomkon MNMpeabiayuwias.
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IP QoS

‘ BecnposogHon mapuwpyTtusatop N 150 Mo6uT/c

Ha aTo cTpaHuue MOXHO HacTpouTb (PyHKLMIO NpuopuTesaummn aaHHbIX Ha G6ase IP-agpeca (IP

QoS).

[ BrniouuTe IP QoS

Buldepute THN KaHana:

TNonoca NponyckaHkA: ’7 Knic
D Huanasou IP-appecos Pexau Monoca nponyckanna  Onucanne Binwunte  O4ucTHTL
1 192,680  -192.168.0.) [ r
2 192.1680  -1ez1680[ [ r
3 102.1680  -192.1680[ [ r
4 1021680  -1921680[ [
5 1oz.1680  -1oz1680[ [ —
8 1021680  -1o2.1680[ ] —
7 192.1680  -192.1680[ [ r
8 102.1680  -19z1680[ [ r

Puc. 4-80 MNproputesauns gaHHbIX Ha 6ase IP-agpeca (IP QoS)

>  Bknrouutk IP QoS — Bkntountb unu otkniounTs dyHKumio 1P QoS.

> Bb|6epMTe TUN KaHana —Bbl6epV|Te TN NOAKINKYEHNA K CETU U3 BblNMagakolero crnncka.

> [Tonoca nponyckaHua — [locTynHas nonoca nponyckaHus. Ecnu Bbl He 3HaeTe 3HayeHue
AaHHOro napamMeTpa, CBSXKMTECh C NMOCTaBLUMKOM VHTEpHET-yCryr AN YyTOYHEHUS.

> [Owana3soH IP-agpecoB — [lnanasoH IP-agpecoB gaHHoM 3anucu.

> Pexum — lNpegnaraetca 2 pexuma Ha Bblbop: MMHUManbHaA rapaHTUpoBaHHaA nofoca
nponyckaHua n MNpegen MakcMmanbHOW NOMOCHI NPONYCKaHUA.

> Monoca nponyckaHuA -— MNonoca nponyckaHuA, KOTOPYK Bbl yCTaHOBUINKN AOnNA OaHHoMN
3anmcu.

> OnucaHune — OnuncaHue 3anuncu.

Haxxmnte BKROYUTBL AN BKIIKOYEHUS 3anucu.

Haxmute O4YUCcTUTBL AN OYMCTKM OOHOW 3anucu.

Haxmute O4ncTuTb BCE ON18 OYMCTKM BCEX 3anncen.

Haxxmnte CoxpaHuTb ONs1 COXPaHEHNS] BCEX HACTPOEK.

& lMpumeuaHue:

MHdopmaums B OkHe OOHOBMSIETCA aBTOMATUYECKN KaxKable 5 cekyHS.

1. 3HayeHue LWMPUHBI NOMOCKHI MPOMNycKaHWsA NepeBoauTcsa cneayowmm obpasom: 1 Mout/c =
1000 Kéwur/c.

2. Bblbepute Tun ceTeBOro MOAKMIOYEHUS] N YKaXWUTe 3HAYeHWe MOrochbl NPOMyCKaHus B
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COOTBETCTBMM C Bawen ceTbto. ObpaTuTech k Bawemy noctaBluky WHTepHeT-ycnyr ans
YTOYHEHUSA 3TON UHopMaLn.

3. Ecnun Hu ogHa 13 3anncen IP QoS He BkntoYveHa, ykasaHHas [lonoca nponyckaHusa He 6yaeT
NCNonb30BaTbCH.

4. [Oumana3soHbl IP-agpecoB pasHbIx 3anncen He JOIMKHbI NepecekaTbest APYr C APYroM.

5. TlponsBeaeHHbIE HACTPOWMKM ByOYT MCMONb30BaTLCA NOCNE HaXaTnsA KHOMKN CoxXpaHuUTb.

4.14 Tpusnaska IP- n MAC-agpecoB

IMNMpuenaka IP- n MAC-agpecons

- MNapaMe1pkl NPUBAIKA
- Tabnuua ARP

Puc. 4-81 Mehto lNMpuesaska IP- u MAC-agpecoB

Mento lMpueaska IP n MAC-agpecoB cogepxut aBa nogmeHto (cm. Puc. 4-81) — MNMapameTpbl
npmBa3kn n Tabnuua ARP. YT106bl HacTpouTb HYXHYKO YHKUMIO UM MOCMOTPETb €ee
napameTpbl, BbibepuTe COOTBETCTBYOLLUIN aneMeHT. Huxe npusogutca nogpobHoe onucaHue no
Kaxomy NoAMEHIO.

4.14.1 MNapameTpbl NPUBA3KU

[aHHoe okHO copepxuT Tabnuuy MapameTpbl MPUBA3KU, B KOTOPYIO Bbl MOXETE BHOCUTb
Heobxoaumble nameHeHus (cm. Puc. 4-82).

MapameTpbl NPUBA3KK

CeAaseiBaHine ARP: (& OTKNIOYKTE () BENOUMTE
D MAC-appec IP-appec CeAazartb H3meHnTs
1 00-0A-EB-00-07-5F 192.168.0.101 PenaktHpoBatb YoaniTe
[ OoPaewtb Hosyw.. | [ Brmowwteece | | Otkmoswrs ece | [ Ypanute see | [ Haitmw

Puc. 4-82 MNapameTpbl NpUBA3KN

> MAC-agpec — MAC-agpec KOHTPONMPYEMOro KOMMbOTEPA JTIOKanNbHOM CETU.

> IP-agpec — HasHauveHHbIN IP-agpec KOHTPONMpyeMoro KoMnbTepa fokanbHON CeTU.
»  CBfA3aTtb — Bknountb dyHkumio cBasbiBaHmsa ARP.

>  W3MeHuTb — N3amMeHnTb nnmn yganutb CyLLECTBYHOLLYIO 3aMNnChb.

YT106bI aKTMBMPOBATL BCE 3aMMCK, BOCTNONb3yWTECH KHOMKON BKNiounTb BCe.

YTtoObl yaanuTb Bce 3anucu, BOCMONb3yMTeCh KHOMKON YaanuTb Bce.

Ecnn Bbl xoTUTE O06GaBUTL UNU N3MEHUTb 3anucb cBsasbiBaHus IP 1 MAC-agpecoB, Haxmute
KHomnky Jlo6aBuTb HOBYHO... Unn U3meHnTb. Nepen BaMmu OTKPOETCHA OKHO, MPeACTaBrIEHHOE Ha
Puc. 4-83, B koTOpom Bbl MOXeTe 4006aBUTb UM NBMEHUTL 3aruchb.
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MNMapameTpkl cBA3bIBAHWA IP M MAC-appecoB

CBA3aTbL:

MAC-anpec: | |

IP-anpec: | |

[ Coxpanure | | Hasan |

Puc. 4-83 NMapametpbl cBasbiBanus IP- n MAC-agpecoB

Y106bI pobaBuTb 3anucb cBAsbiBaHuMA IP- n MAC-agpeca, Heobxogumo cpenartb
cnepymoluuee:

1.  Haxwmwnte kHonky [lo6aBUTb HOBYHO... (CM. Puc. 4-83).
2. Yxaxute MAC- u IP-agpec.

3. Bbibepute siueliky CBasaTb.
4

UToObl COXpaHUTb cAeMNaHHbIE M3MEHEHMS, BOCMONb3YNTECh KHONKON COXpPaHUTD.

YT06bl M3MEHUTb UMM YAANUTb YXe CYLLeCTBYIOLYI 3anucb, Heo6xoauMmo cpenaTtb
cneaytoulee:

1. BblbepuTe 3anuch B Tabnuue.

2. B konoHke U3meHUTb Bbibepnte, cOOTBETCTBEHHO, PeaakTnpoBaTtb Ui Yaanutb.
YT100bl HANTU CYLLECTBYHIOLLYIO 3aMNUCh:

1. Haxmute kHonky HanTun, kak nokasaHo Ha Puc. 4-82.

2. Beegute MAC nnu IP-agpec.

3. Haxmute kHonky HanTu, kak nokasaHo Ha Puc. 4-84.

Haiiti 3anvck npueaaky IP- 1 MAC-agpeca

MAC-anpec: | |

IP-anpec: | |

(1] MAC-anpec: IP-anpec: CezAars JIMHK
1 00-0A-EB-00-07-5F 182 1658.0.101 Ha okHo

Puc. 4-84 Hawntu sanuck npusaskm IP- 1 MAC-agpeca

4.14.2 Taobnuua ARP

Onsa ynpaBneHnsi KOMNbIOTEPOM Bbl MOXETE BECTU HaOnNoAeHMe 3a KOMMbTEpamMm foKarnbHOM
cetun, npoeepsas ceaA3b MAC- n IP-agpeca B Tabnuue ARP. Takke Bbl MOXeTe MpPOM3BOAUTb
HacTpoKKky anemeHToB Tabnuubl ARP. B pgaHHOM oOkHe oTobpaxaetca Tabnumua ARP. OHa
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CoAepXuT MHGOpMaLMio No mMmetowmmcsa 3anucsam ceasbiBaHusa P 1 MAC-agpeca (cm. Puc.
4-85).

D MAC-appec IP-appec Coctoanne  Hactpoiika

1 40-61-86-FC-70-FD 192.168.0.100 HecBAzaHHO Jarpyanib ¥oanuis

[ 3arpyaume Boe | [ OBHoBMTH

Puc. 4-85 Tabnuuya ARP
» MAC-agpec — MAC-agpec KOHTPONUPYyeMOro KoMnbloTepa NoKansHoOM ceTu.
» IP-agpec — HasHauyeHHbIN IP-agpec KOHTPONMpyeMoro KoMnbloTepa SIoKanbHOM CeTu.

» CocTtosiHne — B 3Tom none cogepxutca nHdopmMmaumsi No HanMuni Unm OTCYTCTBUIO CBA3U
MAC- u IP-agpeca.

» HacTtpouka — 3arpy3ntb unv yganuTb 35IEMEHT.

e 3arpy3uTb — 3arpy3uTb 3rIEMEHT B CNMCOK cBs3biBaHMs MAC- n IP-agpecos.

e Ypanutb — YaanuTb SNEMEHT.

YToObl Npon3BECTU CBA3bIBAHNE OIS BCEX TEKYLLMX 3anMcen, BOCNOSb3ynTeCh kKHoMko CBA3aTh
Bce (pyHKUMA OOCTyMHA TONbKO NOCIe akTMBaLUun 3anmcen).

YT106bI 3arpy3nTb BCE 3aMMCK B CMIUCOK, BOCNOMb3yNTECh KHOMKOW 3arpy3uTb Bce.

Y1o0bl 06HOBUTE MHGOPMALMIO, BOCMONb3yNTECh KHOMKON OOHOBUTD.

& lMpumeyaHue:

3anncb He moxeT ObiTb 3arpyxeHa B Tabnuuy ceasbiBaHusa |IP n MAC-agpecos, ecnn IP-agpec
3anmcy yxxe Obin 3arpyxeH paHee. B aTom cnydae nosiBUTCS OKHO C cooOuleHneM o6 OLIMOKM.
AHanorn4yHo yHKUMsi 3arpy3suTb Bce 3arpy3uT TOSbKO TE 3arnncu, KoTopble He nepecekarTecs C
3anncsamMu, yke MMeLLMMINCS B CIINCKE.

415 ®yHKkuna DDNS

MapLwpyTmusatop nogaepxusaer YHKUUIO ANHAMUYECKOW CUCTeMbl AOMeEHHbIX nmeH (DDNS).
OTa yHKUUS NO3BONSIET NPUCBaMBaTb NMOCTOSIHHOE MMS y3ra U AOMEHHOEe UMS JUHaMUYECKOMY
IP-agpecy. OT10 yoobHO, ecnn Bbl OCYLLECTBNSAETE XOCTUMHI cBoero cawvta, FTP-cepesepa wnu
Kakoro-nmbo [Jpyroro cepsBepa, pPacrnonoXeHHOro 3a Maplipytu3atopoM. [leped Tem kak
NPUCTYNUTb K WUCMONb30BaHWIO AaHHOW  YHKUMM HEOOXOAMMO  3aperMcTpupoBaTbCs Y
noctaswmka ycnyr DDNS, Hanpumep, www.dyndns.org, KOTOpbI NpedocTaBUT BaM Maposb U
KIou.

Cnepnyvte yKasaHHbIM HKE UHCTPYKUMAM Ana HacTponkn DDNS:
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4.15.1 Comexe.cn DDNS

Ecnun B kayecTBe npoBangepa DNS-cepBuca Obin BbibpaH www.comexe.cn, A0SMKHO NOSIBUTLCSA
OKHO, NokasaHHoe Ha Puc. 4-86.

Cepeuc-nposaiinep: Comexe { wesv.comexe.cn ) | [epefTd k perdeTpaumnu..,

DoueHHoe HWA:
DoMeHHoe HWA:
DoueHHOE HUA:
HomeHHoe HMA:

DoueHHOe HMA:

WA nonbzoBarens: Username

Mapone: [TTITITT]

] BrmiunTe DDMS

CoCTOAHHE NOAKMIOYeHHA: DDME He aamyckaeTcAl

Bodtu

COxpaHWTE

Puc. 4-86 Hactporikn Comexe.cn DDNS

Onsa yctaHoBkn napametpoB DDNS Heo6xoaMMo BLINOMHUTL crieaylowme AeNCTBUs:

1.

[loMeHHOe MMSA BBeauWTe COOTBETCTBYOLLEE 3HavYeHue, MoMny4YeHHoe OT MocTaBLiuKa
UHTepHeT-ycnyr.

Ykaxunte Umsa nonb3oBaTtens y4eTHON 3anuncu.
Ykaxute Maponb y4yeTHOM 3anucu.

HaxmunTte kHonky BonTn, 4TOOLI BOWTU B CUCTEMY.

CocTtosiHne nogkntoveHnsa — CoctosaHne nogknoveHna k DDNS-cepsucy.

YT100bI BLIATU N3 CUCTEMbI, BOCMONb3YNTECH KHONKON BbINTH.

& MpumeyaHwme:

Ecnu nocne ycnewHoro Bxofga Bbl XOTUTE CHOBa BOWTU Ha APYryl YYETHYH 3anucb, HaXMUTE
KHOMKy Bbixoa, 3aTem BBeguTe HOBOE MMS MONb30BaTENs, Naporib U HAXMUTE KHOMKy Bxogp.
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4.15.2 Dyndns.org DDNS

Ecnun B ka4yecTBe npoBangepa DNS-cepBuca 6bin BbibpaH www.dyndns.org, NOSIBUTCH OKHO Kak
nokasaHo Ha Puc. 4-87.

CepeHC-NpoBailnep: Dyndns [ www.dyndns.org ) v MepedTd & DETHCTREUMM. .
HuA nonezoeatena: Usernarmme
Mapone: [TTYTTTT

JoueHHoe HaA:

[] Bentounte DDMNE

COCTOAHHE NOAKMIOMEHHA: DDMNS He zanyckaeTcal

[ Boftn ] [ Briiti

COXpaH1TE

Pwuc. 4-87 Hactporikn Dyndns.org DDNS

Onsa yctaHoBku napametTpoB DDNS Heo6xoanMmMo BLINOMHUTL criegylowmne AeMcTBUA:
1. Ykaxute UMa nonb3oBaTens y4eTHON 3anucu.

2.  Ykaxute Maponb y4eTHON 3anucu.

3. B none lomeHHOE MMsA BBEOUTE COOTBETCTBYIOLLEE 3HAYEHNE, NONy4YeHHOoe OT npoBanaepa
DNS-cepsuca.

4. Haxmute kHoMKky BonTH, 4TOGLI BONTK B CUCTEMY.
® CocTtosiHne nogkntoveHus — CoctosiHne nogkntoveHns kK DDNS-cepsucy

YUTobbI BLINTU U3 CUCTEMBI, BOCMOMNb3YATECH KHOMKON BbINTH.
& lMpumevaHue:

Ecnu nocne yCcnewHoro Bxoaa Bbl XOTUTE CHOBa BOWTU Ha OPYryro y4eTHyo 3anncb, HaXXMuUTe
KHOMKY Bbixoa, 3aTem BBeANTE HOBOE MMS NONb3oBaTens, naposnb N HaXMUTE KHOMKY Bxog.
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4.15.3 No-ip.com DDNS

Ecnun B kadecTBe npoBangepa DNS-cepBuca 6bin BbiOpaH wWww.no-ip.com, NOSIBUTCS OKHO Kak
nokasaHo Ha Puc. 4-88.

CepBHC-NpoBaiBep: Mo-IP { e no-ip. com ) | NepedTH K PEMMETRALMK..
WA nonb3oeatens: username
Mapon: [TTTITTT]

HoMeHHOe HUA:

[] Benwuwts DDMS

COoCTOAHHE NOJKNHYEHHA: DDME He zanyckaeTcAl

[ Boitu ] [ Bt

COxpaHWTE

Puc. 4-88 Hactponkn No-ip.com DDNS

Onsa yctaHoBkn napameTpoB DDNS Heo6xoaMMo BLINOMHUTL Criegylowmne AeMCcTBUA:

1.
2.

4.

Ykaxute Uma nonb3oBaTens y4eTHOW 3anuncu.
Ykaxwute Maponb y4eTHOW 3anuncu.

B none lomeHHOe UMSA BBeOMTE COOTBETCTBYHOLLEE 3HaYeHMe, NOoNnyyYyeHHoe OT NocTaBLyuKa
WHTepHeT-ycnyr.

Haxmute kHonky BownTh, 4toObl BOWTK B CUCTEMY.

CocTtosiHue nogkntoveHus — CoctosHue nogknodeHns Kk DDNS-cepsucy.

YTo6bI BLIATU U3 CUCTEMBI, BOCMONb3YATECH KHOMKON BbINTH.

& lMpumeuaHue:

Ecnu nocne ycnewHoro BXxofa Bbl XOTUTE CHOBA BOMTU Ha APYryl0 YYETHYH 3anucb, HaXMUTE
KHOMKy Bbixoa, 3aTeM BBeAMTE HOBOE MMS1 MONb30BaTENs, Naposib U HAaXMUTE KHOMKy Bxoa,.
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416 CwucTteMHble NHCTPYMEHTbI

TL-WR720N

CHcTeMHbIe HHCTRYMEeHTEI

- HacTpoiika BpeMeH|

- lnarHocTuka

- OBHoRNEeHWe BCTpoeHHoro Mo

- 3agogcKie HACTPORKN

- PeaepRHan KonuA W BoccraHoBRNeHne
- Mepe3arpy3ka

- Mapons

- CHCTeMHbIA XypHan

- Cratnciuka

Puc. 4-89 MeHto CncTeMHbIE MHCTPYMEHTBI

MeHio CucteMHble MHCTPYMEHTbI COAEPXKUT cregywlmne nogmeHio — HacTtporka BpeMeHM,
OunarHoctuka, O6HoBneHne BcTpoeHHoro MO, 3aBoackue HacTpomku, PesepBHasa konus u
BoccTaHoBneHue, [llepesarpy3ka, [Maponb, CuctemHbin XypHan un Cratuctuka. [ns
HACTPOWMKN HY>KHOW hYHKLMN BbIOEpPUTE COOTBETCTBYIOLLEE MEHI0. Huke npuBoguTcsa nogpobHoe
onuncaHune Nno Kaxxaoro 13 3Tux NOAMEHIO.

4.16.1 Hactpouka BpemeHu

BbibpaB MeHio CUCTEMHble UHCTPYMeHTbl — HacTpoiika BpemMeHM, Bbl MOXETE HacTpaunBaTb
napamMeTpbl BPEMEHW B OKHE, NMPEACTaBIEHHOM Ha PUCYHKE HUXeE.

[Hacwomagponwern

YacoBo# noAc:

(GMT+03:00) Bargaa, Kyeeitt, Halipo6u, p-Puag, Mockea v

Oarta: 1 1
Bpemn: 8 ] [24
0.0.0.0

0000

NTP-cepeep I:
NTP-cepsep II:

2006
5 (4aCEIMHHYTEI/CERYHABI)

(mecAl/aeHsiroa)

(He ofAszaTensHo)

\(He ofAzaTensHo)

i I"lronyumh cpejHee BpemMa FIDVrV;MHEMHy \

] BKMWUYATL NeTHee BpemMA

Mpumeuanne: Haxmute TlonyunTs cpegHee epema no MpuHenyy’, utoOel 0GHOBMTE BPEMA C CepEEPOE Yepes MHTepHeT

VMK YKAMUTE CEPBEP CaMH (IP-apec UMM JOMEHHOE WMA) B NOMNE BhILLE

CoxpaHuts |

Puc. 4-90 HacTtpoiika BpemeHu

» YacoBou nosic — /13 BeinagaroLlero cnucka Heobxoanmo BbIGpaTh HYXXHbIN YacOBOW NOSC.

> ata — Ykaxute gaty B hoopmate MM/OO/TT.

> Bpewms — Ykaxute Bpemsa B hopmate Y4/MM/CC.

»> NTP-cepBep I/NTP-cepBep Il — Beegute agpec unu gomeHHoe ums NTP-cepepa | unu

NTP-cepBepa Il, nocne yero mapuwpytusatop Oyager nonyyatb Bpemsi. Kpome Toro, ans
HEeKOTOpbIX BCTPOeHHbIX NTP-cepBepoB MapLIpyTU3aToOp MOXET Mofydatb 3HadeHue
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BpeMeHN aBTOMaTtn4eCckn npu nNogKmno4YeHnn K MHTepHeT.

Havano — BpeMFI, C KOTOpOro Ha4nHaeTcA neTHee Bpems. Bb|6ep|/1Te MecdL B NepBOM Morne,
Heaen BO BTOPOM nore, n BpeMA B TPETbEM None.

KoHeu — Bpewmsi, korga 3akaH4MBaeTcs neTHee Bpemsi. Boibepute Mecsil B nepBoM More,
Heaernto BO BTOPOM Morie, U BpeMsi B TPETbLEM More.

Bknountb netHee BpemMs — OTo6pa>KaeT COCTOAHME, NCNornb3yeTcqd N neTHee BpemMa Uin
HEeT.

YT106bI HACTPOUTL CUCTEMY B PYYHOM pPeXuMe:

1.

2
3.
4

Bbibepute yacoson nosc.

Ykaxute gaty B oopmarte mecsau/geHs/roq,.
Ykaxute BpemMsi B popmaTte yac/MnHyTa/cekyHaa.
HaxmuTe kHornky CoxpaHuTb.

Y100bI HAaCTpPOUTb CUCTEMY aBTOMAaTU4Y€CKU:

1.
2.

3.

Bbibepute yacoson nosc.
Beegute agpec nnu gomeHHoe nvs NTP-cepBepa | unn NTP-cepBepa ll.

Haxmute kHomky MonyuuTtb Bpems no MpuHBUYY, 4TOGbI MOMy4YaTb CUCTEMHOE BpEMS
yepesd VIHTEpPHET Npu HaNMYMM NOAKMHYEHMS K HEMY.

& NMpumeyaHue:

1.

[laHHble HacTpovkn ByayT UCMonb3oBaThCs PSAOM PYHKLMA, TaKUX KaK MEXCETEBOW 3KpaH.
Mocne Bxoga B MapllpyTu3atop Bbl AOMKHbI yKasaTb 4yacoBoW nosic. Ecnv 310 He Obino
caenaHo, To 3T yHKuMKM pabotaTtb He ByayT.

3HayeHne BpeMeHu ByaeT NoTepsiHO NPK BbIKMOYEHUN MapLIpyTh3aTopa.

MapLpyTmusatop MOXeT nonyyntb cpegHee Bpemsa no [punHsBmdy (GMT) m3 VHTepHeT npu
HanU4nmM NOAKMIOYEHNS.
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4.16.2 [OunarHocTuka

Bbibpae CuctemMHble MHCTPYMEHTbI — [lnarHoCTMKa, Bbl MOXeTe npy nomMoLum yHkuun Ping n
Traceroute npoBepsaTb paboTy cetn (CM. PUCYHOK HUXE).

MapameTpbl QUArHOCTUKKN
MHCTPYMEHT BHATHOCTHEH: (& Ping () Tpaccupoeka
IP-anpec/ BoMeHHOe HMA:
Cyet4nk Ping: 4 {1-50)
Pasuep Ping-nakera: =] (4-1472 faln)
Bpema oxnoaHiA Ping: 200 (100-2000 mck)
TpaccupoBka Max TTL: {1-30
Pe3y11bTaTbI AWArHOCTHUKKH
Mapwpytusatop rotoe.

Puc. 4-91 NHCTpyMeHTbI AnarHOCTUKK

> WMHCTpyMeHT auarHocTuku — BbibepuTe COOTBETCTBYHOLLYIO SYENKY.

> Ping — OTOT OMArHOCTMYECKUA WHCTPYMEHT YCTpaHsieT nNpobnembl C NOAKMIHYaEMOCTbIO,
AOCTUXXMMOCTLIO 1 pa3peLleHneM MMEeHM AN1si KOHKPETHOrO y3ana Unu Lwio3sa.

> TpaccupoBka — OTOT MHCTPYMEHT NPOU3BOAUT NPOBEPKY PaboTbl NOAKIOUEHMS.

& lMpumeyaHue:

Bbl MOxeTe npuMeHATb WHCTpPyMeHTbl Ping/TpaccupoBka ana nposepku |IP-agpeca wnum
AomeHHoro nmeHn. Ecnu npoeepka nHctpymeHTamm Ping/TpaccupoBka B oTHoweHun IP-agpeca
npowna YycnewHo, HO C AOMEHHbIM MMEHEeM BO3HUKNU npobrnembl, 3TO MOXET O3HavaTb
npobnemy c paspelleHnem mMeH. B atom cnydvae crnegyet y6eamTtbCs, YTO OOMEHHOE WMS,
KOTOpOE Bbl YKa3blBaeTe, ABNSETCS paspeLlleHHbIM, ncnonb3ysa ansa atoro DNS-3anpockl (Domain
Name System — Cny6a JOMEHHbIX UMEH).

> |P-appec/domeHHOe umMmsa — YkaxuTe IP-agpec unu OOMEHHOE UMS KOMMbKTEpa, Ybe
COefiMHeHWe Bbl XOTUTE AMarHoCTUPOBaTb.

» Cuyet4ymk Ping — NokasbiBaeT YMcno oTnpaBneHHbIX 3xX0-3anpocos. Mo ymonyanuio — 4.

»> Pa3mep Ping-naketa — YkasbiBaeT KonuyectBo ©0aWTOB AaHHbIX K oTnpaske. [l1o

yMOnyaHuto - 64.

> Bpemsa oxumpaHua Ping — 3gecb ykasbiBaeTcd Bpemsa oxugaHus oTeeTa Ping-naketa, B
munnucekyHgax. o ymonyanuio — 800.
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> TpaccupoBka Max TTL — 3agante makcumanbHOe KONMYECTBO OTCKOKOB (45151 AOCTUKEHUS
MakcuMmanbHOro 3HadveHusa TTL) Ha nyTn B nouckax uenu (HasHadeHus). [1o ymonyaHwuio -
20.

YToObl Ha4YaTb NPOBEPKY MOAKMOYEHNSA K IHTEPHET, BOCNONb3ynTeCh KHOMKon HavaTtb.

TL-WR720N

B okHe PesynbtaThl AMarHocTvku ByayT npeacTaBneHbl pe3ynsraTbl.

Ecnu pe3ynerat aHanornveH peaynboraty, npeacraBneHHOMY Ha PUCYHKEe HMXXe, C NoAKIMio4YeHnem
K MHTepHeT BCE B nopdnke.

PesyneTaTel AMAarHOCTUKN

Pinging 192.168.0.100 with 64 bytes of data:

VReply from 192 168.0.100:
Reply from 192 168.0.100:
VReply from 192 168.0.100:
: Reply from 192 168.0.100:

hytes=64 time=4 TTL=128 seqg=1
bytes=64 time=1 TTL=128 sag=2
bytes=64 time=1 TTL=128 seqg=3
lytes=64 time=1 TTL=128 saq=4

mg statistics far 192 163.0.100
v Packets: Sent= 4, Received = 4, Lost=0{0% loss),

Qprm{imate raund trip times in millisecands:

v Winimuam = 1, Maximum = 4, Average =1

Puc. 4-92 PesynsraTbl ANarHOCTUKK

‘?:I'Ipumeqaﬂue:

1. Tonbko oguH nonb3oBaTenb B OAHO M TO Xe BPeMs MOXET Morb30BaTbCA UHCTPYMEHTaMU
ANarHoCTUKW.

2. Onuuun KonuuyectBo Ping-naketoB, Pa3mep Ping-naketoB n Ping Timeout sasngiotca

napametpamn ¢yHkummn Ping. TpaccupoBka Max TTL sBnsetcsa napameTrpom (PyHKUMK
Traceroute.

4.16.3 OGHoBneHune BcTpoeHHoro MO

Bbibpae CucteMHble MHCTPYMeHTbl — O6HoBReHue BcTpoeHHoro MO, Bbl MoxeTe 06HOBUTH
BCTpoeHHoe MO mapLupyTusatopa (CM. PUCYHOK HUXKE).

dainm:

BepcHA BcTpoeHHoro MNO: 4.18.93 Build 121212 Rel 52658n

BepcHA oGopynoBaHHA: WRT20M 1.0 00000000

[ OfHoBMTE |

Puc. 4-93 O6HoBneHue BcTpoeHHoro MO
> Bepcua BctpoeHHoro MO — B 3toM nomne nokasbiBaeTCsa HOMEP TeKyllen Bepcumn
BCTpoeHHoro 0.

> Bepcus obopynoBaHusa — B 3ToOM none nokasbiBaeTcs HOMEpP TEKYLLEN BEPCMUN annapaTHoOm
yactu. Bepcua annapatHom 4actu anna oOHOBREHMS AOSMKHA coBnagaTb C TeKyLlen
Bepcuer annapaTHON YacTn MapLupyTusaTopa.
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Y1o6blI npousBecTM OOHOBNEeHMe BCTpoeHHoro [MO mapwpyTusatopa, Heob6xoaMMO
caenartb crniefyolee:

Ckavante cpavin obHoBneHus ¢ Hawero canTta (http://www.tp-link.com).

B none ®ann ykaxute wnnn BbibepuTe NyTb K panny, Kyda Bbl XOAWUTE COXPaHUTb
3arpykeHHbln goans Ha KoMnbloTepe.

HaxmunTe kHonky O630p...

Mocne 3aBepLleHVs1 OGHOBMEHUS] MapLUPYTM3aTop BbINOMHUT Nepesarpy3ky.

MpumeyaHue:
dannbl 0OHOBNEHMI HaxoaATCcA Ha cainTe hittp://www.tp-link.com, 0TKyZAa UX MOXHO ckadaTb.
Cnepgyet npou3BoauTb OOHOBIEHWS TONMbKO TOrA4a, KOrga HOBas BEpCUSA COAEPXKMT

Heobxoanmyto BaM cpyHKumio. Takke CTOUT 0OHOBMATL BCTPoeHHoe MO npu BO3HMKHOBEHWM
npobnem, CBA3aHHbIX C MapLLPYTM3aTOPOM, HO HE €ro HaCTPOMKaMMU.

Mpy o6HoBREeHUN BCTpoeHHoro MO Bbl MOXeTe MoTepsiTb Tekyliue HacTpouku. MoaTomy
crnegyeT CoXpaHuTb AeNCTBYoLLME HAaCTPOKN, YTOBbI M3bexaTb NoTepPU BaXXHbIX HACTPOEK.

Mpn OOHOBNEHMM HE BbIKIIOYANTE MapLIPyTU3aTOp U HE NPOM3BOAMTE €ro nepesarpysky. B
NPOTMBHOM CIly4ae YCTPONCTBO MOXET ObITb MOBPEXAEHO.

Bepcusa sBcTpoeHHoro MO fgomkHa cooTBeTCTBOBaTb annapaTHON YacTu YCTPOCTRA.

Mpouecc OGHOBMEHMS 3aliMEeT HECKONMbKO MWHYT M NO 3aBeplleHuto OGHOBMEHus
aBTOMAaTMYECKM BbIMOMHUT Nepesarpysky.

4.16.4 3aBoacKMe HaCTPOUKM

BbibpaB CuCTeMHbIe MUHCTPYMEHTbI — 3aBOACKNE HAaCTPOMKHU, Bbl CMOXETE BEPHYTh 3aBOACKME
HaCTPONKN (CM. PUCYHOK HUXKE):

HaxmMKTe 3Ty KHOMKY ANA cApoca Bcex HACTRORK HA 3HAYEHKMA N0 YMONYaHWI.

[ BoccraHoBuTE

Puc. 4-94 3aBoackme HacCTpPOnKu

HaxaB kHonky BoccTaHOBUTb, Bbl BEPHETECH K MCXOAHbIM HAaCTPOMKaM.

>

>

>

>

Uma nonb3oBaTtena: admin
Maponb: admin

IP-apgpec: 192.168.0.1.

Macka nogceTtu: 255.255.255.0

& lMpumeuaHue:

Bce coenaHHble HaCcTpoRKM ByayT NOTEPsiHBI NPU BO3BpaTE K 3aBOACKMM HAaCTPOMKaM.
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4.16.5 Pe3epBHas konusi U BOCCTaHOBNEHUe

Bbibpaes CuctemHble MHCTPYMEHTbLI — Pe3epBHasA KOMUA M BOCCTAHOBNEHWE, Bbl MOXeTe
COXpaHUTb TEKYLLME HACTPONKM B BuAe hanna u 3arpysutb Ux M3 panna, Kak nokasaHo Ha Pwuc.
4-95:

CoxpaHuTe: [ Pe3epeHan konua ]

oain: | \(0830p.. ] [ BocctaHosuTs

Puc. 4-95 Pe3sepBHas KONnsi 1 BOCCTaHOBNEHNE
» YToObl COXpaHUTb BCE TeKyLUMEe HACTPOMKM B dhaiil Ha KOMMbIOTEPE ITOKANbHOW CETw,
HaXXmMuTe KHOMKy Pe3epBHasi Konus.
» YT0ObI 3arpy3nTb HACTPOWKM, HEOBXOAUMO caenaTthb CrieayoLlee:
e [lpn nomowm kHoMkn O630p BbIGEPUTE HYXHbBIA AN UK YKaXUTE MYTb K HEMY.

e Haxmnte kHOMKy BoccTaHOBUTb, 4TOObLI 3arpy3nTb HaCTpOWku U3 davna, nyTb K
KOTOpPOMY Bbl yKa3anu unm BBenu B NycToM rore.

& lMpumeuaHue:

TekyLme HacTponKM ByayT 3amMeHeHbl HacTpolkaMu u3 gainna. lNpouecc 3arpy3ku byaeT anuTbes
okono 20 cekyHA, nocre 4ero mapLipyTmsaTtop aBTOMaTU4Yecku nepesarpysutcd. B npouecce
3arpys3ku He BbIKMOYaTe MapLLpyTM3aTop, Tak Kak 3TO MOXET NMPUBECTU K NOJIOMKE.

4.16.6 Tlepe3arpyska

BbibpaB CuctemMHble WHCTpyMeHTbl — [lepe3sarpy3ka, Bbl MOXeTe nepesarpysvTb
MapLUpyTM3aTop Npv nomMoLum kHonku Mepesarpy3ska (CM. pUCYHOK HUXeE).

MNepesarpyaka

HaskmKTe Ha 3Ty KHOMKY, 4ToB k| NepezarpyauTE YCTROACTED.

| Mepesarpyzka |

Puc. 4-96 MNepesarpyska

HekoTopble HAaCTPOWKM MapLLpyTM3aTopa BCTYNakT B CUNY TOMNBKO MOCME ero nepesarpysku:
> WNameHeHume LAN IP-agpeca (cuctema nepesarpy3uTcsi aBTOMaTUYECKN).

> WN3ameHeHue HacTpoek DHCP.

> W3meHeHune HacTpoek GecnpoBodHOM Nepedayn gaHHbIX.

» VameHeHue nopTa Beb-ynpaBneHus.

» OOHOBNEHWEe  BCTPOEHHOrO MO  mapwpyTusaTtopa  (cuctema  nepesarpysurcs
aBTOMaTUYECKN).
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» BocctaHoBneHue 3aBOACKMX HACTpPOeEK (CncTema nepesarpy3ntcs aBToMaTn4eckn).

» OOHoBNeHMe HacTpoek 13 davna (cuctema nepesarpy3vTcsi aBTOMaTU4ECKN).

4.16.7 NMaponb

BoibpaB CucTeMHble MHCTpyMeHTbl — [laponb, Bbl MOXETEe 3aMEHUTb WCXOAHOE UMS
nonb3oBaTensa unu Nnaporb MapLUpyTM3aTopa, Kak nokasaHo Ha Puc. 4-97.

WA NONBI0EATENA W NAP0NE HE O0N#HEl NPEELIWATE 14 CUMEQNDE B ANWHY M HE AOM#HE! BKNI0YETE NpoAens!

Mpenkiayee HHA NoNL30BaTeNA: | |

Hoeoe HMA NoNB30BATENA: | |

MopTBepauIe Napons: I:l

[ Coxparute | [ OsmcTums

Pwuc. 4-97 Maponb

HactoaTenbHo pekomMeHOyeTCcs W3MeHWTb WCXOOHOEe WMsi  Monb3oBaTenss U naposib
MapLipyTu3aTopa, Tak kak BCeM Mnornb3oBaTenieM, KoTopble OyayT obpawaTtecs k BeG-yTunute
Unu Mactepy GbICTPOi HacTPOMrKKM, ByaeT NpPeaioXKeHO yka3aTb UCXOOHOE MMSI MOSb30oBaTenNs u
naporsb.

& lMpumeuaHue:

[nuHa nMmeHu nonb3oBaTens 1 Napons He AoMmKkHa npesbiwaTtb 14 CMMBOMOB, U B HEM He OO0MMKHO
ObITb NpobenoB. AN NOATBEPXKAEHMS HEOOXOAMMO BBECTM Naponb ABaXAbI.

YT06bI 3aBEpWMTL NpoLieaypy, HaxkMuTe KHOMKY COXpaHUTb.

YT106bl OUNCTUTL 3anncK, BOCMONb3yNTECh KHOMKOW OYUCTUTD.
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4.16.8 CucreMHbIN XypHan

BbiOpaB CUCTeMHble MHCTPYMEHTbl — CUCTEeMHbIN XXypHan, Bbl MOXETe MNpocMaTpuBaTb
XXypHarnbl MmapLupyTusaTopa.

dyHKIMA
ABTOOTAPABKH OTknveHo [ HacTpoiku nouTel ] [ MoMTOBEIA Xy pHER
nouThI:

WHpeke YpoeeHs  CodepkaHHe kypHana

4 INF O IMFO 2006-01-01 08:00:07|DHCPS: 1:0x6c626df7 3244 192.168.0.100, ACK in request.
3 INF O IMNFO 2006-01-01 08:00:02|8ystem: The device initialization succeeded.

2 INFO IMFC 2006-01-01 08:00:02| noip 0, task sleep.

1 IMFC IMFQ 2006-01-01 08:00:01|L2TP automatically connecting.

(|2006-01-01 8:00:57 475

Tlh Load Exception

Exception Program Counter: 0xT0267e58
E1 DEBUG  |Status Register: 0x0000f401

Cause Register; 0x10000008

Access Address | 0x70267e58

Task: 0£50fe74d0 "tMetTask s

Time = 2006-01-01 8:13:26 807s

H-Ver = WR720N 1.0 00000000 : S-Ver = 4.18.93 Build 121212 Rel.52658n

L = 192.168.0.1: M= 255.255.255.0

W1 =L2TP :W=10.0.0.0: M=0.0.0.0: G=0.0.0.0

Free=5026, Busy=4, Bind=2, Inv=0/0, Bc=0:0, Dns=337, cl=384, fc=0/0, s=0/0

[ DBHOEMTE ] [ COMHETHTE BCE ]

Puc. 4-98 CuctemHbIn xypHan

> ¢YHKLWI$I aBTOOTNpPaBKN — lNokasbiBaeT cocTosAHmne q’)yHKLI,VIVI — BKIMKO4YEeHa U BbIKITIO4YEHAa.

> HacTponkm noutbl — YKaXuTe MCXOOHbIN U KOHEYHbI MOYTOBbLIA ALIMK, agpec cepsepa,
MHOpMaUUa Mo aBTopu3aLMu, a Takke pacnucaHue gns (PyHKUuMM aBTOOTMPABKU, Kak
nokasaHo Ha Puc. 4-99.
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on
Komy:
SMTP-cepBep:

AyTeHTHRMEaLMA

WA nonb3oBarens:
Mapons:

MonTsepaMTe NApons:

BEMOYHTE ByHKUMIO SETOOTNREEKK

Kam e JeHE OTNPEENATE CHCTEMHEIR 3YRHAN N0 agpecy

OTNPAENATE CHETEMHBIA ¥YPHAN Kaxase Yacoe

[ Coxpanute | [ Hasan |

Puc. 4-99 HacTponky no4ToBOro akkayHTta

OT — Baw no4toBsbin AwmK. MaplipytusaTtop 6yaeT oTnpaBnATb C HErO NOYTY.
Komy — NMouToBbIN AWK, Kyaa 6yaoyT NpuxoanTb XXypHarbl.

SMTP-cepBep — Baw SMTP-cepep. CooTBETCTBYET NOYTOBOMY SILLMKY, YKa3aHHOMY B
none OT. Ecnun Bbl He 3HaeTe agpec, obpaTUTEChk HA COOTBETCTBYHOLLUIA CaWT.

AyTeHTudukauma - bonbwnHCTBO SMTP-cepBepoB TpebyloT ayTeHTudmkaumm,
KoTopasi nogpasymeBaeT BBO4 UMEHW NONb30BaTENst UMK Naponsi.

& lMpumeuaHue:

Mpy BbiGOpe pexuma ayTeHTUdMKauumM HeobGXoOMMO B COOTBETCTBYHOLUMX MOMSAX
yKasaTb MMsI Monb3oBaTens U naporb.

Uma nonb3oBatens — [loyToBas y4qyeTHaA 3annucCb, yka3aHHad B nole Or. Ta vacTsb,
KOTOpaaA HaxoAnTCA 3a 3HaKOM @, OOJKHA yKa3blBaTbCA.

Maponb — Naponb Bawen y4eTHOM NOYTOBOK 3anmcu.
MoaTBepauTe naponb — [1na NoATBEPXKAEHNS YKaXXUTE Naposb eLle pas.

Bknountb ¢QyHKUMIO aBTOOTNpPaBKM — ABTOMaTuveckas OTnpaBKa CUCTEMHbIX
XypHanos. Bbl MOXeTe oTnpaBnsaTb TEKYLUME KypHarbl KaXabli AeHb B onpeaeneHHomn
UMSI UK Yepe3 ONpefeneHHbIi BPEMEHHOW WHTEPBAr, HO TOSIbKO OAMH MOXET ObITb
TEeKyLMM OEWCTBYIOLWMM npaBuiioM. B COOTBETCTBYIOLLMX MOMSX YKaXWUTE BPEMSA Unu
BPEMEHHOW UHTEpBarn.

HaxxmuTe kHonky CoXxpaHuTb, YTOObI BEPHYTLCS B NPeablayLLEE OKHO.

» Tun xypHana — pu BeIGpaHHOM 3Ha4YeHUn ByayT NnokasaHbl XKypHarbl TONbKO 3TOro TUMa.

> YpoBeHb XypHana — Npu BbiGpaHHOM 3Ha4YeHWUM ByayT nokasaHbl XXypHarbl TONbKO 3TOro
YPOBHSI.
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» OBHOBUTb — OOHOBUTL OKHO, YTOOLI MOKa3aTb CaMblli aKTyarbHbIA CIUCOK XKYPHAaroB.

> CoxpaHuTb XypHan — CoxpaHeHue Bcex XXypHanoB B dhaine dopmata txt.

> OTtnpaButb XypHan no nouyte — OTnNpaBuWTb SMEKTPOHHLIM MUCbBMOM BCE TeKyLume
CUCTEMHbIE XypHarnbl, B COOTBETCTBUM C agpecoM U MHopMaumen no ayTeHTudmkaumm,
yKasaHHOW B pasgene HacTtpowku noythbi.

> OumcTuTb KypHan — YganuTb BCe XypHamnbl C MaplipyTu3aTopa (He TONbKO XypHansbl,
npeacTaBneHHbIE B OKHE).

YTtoObbl NnepenTh B cnegytoLee okHO, BOCNonb3ynTech kHonkon Cnepyrowan. Ytobbl BEpHYTbCH B
npegbiayLee okHoO, BOCMNONb3ynTech KHomkoun MNMpeabiayuwias.

4.16.9 CrtatuctuKka

Bbl6paB CucrtemMHble UHCTPYMEHTbI — CraTucTuka, Bbl MOXeETE npocMatpuBaTtb CTaTUCTUKY MO

MapLUpyTM3aTopy, BKMOYas OOWMIA M Tekywmidi Tpaduk no nocnegHeMy MHTepBany MakeToB
CTaTUCTUKMN.

Tekymee COCTOAHNE CTATHCTHEN: OTKnWYeHD
WHTepeana ctatncTHEN naketoB(5~60): 10 | CeKyHOR
AETOOAHOENEHKUE
Mpaeuna copTHpoBIat: COPTHPOBKA ND TERYLLEMY ¥ [ chpocuteece | [ ¥aanuTs Bce
Brero TekylWee COCTOAHKE
W::gi’;;gc Maketoe | BaWr | Maketoe | Bair | ICMPTx | UDFTx TCF SYN Tx viewerie

TEKYWMA CIMCOK MycT.

5 | ZanceR Ha cTpaduue. |1 + | CTpaHWLa

Pwuc. 4-100 Ctatuctuka

> Tekywee COCTOsIHME CTAaTUCTUKM — Bknountb unm BoiknounTb. Mo yMonyaHuoo gyHKUMS
oTKNtoYeHa. YUTo6bl BKIOUMTE (DYHKLMKO, BOCNONb3YHTECH KHOMNKON OTKMIOYMUTD.

> WHTepBana ctatuctukm naketoB(5-60) — Mo ymonuaHuio npumeHsietca 3HadeHue 10.
Bbibepute 13 Bbinagarowero cnucka 3HadeHve B npegenax oT 5 go 60 cekyng. [aHHoe
3HayYeHne onpeaenseT BPEMEHHON UHTepBan 4S9 NakeTOB CTAaTUCTUKM.

> [MMpaBuna copTMpoOBKM — [na OTOOpaXXeHUs HYXXHOW  CTaTUCTMKM  BblibepuTte
COOTBETCTBYHOLLIEE 3HAYEHME.

YUToObl BKNIOUNTE DYHKLMIO BKNIOYNTB, BbIOEPUTE COOTBETCTBYIOLLYIO SHENKY.
YUTo6bI OOHOBUTBL OKHO, BOCMOMb3YNTECH KHOMKON OOHOBUTD.
UToObl OOHYNUTL 3HAYEHUA BCEX 3anncen, BOCMNOMNb3ynTech KHOMko CopocuTb BCe.

YToObl yoanntb O4YNCTUTb Ta6nv|u,y, BOCI'IOJ'Ib3yIZTer KHOMKoW YaanuTtb Bce.

Tabnuua cTaTUCTUKM:
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Otobpaxaetca IP un MAC-agpecbl C COOTBETCTBYHLLEN
IP-appec/MAC-agpec .
CTaTUCTUKOMN.
KonnyectBO  MmakeToB, MONMYYEHHbIX W OTMNPAaBMEHHbIX
MakeTbl
MapLLPYyTU3aTOPOM.
Bcero
Eait Konunyectso oanT, NOSyYEeHHbIX " OTnpaBneHHbIX
anT
MapLLPYyTU3aTOPOM.
KonuuectBo nakeToB, MOMYYEHHbIX W  OTNPAaBIEHHBLIX 3a
MakeTbl .
nocrneaHui MHTepBan nakeToB CTaTUCTUKMU.
Eait KonuuectBo 0anT, NoOnyyYeHHbIX 1 OTNPaBIEHHBLIX 3a NOCNEOHWUIA
anT
VIHTepBan nakeToB CTaTUCTUKW.
KonnyectBo ICMP-naketoB, otnpaeneHHbix k WAN-ceTn, Kak
ICMP T ykazaHo B none WHTepBan nakeToB CTaTUCTUKU. [laHHOe
X
3Ha4YyeHne npeacTaBleHO Kak OTHoweHue "Tekyllasi CKOpoCTb
TekyLwiee nepenadYn/MakcmmanbHasi CKOPOCTb nepedadn”.
yLi pen p pen
3HavyeHue
KonnyectBo UDP-naketoB, otnpaeneHHbix kK WAN-ceTn, kak
UDP T ykazaHo B none WHTepBan nakeToB CTaTUCTUKU. [laHHOe
X
3Ha4yeHne npeacTaBreHO Kak OTHoweHue "Tekyllasi CKOpOCTb
nepegayn/MakcumanbHas CKOpoCTb nepegadn”.
Konuyecteo TCP SYN-naketoB, otnpaBneHHbix kK WAN-ceTun, kak
TCP SYN | ykazaHo B none WHTepBan nakeToB CTaTUCTUKU. [laHHOe
Tx 3Ha4yeHne npeacTaBreHo Kak OTHolweHue "Tekyllasi CKOpoOCTb
nepegayn/MakcumanbHas CKOpoCTb nepegadn”.
Copocutb | OGHYNUTbL 3HaYEHMNE 3anuncu.
N3meHUTL
Yaanutb | YOoanutb CyLlecTBYIOLLYIO 3anuch B Tabnuue.

B kaxgom okHe pomkHo ObiTb 5 3anucen. YTtobbl BepHyTbCA B Mpedblgyliee OKHO,
BOCnonb3ynTtecb kHonkown Mpeabiaywasn. Ytobbl nepenTn B cnegytowiee OKHO, BOCNOSb3yNTECh
KHonkon Cnepgyrowas.
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MpunoxeHue A: YacTo 3agaBaeMble BONPOCHI

1.

N

Kak MHe HacTpouTb MapLupyTU3aTop, 4To6bl Nnonb3oBartenu ADSL mornu BbixoguTb B
UHTepHeT?

Mpexae Bcero HacTponTe mogem ADSL, HacTpoeHHbIn B MocToBoM Moayrne RFC1483.

MopkntounTe kabenb Ethernet mogema ADSL k WAN-nopTy mapLupyTtnsaTtopa. TenedoHHbI
kabenb nogknovaeTcs K COoTBETCTBYOLWEMY nopTy mogema ADSL.

Bongute B mMapLupyTtusaTop, KAMKHUTE Mo MeHo CeTb, pacrnonoXeHHOMY B NeBOW YacTu
MaplpyTusatopa u 3atem Bblbepute nogmeHio WAN. B okHe WAN B pasgene Tun
noakntoyeHusa WAN ykaxute PPPoE. B nonax Umsa nonb3oBatens un MNMaponb ykaxuTte
COOTBETCTBEHHO WMS nofnb3oBatenda W naponb. [locrne 3TOro KAMKHWUTE MO  KHOMKe
MopknioyeHue.

Tun WAN coeqHHEHHA: PPPoE/Poccua PPPoE »

MogkmoveHne PPPoE:

WA NoNbL30BaTenA: USErname
Maponb: TITITITIT]
MoaTeepoTe Naponk: TTIITIT]

Pwuc. A-1 Tun nogkntoyeHns PPPoE

Ecnn cepsuc ADSL yctaHoBNeH B pexume MNOBpPEMEHHOW onnatbl, Bblbepute
MoakntoueHne no TpeboBaHuto nnu MopknioueHne Bpy4vHyro. B none MakcumanbHoe
nepuoa MpPOCTOAl YKaXWTE HYXHOe 3HadyeHue. Takke MOXHO BblbpaTb pexum
ABTOnOAKMIOYEHME.

PekHM NopKmoyeHna WAN: () MogknioduTs No ThEBOEaHHID
MakCHMaNEHOE BREMA NPOCToA MHHYTE (0 03HAYAET, 4TO NOAKNKHEHME BYAET AKTMEHEIM NOCTOAHHO)
(@) MOSKNIEYUTE AETOMATHIECKH
() MoJENIYUTE N0 PACTIMERHKID
MepHOA BEREMEHH T : (HUY:MM) g0 : IR
) MoJKNKNUTE BRYIHYID

MaKCHMANEHOR EREMA NpocToa MHHYTE (0 OZHAYRET, UTO NOAKNKHEHME BYAST AKTHEHEIM NOCTOAHHD)

MogknHYuTE OTERWYeHD

Puc. A-2 Pexxum noakntoveHmns PPPoE

MpumeyaHue:

VHorgpa nopgkniodeHne He MOXeT OblTb npekpaweHo [daxe ecnu Bbl  yKasanu
COOTBETCTBYlOLEE 3Ha4yeHMe B none Makc. Bpemsa NpocTosi, T.K. HEKOTOpblEe MPUIOXKEHUS
obpauwatoTcs K pecypcam VIHTepHET B hOHOBOM pPEXMME.

Ecnun Bbl ncnornb3yete kabenb, npoumsseanTe HaCTpOl7|Ky MapLipyTmn3atopa B COOTBETCTBUNA
C npuBedeHHbIM BbllLE NHCTPYKUUAMMN.

Kak MHe HacTpouTb MapLipyTu3aTop, 4To6bI nonb3oBatenu Ethernet mornu BbixoguTb
B UHTepHEeHT?

Bongnte B MapLupyTU3aTop U KNMKHUTE MO MeHo CeTb, pacrnorioXkeHHOMY B FIEeBOW YacTu
Opay3epa, n 3atem BbibepuTe nogmeHio WAN. B okHe WAN BbiGepute B none Tun
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noakntovyeHua WAN 3HaueHne OAunHamuyvecknm IP. KnukHute no kHonke CoxpaHUTb.

HekoTtopble WHTepHeT-npoBanaepbl TpebytoT peructpaumm MAC-agpeca apgantepa,
KOTopbI Obin  nogkntodeH k  mogemy Kabens/DSL B npouecce yctaHoBku. Ecnun
WHTepHeT-npoBanigep TpebyeTr npowussectn pernctpaunio MAC-agpeca, Bongute B
MapLupyTusatop n Bblibepute MeHi0 CeTb B neBon 4vactu Opaysepa. 3atem Bbibepute
noameHio KnoHupoBaHue MAC-agpeca, 4TOoObl nepelitm B OKHO KnoHupoBaHue
MAC-apgpeca. Ecnn MAC-agpec Bawlero KomnbkoTepa SBASIETCA TEM CaMbiM agpecom,
KnukHuTe no kHonke KnoHupoBatb MAC-agpec, n atoT agpec nosisutca B none WAN
MAC-agpec. Takke MOXHO BBeCTU AaHHoe 3HadeHue B norie WAN MAC-agpec. ®opmart
MAC-agpeca XX-XX-XX-XX-XX-XX. 3areM KnukHute no kHonke CoxpaHutb. CaenaHHble
M3MEHEHUS BCTYNAT B CUNY NOCIe nepe3arpysku.

MAC-anpec WAN: 40-61-86-FC-70-FD [BDCCTaHDBHTb 3aeodckoi ]
MAC-aapec KoMnbloTepa: [K_nDHMpDBaTb MAC-agpec ]

Puc. A-3 KnoHunposanne MAC-agpeca

A xouy ncnonb3soBaTtb NetMeeting. YTo MHe HyXXHO AnA 3Toro caenaTtb?

Ecnn Bbl 3anyctute NetMeeting B kauecTtBe y3na, Bam He noTpebyerca npeanpuHuMmaTtb
Kakux-nmbo oencTeuin.

Ecnn 6bl 3anyctnte ero B pexume OTBeTa, BaM notpebyercsa HacTpouTb YHKLMK
BupTyanbHbin cepeep nnu ysen DMZ, a Takke ybeanTtbcs B Tom, 4to H323 ALG BkntoveHa.

UTtobbl HacTpouTb BupTyanbHbI cepBep: BOWAWTE B MapLUpyTM3aToOp, HaXMUTE MEHI0
Mepeappecauus B nesor Yactu Gpay3epa u BbibepuTe noameHo BupTtyanbHblie cepBepbil.
B okHe BuptyanbHble cepBepbl Haxmute kHonky [Jo6aBUTb HOBYH... 3aTeM B OKHE
Oob6aBuTb unNuM U3MEeHUTb 3anucb BUPTyanbHOro cepBepa BBeaute B none [MopTt
cepBuca 3HayeHune 1720, a B none IP-agpec, Hanpumep, 192.168.0.169. HaxmuTe KHOMKy
Bknio4yeHo v 3ateM CoxpaHuUTb.

I MopT cepBHca BHYTpeHHHIA nopTt IP-Anpec Mporokon CocToAHHE H3leHHTL

| [OofaeuTh HoBy |

Puc. A-4 OkHo BupTyanbHble cepsepbl
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Oo6aBuTb nnu MameHUTE 3anucs BupTyansHoro Cepeepa
MMopt cepeuca: 1720 (o2 WK 330
BHyTpeHHuil nopr: I:l (0, AOMYCKAETCA TONBKD ANA NORTA 0BWETD CepEHCA WM OCTABNABTEA NYCTEIM)

IP-anpec: 192.168.0.169
Mportokon: | ECE w |

CocToAHHe: |BKnmq9HD V|

CTaHBapTHLIA NopPT Cepeuca: | --Brifiepure-- - |
[ Coxpanuts | [Hasag |

Puc. A-5 [Jo6aBuTb Unm nameHuTb 3anncb BUPTYyarnbHOro cepeepa

& lMpumeuaHue:

B npotuBononoxHon crtopoHe cnegyet BbizBaTb WAN IP, KoTopbin oTobpaxaetca B OKHe

“CocTtosiHne”.

4)

2)

UTtobbl akTMBMpoBaTh oyHKUMIO y3en DMZ, BoiauTe B MapLupyTM3aTop, BbiOEpUTE MEHH
MepeHanpaBneHue B NeBon 4actu Gpaysepa n 3atem BbiGepute nogmeHto DMZ. B okHe
DMZ BhibepuTe pagmokHonky Bknrountb 1 BBeguTe Baw IP-agpec B none IP-appec DMZ
y3na, Hanpumep, 192.168.0.169. Nocne 3Toro HaxxmmnTe KHoMNKy CoXpaHUTb.

Teryee cocToAHHe: ® Brmouute (O OTENOUYMTE.

IP-agpec DMZyzna:  192.168.0.169 |

CO¥paHKTh

Puc. A-6 DMZ
YTto A1 pormkeH aenatb, YTOObI YCTAaHOBUTbL B JIOKaNibHOW ceTn Be6-cepBep?

Tak kak mexgy noptom 80 Beb-cepepa u noptom 80 Beb-ynpaBneHUa MOXET BO3HUKHYTb
ABNEHMEe WHTepdepeHUun, HeobxoaMMO HasHauuTb Apyron nopT Ans  yHKUMK
Beb-ynpaeneHus.

YToObl M3meHnTb NopT BeO-ynpaeBneHus: BovauTe B MapLupyTM3aTop, BblbepuTe MEHH
Be3onacHoCTb, pacnosfiokeHHoe B NeBOW 4acTu Opaysepa, M BblOepuTe MNOAMEHHO
YpaneHHoe ynpaBneHue. B okHe YaaneHHoe ynpaBneHue B none [opTt BeG-ynpaBneHus
yKaxkmTe nobon gpyro Homep kpome 80, Hanpumep, 88. Haxmute kHonky CoxpaHUTb 1
nepesarpysmTe MapLipyTmnsaTop.
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Vaanowooynpasnewe |

Mopt Bed-ynpaBneHnA:
IP-agpec yoaneHHOro ynpaeneHna: 0.00.0 (¥kaxuTe 255.255.255.255 AnA Bcex)
COXpaHnTb

Puc. A-8 YoaneHHoe ynpasneHue

& lMpumeuaHue:

Ecnn BblleynomsaHyTaa HacTpovika BCTynuT B cwuiy, Beeaute 192.168.0.1:88 (LAN IP-agpec
MapuwpyTtusaTtopa: [lopT BebG-ynpaBneHusa) B cooTtBeTcTBylOwem none. Ecnn LAN IP-agpec
MOAeMa, COeQMHEHHOro C BallMM MapLupyTM3aTopoM, cocTaBnsieT 3HaveHne 192.168.0.x, Torga
3HadeHne LAN |P-agpeca mapwpyTtusatopa MO YMOMYaHUIO aBTOMAaTMYECKM CMEHUTCA C
192.168.0.1 Ha 192.168.1.1, 4yTOGbI N3bexaTb KOHNUKTa IP-agpecos.

3) Bowgute B MapwpyTtusatop, Bbidepute MeHio [lepeHanpaBrneHue B 1eBOM 4acTu
MapLupyTusartopa 1 Bblbepute nogMeHio BupTtyanbHble cepBepbl. B okHe BupTtyanbHblie
cepBepbl HAXMUTE KHOMKY [l06aBUTb HOBYHO..., @ 3aTeM B OkHe [l106aBUTb UNU U3MEHUTb
BUPTYyanbHbIA cepBep ykaxute B none Mopt cepBuca 3HavyeHue 80. B none IP-agpec
ykaxute Baw IP-agpec, Hanpumep, 192.168.0.188. [locne 3TOro HaXMuUTe KHOMKY
BknioyeHo, a 3atem CoxpaHUTb.

BupTyanbHbie CepBepbl

I Mopt cepBica BHYTP&HHHIA NopTt IP-Anpec Mpotokon COCToAHHE HileHHTL

| [OofaeuTb HoByi... |

Puc. A-9 BupTtyansHble cepBepbl
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MopT cepBUca:

BHYTPEHHHIT NOpT:

a0 DR MM 300

(4, AONYCKAETECA TONLKD ANA NOPTA 0AWETD CEREMCA MMM OCTAENARTCA MYCTHIM)

IP-agpec: 192.168.0.188
Mpotokoen: BCE b
CocToAHne: BrnrideHo v
CTaHnapTHLII NOPT cepBHCa: —Brifepue-- v
[ Coxpanmte | [Hasaa |

Puc. A-10 OkHo [JoGaBUTb UnNn N3MEHUTb 3anucb BUPTYarbHOIO cepBepa

EecnpOBO,D,Hble CTaHUMUMN HEe MOryT NOAKNYUTBLCA K MapLlipyTUu3aTtopy.

‘ BecnposogHon mapuwpyTtusatop N 150 Mo6uT/c

Y6eguTtecb B TOM, 4TO caenaHa oTMeTka B siveiike BknounTb 6ecnpoBoaHoe BeljaHue

poyTepa.

MpoBepbTe, coBnagaet

nn  uvageHTudpmkatop SSID  6ecnpoBOAHbIX  CTaHLMN

naeHTnduKaTopom MapLipyTusaTopa.

Y6eautecb B TOM, 4TO GeECNPOBOAHbIE CTAHLMMW UCTIONb3YHOT KOPPEKTHbIV KoY LINGPOBaHNS,

€CInun Takomn pPeXnM BKITHOHEH.

c

Ecnn 6ecnpoBogHoe NOAKMNIOYEHME BO3HMKMO, HO Bbl HE MOXETE MNOMy4uTb AOCTYN K
MapLupyTusartopy, nposepbte IP-agpeca Balumx 6ecnpoBogHbIX CTaHLMWIA.
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MpunoxeHue B: HacTtponka komnbroTepa

B atom pasgene Mbl pacckasbiBaeMm, Kak MpaBUITbHO MPOM3BECTM YCTAaHOBKY M HACTPOMKY
npotokona TCP/IP npun OC Windows XP. lNpexae Bcero, ydoeguteck B ToM, 4YTo agantep Ethernet
paboTaeT, Npy He06X0OUMOCTU NONb3YNTECH PYKOBOACTBOM K adanTepy.

» Hacrtponka komnoHeHta TCP/IP

1) B nanenu 3agay Windows HaxmuTe kHOnKy 3amyck, a 3atem nepengute B [laHenb
ynpasneHus.

2) HaxmuTte no mkoHke CeTb M nogknoyveHne K WHTepHeT, a 3aTeM B MOSBMBLUEMCH OKHe
HaxxMuTe Bknaaky CeteBble NOAKMIOYEHUA.

3) HaxmuTe npaBor KHOMKOW MbIWM MO MKOHKE M B MOSIBUBLLEMCS MEHI0 BbibepuTe pasgen
CeowcTBa.

O AKNHIYEHHE MO NOKaNEHOH

. |_=E= CITENHIHHTE

Moak AHYEHHA THNE MOCT

CO3AaTE APNEIK

MeperMeHOEaTE

CBOHCTEA

Pwuc. B-1

4) B npeactaBneHHOM Ha pUCYHKE HWXKE OKHe caenamte ABOWHOW LUEM4oK Mo pasgeny
MpoTtokon UHTepHeTa (TCP/IP).
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& [Noggnwue HHe Mo JOKAALHOW CETH - CEOMCTEA @g|

Ofwme | Npoeeprka nogaHHHOCTH | JonoaHuTEnEHD

Mn 00K NHYEHKE HEpES!

B8 Realek PCle GBE Family Contraller

K.OMNOHEHTEI, HCNONEIYEMBIE 3THE NOGK MHIYEHHER!

.@ Cny#tia oocTyna K $alinard U NpHHTEpan ceTe Micr
.@ MnaHvposwKy nakeTos o5
r 3 [porokon MHTepHeTa [TCP/AR]

£ b

[ HeoTanoeuTe... CeolcTEa

OnucaHue

MNpotokon TCPAP - cTaHgapTHEIR NpoTokon rioSansHe::
CeTel, 08eCneyUBINWME CEASE MEKAY PASNMUHEIMM
B3 aMIOLEFCTEYHOL MM CETARMM,

(] MpH NOKARYEHHM BRIBECTH SHAY0K B 0BNACTH YBSA0MEHME

HEsnomnATE NpW OrPaAHWYEHHOR MM OTCYTCTEYHILLER
MO EHYE HHM

]9 H OTreHa

Pwuc. B-2

5) Ortkpoetcs okHo CBoncTBa TCP/IP, B koTopom OyaeT oTkpbiTa Bknagka IP-appec.

Bbibepute MonyuuTtb IP-agpec aBTomatnyeckn v Monyuntb DNS-cepBep aBTOMaTM4eCKM,
KaK NpeaCcTaBieHO Ha PUCYHKE HUXE:
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CrokcTea: Npotokon MuTe pHeTta (TCPAIP)

Dewwe ANETEPHATHEHAA KOHDMrUpaLMA

Maparaerpel [P mMoryT HazHa4aTECA AETOMETHYECKM, BCAM CETh
NOLIEQKMESET 3TY BOZMMOAHOCTE. B NpOTHEHOM Cnyyase NapameT okl
[P rostHO NOAYYMTE Y CETEEOMD 0MMHMCTPETORA.

&) Nonyuure IP-anpec SETOMATHUECKM

{7 Menonesosare creayiowwi |P-agpec:

®) Nonyure aopec DS -cepeepa ABTOMATHYECKM

) Menonesoeare creayowme agpeca DMS-cepeepos:

JononHuTENEHD.. .

[ OF. ] [ OrieHa

Pwuc. B-3
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TL-WR720N

NMpunoxeHune C: Cneundukaumm

General O6Liee

CraHnpapTsl IEEE 802.3, 802.3u, 802.11b, 802.11g, 802.11n
MpoTokonsl TCP/IP, PPPoE, DHCP, ICMP, NAT, SNTP
1 nopt WAN 10/100M c dyHKLMEN aBTOMATMYECKOrO COrnacoBaHns
MopTbl ckopocTtu (pasbem RJ45), 4 nopta LAN 10/100M ¢ doyHKUmen
aBTOMAaTMYECKOro CorflacoBaHnsa cKopocTu (pasbem RJ45)
10BASE-T: HeakpaHnpoBaHHasa BuTasi napa, kart. 3, 4, 5 (makc. 100 m)
OkpaHupoBaHHas BuTag napa EIA/TIA-568 100Q (makc. 100 m)
Tun kabens
100BASE-TX: HeakpaHupoBaHHas BuTas napa, kar. 5, 5e (makc. 100 m)
OkpaHupoBaHHas BuTas napa EIA/TIA-568 100Q (makc. 100 m)
CeetoanonHas O(PWR), #(SYS), = (WLAN), S(WAN), @(LAN1,2), B (WPS)
nMHAMKaUms
CepTtndukatbl FCC, CE

BecnpoBogHas nepepava AaHHbIX

Nonoca 4yacToT

2,4~2,48351Ty

CkopocTb
©ecnpoBogHoW
rnepegayv gaHHbIX

11n: go 150 Mout/c (aBTomaTuyeckas)
11g: 54/48/36/24/18/12/9/6 MbwuT/c (aBTOMaTU4YECKasA )
11b: 11/5.5/2/1 M6uTt/c (aBTOMaTN4ECKas)

PacwupeHne
DSSS (wupokononocHasd Moaynsaums ¢ npsaMbIM pacLUMpeHnem cnekTpa)
4YacToThbl
Mogaynsauus DBPSK, DQPSK, CCK, OFDM, 16-QAM, 64-QAM
BesonacHocTb WEP/WPA/WPA2/WPA2-PSK/WPA-PSK
130 M6wuT/c: -68 nbm npu 10% PER (npoueHT naketoB ¢ owmnbkamm);
108 Mo6wurT/c: -68 nbm npn 10% PER;
YysctBuTENbHOCTL | 54 M6uT/c: -68 gbm npn 10% PER
@PER 11 M6ut/c: -85 gbm npu 8% PER,;

6 MowuT/c: -88 gbm npu 10% PER
1 M6wuT/c: -90 gbm npn 8% PER

Ycunenme aHTeHHbI

5 npbn

YcnoBusi oKpyKaroLien cpeabl

Okcnnyataumsi: 0°C~40°C (32°F~104°F)

Temnepatypa Storage: -40°C~70°C (-40°F~158°F)
XpaHeHue: -40°C~70°C (-40°F~158°T")
OkcnnyaTtauus: otHocuTenbHas BnaxHocTb 10% - 90%, 6e3 obpasoBaHus
KOoHOeHcaTa

BnaxHocTb

XpaHeHue: oTHocuTeNbHas BnaxHocTb 5% - 90%, 6e3 obpa3oBaHus
KoHOeHcaTa
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MpunoxeHue D: Mnoccapun

>

802.11b — Crangapt 802.11b onpepensieT napameTpbl paboTbl GecnpoBoaHON ceTu npu
CKOPOCTM nepefayn gaHHbix 11 M6wut/c, ucnonbadya texHonormtio DSSS, n pabotaeT Ha
HenuueH3npoBaHHOM aAnanasoHe 2,4 [T ¢ ucnonb3oBaHueM anroputma wundposaHms WEP.
K cetam ctangapta 802.11b Tarke oTHocaTcs cetn Wi-Fi.

802.11g — cneuncbmkaumss ansa cosgaHuMs GecnpoBOAHLIX CETEN CO CKOPOCTbIO Nepeaaqu
AaHHbIX o 54 Mo6wuTt/c, ucnonb3ys texHonorno DSSS, mogynaunio OFDM un paboTtaeT Ha
HenuuUeH3npoBaHHOM auanasoHe 2,4 [Ty, O6paTHO COBMECTUM C YCTPOMCTBaMM CTaHgapTa
IEEE 802.11b. Ucnonbsyet anroputm wudposaHna WEP.

DDNS (Dynamic Domain Name System — Cuctema guHaMM4eCKux AOMEHHbIX UMEH) —
B0O3MOXHOCTb Ha3Ha4yeHUss (PUKCUPOBAHHOrO Yy3NOBOMO W JOMEHHOMO MWMEHW Ang
OuHamudeckoro Internet IP-agpeca.

DHCP (Dynamic Host Configuration Protocol — lNpoTokon HacTpoWMkun AWHAMU4YECKOro
y3na) — [poTokon, KOTOpbIN aBTOMATUYECKM MPOU3BOAMT HACTpPonKy napameTtpoB TCP/IP
BCEX KOMMbOTEPOB, nogkntodeHHbix K DHCP-cepBepy.

DMZ (Demilitarized Zone — Odemunutapu3oBaHHas 30Ha) — [JaHHas pyHKUuuA no3sonset
y3ny rnokanbHOM ceTun obpawatbcsa k WHTepHeT pgna paboTbl co  cneuuanbHbIMU
NPUNOXEHNAMU TakKNMK, Kak IHTEpHET-Urpbl 1 BUAEOKOH(EPEHLNN.

DNS (Domain Name System — Cuctema AOMEHHbIX UMeH) — VIHTEpPHET CepBUC, KOTOPbLIN
nepesoauT nmMeHa cantos B IP-agpeca.

[JomeHHOe nmsa — onucatenbHoe UMs Ans agpeca unu rpynnbl agpecos B MHTepHeT.

DSL (Digital Subscriber Line — Jlunua uncpoBoro nognucymka) — TexHonornd, kotopas
no3BongeT OTNPaBnATb UMW NofnyvaTb AaHHble, UCMONb3ys CyLlecTBylolne TenedgoHHble
JIMHUN.

ISP (Internet Service Provider — WHTepHeT-npoBangep) - KomnaHusa, KoTopas
obecneumBaet goctyn B NHTepHeT.

MTU (Maximum Transmission Unit — MakcumanbHbI pa3mep naketa) — MakcumanbHbIv
pa3mep nakeTa AaHHbIX, KOTOPbIA MOXET ObITb NepeaaH.

NAT (Network Address Translation — TexHonmorus nepeBoga ceTeBbIX aApecoB) —
TexHonornsa NAT nepesoauT IP-agpec nokaneHom cetu B IP-agpec cetn NHTepHeT.

PPPoE (Point to Point Protocol over Ethernet — NMpoTtokon noaknroyeHus vyepes Ethernet
no npuHumuny Touyka-Touka) — PPPOE — 370 npoTokon 4ns NOAKYEHNSA yaaneHHbIX y3roB
cetTn VIHTepHeT yepe3 MOCTOSHHOE NOAKMYeHWe, NOCpPeaCTBOM UMUTALUM NOAKHYEHUS
dial-up.

SSID — NpeHtTudukatop SSID — 310 KNtod, BKMAYawWwmn B cedbsa go 32 OyKBEHHbLIX U
LUMpOBbLIX CUMBOJIOB, KOTOPLIN MCNONL3yeTCa ANa MaeHTUdmKaumm nokansHom cetu. YTobbl
GecnpoBoAHble  YCTPOMCTBA CETU MOMMM OOMEeHMBATbCA AaHHbIMKW, OHWM  AOJDKHbI
ucnonb3oBatb oAuH M TOT e SSID. O6blMHO 3TO HACTPOEYHLIN nNapameTp Ans
GecnpoBogHon kapTbl KommnbtoTepa. CooTtBeTcTByeT ESSID pgna 6ecnpoBOgHOM TOYKM
A0CTyna U uMeHn 6ecrnpoBOAHON CeTH.

WEP (Wired Equivalent Privacy — 3kBuBaneHT npoBoAHOW 3awmTbl) — MexaHusm
wndpoBaHna Ha ocHoBe 64-, 128- nnn 152-6MTHOr0 COBMECTHOrO Kro4a, Kak ykasaHO B
crangapte IEEE 802.11.

Wi-Fi — Kommepyeckoe HasBaHue cTtaHgapTta 802.11b, npucBoeHHoe opraHm3aumen Ethernet
Compatibility Alliance (WECA, see htip://www.wi-fi.net), sasnswowenca rpynnon no
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pa3paboTke NMPOMBbILLNEHHbIX cTaHaapToB, paboTatoLlen Hag npobnemon
B3aMMO3aMeHAEeMOCTM YCTponcTs ctaHgapTa 802.11b.

WLAN (Wireless Local Area Network — BupTyanbHas nokanbHas ceTb) — rpynna
KOMMbIOTEPOB W CBSI3aHHbIX YCTPOWCTB, B3aMMOLEWCTBYIOLWIMX [Opyr C Opyrom uvepes
GecnpoBoaHYyHO Nepefadvy AaHHbIX B OrpaHNYeHHOM panoHe.
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