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[ponykr cepmdikoBano 3riqHo ¢ mnpaBmwiamMu cuctemMd YKpCEINPO Ha BigmoBimHiCTs BUMOTam
HOPMAaTMBHHX JOKYMEHTIB Ta BUMOTAM, III0 NepeadadeHi YMHHIMHU 3aKOHOJABUYMMHM aKTaMHU Y KpaiHH.
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lNMpaBuna 6ezonacHocTn

® FEcnn yCTPOWCTBO MMEET KHOMKY BKMOYEHMUS/BBIKMIOYEHUS] NMUTAHUSA, TO C €€ MOMOLLBHO
MOXHO ObICTPO OTKIMYNTL NUTaHME YCTPOWUCTBA. ECNM KHOMKM NUTaHNS Ha YCTPOMCTBE HET,
€ANHCTBEHHbIN cnocob NOMHOCTbLI0O 06ECTOUNTE YCTPOMCTBO - OTKIIHUYNTL aganTep NMTaHns
OT 3IEeKTPOCETN.

® He pasbuparite yCTPONCTBO U HE NPOM3BOAUTE €0 PEMOHT CaAMOCTOSATENBHO, B 3TOM CIyyae
KOMMNaHUsa BnpaBe CHATb C cebs rapaHTurHble o06sA3aTenbCcTBa, KpOMeE TOro, Bbl
noagepraeTecb PUCKY NOPaKEHNS 3MEKTPUYECKUM TOKOM.

® He fgonyckanTe nonagaHns Briary BHYTPb YCTPONCTBA.
YCTponcTBo NpeaHasHa4yeHo Ans NCMornb30BaHUA B CNedyowmx cTpaHax:
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LDRVELEELDLYADRYEELNN PykoBoactso nonbsosatensa 6ecnpoBogHoi mapipytusatop ¢ mogemom ADSL2+

[JaHHoe pyKoBOACTBO Nosb3oBaTens noaxoaut ansa mogenen TD-W8950N(RU)_1.0 u TD-
W8960N(RU)_6.0. [Ana npuMmepa wucnonblyetrcs TD-W8950N(RU)_1.0. B cnyvae
HEeCOOTBETCTBUA MexXAy OnMcaHMeM M CaMUM YCTPOMCTBOM, NMoXxaslyncra, OpueHTUpymTech
Nno yCTPOWMCTBY.

KoMnneKkT nocTaBKM

B KoMnneKkT nocTaBku BXOOAT:

» OpuH 6ecnpoBoaHOM MapLupyTusatop cepun N co BCTpoeHHbIM Mmogemom ADSL2+ mogenm
TD-W8950N unu TD-W8960N

OauvH aganTep NUTaHUA ONg MapLupyTu3aTtopa
PykoBOACTBO MO OLICTPON yCTaHOBKE

OavH kabenb ¢ pasbémom RJ45

[Ba kabens c pasbémom RJ11

OpauH ADSL-cnnmtTep

YV V V VYV VY VY

OpaunH KOMMakT-AMCK C MaTepuranamm, BKovas:
e PykoBoacTteo nonb3oBatens

o [lpyryto nonesHyto nHdopmawmo

& MpumeyaHne:

Y6e,EI,I/ITer B TOM, YTO KOMNJIEKT COAEPXKUT BCE YKa3aHHbl€ BbllLlE HAUMEHOBaAHUA. Ecnu yto-rmbo
noBpexageHo uin oTCcyTCTByeT, O6paTVITer K CBOEeMY npoaasly.



LPRVEEED L YR DRVEET I MPykoBoACcTBO nonb3oBatens 6ecnposogHOl maplpytusatop ¢ mogemom ADSL2

'naBa 1.BBegeHue

Bnarogapum Bac 3a BbiGop Hawlero 6ecnpoBoaHoro maplupytusartopa cepmm N co BCTPOEHHbIM
mogemom ADSL2+ mogenn TD-W8950N, co ckopocTbio nepenaym gaHHbixgo 150 Méut/c.

1.1 O630p ycTpoUcTBa

BecnposogHon mapLupytusatop mogenv TD-W8950N — 510 HagéxHOe YyCTPONCTBO Kracca «BCé
B OOHOMY», KOTOpoe 06beanHsaeT B cebe byHKLUN 4-X MOPTOBOro KOMMYyTaTOpa, MEXCETEBOMO
aKkpaHa, mapwpyTtusatopa NAT n 6ecnposoagHon Toukn goctyna. bnarogaps rexHonorum 802.11n,
MapLupyTusaTtop obecneymBaeT OTANYHYHO 30HY MOKPbLITUSA CETU M CKOPOCTb Nepeaayv AaHHbIX OO
150 M6uT/C, 4TO NOMHOCTLIO OTBeYaeT TpeboBaHuAM ceTel cermeHTa SOHO (ans HebonbLIoM
unm gomaluHero odwmca), a Takke TpeboBaHMAM nonb3oBaTenen, Hyxgawwmxca B 6onee
BbICOKOW NPOU3BOANTENBHOCTU CETH.

BecnposogHou mappytusatop mogenu TD-W8950N nmeeT BCTpoeHHbIN TpaHcmBep ADSL2+ 1
BbICOKOCKOpPOCTHOM npoueccop MIPS. VYctponctBo nogaepxuBaeT  MNOMHOCKOPOCTHOE
noaknoyeHne ADSL2+ B cooTBETCTBUM C TEXHUYECKMMM TpeboBaHuamu ITU n ANSI.

Momumo 6a3oBor yHKLUKU dnsndeckoro DMT-ypoBHSA, NpOTOKON mnanyeckoro yposHa ADSL2+
nogaepXxvBaeT OBOVHOM pexum cuHxpoHusauun dual latency ADSL2+ framing (6biCcTpbIin 1
YyepenywoLwmica) n dunandeckuin yposeHb 1.432 ATM.

CkopocTb becnpoBogHon nepenaym gaHHblx gocturaet 150 Méut/c gns 6ecnpoBoAHbIX KMMEHTOB
ctaHgapTta 802.11n. bnarogaps BbICOKON CKOPOCTM NOAKOYEHMWS YCTPOMUCT BO OT/IMYHO NOAXOANT
AN 0ogHOBPEMEHHOM 06pPabOTKM HECKOSbKNUX MOTOKOB AaHHbIX, YTO CNOCOGCTBYET CTabUMbHOCTY
N BbICOKOW npomnssoamTenbHocTn ceTu. CtangapT 802.11n no3BonsdeT nepefaeaTth AaHHbIE MO
6ecnpoBogHomy coeanHeHnto Ha 300% 6GbicTpee, 4eM no Gornee ctapomy ctaHaapTty 802.11g,
Kpome Toro, ycTponcTeo nogaepxumeaeT ctaHaapThl IEEE 802.11g v IEEE 802.11b.

BecnposogHon MapLipyTusaTop Moaenu TD-W8950N obecneunBaet MOMHYI0
KOHMAEHLMANbHOCTb BalMX [AaHHbIX C MOMOLUBI HECKONbKUX PYHKLMIN 3aWUThbl, KOTOpble
BKMIOYAOT B ceba KOHTponb wupokoBewaHmns SSID, 64/128-6utHoe WEP-wmndposaHme
GecnpoBoaHOM NokanbHOM ceTu, 3awmwérHbin goctyn Wi-Fi (WPA2-PSK, WPA-PSK), a Takke
AONONMHUTENbHYIO 3aLUMTY C MOMOLLbIO MEXCEeTEBOro aKpaHa.

MOKMIA  KOHTPOSb [OOCTyna Mno3BONSeT poAMTENnsM WM CeTeBbiM  aAMUHUCTpATopam
yCTaHaBnMBaTb NONIMTUKY OrpaHMYeHns AocTyna ans geTen unm cotTpyaHukos. bnarogaps takmm
YHKLMAM Nepeagpecaunmn Kak BupTyanbHbin cepsep 1 y3en DMZ MOXHO ynpaBnsTb CETbIO U
OCYLLECTBNSATb €€ MOHUTOPMHT B pearnibHOM BPEMEHM Kak NOKanbHO, TaK 1 yaanéHHo.

MockonbKy YCTPOMCTBO NogaepKnBaeT Bce Hanbonee nonynspHble onepaunoHHbIE CUCTEMBI, UM
NEerko 1 NpocTo ynpaensaTh. MoXHO BOCNONb30BaTbCsl MacTepom ObICTPON HACTPOWKK, KPOME TOrO,
AaHHOe pyKOBOACTBO CoAepXMT NogpobHbIe noLlaroBble MHCTPYKLLMM MO HACTPOKKe YCTPOUCTBA.
Mepen yctaHoOBKOM MapLUpyTU3aTopa pekoMeHayeTCa 03HAaKOMUTLCSA C JaHHbIM PYKOBOACTBOM,
4YTOObI y3HaTbL 060 BCeX ero PyHKLMAX.

1.2 OCHOBHbIe XapaKTepUCTUKU

» Tloppepxka crtaHgapta IEEE 802.11n obecneunBaeT CKOPOCTb OeCnpoBOAHON Nepeaaym
naHHbIX Ao 150 MéuTt/c
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vV VWV V V V VY
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YV V V V V

OpawvH nopt LINE (RJ11), yeTbipe nopta LAN 10/100 Méut/c (RJ45) c aBToCcornacosaHnem u
¢ nogaepxkon aTo-MDI/MDIX

HapéxHasa n GbicTpopearvpytolas cuctema 3awmTbl OT CKaYKOB HaMPSKeHUsS C MOMOLLLHO
NnosynpoBOAHMKOBBIX 3/1IEMEHTOB, YCTAaHOBIIEHHbLIX HA OCHOBHOM CXEMeE YCTPOWCTBA.

AFE ons noggepxku ctaHgaptoB Annex A n L
BHeLWwHW cnnnuTTep B KOMMNEKTe
CoOBMECTHbIV BbICOKOCKOPOCTHOM 40CTYN K IHTEpHET AN HECKOMNbKMX Nonb3oBaTenemn

MoakntoveHne k VIHTepHeT no TpeboBaHMIo N OTKIIOYEHNE Nocne onpeaenéHHOro BpeMeHu
npocTos Npu ncnonb3oBaHun PPPoE-noakntoveHuns

AyteHTndpukauymna WPA/WPA2, WPA-PSK/WPA2-PSK, wudposanme TKIP/AES

3awmTa c nomoLpo 64/128/152-6utHoro WEP-wndpoBaHus, CnMCOK KOHTpons 4ocTyna ans
©ecnpoBogHOM NTOKanNbHOM CeTun

Mcnonb3oBaHne HoBenwern TexHonornm DMT-moaynauum n gemogynsaumm

MpumeHsaeTca TexHonorus nepegayn 6ecnpoBogHbIX AaHHbIX 4o 150 MouT/c

I'Iop,/:l,ep»(Ka KOHTpPONA AoCTyna: poanTesrnn n ceteBble aaMUHUCTPATOPbLI MOTYT HAaCcTpanBaTb
NOJNIUTUKY OrpaHn4YeHnda goctyna no BpeMeHn ansa neten nnu COTPpYyAHUKOB

Mopoepxka pyHKUUI BUpTYyansLHoro cepsepa, Port Triggering n ysna DMZ
Mopoepxka UPNP, anHamnyeckoro DNS, cTaTtudeckon mapLupyTumsawnm
Mopnepxka peXMMoB «KMOCT» U «MapLUPYTU3aTOP»

HacTpowka ¢ nomoulpto BeG-yTunuThl Yepes 6paysep

Mopnepxka obHoBNeHus BcTpoeHHoro N0

Moppepka CTaTUCTUKM MO NOTOKaMm

BcTpoeHHbI MexceTeBow akpaH nogaepxueaeT punetpauuto IP-agpecos, MAC-agpecos u
pPOAMTESNbCKUIA KOHTPOIb

BcTpoeHHbii DHCP-cepBep
Mogonepxusaet lNpoTokon IPv6
MopoepxuBaeT [NocTeByto CeTb
Mopnepxueaet WPS
Mopopoepxusaet IPTV
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1.3 OnucaHue naHenen
1.3.1 lMNepeaHsasa naHenb

CeeTognogHble MHONKATOPbI pacnonoXeHbl Ha NepeaHen naHenu (cneesa Hanpaeo).

PucyHok 1-1

O603Ha4Ye HMe UHANKATOPOB:

Ha3BaHue CraTyc O6o03Ha4YeHue

Moput MMTaHve MapLpyTusaTopa BKIIKOYEHO.

@ (MuTanue)

MMTaHne OoTKM4YEHO. YOOCTOBEPLTECH, YTO aganTep nuMTaHus

He roput
NOAKIMOYEH NpaBUsbHLIM 0B6pa3oM.

Noput ADSL-nnHna cMHXpoHn3npoBaHa u rotoea k paboTe.

D (ADSL) Muraet | CormacosaHue ADSL B npouecce.

Cbon ADSL cuHxpoHusauumn. [loxanyhcra, obpartutecb K

He roput
MpumeyaHuto 1 ons ycTpaHeHus Henonaaok.

lopur MogkntodeHne K MIHTepHeT yCneLwHO HacTPoeHoO.

MuraeTt | Yepes MIHTEpHET NPOMCXOAUT NPUEM/OTNPABKA A@HHBbIX.

@ (Internet)
MogkntoyeHne K VIHTEpHET He HacTpoeHOo NMbo MapLupyTM3aTop
He roput | paGotaeT B pexume Mocta. CmoTpuTe MNpumedyanve 2 Ans
peLueHuns 3Ton Nnpobnemsi.
Foput BecnpoBogHOe BellaHWe BKAKYEHO, HO nepegayvn/npuéma
AAHHbIX HE MPOUCXOAMT.
@ (WLAN) . N
Mwraet MpoucxoanTt nepepnaya/npuém aaHHbIX No 6GecnpoBOAHOM CETH.

He ropuTt EeCI'IDOBO,EI,HOG BellaHne OTKITHO4YEeHO.

BecnpoBogHOEe yCTPOWCTBO ObINO yCNELHO NOAKIOYEHO K CeTn

Moput
P nocpenctBom oyHkumm WPS.
BecnpoBogHOe YCTPOWCTBO MPOM3BOAUT MOOKMIOYEHNE K CeTu
yepes Hkyuio WPS aToT npouecc 3aHMMaeT NpuMepHo ABe
MeaneHo pes dyHKU pou pyMepHo A

Muraet MUHYTBI. Haxmute kHonky WPS Ha gpyrom GecnpoBogHOM
(WPS) YCTPOWNCTBE, KOTOPOE Bbl XOTUTE A00aBUTL B CETb, MOKa MUraert

9TOT MHAOMKATOP.

He ypanocb nogknouuTb GecnpoBOoAHOE YCTPOWCTBO K ceTu
nocpeactesoM yHkuun WPS. bonee nogpobHy MHGOpMaUmo
cmoTpuTe B pasgene Hactpownkn WPS.

BbicTpo
Mwraet
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K paHHomy nopTy LAN nOAKMHOYEHO YCTPOWCTBO, HO OHO

Noput
HeaKTUBHO.

L -
(LAN1-4) MuraeT | Yepes aaHHbivi nopT LAN npoucxoamT npuém/oTnpaska AaHHbIX.

He roput | K gaHHomy nopTy LAN He noaknto4eHo yCTPONCTBO.

& Mpumeyanue:

1. Ecrnm vHamkaTop ADSL He ropuT, cHavana npoBepbTe Balle NoaknouveHne Kk NHTepHer.
CmoTtpute pasgen 2.3 MNoaokniovyeHne moneM-maplipytmsatopa ana 6onee noapo6bHou
MHbOPMALMM O TOM, KaK MPaBUIbHO MOAKNOUMTBCA K MHTepHeT. Ecan Bbl yXKe HacTpowu
noAkntoyeHue K UHTepHeT NpaBuibHbIM 06pa3om, CBAXKUTECH C BALLIMM NOCTaBLMKOM MIHTe pHeT-
YCAYT 1 YTOUYHUTE, AOCTYMNHO Y NOAKAOYEHME K UHTepHET JaHHbI MOMEHT.

2. Ecnun He roput nHgukatop Internet, cHavyana npoBepbTe, kak pabotaeT nHgukatop ADSL.
Ecnun oH Toxe He ropuT, cMoTpuTe MNpumedanne 1. Ecnu nignkatop ADSL ropuT, npoBepbTe
HaCTPOMKN NOoAKNIOYEHUA K MIHTepHeT. BoaMOXHO, 4TO BaM noTtpebyeTcs NOMOLLb Ballero
nocTtasLmka VIHTepHeT-ycnyr, 4To6bl MPOBEPUTL HACTPOWNKMN VIHTEPHET N YTOYHUTb, YTO BCE
napameTpbl yka3aHbl npaBunbHO. bonee nogpobHasa nHgopmauma ykasaHa B pasgene 4.2
NHdopmaunm 06 yctaHOBKE .

1.3.2 3agHsAda naHenb

D)

TOPW .o

LAN4/WAN  LAN3 LAN2 LAN1 WiFi WP5  ON/OFF POWER

PucyHok 1-2

» ADSL: lNogkniovaetca k nopty Modem (Mogem) cnnmMtTepa unu K TenedoHHON NNHNUN.
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> LAN4/WAN, LAN3, LAN2, LAN1: Yepe3 aTu nopTbl MapLpyTM3aTop MNoakmnovaeTcs K
KOMNbIOTEPY U K MHbIM ceTeBbiM Ethernet-yctponcteam. Bknoums dyHkumo EWAN, Bbl
cmoxeTe nogkntovaTh kKabenbHble/FTTH/VDSL/ADSL-ycTponicTsa.

» WIiFi: BknioueHne 6ecnpoBogHOro BelLaHus.

» RESET: Ectb pgBa cnocoba cbpoca napameTpOB MapLipyTM3aTopa M BOCCTaHOBEHMS
3aBOJCKNX HACTPOEK.

1) Bocnonb3yntecb ¢yHKLMEN BOCCTAHOBIEHMS 3aBOACKMX HacCTpoek B Beb-yTunure
HaCTPOMKN MapLupyTu3aTtopa Ha cTpaHuue YnpaBneHune — Hactponkn — 3aBoackue
HaCTPOWKWN.

2) Bocnonbayntecb kHonkon RESET Ha kopnyce YCTpPOWCTBA: He OTKMHOYas MUTaHUs
MapLupyTusaTopa, ¢ nomouwpto 6ynaeskm Haxmute kHonky RESET n ygepxwusante eé
Ha)kaTon He MeHee 5 cekyHA. MapLupyTusaTop nepesarpysnTcs n BOCCTaHOBUT 3aBOACKME
HaCcTpPOWKH.

» WPS: Knonka dyHkyumum WPS. bonee nogpobHasa nHdgopmauma ykasaHa B pasgene 4.6.2.1
Hactpouikn WPS.

» ON/OFF: BknoyeHne nutaHus.
» POWER: Pasbém ana noaknoveHnst agantepa nuTaHus.

> BeCﬂpOBOAHaﬂ dHTe HHa: CJ'Iy)KI/IT ansa 6eCI'IpOBOLI,HOFO nonyyvyeHuna n nepegayvm gaHHbIX.
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naBa 2.[logknoyeHne mapupyrtmsaropa

2.1 CuctemMHble TpeboBaHuA

» LWwnpokononocHbi goctyn B uHTepHeT (DSL/Cable/Ethernet).
» KomnbloTepsbl c paboTalolwmmm ceTeBbIMM aaanTepoMmn 1 ceTeBol kabenb ¢ pasbemom RJ45.
» [loppepxka npoTtokona TCP/IP Ha kaxgom KoMnbloTepe.

» Beb-6paysep — Microsoft Internet Explorer, MoZilla Firefoxunu Apple Safari.

2.2 TpeboBaHuSA K cpefe yCTaHOBKMU

» MapLpyTunsaTop He J0MmKeH NOABEepPraThCs BO3AENCTBUIO BNari Unn BbICOKUX TEMMNepPaTyp.

> PasmvellainTte mapLupyTnsaTop Tak, YTobbl ero MoXHO 6bio Nerko n yaobHo NoaKMoYnTb K
APYrMM YCTPOMCTBAM U K UCTOYHUKY NUTaHUS.

» CneguTte 3a TeMm, YTobbl Kabenn un LUHYP NUTaHNA HE HaxoaAunncb nog HoraMun n He co3gaBarm
npenAaATcTBuA BO n3bexxaHue TpaBMOOMNaCHbIX CMTyaLlMﬁ.

» YCTPOMCTBO MOXHO pasMecTUTb Ha NOJSIKe UMW Ha CTone.

» He pa3melLanTe ycTpoONCTBO BONN3N UCTOYHUKOB CUITbHOMO 3MEKTPOMAarHMTHOIO U3IyYeHUs U
BONN3N YCTPONCTB, YyBCTBUTESbHbBIX K 3NIEKTPOMArHUTHOMY U3MYYEHUIO.

Kak npasuno, TD-W8950N nomellaeTcs Ha ropu3oHTanbHOW NOBEPXHOCTU. . YCTPONCTBO MOXET
ObITb pa3meLleHo Ha cTeHe (cM PucyHok 2-1: HacteHHas ycTaHoBKa).
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PucyHok 2-1: HacTeHHasa ycTaHoBKa

& MpumeyaHue:
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OnameTtp wypyna: He 6onee 4,1 MM, gnameTp WANKK wypyna: He 6onee 7,8 MM, paccTosiHue
mexay wypynamu: 107,5 mm. LLypyn AosmKeH BbICTYNaTh N3 CTEHbIHA 4 MM, AnMHA Camoro wypyna
OoImkHa ObITb He MeHee 20 MM, YTOObI BblAep>kaTb BEC YCTPONCTBA.

2.3 MNMoaknovyeHne mapLupyTusaropa

Mepen ycTaHoBKOM MaplipyTu3aTopa cnegyeT yoeamTbCd, UTO Ball KOMMbIOTEP MMEET AOCTYM K
MHTepHeT 4Yepes LWNMPOKONONOCHOe noaknoyeHne. MNpyu BO3HNKHOBEHMM NpobriemM obpaTutecs K
Ballemy nocTaBluKy WHTepHeT-ycnyr. Mepen nogknioyeHveM yepe3 kabenb He 3abyabTe
OTKMIOYMTb MNUTaHWe MapLpyTmsaTopa CO BCTPOEHHbIM MOAEMOM, MPOM3BOAUTE [AaHHble
OencTBusa cyxumm pykamun. Crneaymnte N3noXeHHbIM HUXE NHCTPYKLUAM.

LWar 1:

LWar 2:

LWar 3:

Moakntounte nuHuio ADSL.

Cnoco6 nepBbin: OanH koHey ADSL-kabensa nogkmounte k nopty ADSL Ha 3agHen
naHenn  MapuwpyTtusatopa TD-W8950N, apyron KOHeL,  noaknwouMte K
COOTBETCTBYIOLLEMY pa3bEMY B CTEHE.

Cnoco6 BTOpoOM: MOXHO MCMNOMb30BaTh OTAENbHbI CNNUTTEP. BHewWwHMn cnnntTtep
MOXET pa3nensTb AaHHbIE U FONIOCOBON TpadmK, TO €CTb Bbl CMOXETE UMETb JOCTYM K
MHTEpHET n OOQHOBPEMEHHO C 3TMM coBepliaTb TenedOHHbIE 3BOHKW. Y BHELUHErO
CrnnMTTEpPa €CTb TPU NOpTa:

* LINE: nogknioyaeTcs K pasbE€My B CTEHE
* PHONE: nogkntovaeTtcs K TenedoHHOMY annapaTy
* MODEM: nogkntoyaetca k nopty ADSL mapwpyTtmnsatopa TD-W8950N

OanH  koHew ADSL-kabens nogkntoumte Kk nopTy ADSL Ha 3agHel naHerm
mMapuwpyTusatopa TD-W8950N, apyron koHeL nogknounte Kk nopty MODEM cnnntTepa.

Mogkntounte kabenb Ethernet. OouH KOHeL ceTeBOro kabens MOAKMYMTE K MOpTY
Ethernet komnbloTepa unmn kK 06LIMHOMY MOPTY KOHLEHTpaTopa/komMmMyTaTopa, a ApYrom
koHeu, — k nopTy LAN mapuwpyTtmnsatopa TD-W8950N.

BkntounTe nMTaHne KOMNbIOTEPOB UM YCTPONCTB NOKaribHON CeTM.

Mogkntounte agantep NUTaHus K pasbémy nutaHua (POWER) Ha 3agHen naHenn yCTpoucTBa,

TenedoHHbIA Kabenb

3aTtemM nogkn4ynTe cam agantep NMTaHUA K 3NTIeKTpOpPO3eTKe. Cnegute, utobbl
ANEKTPOpPO3eTKa Haxoaunnacb pagom c yCTpOI7ICTBOM n 6bina NerkogocCTtynHa.

PoseTka A

Cnnutrep

PHONE MODEM|

KomnbioTep

w TenedoHHbIA Kabenb = /
e {(Kafenb Fthernetf———————————————

PucyHok 2-2
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maBa 3. PykoBoacTBO No ObIicTpoun
HacTpouke

B oaToM rnaBe ykasaHbl MWHCTPYKUMM O ObICTPOM HaACTPOMKE OCHOBHbIX MapamMeTpoB
mapwpyTusatopa TD-W8950N npu nomoLwm MmacTepa ObICTPON HAaCTPONKN.

3.1 Hactpouka TCP/IP

IP-agpecom no ymorndaHuio ond exoga B BeO-yTunuTy HacTporiku TD-W8950N sasnseTcs
192.168.1.1. Macka nogcetu no ymonyaHuio — 255.255.255.0. 3tn napameTpbl MOXHO U3MEHUTb
Ha Balle ycMOTpeHue. B HacToswem pykoBOACTBE Be3ae UCMOMb3YHTCA TOMbKO 3HAaYEHUS No
YMOJTYaHMIO.

MogkntounTe KOMMbOTEpP NokanbHOM ceTn K ogHomy n3 noptos LAN/'WAN mapLipyTtmusatopa.
Mocne aToro Bbl MOXeTe HacTpouTb IP-agpec Ans Ballero KOMnbloTepa crnegyroLwmm cnocobom:

» [llonyunTb IP-agpec aBTOMaTn4eCKu

1) B Hactpomnkax npotokona TCP/IP Bawero komnbtoTepa Boibepute MonyunTtsb IP-appec
aBTOMaTu4vecku. Ecnm Bam HeoOXoAMMbI MHCTPYKL MW, Kak 3TO caenaTb, CMOTpUTe
Bonpoc 3 B [punoxeHuto B: HacTponka komnbloTepa.

2) BctpoeHHbin DHCP-cepBep HasHaunT komnbloTepy IP-agpec.

[nsa npoBepku CETEBOro NOAKIMOYEHMSI MEXAY KOMMbIOTEPOM M MapLIpyTU3aTOPOM MOXHO B
KomaHaHoW cTpoke BBecTu KomaHgy Ping. B meHio [lyck BbibepuTe Bknagky BbinonHuTb,
BBeauTe B cTpoke cmd mnm command n HaxmuTe Enter. B nosiBuBwemcsa okHe BBeauTe ping
192.168.1.1, 3atem HaxxmuTe Enter.

Ecnu Yy BaC pe3ysibTaT KaKk Ha PUCYHKE HWXe, 3TO O3Ha4aeT, 4YTO noAKNn4eHune wmexay
KOMMbOTEPOM 1 MapLIPYTU3aTOPOM BbINIO YCTaHOBIMEHO YCMELLHO.

Microsoft Windows [Version 6.1.7681]

CC» Copyright 28087 Microsoft Corporation.

C:sDocuments and Settings“tplink>ping 192.168.1.1

DsMeH naketamu c 172.168.1.1 no 32 sakT:

or 192.168.1.1
or 1922.168.1.1
or 192.168.1.1
or 192.168.1.1

yucAao saliT=32 epema<imc TTL=64
yucao gaWT=32 Bpema<linc TTL=64
yucAao salT=32 epema<imc TTL=64
yucao gaWT=32 Bpema<inc TTL=64

CratucTtuka Ping pan 192.168.1.1:

MNakeToB: oTnpagAeHo = 4, NOAYYEHO 4, notepAaHo = 0 <0 noTepb.
[pHEAMZHTEARHOE EPEMA NPpHEMA—MNEPERAYH MC =

MuHuMaabHoe = [Mcer, MakcuMaabHOoe 0 mMcerk,. CpenHee = 0 mMcek

PucyHok 3-1
Ecnn y Bac pesynbTaT Kak Ha PUCYHKE HMXe, 3TO O3HayaeT, YTO MOAKMYEeHne mexay
KOMMNbIOTEPOM U MapLUPYTU3aTOPOM OTCYTCTBYyeET.
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Microzoft Windows [Uersion 6.1.7681]
C(C>» Copyright 20A? Microszoft Corporation.

C:~Documents and Settingsstplink>ping 122.168.1.1

Ogrmen naketamd c 192.168.1.1 no 32 sanr:

ANNapaTHHHA CEOM.
ANNapaTHWW CEOMW.
JanaHHWMH Y3ea HEQOCTYMEH.
3anaHHMW Y3eAa HENOCTUMNEH .

CratucTHka Ping pan 192.168.1.1:
Makeroe:= ornpasaedHo = 4. noayuyeno = 0, norvepano = 4 <100

PucyHok 3-2
MpoBepbTe NnoaknyeHne cneaytowmmM obpasom:

1) MpaBuUABLHO NU NOAKIIOYEH MapLLIPYTU3aTOp K KOMNbIOoTe py?
Muankatopbl noptoB LAN, KOoTOpble Bbl MOAKMIOYANN K MapLlipyTM3aToOpy U MHAMKATOPSI
ajanTtepa KoMmnbloTepa AOKHbI FOPeTh.

2) 4BnsieTca nu npaBunbHoM HacTpounka TCP/IP Ha komnbloTepe?
Ecnun IP-agpec mapwpyTtusatopa 192.168.1.1, To IP-agpeca koMNbOTEPOB AOIDKHbI NEXaTb
B AManasoHe 192.168.1.2 -192.168.1.254

3.2 PykoBoACTBO NO ObICTPOW HACTPOUKe

MapwpyTtnsatop TD-W8950N nerko HacTpamBaeTcs 1 ynpaBnseTcsl C MOMOLLbO BED-YTUNUTDI
HacTpoukn. Beb-yTunuta moxeTt ucnonb3oBatbes B noborn OC Windows, Macintosh nnn UNIX
OS uepes Beb-Opayaep (Microsoft Internet Explorer, Mozilla Firefox unun Apple Safari).

War 1: Yrobbl BOMTM B BEG-YTUNUTY HACTPOKKKN, OTKpONTE BEG-Opay3ep u BBegMTe agpec no
ymonyaHuio http://tplinkmodem.net B agpecHol cTpoke 6paysepa.

| Address hkkpe j feplinkmadern, net b |

PucyHok 3-3

[NosiBUTCSA OKHO BXO4a B CUCTEMY, aHanorm4yHoe ToMy, Kak npeacrtasneHo Ha Puc. 3-4. B
none lMonb3oBatenb un MNMaponb BBeante admin, NCNOMb3yst HUXHUA PErnCTp. 3aTtem
HaxxmuTe kHonky OK unu knasuwy Enter.

admin

Copyright @ 2015 TP-LIMK Technologies Co., Ltd. Bce npaea
33WMILEHEI.

PucyHok 3-4

& MNpumeyaHwue:

1) He nyrtante wma pgocTtyna/mapone Ans BxOA4a B MapLupyTvsaTop C  MMEHEM
nonb3oBatend/naponem y4étHou 3anmcm ADSL ana PPP-nogknioveHus.
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2)

Ecnv paHHOe OKHO He NosBUIIOCh, 9TO O3HayaeT, YTO Baw Beb-Opay3ep HacTpoOeH Ha
paboTy B pexume npokcu. 3anante B pasgen CeonctBa o6o3peBaTens — MoakntoyeHus
— HacTpoiika napame TpoB nokanbHOM ceTu. B nosBuBLueEMCS OkHe ybepuTe ranouky c
sa4yelikn Ucnonb3oBaTb NPOKCU-Ce pBEP ANA NOKaNbHbIX NOAKNOYe HUM N HaxmnTe OK.

LWar 2: Tllocne ycnewHoro Bxoga B CUCTEMY, Bbl YBUAMTE CTPaHULY kKak Ha Puc. 3-5. Bbibepute

B MeHIo BbicTpasa HacTpomka Ansa gocTyna k Mactepy 6bLICTPOW HACTPOMKM.

CoctoRnne
+ 0bwan nudopmaumna YCTPOHCTBO
+WAN
+CratucTnka
+ Mapwpyruzauns Bepcun
+ARP Bepcus BCTpoeHHoro NMO: 1.0.2 Build 150805 Rel 61680
*DHCP BepcA 0GODYA0BaHHS: TO-W8950N V1 0x00000001
BricTpan HacTpoiika Bpena paboTel: 0Day(s) 00:21:42
[lononHUTENbHBIE HACTPORKH
IPTV
BecnpoeogHo# pexum LAN
locTeRan ceTk
LAHN IP-agpec: 192 16811
IwarHocTuka IPvd
LAN MAC-agpec: 02:10:18:63:18:08
YnpaeneHue
T — [nuxa npedpukcallPvé-agpeca: MNULL
ABTOHACTPOMKA: RADVO&DHCPE
ADSL
COCTORHKE NUHKIK: BHua
WCX. CKOpOCTE NHHUK (KBuT/C): 0
Bxop. ckopocTs nuHkK (Koutic): 0
HHTEepHEeT
MpuUMeYaHne: VIHTEpheiic MapLpyTa He 330aH.

HasmuTe 30eck ANA GeICTRON HACTROMKK.
Apnsik: HamMUTe 308Ck ANA NPOCMOTPA CTATYCOE BCEX MHTEPdEACoE WAN M MHBOPMALMKY No
YCTRAHEHHKD HENCTIPABHOCTEN.

PucyHok 3-5

War 3: Buibepute Tun WAN anst goctyna B UHTEPHET, U HaxmuTe Janee.

BbicTpas HacTponka — Hactponku WAN

BriGepuTe TN NogKNiYeHA WAN OnA gocTyna K FIHTepHeT.

BriGpan TAN NnoakniYeHHa VWWAN: (@) ADSL WAN ADSL (TenedoHHaA NMHAARI 1)

() Ethernet WAN Ethernet (RJ45)

[] Brnioyute IPYE oA AaHHOTD NOOKNKYEHWA

MNponyctute VWARN Danee

PucyHok 3-6
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&= MpumeyaHue:
1) MacTtep GbICTPOIN HACTPONKM MOMOXET Bam HacTpouTb cryx6y WAN uepe3 ATM nHtepdeinc.

2) Ecnu y Bac HeT xenaHusa HacTpausaTb noaknodeHme WAN cenyac, MOXHO HaxaTb KHOMKY
Mponyctute WAN. Hactporka nogknodeHna WAN ykasaHa B pasgerne 4.4.1 NHTepdelic

YPOBHSA 2.

War 4: Ecnn BbibpaH Pexum mapuwpymsatopa co BCTpoeHHbiM ADSL-mopaemom,
HeobxoamMmo BblbpaTh CtpaHy u lMocTtaBwmka UHTepHeT-ycnyr u3 BbinagaroLlero
crncka, a 3aTemM BBECTM COOTBETCTBYOLUME NapameTphbl, NpeJoCTaBrneHHble BaM BaLLMm
nocrtasLwwmkom MHTepHeT-ycnyr. 3atem HaxvuTe Oanee. [Ins npumepa ncnonb3yeTtcs
PPPoE-nogknto4yeHmne.

BbicTpasa HacTpouka — Hactponku WAN

Crpana: Russia hd
Moctaswuk MHTEpHET-yCIyr: Dther b
VPIVCE: ] 1135 ([0-255] / [32-85535])
MeTog HHKanCynALMK: LLC/SHAP-BRIDGING |+ | (HeoGA3aTenkHD)
Tun nogrnryeHna VWAN: FPPoE(PFP over Ethernet) W

PPP HMA Nonb20BaTeNA:

PPP naponk:
WA PPPoE-cepeunca: (HeoOA3aTeneHo)
Pazmep MTU (DanT): 1480 (HeoOA3aTeNkLHD)
Haaap MNponyctuTe VAR Danee

PucyHok 3-7

& MpumeyaHue:

Ecnu B cnucke HeT Ballen cTpaHbl Unu nocTtasLwmka NHTepHeT-ycnyr, Boibepute Apyroe. 3atem
BpyyHyto BeeauTe napametpbl VPIVCI un BbiGepute MeTon nHKkancynsauuu. 9Tu napameTpbl
yKasblBalOTCA BalUMM MOCTaBLLUMKOM VIHTepHeT-ycnyr.
Ecnn BbiGpaH Pexnm 6ecnpoBoaHOro mapupyrmsaTtopa, Bam Heobxoammo BbibpaTb
Tun nogkniovyeHnsa WAN, npegocraendgemMblin BaMm BalmMm nocTaBwmnkoMm HTepHeT-
ycnyr, BBECTM HeoOXxoauMble napameTpbl 1 HaxkaTb Oanee. [Insa npuMmepa Ncnonb3yeTcs
PPPoE-nogknto4eHmne.
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BbicTpaa HacTpouka — HacTporiku WAN

Ethernet VWAHN-nopt: LARANARN

Tun nogenoyeHna VWAN: FPPPoE(PFF over Ethernet) v

PPP WMA Nnonb30BaTENA:

PPP naponk:
WA PPPoE-cepeunca: (HeoBA3aTENLHO)
Pasmep MTU (GanT): 1480 (HeoDA3aTENEHO)
BTODHYHOE NOKNIYEHHE: (@ DOTkNiYeHo () OuHamuyeckuid IP-agpec () Ctatnyecknid IP-agpec (AnA Dual
Access)
Haaap Mponyctute YWAN Janee
PucyHok 3-8

War 5: ®yHKuMa 6ecnpoBOOHOMO BeLLaHUSA BKIOYEHA MO YMOJYaHWUI0. Ha 3Tow cTpaHuue Bbl
MOXEeTe yKasaTb HOBOe UMsi 6eCnpOBOLHON CETU U CO3A4aTb CBON COBCTBEHHLIN Naporb.
Mmsa 6ecnpoBogHon ceTn no ymonyanuto: TP-LINK_XXXX, a naponb 6ecnpoBogHow
ceTun no ymonyaHuto coenagaet ¢ PIN-kogom, 3T gaHHble yKasaHbl Ha HWXKHEWN NaHemm
ycTpowncTea. Haxkmute fanee ong npogosmkeHus

BbicTpasa HacTpolka — BecnpoBOOHON PEXUM

BrNYHTL DeCNpOEOOHOR BEWAHKME,

Bhl MoeTe yka3ate SSI0 W TMN ayTeHTURKaKLMW ANA GecnpoBodHoR NOKanbHOW CETH.

MmA GecnpoBOOHON CETH: TP-LINK_1808 (Tak¥e HaawlieaeTcA SSI0)

B uenAx 3awpTel CETH 0T XaKepO8 W HEABTOPWA0BAHHLIX Nonb30BaTENER HACTOATENEHE pekomMedayeTcA Bn0pate 0OWH M3
YKA3IZHHEX HI#Ee THNOE 33WITEI leCI'IDDEDJJ,HDﬁ CeTn.

CeTesan ayTeHTH(DHKALMKA: OTEpLITaA cHcTeMa (Gea a3l uTei) v
Haaap MNponyctute GecnposogHol Hanee
PucyHok 3-9

6. Bbl yBugute akpaH 3aBepLueHue Hke, HaxmuTte kHonky lMoaTtBepAnTb, YTOOLI Baluu
HaCTPOWKN BCTYNWIN B CUITY.
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BbiCTpasa HacTpouka — 3aBeplueHune

HacTporku WAN

Tun nogenrdedua VWAN: ADSLWAN

0/35
LLC/SMNAP-BRIDGING

WHpopmauna 2 ypoBHA:

Tun nogenoqedna VWAN: FPFPoE
PPP MuAa nonb3oBatena: 123
PPP Mapone: 123
PPP pazmep MTLU: 1480

Mpuevadne 1: Hekotopele WAN-coeOMHEHWA MNKW MHTERDERCH 2 YPOBHA MONT ObiTh 33aMEHEHB!!
Mpuievadne 2: Mpaeuna BMpTYaneHor cepeepa HekoTopblx WAN-coeOMHEHWA MoryT GbiTe yOaneHs!!

EecnpoEOOHCH PEeXHUM

WmA GecnpoBOOHOA CETH: TP-LIME_1808
CerteBan ayTEHTHIDHEALNA: OTEpEITaA cucTema (fes 3awnTel)
OTMEHWTE Haaag, MogTEEpANT

PucyHok 3-10
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maBa 4.HacTpounka mapuwpyTtmnsatopa
B aTown rmaBe pacckasbiBaeTcsa 060 Bcex hyHKLMSAX BEG-YTUNNTI U cnocobax HAaCTPONKN.

4.1 Bxop

Mocne ycnewHoro Bxoga B MapLupyTu3aTop, Bbl YyBMAMTE OCHOBHOE MEHIO U3 9 pasgernos,
Haxodslleecss C NeBOW CTOPOHbI 3kpaHa. B npaBonm yacTtu akpaHa COOEPXUTCS cripaBo4vHas
nHdopmauns n HaCTPOKKM.

Cocronanune

BhicTpan HacTpoiika

[NononHWTENBHBIE HACTPORKH

IPTV

becnpoEogHON peXHmM

[ocTeean ceTh

AuarnocTuka

YnpaeneHue

Brixon

Hwxe npuBoanTcst nogpo6Has MHGopMaLUs Mo BCEM OCHOBHbIM (DYHKLMSIM BEG-YTUMUTLI.

4.2 CocTOosiHMe

MeHio CocTosiHMe coaepXuT wecTb pasgenos: O6was nHpopmauua, WAN, Crtatuctuka,
Mapuwpytmsauua, ARP n DHCP. B atom pasgene cooepxuTcsi OCHOBHasi UHgopmMauums oo
YCTPOWCTBE U €ro TEKYLUMX HacTporikax. Beibpas kakon-nnbo n3 noanyHKTOB, MOXHO MOCMOTPETb
COOTBETCTBYHOLUME HACTPOMKKN N MHGOPMAL U0 0 paboTe yCTponCTBa.

Bbibpas B MmeHo CocTosiHue — O6Lwasa nHpopmaLums, Bbl yBUONTE CTPAHULY KakHa PucyHok 4-1.
B nepBown Tabnuue ykaszaHa uHdopmaumsi o sepcum BctpoeHHoro MO n Bepcun ycTponictea. Bo
BTOpOM Tabnuue oTtobpaxaeTca Tekywee cocTosiHue VHTepHeT-nogknoyeHns. MHdopmauus,
oTobpaxaemasa Ha [aHHOW CTpaHuue, OyoeT MeHSATbCS B 3aBUCUMOCTM OT NapamMeTpoB
YCTPOWCTBA, HACTPOEHHbIX Ha CTpaHuLe [lonoNMHUTe NbHbI€ HACTPOMKM.
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YcTpouctBo
Bepcun
BepcuA BcTpoeddoro MO: 1.0.2 Build 150805 Rel 61680
Bepcua obopyaoBaHHA: TO-W8850M V1 0x00000001
Bpemna paboTkl: 0Day(s) 00:27:.01
LAN
~ LAN IP-agpec: 192.168.1.1
v
LAN MAC-anpec: 02:10:18:63:18:08
. OnuHa npedguecalPvé-agpeca: MULL
'l
ABTOHACTPOHKA: RADYVDEDHCPYE
ADSL
COCTOAHWE NMUHHK: BHi3
Hcx. ckopocTe NuHKMK (KOUTIC): 0
Bxoq. cHoOpoCTe NUHKKA (KOKUTIC): 0
WUHTEepHeT
Mpumeyanue: VHTepteiic MaplpyTa He 3adaH.

HasmuTe 30eck ONA GLICTPOR HACTPOAKN.
Apnbik: HasmuTe 30eck ONA NPOCMOTRE CTATYCOE BCEX MHTepdeicor WAN 1 MHBopMaLnK No
YCTRAHEHWK HEWCTIPABHOCTEN.

PucyHok 4-1

& MpumeyaHue:

BbibpaB gpyrume pasgenbl B MeHto CocTosiHMEe, Bbl CMOXETE MOCMOTPETb COOTBETCTBYHLLYHO
nHgopmaumo o WAN, ctatuctmke, mapuwpyrmmsaumm, ARP n DHCP.

4.3 BbbicTpasa HacTpouKa

CmoTpuTe pasgen 3.2 PykoBoACTBO GbICTPOM HACTPOKKM.

4.4 [lononHuTernbHble HACTPOUKN

Bbibepnte mMeHio [ononHuTenbHbIe HACTPOWMKW, KOTOPOE COOEPXKMT HECKOMbKO pasgenos.
BbiGpaB HyXHbIN BaM pasgern, MOXXHO HaCTPOUTb COOTBETCTBYHOLLYO OYHKL, MHO.
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+WuTepdreiic ypoeun 2
« WAN

* Knounpoeanne MAC-agpeca
+LAN

+NAT

+Jamuta

+PoguTenLCcKnil KOHTpONb
+[pnopuTezauna AaHHbIX

+ KoHTpOone nponycKkHOW cnocobDHOCTH
+ MapwpyTuzaumn

+DNS

«DSL

*UPnP

* [pynnupoeka noptoe

+|P-TyHHENE
*IPSec

+ Multicast

Pasgen [ononHuTenbHble HACTPOWKU COAEPXKUT BBOAHYK MHGOpMauuio O AeTarbHon
HacTporke Ans Hambonee pauMOHaNbHOTO MCMOJb30BaHMSA Ballero MaplupyTusaTopa co
BCTPOEHHbLIM MOAeMOM. [lanee no TeKCTY yKkasaHbl MOAPOOHbIE MHCTPYKLLMM MO KaXXaoMy pasgesny
MeHto [lonosnHuTe NIbHble HACTPOMKMN.

& lMpumeyaHue:

Urobbl nonHocTbio HacTpoutb WAN-uHTepdelnc, BaM cHadana HyxHO BbibpaTb WHTe pcheic
ypoBHA 2 (4.4.1 NHTepdelc ypoBHA 2) B COOTBETCTBUM C TUMOM MOAKIHYEHUS, KOTOPbIN
npefocTaBneH Bam BallMM NOCTaBLLMKOM VIHTepHeT-ycnyr, a 3aTeM BaM Heobxoanmo BelibpaTb
Tnn nogkntoveHmns (4.4.2 WAN) ons ganbHenwen HacTpoiKu.

441 WHTepdenc ypoBHA 2

Bbibepute [lononHUTe NbHbIE HACTPOMKN — UHTe pchenc YPOBHA 2, N Bbl CMOXeETE BbibpaTb
nHTepdenic cnyxosl WAN (MHTepdeinc ypoBHS 2):

» ATM WUHTepdenc: Hactponka MmaplpyTtumsaTtopa ona goctyna B MIHTepHeT 4epe3 ADSL.
MHTepHeT npoeangep npegocraenseT Bam VPI (Virtual Path Identifier), VCI (Virtual Channel
Identifier) napameTpbl n DSL kabenb ¢ pasbemom RJ11. (PucyHok 4-2)

» ETH WUutepdeinnc: Hactporka mappyTtusatopa ana gocryna B MUHTepHeT yepes Ethernet.
WHTepHeT npoBangep npeaocTasnseT Bam yCryry LUIMPOKONOMOCHOrO AOCTYNa B UHTEPHET U
Ethernet kabenb c pasbemom RJ45.

4.4.1.1 ATM-UHTe pchemnc

B meHio [lononHuTe NbHble HacTponkn — UHTe pchbenc ypoBHsa 2— ATM UHTe pdpe nc BblMOXKeTE
HacTpouTb ATM nHtepdencel (cm. Puc. Huxe).
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HacTponka wHTepdenica DSL ATM

B bepoies e 2aiion DL ATM 5nom et o-sncies [ofatey s ik

[erepsaie [vm[vir] T [ orvengen | ~ & [aace. s sze | [ I [ ieconca Saoans | ososurer yanc | Vaaners |

I w Iili:| Eah l us I wer | [r— [o— wes ' ] I |

Dpstamsere | [ Vamraers noa| [ Ymares

PucyHok 4-2
» Ypanutb: OTmeTbTe gaHHoe none B Tabnuue (cm. Puc. Bbiwe), 3aTeM HaXMUTE KHOMKY
Ypanutb. CooTBETCTBYIOWMI UHTEpPdelc ByaeT yaanéH na tabnuubl.

& lMpumeyaHue:

Ecnn gaHHbin nHTepdbenc ncnoneayetca cnyxoor WAN, HacTpOoKiku KOTOPOW ykasaHbl B pasgerne
4.4.2 WAN, TO cHavyana HeobxoAMMO OTKMOYMTbL 3anncb COOTBETCTBYHOLWEN cnyxobl WAN, a
3aTeM yganutb UHTepdenc Ha JaHHOM CTpaHuLe.

» [No6aBuTtk: [locne HaxaTus 3TON KHOMKW OTKPOETCS CTpaHuua (CM. PUc. HUXe), Ha KOTOpon
MO>HO A4006aBUTb HOBbIN MHTEPGENC.

HacTtpouka ATM PVC

Ha nauHoi CTpasuLEe Bel MOMETE HACTPOWTE MaeHTUDUEaTOP ATM PVC (VP u VCI), suiipaTs aanspsky DSL-MUHWA W BLIGPATS KaTeropuio
oficnyxMBaHiHA. B MHOM Cnyyae EifepuTe CyLISCTRYILWE HHTepMSAC, OTMETHE CODTERTCTBYKILES NONe.

VPI: [0-255] D
VCI: [32-65535]

BriGepuTe Tun DSL-coenuxenna (EoA ana PPPoE, IPoE, n MocT)
(@) EoA

() PPPoA

) IPoA

MeToq WHKANCYNALMK: |LLC.-’SNAP—BF—!IDGING A\

KaTeropua oGCny«MBaHHA: |UBR ez PCR A

BrLIGpaTL anropuTM NNaHUPOBAHKA NPHOPHTE3ALMM JaHHLIX no IP-anpecy
(®) B3BelUeHHEIR LMKTHIeCkHii anropuTM

() BaBelleHHaA cnpaBefnnEan ouepes

=y

BecoBol K03(h(PULUKEHT OMepenn no yMonyaHu: [1-63]
NMpuoputer MPAAL Group: 8w

| Hazapg || Coxpanuts/TpumernTs |

PucyHok 4-3

» VPI/VCI: MapameTtpbl VPI n VCI ykasbiBaloTCA Bam BaluMM MOCTaBLUMKOM VIHTepHeT-yCnyr.
OTn napameTpbl HENb3A M3MEHSATb, 3@ UCKMIYEHMEM Tex crny4vaeB, korga ato Tpebyetcs
BalLUMM NOCTaBLUMKOM VIHTepHeT-ycnyr.

» Twnn DSL-coeaunHeHus: Buibepute Tvn DSL-coeanHeHns, KOTOPbI BaM NpeaoCcTaBnseTcs
BalUMM MOCTaBWMKOM MHTepHeT-ycnyr. HykHo BbiOpaThk nmbo EoA (ans PPPoE, IPoE, un
mMocrTa), oo PPPoA (PPP over ATM) unu IPoA (IP over ATM).

» MeToa uHKancynsiuum: MeTon 006paboOTKM [aHHbIX 4Yepe3 MCMONb3yeMblA BaMu Tun
coeanHeHusi. Ecnm Bbl He yBepeHbl, OCTaBbTe 3HAYEHNE NO YMOYaHUIO.

> Kateropus ob6cnyxmnBaHuA: BbibepuTe u3 BbiNagawolwero crnucka Tun o6CnyXuBaHus,
NpenoCTaBlNeHHbI BaM BaluMM MocTaBwmkomM MHTepHeT-ycnyr. Mo yMonyaHuio ykasaHo
3HadeHue: UBR 6e3 PCR.
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& lMpumeyaHue:

Ecnn BknouiTb npuopuTesauuio AaHHbIX YPOBHS MaKeTOB AN MOCTOSAHHOrO BMPTYyarbHOO
kaHana (PVC), ynyqwmtca npon3BoanTenNbHOCTb BbIGpaHHbIX KNAccoB NPUnoXeHUn. Mockonbky
byHKLMA NpropuTesaLmnmn JaHHbIX NOTpebnaeT CMCTEMHbIE PECYPChl, KOMMYECTBO MOCTOSIHHbIX
BMPTYyanbHbIX KaHanoB 6yaeT ymeHbLleHo. [laHHas pyHKLMS He MOXeT ObITb BKMOYeHa AN Tuna
noakntoyeHns CBR n VBR B peanbHoM BpemeHun. Ecnuv Bbl BbIGepuTe hyHKL MO NpruopuTe3aLmm
OaHHbIX, B BeO-yTUNMTE HACTPOMKM NoABUTCSA MeHi [lpuopuTesauus daHHbiX. [logpobHas
HacTpoWka onvcaHa B pasgene 4.4.8 NpnopuTte 3aLuma AaHHbIX.

4.4.1.2 ETH-UHTEe pheiic

B meHio JononHutenbHble HacTpoukun — UHTepcperc ypoBHa 2 — UHTtepdennc ETH, Bbl
MoxeTe HacTpouTb nHTepdericel ETHWAN nHTepdencel (cM. Puc. Huxe).

HacTtponka ETH WAN-uHTepdeica

[NA HACTpOHKK ETH WAN-WHTepderCOE BOCNONE3YHTECH KHOMKAMK JOGAEMTE MNK YOANUTE.
PaspewwTe 0anH ETH B kadectee WAN-uHTepdeica yposxa 2.

Wutepdeic/(Mmn) | Pexwmm nogknoyeHna Ypoanuts

|ﬂnﬁaa|—rrb| |Yna_r|m'b |

PucyHok 4-4

& lMpumeyaHue:
Urobbl ybeantcs, yto nopt ETH gocTtyneH, Bbl AOMKHbI criepBa BbiOpaTh [JononHuTe nbHbIe
HacTpouku — MopTbl LAN 4T06bI BKNtOUMTL cBOMCTBO nopToB Virtual LAN.

» [Dob6aButb: Haxmnte kHonky [lo6aBuUTb, U Bbl MOXeTe 006aBUTb HOBbI MHTepdenc B
cnegyoLwem okHe.

HacTtpounka ETH WAN

Ha 3Toll CcTpaHWUe Bbl CMOMETE HACTPOWTL NopT ETH.
BribepuTe nopt ETH: |eth3a'{LAN4MAN} V|

| Hazag | | Coxpanute/TIpumeHnTs

PucyHok 4-5
» Bbibepute nopTETH: Beibepute nopt ETH ans HacTporiku B kadyectse nopta WAN.

Haxxmute kHonky CoxpanHnTb/MpUHATL, YTOOLI COXPaHUTb HACTPONKK, 1 3aTEM Bbl yBUAUTE OKHO
aHanorn4yHoe PucyHky 4-6.
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Hactpouka ETH WAN-uHTepdenca

OnA wacTpoik ETH WAN-uHTephefcoE BOCNONLIYATECE KHONKAMKY JoGasuTe MNK ¥ 0anuTe.
PaspelluTe oguwd ETH & kavecTee WAN-uHTepdeica ypoBHA 2.

Wutepdpeic/(Mmn) Pexum nogknioyeHnn Ypanute

eth3ALANSMWAN) DefauliMode |

PucyHok 4-6

» Ypanutb: OTMmeTbTe gaHHoe none B Tabnuvue (cM. Puc. Bblle), 3aTeEM HaXXMUTE KHOMKY
Ypanutb. CooTBETCTBYIOWMI UHTEpPdelic ByaeT yaaneH na tabnuubl.

& lNpumeyaHue:
OpvH nopt ETH paspelueH ansa HacTpoviku kak nHtepdenc WAN yposHS 2.

442 WAN

BbibepuTte [lononHuTe nbHble HacTponku — WAN. Ha aTow cTpaHuue Bbl yBUAUTE MHPOOPMaLNIO
npo nopt WAN B Tabnuue (cm. PucyHok 4-7), B KOTOpOM ykasaHbl HacTpoviku WAN un
COOTBETCTBYIOLIME OENCTBUA ANS KaKaoro nHtepdenca. Nocne Toro kak Bbl 4o6aBnuTe HOBbLIN
MHTepdenc ypoBHsa 2, criegynte ykKasaHHbIM HWXE WMHCTPYKLUAM, YTOObl 3aBepLlunTb NOSHYHO
HacTponky WAN-uHTepdenca. [ing TMnoBnogxkntoyYeHns nmeeTcsa NaTb pasHbix HacTpoek (PPPoE,
IPoE, Moct, PPPoA n IPoA). BbibepuTe Hy>XHbI Bam BapuaHT.

HacTtpoika WAN

lres HacT o WAN Wi XD DOCHIONLIFRTIA, EHOMEI [1OCIMTh, WIMEATL W YT,

Wirepdenc Onwcanme vinn VianB021p VianMuxld lgmp HAT Mexcerenon Jpan IPv6 Mid Yaannie Hamennin

aemo.1 be_0_8_35 snage Y Y [ oTKENG TG TR TR0

NoBansms| [Yaanims aca| [Yaanums.

PucyHok 4-7

& MpumeyaHue:

B cnepyrowem pasgene vcnonbaytotces apyrne 3HadeHus VPIVCI gns Toro, 4tobbl nokasarb
HaCTPOWKY ANsA pasHbiX TUNOB NogKtoYeHns. Ecnv Bam HyXXHO M3aMeHuUTb HacTponkn ATM PVC
(VPI/VCI), Bam cnegyet nepentu B npeaplaywmin pasgen (4.4.1 intepdeiic ypoBHA 2), 4ToObI
CHOBA WX HACTPOUTb.

4.4.2.1 ATM-EoA-PPPoE

Ecnn Baw noctaBwmk WHTepHeT-ycnyr npepocrtaenset sam PPPoE-nogknioyeHve n Bam
Heobxogumo wucnonb3oBaTb ATM-uHTepdenc, cnegynte HuxXeykasaHHbIM WHCTPYKLMAM AOns
nobaeneHna WAN-cepBuca noeepx BelbpaHHoro ATM-uHTepdeica:

1. [Jo6GaBbTe HOBbIN ATM-uHTepdelic u Bolbepute napameTp EoA ana Tuna DSL-coeanHeHus
(4.4.1.1 Nutepdperic ATM).

2. Haxmute [lo6aBuTtb (cM. PucyHok 4-7), Bbl monagéTe Ha cTpaHuuy kak Ha PucyHok 4-8.
Haxvmunte Oanee.
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HacTpouka uHtepdenrca nogknrovyeHuns WAN

BrifepuTe wHTepdelc YpOBHA 2 ONA AaHHOTD YCTPOACTES

Mpuredadne: nA esiE00a napaMeTpos ATM-UHTepdelca MCNoNsL3YeTCA KoMadaa: portld_vpi_vci

MHTepdedc YpoBHA 2: |atm0/(0_8_35) V|

PucyHok 4-8

3. Bbibepute Tun nogknroye Hus WAN (cm. PucyHok 4-9). Ecnn noctaswmk NHTepHeT-ycnyr
npepoctaensaeTt Bam PPPoE-nogknioueHne, Boibepute PPPOE. Bbl moxeTe ykasaTb MMs
cepsuca B nore OnucaHuMe MOAKMIOYEHUA NUOO OCTaBUTb 3HAYEHME MO YMONYaHUIO.

Haxmute Oanee.

HacTtpouka nogknioyeHus WAN

BriGepuTe TUN NogrmoueHHA WAN:
(@) PPP over Ethemet (PFFoE)

i IP over Ethernet

() Moct

YHaXUTE ONUCAHWE MOKMHYeHNA: pppoe 0 & 35

OnA TErMpoBaHHOTD NOQKMINYEHHA EERIUTE NPAEMNBEHLIN NpuoprTeT 302.1P 1 802.1Q VLAN ID.
OnA He TEMMPOBAHHOND NOJKMHYeHWA yEasmTe -1 ana 302.1P w gna 802.1Q VLAN ID.

Beegute npuoputeT 802.1P [0-7]: -1
Eeegure 302.1Q VLAN ID [0-4004]: -1

BwiDop ceTesaro NpoToKona:
| Toneko IPV4 V|

PucyHok 4-9

21




LPRVEEED L YR DRVEET I MPykoBoACcTBO nonb3oBatens 6ecnposogHOl maplpytusatop ¢ mogemom ADSL2

4.

>

YkaxuTe cnegyrowme napameTpbl n HaxmuTe fanee.

PPP vmMmsa nonb3oBaTensa U naponb

[AnA PPP-coefuHeHnA HeoGX0gUMOo YKa3aTe WMA NONb30BaTend U Naponk. B NONAX HINKE YKKUTE WMA NoNL30BATENA W NAPONE 0T BAWETD NOCTABWMKE VIHTE pPHET-YCIyT.
PPP umA none3oBatens: 1234567890
PPP napone: [TTTTTITY]
WA PPPoE-cepBuca:
Metoq ayTeHTadpuKanun: ABTO -
Paamep MTU (Gait): 1480 (3HayeHwe no ymonyannio: 1480, He namerATe Ge3 HeoGxogumocTi.)
7 BrniounTe NAT

Brniunte Full Cone MNAT
MogknioynTe No Tped0BaHWK (MCNONB3YA CYBTYNK BDEMEHN NPOCTOA)
PPP IP-pacwupeHne
Wcnonb3oBate cTaTMyeckui IPvd-agpec
BKMIOUNTE PEXKUM OTNARKN PPP

O0beguHATE B MOCT Kagpel PPPoE Mexagy nopTamn WAN u LAN

Multicast Proxy
i Brnwunte IGMP Multicast Proxy

Hazag Lanes

PucyHok 4-10

PPP wumsa nonb3oBaTtensa/naponb: Beeoute uvmsa nonb3oBatens W naporb,
npeaocTaBneHHble BaM BalMM NOCTaBWMKOM VIHTepHeT-ycnyr. 3Tn nonsi YyBCTBUTENbHbBI K
perucTpy.

Mma PPPoE-cepBuca: Beegute nms cepsuca, €cnm OHO ObIO NpedocTaBreHo BalLMM
nocTtasLwmkoMm NHTepHeT-ycnyr. ECriv ocTaBuUTb 3TO Nosie He3anoSIHEHHBIM, TO MO YMOYaHWIo
Tam OyaeT ykasaHO TO Xe camMoe MMS, KoTopoe Obino BBegeHo B none Onucanue
MoAKN4Ye HUA Ha NpeablayLwen cTpaHule.

MeTopn ayteHMpukauumm: Boibepute MeTon ayTe HTMbUKaL MM 13 BbiNagatoLLEro Cnmcka,
no ymorn4aHuio ykazaHo ABTO, MOXHO OCTaBUTb MO YMOSHAHUIO.

& MpumeyaHue:

Ecnun Bbl He yBepeHbl HacyéT napameTtpoB PPP IP-pacwunpeHnue n Pexum otnagkn PPP u
NPOYMX, YKasaHHbIX H/Xe HACTPOEK, He TPOranTe ux.

>

Pasme p MTU: MakcumanbHbI pasMmep nakeTa nepegaBaeMblix AaHHbIX. OTMeTbTe 3TO Nore,
N Bbl CMOXeETe U3MeHATb AaHHbIN napameTp. Pasmep MTU no ymonyaHutio coctasnseTt 1480
6ant. He pekomeHOyeTCcs U3MEHATb 3TO 3HAYEHME 3a UCKIOYEHWEM CrlyvaeB, korga 3To
TpebyeTcs BawmM NOCTaBLMKOM NHTEpHET-yCryr.

Bkntountb Full cone NAT: 310 Tvn NAT, ecnn gaHHbii napameTp He BbibpaH, OyaeT
pabotaTtb NAT no ymonyaHuio.

MoaknunTb NO Tpe 60BaHMIO (MCNOMb3ys CYE TYUK Bpe MeHU npocTos): MapLipyTmsaTop
CO BCTPOEHHbIM MOAEMOM pasopBET coeAuHeHWe C VIHTepHeT nocne onpenenéHHoro
nepuofa HeaKTMBHOCTU (BPeEMS MPOCTOsi) U aBTOMAaTUYECKU BOCCTAHOBUT MOAKIOYEHME
cpasy, kak TONbKO Bbl CHOBA nonpobyeTe BbIiTh B MIHTEpHET. DTy OML M0 MOXHO BbIOpaTh,
€Crnu y Bac He 6e3NMMMUTHbIV A0CTYN K IHTEPHET, 1 Bbl XOTUTE CIKOHOMUTb AEHbLIN.

PPP IP-pacwmnpeHue: Boibepnte 3Ty onumio, 4ToObl Ball KOMNbOTEP NOYYnsT Ny6nnYHbIN
IP-agpec ot PPP-cepBepa, a NAT n mexceTteBon akpaH SPI 6binm 3akpbiThl. OTO NOX0Xe Ha
mocT ¢ PPP-nogknioyeHneM yepes Ball MapLipyTM3aTop CO BCTPOEHHbIM MOAEMOM. JTO
ocobas pyHKL KNS, KOTOpas UCMONb3yeTCs HEKOTOPbIMU NocTaBLmkamun MHTepHeT-yenyr. He
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BblOMpanTe 3Ty onuuio, ecnm Balwl noctaswymk MIHTepHeT-ycnyr He TpebyeT 3Toro OT Bac.

Ucnonb3oBatb ctatMyeckun apgpec IPv4: Ecnn Baw nocraBwmk WHTepHeT-ycnyr
npepoctaensaeT Bam ctatmnyeckun IP-agpec WAN, Lnto3a n DNS-cepBepa, Bbibepute aTy
OnuuIo ANst pyYHOro BBOAa ykasaHHbIX NapameTpoB.

BknounTb pexum otnagku PPP: Buibepute gaHHyo onumio ans otnagku dyHkuum PPP u
Bbl yBuauMTe uHcopmauuio xypHana PPP B CuctemHom xypHane. Pexum oTnagkum ectb
Tonbko ansa PPP-nogkntoveHums.

O61beanHATbL B mocTKagpbl PPPoE mexay noptamm WAN u LAN: Buibepute aTy onuuio,
yTOobbI HaYaTb PPP-nogknio4YeHne Ha NokanbHOM KOMMbIOTEpE.

Bkntounts IGMP Multicast Proxy: IGMP (npotokon ynpaenenus rpynnamu MHTepHeTa)
ncnonb3ayeTcd ans ynpaeneHus multicast-nepegayen ganHHbix no cetsam TCP/IP. HekoTopble
nocraswukn MHTepHeT-ycnyr ncnonb3ytoT IGMP gna yganéHHoOn HacTpOMKM yaanéHHbIX
KINMEHTOB, HAaNnpMUMmep, MapLLpyT13aTopoB. [1o ymonuyaHuio aTa dyHKL s OTKIoYeHa. Ecnu Bbl
He pa3bupaeTecb B HAaCTpoKMkax JaHHOW (OYHKL UKW, OCTaBbTE 3HaYEHNEe No yMONYaHMIO Unm
CBSXKMTECH C BalLUMM NOCTaBLUMKOM VIHTEpHET-yCnyr.

Boibepute npeanoytutensHbin WAN-MHTepdenc B kayecTBe OCHOBHOIO LUSO3a CUCTEMBI (CM.
Puc. 4-11) n naxmute fanee.

MapwpyTruzaumnsa — OCHOBHOM LUMIO3

Cnucox nHTepdeACOB OCHOBHOTO LLUIMNKD3A MOMET COLEPHATE HECKONLKD WHTepdehcos WAN, PAtoTaIOLIX B KAYECTBE CHCTEMHEIX OCHOBHELX LWMK30E, HO
TOMBKO OHH U3 HitX GY/ET MCN0NL30BATLEA COMMACHO Cheayrwei o4epedHOCTH NPHOPUTETOE: NEPELI MMEET HAMGOMNLIWIMA NPHOPMTET, 8 NOCNESHWA MMEET
HAMMEHELLMA NPHOPHTET, CIW NoakMoYeH uHTepdeic WAN. MopALoK NPUOPHMTETHOCTH MOMHO MIMEHATE MYTEM YIANEHUA BCaX M 05paTHOTO Mx
no00aBnNeHrA.

BrIOpaHHbIE HHTEPMEACH! OCHOBHOMD LWNK3a NocTynHele WHTephercsl WAN

ppp0.2

6.

PucyHok 4-11

HacTtpownTe agpeca DNS-cepBepOB Ha CTpaHuL e, KOTopas ykasaHa HUXe, U HaxvmuTe danee.
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Hactpouka DNS-cepBepa

EuiGepuTe uHTepdenc DNS-cepeepa 13 4OCTyMHLIX wHTepdefcos WAN unn BBeguTe cTatu4deckli IP-agpec DNS-cepespa AnA cucTemel. Ecnv B pexnMe
ATM (3CHHXPOHHEIN cnocof nepegayy JaHHLE) HACTPOSH TONLKO O4MH NOCTOAHHLIA BMPTYaNLHLIA KaHan ¢ IPoA unKu cTatndeckui IPoE-npoTokon,
HeoDxoaMMOo YKazaTe cTaTHyackuid IP-agpac DNS-cepeepa.

WuTepieick DNS-cepeepa MOTYT UMETE HECKONLKO WHTepdaiicos WAN | paGoTalMy B KaYaCTBE CUCTeMHLE DNS-CepESPOE, HO TOMLKD OMH W3 HUX
DyneT MCnonb30BaTLCA M3 PAcYETA, UTO Nepebii MMeeT HandonBLWKWiA NPUOPUTET, a NOCMEIHMA WMEET HaMMEHELLMA NPUOPKUTET, ECNW NOAKNKYeH HTepdeic
WARN. TopALOoK NPHOPMTETHOCTH MOMHO MAMEHATE NMYTEM YAANEHWA BCex M 00paTHOro Wx 00aBNeHWA.

@ BuiGpatb wHTepdeic DNS-cepsepa u3 nOCTYNHLIX MHTepdelicos WAN:

BrifepuTe uHTepdeicsl DNS-cepespoa NocTynHsle WAN-WHTepieicsl

ppp0.2

() Wcnonk20BaTh CNEeAYHOWKA cTaTHYeCKHi IP-agpec DNS-cepeepa:

Mpegnountaemuin DNS-cepeep: | |

AnbTepHaTUEHEIR DNS-cepeep: | |

PucyHok 4-12
> Bbl6patb nHtepdenc DNS-cepBepa us goctynHoix WAN-uHTe pcpencoB: BoibepuTte aTy
OnuuI0 Ana aBToMaTm4eckoro nonyvyeHus nHgopmaumm o DNS-cepBepax OT BbIGpaHHOroO
WAN-nHTepdenca.

» MWcnonb3oBatb cneaywwmnn ctatmyeckun IP-agpec DNS-cepBepa: Boibepute gaHHyo
onuwuto, ytobbl BBECTM BpYy4HYo IP-agpeca npegnodntaemMoro u anbtepHatuBHoro DNS-
CepBEpPOB, NPEeAOCTaBNEHHbIX BAalLWMM NOCTaBLUMKOM NHTEpPHET-YCIyr.

& MpumeyaHue:

Ecnn HacTpoeH Tonbko oauH nocTosiHHbIv kaHan (PVC) ¢ IPOA, HeobxoanMMo BBECTU CTaTUYEeCKAN
IP-agpec DNS-cepBepa.

7. Ha cnepytowen cTpaHumue OyayT noapoOHO ykasaHbl cAeNaHHbIE BaMu HACTPONKK. Haxmure
CoxpaHnTb/TIpume HUTb Ansi COXpaHEeHUsI 3TUX HACTPOEK.

HacTtpounka WAN — 3aBeplueHue

YEeauTecs, YTO HACTPOMKM COOTBETCTEYIOT NApamMeTpan, NPeAoCTABNEHHEIM BALIMM NOCTABLLMEOM WHTEPHET-YCIyT.

Tun nogKnYeHHA: PPPoE

NAT: Brniouexo
Full Cone NAT: OTKMHOUNTE
MexceTeBOR 3KpaH: Brniouexo
IGMP Multicast: BrnioueHo
MpropwuTesauna QaHHbIX: BrntoveHo

HaxmuTe "CoxpaHHTTIPHMEHUTE", UT0OkL! JaHHLIR WHTepdelic ncnons3oeanca. Haxmure "Hazan”, yTo0kl BEPHYTECA Ha3a0 M YKa3aTh NapaMeTpsl HACTDOSK.

| Haaa,q” CoxpaHuTb.fI'IpumeHth|

PucyHok 4-13
8. Ha cnepytoweii ctpaHuue Bol yBuanTe Tabnuuy ¢ nHcopmauymnen o Hactponkax nopta WAN.
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Hactpoika WAN

[NA HACTPOIiKKM NOOKMHYeHNA WAN Ha BeiSpaHHoM WHTepdelce BOCNONLIYHTECH KHOMKaMKU J00aBTs, MSMEHUTL UMK ¥ aanuTe.

Mutepdpeiic | Onucanwe | vTun |Vian8021p | VianMuxid| Igmp NAT Me#ceTeBOW 3KpaH IPv6 Mid Ypanuts | Wzmennte
atm0.1 br_0_8_35 Bridge MNIA MNIA BEMIOYEHO | OTKNHOYEHD OTKENOYEH OTKIKYEHD | OTEMHYSHD O WMameHuTs
ppp0.2 pppoe_0_8_35| PPPoE MNiA NIA BEITIOYEHO | BEITFOYEHO BENIYEHO OTEMTHIOYEHD | OTKITKIYEHO [}

|ﬂoEaBuTb ||Y,qanMTh BCE ||Y,qannTb|

PucyHok 4-14
» Ypanutb Bce: Haxmute YaanuTb Bce Ans yaaneHus Bcex MHTEPGENCcoB 13 Tabnuubl.

> Y,qanvm:: OTmeTbTE OaHHOEe nocrne, 3aTtéM HaXMUTE KHOMKY y.qanvm:. ana yoaneHua
COOTBETCTBYHOLLENO NHTEpdenca n3 Tabnuubl.

44.2.2 ATM-EoA-IPoE

Ecnn Baw noctasBwymk WHTepHeT-ycnyr npegoctasnset Bam IPoE-nogknioyeHne n Bam Hago
ncnonb3oBatb ATM-uUHTepdenc, cneagynTe ykasaHHbIM HWXKE WHCTPYKUMSM ona nobasneHus
WAN-cepBuca noeepx BbibpaHHoro ATM-uHTepdelica:

1. [HobaebTe HoBbIN ATM-nHTepdenc n Boibepute napameTp EoA ans tuna DSL-coeanHeHns
(4.4.1.1 nTepdoeric ATM).

2. HaxmutekHonky [lo6aBUTbL Ha CTpaHuL e, KakHa PucyHke 4-7. BeibepuTe nntepderic WAN-
cepsuca nosepx ATM PVC (cm. 12).

3. Ecnu Baw noctaBwuk MHTepHeT-ycnyr npegocTtaenseTt Bam IPOE-nogknioyeHne, Boibepute
IPoE ona Tuna noaknto4ve Huss WAN (cm. PucyHok 4-9), Haxxmute [lane e ons npogormKkeHns.

4. BeeauTe napameTpbl B yka3aHHble Hvke nonsa ans Hactponku WAN IP-agpeca n Haxmute
Oanee.

WAN IP-agpec

BB&WTE NapaMeTphl, NPELoCTAENSHHEIE BaM BALUWM NOCTABLMEOM WHTEPHET-YCNYT ANA HACTPoRM WAN IP-agpeca.
MNpumeyanwe: Ecnn enifpado "Monyunts IP-agpec agTomatiueckn”, GygeT exnoueH DHCP onA NoCcTOAHHOTO BUPTYaNLHOM KaHana B pexume IPoE.
Ecnu BuiBpaHo "MCcnons308aTe CRegywMi cratudeckui IP-anpec”, HeoGxoguMo BBecTH WAN IP-agpec, Macky NOACETH W WNHKE MHTepdeRca.

(®) Mony4uTk IP-agpec aETOMATHHECKH

ID w3roToBKTENA (ONUMA 60):
IAID onuwa 61: {8 WwecTHaaUATEPUYHED: YACE)
DUID onumaA 61: (8 WwecTHaALaTepUYHLD: Yucen)
Onuwua 125: (®) OTRMoMMTE () BHAKYKTE

() WMcnonb30BaTh CNEOYOWMWA CTATHYECKHIA IP-agpec:
WAN IP-agpec:
Macka nogceTu WAN:
|P-agpec wn3a WAN:
Pazmep MTU (GanT): 1500 {HeoBAzaTENEHO)

PucyHok 4-15
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Monyuntb IP-appec aBToMmatMyecku: Ecnv Boibpatb gaHHyO onumio, TO MapLipyTM3aTop
cmoxeT nonyunTtb IP-mnapameTpbl ceTn guHamumyeckn ot DHCP-cepsepa OT nmocTtaBlivka
UHTepHeT-ycnyr.

NMpumeyaHue:

OTBeTHOe coobueHne ot DHCP-cepeepa, kak npaBuno, COOEpXUT psn napaMeTpoB
HacTpoku (onuma DHCP) gna mapwpyTtmnsatopa. Onymna DHCP BkntovaeTt IP-napameTpbl
CETU N KOHKPETHble MapaMeTpbl U3roToBUTENS. B HEKOTOPLIX Criydasx MapLupyTusaTop co
BCTPOEHHbIM MOLEMOM BbINOSHSET ONepauun, HaCTPOEHHbIE NONb30BaTeNeM (Kak NokasaHo
HWxe). Bbl camu MoxeTe peluaTb, Kak Te Unu uHble onuun byayt pabotatb.

Ecnn mapuwpyTusaTtop pabotaeT kak DHCP-knueHT, To OH AOMMKeH onpeaenntb cam cebs B
onuum 61 (KNMeHT-naeHTndunkaTop) B kaxxgom coobuweHnn ot DHCP-cepeepa. DUID/IAID —
3TO YacTb onuum 61.

e Onuua ID unsrotoButena (onuma 60): Onuma c kogom 60, mcnonbsyemas Ans
onpeaeneHus Krnacca n3roToBuTens.

e |AID onuuna 61: IAID (ldentity Association ID — onosHaBaTenbHbIN MAEHTUDNKATOP)
Ha3Ha4aeT onosHaBaTesibHbIN UAEHTUANKATOP KaXKaoMy UHTepdency B OTAENbHOCTU.
Ecnu ycTponicTteo paboTaeT ¢ ogHuM naeHTudmnkatopom DHCP-knueHTa, Heob6xoammo
ucnonb3oBaTb 3HadeHue 1 ans IAID agna Bcex DHCP-esammopencteun. Ecnum
yCTpoONCTBO paboTaeT ¢ HeckonbkuMu naeHtTudgukatopamm DHCP-knueHTa, 3HayeHve
napametpa IAID HauvHatoTCcAa ¢ 1 Ansg nepsoro uaeHTudmkaTopa U BospacTaeT Ans
nocnegylowmx wunaeHtTudgukatopos. Hanpumep, yctponcteo wucnonbsyeTr IAID co
3HayeHneM 1 ang nepBoro nanMyeckoro uHTepderica n 2 — anga sToporo. B gononHeHne
K BbllleckasaHHOMY, YCTPOMCTBO MoOxeT ucnonb3oBatb IAID co 3HayeHuem 1 ans
BMPTYyanbHOro MapLupyTa, 4To 6yaeT COOTBETCTBOBATb MEPBOMY OOBLEKTY B MOAENM
OaHHbIX, C KOTOpbIM OydeT NpoOUCXOAMTb COeAMHEHWe, a 3HayeHne 2 Oyper
COOTBETCTBOBATb BTOPOMY OOBEKTY B MOAENN AAHHbIX, C KOTOPbLIM ByaeT Npoucxoautbe
coeauHeHue.

e DUID onuusa 61: YkasbiBaeT nmsa nHtepdenca, agpec kaHanbHoro ypoHs (link-layer
address) koTOpoOM wucnonb3yetca cepBepoM B kadectBe €€ DUID (yHuKamnbHbIA
noeHTudmkatop DHCP). Heob6xoanmo ykasaTb 3Ha4YeHue Ansa 3Toro napameTpa, MHave
cepBep He HayHET paboTaTb. Koraa cepep HayHET paboTath, DUID OyneTt 3aHecéH B
CUCTEMHbIN XXypHan.

e Onuua 125: Onumsa 125 nossonsieT obecnevmBaTth NpeaBapuTeNbHYO HacTporiky DHCP-
cepBepa C TakoW MONMMTUKON ANst YNpaeBnsoWMX KNaccoB, YTO MOXHO obonTuch 6e3
DHCP-cepBepa, 4T0bObI NpouMTaThb YHMKanbHbIA OpMAT, MCMOMb3yeMbl B OMNLUMM
KNUeHT-naeHTndmkaTop.

Ucnonb3oBatb cneaywowmn ctatmdeckun IP-agpec: Ecnn Bam npepoctaBum
ctatudeckun IP-agpec/wntos, BeibepuTe 3Ty onuuio, a 3atem BpydHyto Beeaute WAN IP-
appec, Macky nogcet™ WAN v IP-agpec wnto3a WAN.

Hanee Bbl nonagérte Ha cTpaHuLy Kak Ha Puc. Huke. MoxHo Bkntountb NAT, MexceteBon
akpaH SPI n IGMP Multicast. Ecnu Bbl He pasbupaeTech B JaHHbIX HACTPOWKax, OCTaBbTe
napameTpbl N0 ymonyaHuto. Haxxmute Oanee.
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HacTtpouku NAT

DOyHKUMA npecOpa3osaduA ceTesblx agpecos (MAT) NoOZBONAST BAM MCNONE30BATE 04MH WAN IP-agpec (qocTyn ¥ MHTepHET) ANA HECKONLEWX KOMMNLIOTEPOE
noKaneHoi ceTH.

[ BrmounTs NAT
[ Brneoumts Full Cone NAT

[ BrmoumTs memceTeBoil 3KpaH

IGMP Multicast
W  Brmounts IGMP Multicast

PucyHok 4-16

> Bknrwountb NAT: [JaHHas TexHonorusa TpaHcnupyeTt IP-agpeca nokansHon ceTtu B Apyrue IP-
agpeca ans Bbixogda B WHTepHeT. Ecnu Baww mapLupyTnsaTtop ocyLlecTBseT NoaKIoYeHue
Ballel rfnokanbHOW ceTu K VIHTepHeT, HyxHO BbiOpaTb 3Ty onuuio. Ecnu B Bawewn cetu
nMeeTcs eLé oanH MapLUpyTM3aTop, BaM HE HYXHO BbIOMpaTh 3Ty ONuuio.

» Bknountb MexceTeBoM 3KpaH: MexceTeBon akpaH SPI yBenuuuBaeT 3awmTy ceTw.
BeiGepuTe 3Ty ONL M0 ANA UCNOMb30BaHUSA MEXCETEBOIO 3KpaHa.

» Bknrwountb IGMP Multicast: o ymonuaHuioo gaHHas onuus oTKMAYeHa. dTta onuusa He
nossonaetr nepeHanpaenaTb IGMP-naketel (IGMP — npoTokon ynpasneHws rpynnamu
MHTepHeTa) B NnokanbHyto cetb. IGMP ncnonbayetcs, 4tobbl ynpaenate multicast-nepenaven
AaHHbIX no ceTam TCP/IP. BonblUMHCTBY MONMb30BaTeENEN 3Ta HacCTpoMKa He HyXHa.
HekoTopble noctaBwmkn MHTepHeT-ycnyr ncnonb3ytoT IGMP ona yaanéHHOW HacTponki
KMMEHTCKMX YCTPOWCTB (Hanmpumep, MapLlipyTusatopoB). Ecnv Bbl He yBepeHbl, Kak
HacTpauBaTb 3TY ONLU U0, CBAXUTECH C BalUMM NOCTaBLUMKOM NIHTepHeT-yCrnyr.

& lpumevaHue:
Ecnn otmeTtutb cTpoky Brknounte NAT, B BeG-yTunute Hactponkm nosiButca meHto NAT.
Mogpo6bHas HacTpownka NAT ykasaHa B pasgene 4.4.5 NAT.

6. Buibepute npeanountaembii WAN-nHTepdenc B ka4eCTBe OCHOBHOIO LLUMO3a CUCTEMbI U
HaxvmuTe Janee.

MapiipyTusauma — OCHOBHOM LUSHO3

CNUCOK WHTEPGeACOB OCHOBHOTO LUMKD3a MOXET CONep#aTh HeCKONbKo MHTepdeicos WAN, pafoTalolwmy B KAYECTEE CUCTEMHELX OCHOBHLIX LUMKI30E, HO TOMbKO
OfIMH U3 HUX GYJeT MCNONE3I0BATECA COMMACHO CNeyKLWEed oUepenHOCTH NPHOPUTETOR: NEPBEI MMBeT HaUGONLLLUWA NPUOPUTET, A NOCNEAHWIA MMEET HAMMEHBLLIWIA
NPUOPHTET, 2CNW NoETIOYeH WHTepdeiic VAN, MopAnoK NpUOPUTETHOCTM MOXHO M3MEHATL MYTEM VIANeHWA Bcex W oGpatHoro ux A00aBNeHUA.

BuiOpaHHble HHTepdedckl OCHOBHOTD WNH3a HocTynHble WHTephedcsl WAN

atm0.3
ppp0.2

PucyHok 4-17

7. Ha ctpaHuue, KoTopasi nokasaHa HUxe, BBeanTe agpeca DNS-cepeepoB.

27



LPRVEEED L YR DRVEET I MPykoBoACcTBO nonb3oBatens 6ecnposogHOl maplpytusatop ¢ mogemom ADSL2

Hactponka DNS-cepBepa

BriGepuTe uHTepdeic DNS-cepeepa M3 QOCTYNHBIX WHTepdeicoe WAN WnW EBeguTe cTaTHYeckuid IP-agpec DNS-cepeepa AnNA cucTeMel. Ecni B pexaime ATM
(ACMHXPOHHEIA CNocod Nepenayn AaHHEDX) HACTPOEH TOMBKO OWH NOCTORAHHEIA BUPTYANLHKIA KaHan ¢ IPOA UMK cTaTWYeCkKi IPOE-NpoToKON, HeoGx0auMo yEazaTe
cTaTiyeckuit IP-agpec DNS-cepeepa.

Wutepdencel DN S-cepeepa MOryT UMETh HECKONLED WHTepdeicos WAN | padoTamwmy B kauecTee cucTemHsn DNS-cepeepos, HO TONLKD OMH K3 HWY Gyner
WCTONBE30BATECA W3 pacuéTa, YTo NEPBEIR MMEET HAMBONLLLUKIA NPUOPUTET, 3 NOCNEAHWA MMEET HAMMEHELIMIA NPMOPKUTET, 8CNK NOKMICYEH UHTEpdaRC WANM.
TMopAAoK NPUOPHTETHOCTH MOXHO WIMEHATS NYTEM yaaneHus scex W o0paTtHoro ux goDasnexma.

(@) Buibpatb WHTeppedc DNS-cepBepa M3 OOCTYNHLIX WHTEphedcos WAN:

BriGepuTte uHTepdeiicsl DNS-cepeepos LocTynHble WAN-uHTepdelicsl

atm0.3
ppp0.2

() Wcnonk30BaTh cNeny UM cTaTHYecknid IP-anpec DNS-cepBepa:

MpeanoyuTaemelid DNS-cepeep: | |

AneTepuaTueHeia DNS-cepeep: | |

PucyHok 4-18

& lNpumeyaHue:

Ecnu HacTpoeH Tonbko oanH noctosiHHbI kaHan (PVC) ¢ IPoA, Heob6xoanmMo BBECTU CTaTUYECKAI
IP-appec DNS-cepBepa.

8. Ha cnepywowen ctpaHuue (PucyHok 4-19) Bbl yBuauTe noapoOHy0 MHopmauuio o
cAenaHHbIX BaMu HacTponkax. Haxmnte MNMpumeHUTE/COXpaHUTL AN COXPaAHEHUs 3TUX
HacTpOEeK.

HacTtpowka WAN — 3aBeplueHue

YOEOUTECh, UTO HACTPOITKM COOTEETCTBYIOT NApaMETPan, NPe4oCTABNEHHLIM BALMM NOCTABLLMKOM KHTEpPHET-YCnyT.

Tun NnogKMYeHUA: IPoE

NAT: BrmioueHo
Full Cone NAT: OTENHYUTE
Me:xceTeBO# 3KpaH: OTKNHUUTE
IGMP Multicast: Brnwoueso
MpuopuTezauma oaHHbIX: OTKNHUMTE

HaxmuTe "CoxpaHuTe/TIpUMEHNTL", UToS: AaHHLIN MHTepdEeNt Menonk30sancA. HaxmuTe "Hazan", uTofkl B2pHYTECA HA3a0 W YKA3aTE NapaMeTphl HACTPOSK.

| Hazap || CoxpannTe/lIpUMEHHTE |

PucyHok 4-19
4.4.2.3 ATM-EoA-MocT
Ecnn Bbl x0TUTe mucnonb3oBaTb TUN nogknoyveHna MocT n BaM HyXHO mucrnonb3osaTb ATM-

nUHTepdenc, cnegynTe ykasaHHbIM HUXe MHCTpyKuunam ansa aobaeneHns WAN-cepsuca noesepx
ATM-nHTepdenca:
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1. [Jo6asbTe HoBbIN ATM-nHTepdencn Boibepnute EoA ans Tuna DSL-coeamHeHuns (cm. pasgen
4.4.1.1 ATM NHTepdeiic).

2. HaxmuTte kHonky [lo6aBuTb (CM. PucyHok 4-7). Beibepute WAN-nHTepdenc nosepx ATM
PVC (cm. PucyHok 4-8).

3. Bbibepute MocTB kadectBe Tuna noakntove Hua WAN (cm. PucyHok 4-9), 3atem Haxmute
Danee and npogormkeHns.

4. Ha cTtpaHuue, koTopad nokasaHa Ha PucyHke 4-13, Bbl yBuaMTe nogpobHyo nHdopMauuo o
cAenaHHbix BamMu HacTtpownkax. Haxmute MpumeHnTb/CoXpaHuTb O COXpaHEHUsT 3TUX
HaCTpPOEK.

44.2.4 ATM-PPPoA

Ecnn Baw noctaBwmk WHTepHeT-ycnyr npegoctaensetr PPPoA-nogknioyeHne 1M BaM HYXHO
ncrnonb3oBatb ATM-uHTepdenc, cnegynte ykasaHHbIM HUXE WHCTPYKUMAM ana gobasneHusi
WAN-uHTepderica nosepx BbibpaHHoro ATM-nHtepdenca:

1. [Jo6GaebTe HoBbI ATM-nHTepdenc n Boibepute BapnaHT PPPoA gns Tuna DSL-coeanHeHns
(cm. pasgen4.4.1.1 ATM UHTepdeic).

2. HaxwmuTte kHonky [lo6aBuTbL Ha CcTpaHuue, Kak Ha PucyHke 4-7. [JanbHenwas HacTpowka
TOYHO Takas xe kak anst PPPoE (cm. pasgen 4.4.2.1 ATM-EoA-PPPoE). PasHuua B Tom, 4TO
BaM He HYXHO ykasbiBaTb Umsa PPPoE-cepBuca n O6beanHsats B mocT kKagpbl PPPoE
mexay noptamm WAN u LAN Ha cTpaHuue, kak Ha PucyHke 4-10.

44.2.5 ATM-IPoA

Ecnn Baw noctaBwmk NHTepHeT-ycnyr npegoctaenaet Bam IPoA-nogknoyeHne U BaMm Hado
ncrnonb3oBatb ATM-uHTepdenc, cnegynte ykasaHHbIM HUXE WHCTPYKUMAM ana nobasneHust
WAN-cepBuca noeepx BbibpaHHoro ATM-unTtepdeliica:

1. [Hob6asbTe HoBbIN ATM-nHTepdenc n soibepute napameTp IPoA gns tuna DSL-coeanHeHns
(cm. pasgen 4.4.1.1 ATM WHTepdeiic).

2. HaxmuTte kHonky [lo6aBuUTbL Ha CcTpaHuue, Kak Ha PucyHke 4-7. [danbHenwas HacTpowka
TouYHO Takas xe kak anst IPoE (cm. pasgen 4.4.2.2 ATM-EoA-IPoE). PasHuua B TOM, 4TO BaM
HY>XHO BPYYHYIO yKa3aTb cTaTtudeckuin IP-agpec Ha cTpaHuue, kak Ha PucyHke 4-15, a Takke
ctatudeckun IP-agpec DNS-cepBepa Ha cTpaHuLe, Kak Ha PucyHok 4-18.

& lMpumeyaHune:

ETH- n ATM-cepBuCbl Hemnb3s MCNONb30BaTb OAHOBPEMeEHHO. Ecnn ATM-unTepdenc 6bin
HacTpoeH, Bbl He cMoxeTe HacTpouTb apyron WAN-cepsuc nosepx ETH-uHTepderica, noka He
yoanéH ATM-nHTepdeic.

44.2.6 ETH-PPPoE

Ecnun Baw noctaswmk WHTepHeT-ycnyr npegoctaenset sBam PPPoE-noakniovyeHne n Bam Hago
ucnonb3oBatb ETH-mHTepdenc, cnegynte ykasaHHbIM HWXE WHCTPYKUUSAM ona gobasneHus
WAN-cepBuca nosepx BbiopaHHoro ETH-nHTepcenca:

1. [o6GaBbTe HoBbIN ETH-MHTEpdenc Ha akpaHe 4.4.1.2 ETH-UHTepdeiic.

2. Haxwmute kHonky lo6aBuTb (CM. PucyHok 4-7). [lanbHenwas HacTpoika TOYHO Takas e Kak
ans PPPoE noBepx ATM-unTepderica (cMm. pasgen 4.4.2.1 ATM-EoA-PPPoE).

4.4.2.7 ETH-IPoE

Ecnun Baw noctaBwmk UHTepHeT-ycnyr npegocraenseT sam PPPoE-noaknioyeHne 1 Bam Hago
ncnonb3oBatb ETH-mHTepdenc, cnegynte ykasaHHbIM HWXE WHCTPYKUUSM ona nobasneHus
WAN-cepBuca noeepx BbibpaHHoro ETH-nHTepdeiica:
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1. [OobaebTe HoBbIN ETH-nHTepdeiic Ha akpaHe 4.4.1.2 ETH-VHTepdeiic.

2. HaxmuTte kHonky flo6aBuTtb (CM. PucyHok 4-7). [lanbHenwasa HacTponka TOYHO TaKas e Kak
ans IPoE nosepx ATM-unTepdelica (cm. pasgen 4.4.2.2 ATM-EoA-IPoE).

4.4.3 KnoHupoBaHue MAC-agpeca

B meHto Ha cTpaHuue [lononHuTe nbHble HacTpouku — KnoHnposaHune MAC-agpeca JOCTYMHbI
HacTpoukun MAC-aagpeca ana WAN-uHTepdenca (cMm. Puc. Huxe).

B cnncke WAN-uHTepdencoB HaxoaaTcs MHTepenchbl YpoBHS 2, HAaCTpOMKa KOTOPbIX yka3aHa B
pasgene 4.4.1 utepdenc yposHsa 2, n ux MAC-agpec no ymonyaHuto. Ecnn Bel He HacTpounn
cooteeTcTBytowmi WAN-cepsuc B pasgene 4.4.2 WAN, B none MAC-agpeca GyaeT ykasaHo
“Heobxoaum cootseTcTBytowmn WAN-cepsuc”.

Tekylwumn agpec sallero KoMnbloTepa ykasbiBaetca nocrnegHnm B cnucke WAN-nHTepdencos.

Knonupoeate MAC-agpec

Yeamute MAC-agpec gnAa esldpadHore WAN-cepenca.

KnoHuposaTe MAC-agpec ana ppp0.2: He xacTpoeH Boccranoeute MAC-agpec
Tekywuinl MAC-anpec KoMNsTEpa: 74:d4:35:9f:.d8:b0 Knonupoeats |B|ppp0.2 Vv

anMean We: KMcnone3oeaTte QyHELWID KNoHWpoEaHua MAC-agpeca MO¥HO ToNbKO AnA nopToe WAN. KnoHupoeaxHeie MAC-agpecel HE OOMKHBI
coEnagams!

PucyHok 4-20

Beegute HoBoe 3HaveHue ang WAN-nHtepdenca, MAC-agpec KOTOpPOro Bbl XOTUTE N3MEHNUTD.

MoxHo BbIGpaTh cooTBeTCcTBYHOLWMN WAN-UHTEpdENC U3 BbiNaaatoLLero CnmMcka u HaxaTb KHOMKY
KnoHunpoBaTtb Ans knoHMpoBaHus Tekywero MAC-agpeca Ballero KoMmnbloTepa.

KHonka BocctaHoBute MAC-agpec cnyxut ana BocctaHoBneHus MAC-agpeca WAN-
NMHTepderca No yMonyaHuo.

& lpumevaHue:

dyHKkuma knoHmpoBaHus MAC-agpeca npumeHuma Tonbko Kk nopty WAN maplipyTumsaTopa.
KnoHnpoBaHHble MAC-agpeca He OOmMKHbI coBnagaThb.

444 LAN

B meHo Ha cTpaHuue [lononHuTebHble HacTpoukn — LAN MOXHO HacTpouTb napameTpbl
nokanbHom cetu, a Takke Hactpoutsb LAN IPv4-agpecu LAN IPv6-agpec.

4.4.41 HactpoukalPv4 LAN

B meHI0 Ha cTpaHuue [lononHuTe nbHble HAacTporku — LAN — IPv4 LAN gocTynHbl HAacTporiki
nokanbHon cetun (cm. PucyHok 4-21), 3agecb MoxHO HacTpouTb LAN IPv4-uHTepcpenc Ballero
MapLupyTusaTopa co BCTPOEHHbIM MOAEMOM.
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NokanbHana ceTb (LAN)/HacTpoika HacTpouka

HacTtpoiTe IP-agpec maplupyTW3aTopa ¢ Mogemom DSL W macky noAceTy AnA uHTepdenca. Mma rpynnel | Default v

IP-appec: |192_168_‘1_1 |
Macka nofceTu: |255_255.255.D |
[+ Brniouuts IGMP Snooping
(®) CTaHgapTHLIA pesim
() Pexm GNoKMpoBrM
) Omnounte DHCP-cepeep
(@) Brnwuuts DHCP-cepsep
HauanbHblil IP-agpec: 192 168.1.100
KoHeunslil IP-agpec: 192.168.1.200
Bpema apeHsl (Yackl): 24 (1~48)
Cnucok apeHayemelX IP-agpecoi:: (MoXHo ykazaTk He Gonee 32 3anucen)
MAC-agpec IP-appec | CocToAnne | BrnioynTe/OTENHYHTE | HameHnTL Yoanute

|,ﬂ06aBHTb| | Brniounte Bce| | Buibpatk BCE ||Yp,anmb |

() BxniounTs peTpaHcnAumk DHCP-cepeepa

IP-agpec DHCP-cepeepa:
Mpumeuanue: HeoGxoaumo oTknounTs NAT AnAa WAN-coequHeHWH, nHadye peTpaHcnAaumA DHCP-cepeepa He Bypet paboTaTts!

[] Hactpoiite BTOpOil IP-a3gpec W Macky NogceTH Ans uHTepdeiica LAN

| CoxpaHnTe/TIpUMEHNTE |

PucyHok 4-21

> IP-appec: Bbl moxeTe ykasaTb IP-agpec n macky noacetu LAN-uHTepdeinca Baluero
MapLupyTusaTopa.

e IP-apgpec: Beegnte nokanbHbi IP-agpec maplipyTuMsaTopa, Nocrne 4Yero Bbl CMOXeTe
3axX0AMTb B BED-YTUNUTY HACTPOWKM MapLUpyTM3aTopa ¢ nomoLllbto atoro IP-agpeca, no
yMOn4yaHuio ykasaHo 192.168.1.1

e Macka nogcem: Beeante macky nmoaceTu Balero mapLipytusaTopa, Mo yMONYaHWo
ykasaHo 255.255.255.0

> Bknounts IGMP Snooping: Ecnu Bbl BbiGepute aTy onuunto, Heobxogmmo ByaeT BoibpaTh
pexum IGMP: CtangapTHbI pexum unm Pexnm 610knpoBku.

> DHCP-cepBep: Dbl MoOxeTe HacTpouTb napametpbl pabotbl DHCP-cepsepa
mMapwpytusatopa (DHCP — npoTokon aMHammyeckon Hactpouku yana). DHCP-cepsep
MapLUpyTu3aTopa BKIIIOYEH NO YMONYaHuio n npegocraengaeT cnyx0y DHCP-cepsepa yepes
nopt LAN. DHCP-cepsep npegoctaensetr napameTpbl IP  komnbtoTepam, KoTopble
nogKmYeHbl K MapLlipytTusaTopy Yyepes Ethernet-nopt m B HacTponkax KOTOpPbIX yKkasaHo,
4yT0ObI OHM Nonyyanu IP-agpeca aBTomaTtunyeckn. Ecnv mapwpyTtmnsatop HacTpoeH kak DHCP-
cepBep, OH CTaHOBUTCH OCHOBHbLIM LUFHO30M Ans NOAKMYéHHoro kK HeMy DHCP-knuneHTa.
WUmente B BuAy, 4to, ecnu Bbl naMeHute IP-agpec MaplupyTtusaTtopa, BaM Heobxoaumo
n3ameHnTb ananasoH IP-agpecos B nyne agpecos, ncnonb3yembix DHCP-cepeepom anst LAN.
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e HavanbHbIn IP-agpec: Ykaxute 3HayeHue, HaunHas ¢ kotoporo DHCP-cepsep Gyaer
npepoctaenaTtb IP-agpeca. [Mockonbky IP-agpec maplwpyTtmsatopa no yMOSdaHuio
192.168.1.1, To HayanbHbI IP-agpec no ymonyaHuto 6yget 192.168.1.2, cooTBETCTBEHHO
ansa napametpa HavyanbHbi IP-agpec Heobxoanmo ykasatb 192.168.1.2 unun 6onbLue, He
MeHblue, Yem 192.168.1.254

e KoHeuHbiln IP-appec: Ykaxute 3HadyeHue, pganee kotoporo DHCP-cepsep He Oyaer
npepoctaenaTb IP-agpeca. KoHeuHblli IP-agpec He pomkeH 6biTb 6onee 192.168.1.254.

192.168.1.254 — 570 KOHeYHbIN IP-agpec No yMonyaHuio.

e BpewmsaapeHabl (4achkl): 3TO CPOK, HA KOTOPLIV NONbL30BaTENO B CeTU ByaeT pa3peLleHo
coeMHeHMe C MapLlpyTU3aTopoM, MCNOMb3yd TeKywun AnHamundeckuin IP-agpec.
Ykaxute nepuos BpPEMEHW B Yacax, Ha KoTopbli OyaeT "apeHOoBaH" [OaHHbINA
onHammyecknn IP-agpec. MNMocne Toro, kKak cpok AencrTensa gaHHoro IP-agpeca ncTeuyer,
nonb3oBaTeNlb aBTOMaTUYECKN MONYYUT HOBbIN AnHamudeckun IP-agpec. 3HayeHue no
ymonyaHuio: 24 yaca.

» Cnucok apeHayeMblix IP-agpecoB: Bbl MOXeTe ykasaTb 3ape3epBuMpoBaHHbIn IP-agpec ons
KOMMblOTEpa NnokanbHOW CeTU, KOMMNbloTEp BCerga OyaeT monydaTb yKasaHHbIM IP-agpec
Kakgbld pas, Kak Tonbko OH nony4vaet goctyn k DHCP-cepBepy. 3apesepBupoBaHHble IP-
agpeca JoMkHbI ObITb HAa3Ha4YeHbl cepBepam, KOTopble TPeOYyT NOCTOSHHbLIX TapameTpos IP.
HaxmuTe kHonky [lo6aBuTb (CM. PUcyHOK 4-21), nocre Yero Bbl CMOXeTe HaCTPOUTb NpaBurio
Ha cTpaHuue, Kak Ha pUCYHKe HUXe.

ApeHpa ctatuyeckoro IP-agpeca

BeeauTe MAC-aapec M cTATMYeCKWiA IP-aapec W 3aTem HaEMUTe "CoxpaHnTe/TIpHMEHNTE" |

MAC-anpec: | |

IP-agpec: | |

CoxpanuTe/TpuMeHnTE

PucyHok 4-22

e MAC-agpec: MAC-agpeC KOMMNbHOTEpa JfOKanNbHOM CeTW, KOTOPOMY Bbl XOTUTe
3apesepsupoBaTh IP-agpec.

e |P-agpec: IP-agpec, koTOpbI Bbl pe3epBupyeTe 3a onpefen€HHbIM KOMMNbIOTEPOM.

» HacTtponTte BTopom IP-agpec n macky nogcetm ans nHte pdemca LAN: MoxxHo HacTpouTb
BTopon LAN IP-agpec u BTopyto LAN Macky nogceTy No ymonyaHuio Ans MmapLipyrtusaTopa, ¢
MOMOLLbI0 KOTOPbIX Bbl TAKKE CMOXETe BXOAUTb B BEG-YTUNUTY HACTPOMKN.
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4.4.4.2 HacrtpounkalPv6 LAN

B meHto Ha cTpaHuue [lononHuTe nbHble HacTpouku — LAN — IPv6 LAN gocTynHbl HACTpoOnki

nokanbHon cetn (cm. PucyHok 4-23), 3agecb MoxHo HacTpoutb LAN IPv6-uHTepcpenc eawero
MapLLpyTM3aTopa Co BCTPOEHHbIM MOAEMOM.

ABToHacTpouka LAN IPv6-aapeca

Mpumeyanue: DHCPVE ¢ coxpaHeHnen cOCTOAHWA NOQASp¥MEAETCA NpY Anye npedkca Ao 64. MoeHTudukaTop uHTepdeica HE OOITKEH cogepxats MYCTLIE
PA3OENLl "::". Beegute Bce cMMEONL. Hanpumep: eeegute "0:0:0:2" emecTto ":2".

SHacTpoika ctatmyeckoro LAN IPvG-agpeca
Anpec unTepdeica (TpebyeTcA AnuHa npedMkca):

Hazna4enme LAN IPv6-agpecos
[+ Bentoumte DHCPvG-cepeep

(#) Be3xpaHeHuA COCTORHWA
() C ¥paHeHWem COCTOAHWA

HayanbHI# WOEHTU(MKATOP WHTepdeRca: 0:0:0:2
KoHe4Hul# naeHTU(MKATOP WHTepdeica: 0:0:0:254

Bpema apeHabl (4acoe):

[/ BrmeoumTe RADVD
[] BenkouuTe pacceinky npedukcos ULA
() Co30aTe B NPOM3BONLHOM NOPAIKE
() HacTpoWTk CTATHYECKH
Mpedmec:

MpeanoyTHTENLHO BpeMA patoTkl (Yacoe): -1

NedCTENTENLHO BpeMs patoTkl (Yacoe): -1

| CoxpanuTe/TIpMMeHnTs |

PucyHok 4-23

> Appec nHtepdemnca (Tpebyetcsa anuHa npedukca): Beegute 3gecb AnvHy npedumkca
agpeca nHTepdemca.

» HasHayeHne LAN IPv6-agpecoB: Boibepute cnocob, kakum OyayT HasHavatbces IPve-
ajgpeca KoMnbloTepaM Ballel nokanbHo ceti. MoxHo BblopaTe DHCPv6-cepep n RADVD.

DHCPv6-cepBep:
1) Ecnu BbiObpaH napameTp be3 coxpaHeHUs COCTOAHUA, HAcCTpolika He TpebyeTcs.

2) Ecnn BbIbpaH napameTp C coxpaHeHMeM COCTOSIHASA, TO BBEAMTE HWXKecneayrowye
napameTpbl.
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[/ BrniourTe DHCPvG-cepeep

() Be3 XpaHeHWA COCTOAHWA

(@) C xpaHeHWwem COCTOAHWA

HavanbHbIA waoeHTUUEaTOP WHTepdenca: 0:0:0:2
KoHe4yHsIH waeHTUdMEATOP WHTepdedca: 0:0:0:254
Bpema apengbl (4acog): 24

e HavyanbHbI uageHMcukaTop nHTEe pcheca: BeeauTe 3HavYeHUE, HA4YMHasA C KOTOPOIo
DHCPv6-cepeep OyneT npegoctaenaTth IPv6-agpeca.

e KoHeuHbI mnpgeHTMdUKaTOp MHTepdenca: Beeante 3HayeHWe, MNocrne KOTOPOro
DHCPv6-cepBep He bygeT npepoctaenaTh IPv6-agpeca.

e BpemsapeHabl(4achbl): 3TO CPOK, HA KOTOPLIA NOMb30BaTENIO B CETU OyAET paspeLLeHo
coeuHEeHNe C MapLUpyTU3aTopoM, UCMONb3yd TeKywmn AnHamundeckui IPv6-agpec.
YKkaxuTte nepuon BPEMEHM B Yacax, Ha KOTOphbIM OyaeT "apeHOoBaH" [aHHbLIN
onHammnyecknn IPv6-agpec. lNocne Toro, Kak cpok gencrteBust gaHHoro IPv6-agpeca
NCTEYET, Nonb3oBaTesflb aBTOMATUYECKM NOMYyYMT HOBbIM AnHamudeckuin IPv6-agpec.
3HayeHune nNo ymon4yaHuto: 24 vyaca.

RADVD:

1) Ecnu BbibpaH BapnaHT Co3pgatb B NPOU3BOJIbHOM NOpPAAKe, HACTPoVKa He TpebyeTcs.

2) Ecnu BbibpaH BapmaHT HactpouTb ctatm4e cku, He06X0AMMO yKasaTb HMKecnegyoLwme
napameTpbl.

[v/] BrnioumTe RADVD
| BrnouWTe paccenky npedukcoe ULA
() Co3gaTk B NPOWZBONEHOM NOpPAZKE

(@) HacTpoWTe CTATHYSCKM

MpedmuEc:
MpegnoYyTETENLHO BpeMA padoTw (4acoe): -1
NeACTENTENLHO BpeMA paboTel (Yacoe): -1

e Mpedwumkc: Beeante 3HavyeHne npedmkca canta.

Haxmute CoxpaHnTb/NMIpUMeHnTb, YTOObLI HACTPOKN BCTYMUIIN B CUITY.
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445 NAT

dyHKkUMa npeobpasoBaHus ceTeBbix agpecoB (NAT) nossonseT Bam ncnonb3osaTtb oamH WAN
IP-agpec (mnoctyn k MIHTEpHET) ANst HECKONbKMX KOMMbHOTEPOB NOKansHON CETMU.

& [pumeyaHue:

Ecnn B HacTporikax WAN Bbl Beiopanu PPPoA nnn PPPoE, nnn ecnn Bl Boibpany BknounTtb
NAT gns tunos nogkrntoyeHus IPoA n IPoE (4.4.2 WAN), To B BED-yTUNMTE HACTPOMKN MOSIBUTCS
meHto NAT.

MeHto lononHuTe nbHble HacTponku — NAT cogepxuT Tpu pasgena: BuptyanbHble ce pBepbl,
Port Triggering, DMZ n ALG. [1na HacTpOWKN HY>XHOW QOyHKL N BbIGEPUTE COOTBETCTBYHOLLEE
MEHIO.

* BuptyanuHuIi cepeep

* Port Triggering

4.4.5.1 BuptyanbHble cepBepbl

Ha ctpaHuue JononHnte nbHble HACTPOoMku — NAT — BupTyanbHbI ce pBe p MOXHO HAaCTPOUTb
BMPTYyanbHble cepBepbl (CM. PUCYHOK 4-24).

BupTyanbHble cepBepbl MOryT ObiTb MCMONb30BaHbl ANS HACTPOWKUM CepBUCOB 0O6LIero
nonb30BaHWs B Ballen nokanbHoW ceTu, Takux kak DNS, anektpoHHasa nouta u FTP.
BupTyanbHbin cepBep onpegenseTca Kak NopT cepsuca, U Bce 3anpockl U3 cetn MIHTepHeT Ha
OaHHbIN NopT OyayT nepeHanpaBnATbCA HAa KOMNbOTEP, ucxoada 3 IP-agpeca cepsepa. Jliobon
KOMMbIOTEP, NCMOMNb3yeMbI B KAYECTBE BUPTYarbHOro cepBepa, AOIDKEH UMETh CTaTUYECKUA U
3apes3epBupoBaHHbIi  IP-agpec, nockonbky ero IP-agpec MoxeT OblTb W3MEHEeH npu
ncnonb3osaHun dyHkuun DHCP.

NAT - HacTpoiika BUPTYankHLIX cepRepoR

B  Capaep Eal AR THADHK 13 CETH WAN (AJGHTIEVADY S NDOTOHONOM W BHBWHAM NORTOM) Ha BHYTDGHHIGH CAPBAD ¢ “aCTHuM IF-a3pecou & cami LAN.
Bury st nopt weofragps Toman oM CITpae, (M BERHE s H0pTa gomo G ipyTan g, AN

Byaans wiwer Gums gobaanaes e Gonee 37 sannced

Moo gofiaswm e Bones 54 3anuced UPNP-ennenTanm

Mauast cepisepa | Hasanmiail sieumini nops | Kowesis ik .mpr|npum.m.|nm....mi i nopr | K i i nopt | IPayipes cepiepa wa.u....m|.¢.:i.:|::u:rm..u|Hu..mn.m..mm....|u.-.-...m.|v,la...m.|

ofanwe || Brnkemmes ece || Bubpams sos || YaannTs

PucyHok 4-24

» Tabnuua BupTyanbHbIX cepBepoB: B Tabnuue copepxaTbCsa 3anncu BUPTYyanbHbIX
cepBepoB.

e NUma cepsepa: 370 uMmMa BupTyanbHoro cepsepa. [JaHHOE€ WMS YHUKaNbHO U
00653aTeNbHO JOIMKHO ObITb 3arnosfIHEHO.

e HavanbHbIN BHeWHMN NOPT: HavanbHbIM HOMEpP BHELLHEro nopTa. Bel MoxeTe BBECTU
nopT cepBUca UM OCTaBUTb NOJE NYCTLIM.

¢ KoHe4HbIl BHe WwHMM NopT: KOHEYHbIV HOMEP BHeLUHEro nopTa. Bbl MoxeTe BBECTU NOpT
cepBuca Unn ocTaBUTb NoJie NYCThIM.

e [lpoTtokon: [MpoTokon, ucnonb3yembln Ana gaHHoro npunoxexHus (TCP, UDP, wnu
TCP/UDP).
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e HavanbHbIN BHYTpE€HHMM NOPT: HayanbHbI HOMEpP BHYTPEHHero nopta. Bel moxeTte
BBECTM NOPT CEPBMCA UMM OCTaBUTb NOrie NYCThbIM.

e KoOHe YHbI BHyTpe HHMI NopT: KOHEYHbIi HOMEpP BHYTPEHHEro nopTa. Bbl MoxeTe BBECTH
MopT cepBuca UNM OCTaBUTb MOJe NYCTbIM.

o IP-agpec cepBepa: IP-agpec komnbloTEpPA, NPeaoCTaBNALLEro CepBuC.
o WAN-uHTepcpenc: MHTepdenc WAN, KOTopbI NpeaocTaBnseT cepBuc.
» [HNo6aBuTtb: HaxmuTte kHonky [lo6aBuTb Anst 4ob6aBneHns 3anucen.

» Ypanutb: OTMeTbTe ranoykon 3To none B Tabnuue (CM. PucyHke 4-24), 3aTeM Haxmute
KHOMKY YAanuTb, Nocre 4Yero COOTBETCTBYHOLWAs 3anmcb byaeT yaaneHa us rabnuubi.

Y106bI 4O06AaBUTL 3aNMCh BUPTyaribHOro ce pBepa:

1. HaxmuTe kHonky lo6aBUTbL Ha CTpaHuLe, kKak Ha PucyHke 4-24, nocne 4ero Bbl yBUanTE
HOBbIM BUPTYyarnbHbIN cepBep (CM. PucyHok. 4-25).

NAT — BupTyanbHble cepBepbl

BriGepuTe MMA cepenca, BeeguTe IP-agpec cepeepa W HaxMuTe “CoxpaHuTeTIpMMeHTE" ANA nepeHanpaeneHua IP-nakeToE oT AaHHOM0 CEPBMCA K YKA3aHHOMY
Cepeepy.

NMPUMEYAHMWE: "KOHeYHbIH BHYTPEHHWH MOPT" HE MOMET H3MEHATLCA HaNpPAMYH0. 3Ha4YeHHe [aHHOTO NapamMeTpa 00bIYHO COBNagaeT ¢ KOHeYHbIM BHEWHHM
nopToM. Tem He MeHee, eCNH Bkl HZMeHHTe "HavyanbHbId BHYTPEHHUA NopT”, To "KOHeYHLIW BHYTPEHHUA NOPT" NPUMET TaKoe e 3Ha4YeHHe..

KonW4ecTEO AOCTYNHLIX ANA W3MEHEHUA 3anucen:32

Wcnonb2oBaTk WHTepeic: |pppoe_0_8_35fppp0.2 v
WmA cepeuca:
(®) BeibDepuTe ycnyry: |BblﬁepuTe 3HaueHue [
") Monb30BaTenbCKWA CEpPBMC:
IP-agpec cepeepa: | 192.168.1.
HayankHeLIA BHEWHWA NopT KOHEYHLIW EHEWHWA NOpT Mpotokon Ha4ansHbIA BHYTPEHHUA NopT KoHe4HbIH BHYTPEHHWA NopT

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

<< << << < << <<

| CoxpaHuTe/TpUMEHHTE |

PucyHok 4-25
2. W3 Beinagatowlero cnucka BblbepuTte NHTEepdenc, KOTOPLIN Bbl XOTUTE UCMOSMb30BaTh.

M3 Beinagatowero cnucka Bbl6epI/ITe cepBuc, KOTOprIZ Bbl XOTUTE MUcnonb3oBaTb. Ecnn B
CNnCKe HeT HYXXHOro BamMm cepsuca, BBeanTe nvma camu B none Monb3oBaTenbCKUI cepBuc.

Beeaute IP-agpec komnbloTepa B none IP-agpec cepBepa.

Beeaute HavanbHbin BHEWHU NOPT, KOHEYHbIN BHELIHUW NOPT, HavanbHbIN BHYTPEHHWR
nopT 1 KOHeYHbIN BHYTPEHHUI NOPT B Tabnuue, 3atem BbIbepuTe NPOTOKON, UCNOMb3yeMbii
Ans gaHHoro BupTyansHoro cepeepa (TCP, UDP unu TCP/UDP).
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6. Haxwvunte CoxpanuTtb/lIpuMeHUTb ANd BKIOYEHMS BUPTYyanbHOro cepeepa, nocre Yero Bbl
YBMAWTE BalLM HACTPOMKM Ha CTpaHMLe BUpTyanbHbix cepBepoB (PucyHok 4-24).

& lpumeyaHue:

Ecnu Bbl BbibepeTe cepBuC M3 BbiNagatoLwero cnmucka, HavyanbHbi BHEWHWIA NopT, KOHEeYHbIN
BHELUHWUI NopT, HayanbHbIN BHYTPEHHUI NOPT, KOHEYHbIN BHYTpEeHHWI NopT 1 NpoTokon 6yayT
pobaeneHbl B Tabnuuy aBTomartudeckn. Bam noTtpebyetca Tonbko ykasaTb IP-agpec ans
BMPTYaribHOro cepeepa.

4.4.5.2 Port Triggering

Ha ctpaHuye OdononHutenbHble HacTponku — NAT — Port Triggering MOXHO HacTpouTb
napameTpbl Port Triggering (cMm. PucyHok 4-26).

HekoTopbiM npunoxeHnam tpebyeTcs, 4ToObl onpedenéHHble NMOPTbl MEXCETEBOro 3KpaHa
MapLupyTusatopa ObinyM OTKPbITHI ANs AOCTYNa yaanéHHbIM knueHTam. ®yHkums Port Triggering
AVHaMu4eckun oTkpbiBaeT “OTKpbIThIE MOPTHI” MapLUPYyTU3aTOpa, KOraa npuroXeHue B NiokansHoN
cet nHnummpyet TCP/UDP-coeanHeHne ans yaoanéHHOro KnuMeHTa, ucnoneaytowero “Tpurrep
MopTbl”. MaplwwpyTusatop nossonseTr yaanéHHomy knueHTy B cetn WAN cosgaBaTb HOBble
NOOKMIYEHNA K MPUIOXEHUAM B NOKanbHOW ceTu, ucnonb3ys “OTkpbiTble NopThl”. MOXHO
HacTpouTb He Bonee 32 3anucein.

NAT - Port Triggering

ex0TOPLIM NpuNo#eHuAnM TpedyeTcA, YyToOw onpenenéHHee NoPTLE MEXCETEBOrD 3KpaHa MapLwpyTH3aTopa Obiny OTEDLITE ANA A0CTYNA YOANEHHEIM knueHTaM. $ryHiumA Port Triggering
[OMHaMHYSCHM OTKPLIBAeT 'OTHPLITLE NOPTL! MAPLUPYTH3ATOPA, KOTAa NPUNOMEHHE B NOKANLHON ceTh MHMUMMpYeT TCP/UDP-coegmHeHie 4NA yAanéHHOoro KNNeHTa, WCronb3yoWweno
Tpurrep MopTel".

MapLpyTH3aTop NO3BONAET YAANEHHOMY KIMEHTY B CeTH WAN C030aBaTh HOBEIE NOQKMIOYEHHA K NPUMNOKEHUAM B NOKANLHOM CETH, MCNOMb3YA "OTKPLITHIE NOPTH'. MOMXHO HACTPOWUTE He
Gonee 32 aanuceil.

Tpurrep OTKpPBITBIA
Wmna npunoxerna Inanazox nopToe Iwanazon noproe | WAN-untepdeic | Coctoaumne | Bknrounte/OTrniounts | Mamenuts | Yoanute
lMpoTokon lpoTokon
Ha4ano | Koney Ha4ano | Koney

|ﬂOGaEMTb HF’aspeu.me ElCeHBI:.\GpaTb BCe ||V,qanwrb|

PucyHok 4-26

» Tabnuua Port Triggering: B Tabnuue cogepxuTtca uHgopmaums o 3anmcsx yHkumm Port
Triggering.

o Wmsa npunoxenusn: 3to uma 3anucu Port Triggering. [laHHOe 3Ha4eHWe yHUKanbHO K
JOIMKHO ObITb 00A3aTEeNbHO 3aMofIHEHO.

e Tpurrep:3aeck ykasbiBaeTcs [NMpoTokon, a Takke AnanasoH TpUrrep NnopToB—HavanbHbIA
N KOHEYHbIN Tpurrep nopT.

e OTKpbITbIM: 30ecb ykasbiBaeTcs [lpoTokon, a Takke guanasoH OTKPbITbIX MOPTOB —
HayanbHbIN U KOHEYHbIA OTKPLITbIA NOPT.

e  WAN-uHtepdcemc: iutepcenc WAN-cepsuca gnsa gpyHkuum Port Triggering.

» [Nob6aButb: Haxxmute aTy KHONKy Ans 4o6aBneHWst HOBOW 3anucuy.

» Ypanutb: OTMeTbTe ranoykon ato none B Tabnuuye (PUcyHok 4-26), 3aTemM HaxXMUTE KHOMKY
YpaanuTtb, nocne 4ero COOTBETCTBYIOLAA 3anvck byaeT yaaneHa ns tabnuubl.

Y1061 KO6aBUTL HOBYI 3anuchk Port Triggering:

1. Haxmute kHonky lo6aBuTb (CM. PUcyHOK 4-26), mocrne Yero Bbl yBUAUTE HOBYIO 3anuck Port
Triggering Ha cTpaHuL e, kKak Ha PucyHke 4-27.

37



LPRVEEED L YR DRVEET I MPykoBoACcTBO nonb3oBatens 6ecnposogHOl maplpytusatop ¢ mogemom ADSL2

NAT — Port Triggering

HekoTopele NPUNOXEHWA, TAKME KaK WIpel, BMAeOKoHDEPEHLIMN, NPUMOMEHHA, KOTOPEIM HEOTX0OMM YAANSHHKIR JocTyn, TpebyoT, uTobu onpegenéHHsIe NopTe
MEMCETEROM0 3KPaHa MApLUPYTU3aToPa GLINK OTKPLITE! ANA A0CTYNA. Bel MOMETE NPOUIBECTM HACTPOMKM NOPTA HAa AAHHOH CTPaHULE, BEIGPAE NPUNOXEHHE UNW CO3AB
coGCTBEHHOR NPABKMNG ANA NONL30EATENLCKOT0 NPUNOXEHWA W HAXAER "CoxpaHuTeTIpuMeHnTL"

KONW4ecTBO AOCTYNHLIX ANA W3AMEHEHHA 3anuced: 32

Mcnonk3oBaTh HTepelic: [pppoe_0_8_35/ppp0.2 V|

WMA npunoxenna:

(@) BeiGpaTk NPUNOXEHHE: BriGepute ogHo A
() TMonb30BaTenbCKOe NPUNOXEHHe: l:l

Hauancrem Tpuirep nopt]KoHe4HEIR 1purrep nopt|l purrep npotokonjHa4anbHein OTKPEITEIR NOPTJROHEYHEIR OTKPBITEIR NOPTJOTKPLITEIR NPOTOKON
TCP N4 TCP v
TCP N4 TCP v
TCP A TCP ~
TCP N TCP v
TCP N4 TCP v
TCP N4 TCP v
TCP A4 TCP v
TCP v TCP v

| Coxpanute/lpuMernTE |

PucyHok 4-27

2. BblbepuTe npunoxeHue u3 BbiNagalwoLllero cnucka. Ecnn B cnucke HET HyXXHOro Bam
NpuUIoXxeHus, Bolbepute kHonky Monb3oBaTe NbCKoe NPUIOXeHUe 1 BBEAMTE UMsI Ha BaLle
YCMOTpPEHWE B MoJie crnpasa.

3. Beegute HayanbHbin Tpurrep nopt, KoHe YHbIn Tpurrep nopt, HayanbHbIN OTKPbITLIN
nopT U KoHe4YHbIN OTKPLITLIN NOPT B Tabnuue, 3atem Boidepnte TpuUrrep NPoTOKON 1
O1kpbITbin NpoTokon (TCP, UDP nnn TCP/UDP).

4. Haxmunte CoxpaHuTb/lTpyme HUTL AN BKIHOYEHUS HACTPOEK, NOCe Yero Bbl yBUAMTE BaLLM
HaCTPOMKKN Ha CTpaHuLe, kak Ha PncyHke 4-26.

& lMpumeyaHue:

Ecnn Bbl BbibepeTe npunoxeHue u3 BbliNagawoLllero cnucka, HayanbHbI BHELWHWIA MNOPT,
KoHeuHbIn BHelWHWn NopT, HavanbHbIi BHYTPEHHUN MNopT, KOHeYHbI BHYTPEHHUI MNopT u
MpoTokon 6yayT nobaeneHbl B TabnmLy aBToOMaTU4eCKN.

4.4.5.3DMZ

Ha ctpannue [lononHuTenbHble HAcTPOonku — NAT — DMZ moxHO HacTpouTb y3en DMZ (cm.
PucyHok 4-28).

dyHkuma DMZ noseonseT co3gaBaTb OCOOLIN CETEBOW CErMEHT ANndA yarna foKanbHOW CeTw,
obpaLluatoerocs K Takum VIHTepHeT-pecypcam Kak OHMNanH-Urpbl NN BUOEOKOHEPEHL UN. .

38



LPRVEEED L YR DRVEET I MPykoBoACcTBO nonb3oBatens 6ecnposogHOl maplpytusatop ¢ mogemom ADSL2

NAT — ¥Y3en DMZ

YeTpoicTBO GyAeT nepeckinaTe |P-NakeTsl U3 MIHTEPHET, KOTOPLIE HE NPUHAANEXAT NPUNOMEHWAM, YEA3aHHLIM B TAONKHUE BUPTYankHLIX CEpEEpOB, K yany DMZ
KOMMBHTEPE.

Beegute IP-agpec koMNeOTEPa W HAXMUTE 'CoxXpaHuTEMIPUMERNTE' 4nA axTHEaLMK y3na DMZ.

Ouuctute none 'IP-agpec’ W HaskmuTe "CoxpaHuTsTIpMMeHUTE' ANA geakTueauMy yana DMZ.

DIP-agpec yzna DMZ: |

CoxpaHuTte/TIpUMEHHTE

PucyHok 4-28

Y1061 fOG6aBUTL HOBbLIN y3en DMZ:

Mo>xHo BBecTu IP-agpec koMmnbloTepa v 3aTeM HaxxaTb CoxpaHnTb/NpUMeHUTb 4N akTuBaLmMm
y3na DMZ, HacTpoeHHOro Ha JaHHOW CTpaHuLe.

& NMpumeyaHue:

Xoct DMZ nepeagpecoBbiBaeT BCe MOPTbl 0AHOBPeEMeEHHO. Y nboro MK, nopTbl KOTOPOIo
nepeagpecosbiBatoTcs, PyHKuMo DHCP-knneHTa gormkHa ObiTb OTkMoveHa. Tawke atoT [K
OOIKEeH MMeTb HasHadeHHble cTaTndeckun IP-agpec, Tak kak ero IP-agpec MoXxeT MeHATbCs Npu
ncrnonb3oBaHumn pyHkymm DHCP.

4454ALG

Ha ctpaHuue flononHute nbHble HAcCTPouku — NAT — ALG MOXHO HaCTPOUTb OCHOBHbIE
napameTpbl 6e3onacHocTu (cm. PucyHok 4-29).

ALG

BribepuTte TN ALG H1e.

| Brnrouwts FTP
| Brnrounts TFTP
] Brmiounts SIP
] Brmiounts H.323
| Brmounts RSTP

/| Brnrouwts IRC

Coxpanute/TpumernTs

PucyHok 4-29

HaxxmunTe kHonky CoxpaHuTb/IMpUHATL 4N COXPaHEHWUS BalLUMX HACTPOEK.
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4.4.6 3awuta
Pa3nen MEHH HOHO.HHVITeanbIe HaCTpoﬁKM —3aLI.|,VITa CoAepPXUT NnapaMeTpbl 3aLlnTbI, a TakKke

nogpasgensl ®unbtpaumnsa IP-agpecoB 1 ®unbtpaumna MAC-agpecoB (4OCTYMHbI TONbKO B
pexume MocTa).

+ DunsTpauns IP-agpecoe

* DunsTpaumuns MAC-agpecoe

4.4.6.1 dunbTpauus IP-agpecoB

OyHKuMAa dunbTpaumn IP-agpecoB noO3BONSET aAMUHUCTpPaATOpaM KOHTPONMpoBaTb LOCTYN
nonb3oBatenen kK WHTepHeT no IP-agpecy nonb3oBatenda. [log p[aHHOW  QyHKLMER
nogpasymeBaeTcss unbTpaumns ncxoaawmx IP-agpecoB. MoapoOHble MHCTPYKLMM yKa3aHbI
HUXe.

Ha ctpaHuue JononHuTenbHble HAaCTponkn — 3awuta — ®unbTpaumnsa IP-agpecoB MOXHO
HaCTpOuUTb Npasuna GunbTpauumn ncxoadailero Tpadguka (cm. PucyHok 4-30).

OyHKUMSA PunbTpauum mncxogdwmx IP-agpecoB nos3BonseT KoHTponuposaTb IP-Tpadwuk u3
nokanbHon ceTu. Mo ymonyaHuio ucxoasawmn IP-tpaduk 13 riokanbHOM CeTn paspeLléH, ogHaKko
moxHo SABJTOKUPOBATbL onpegenénHeie IP-agpeca, HacTpous npasuna unbTpaLmm.

HacTtpouka punbTpa ucxoaawmx IP-aapecos

Mo yMONMYaHKMK UCXOAAWMA IP-TpadE M3 NOKANEHON CETH pazpelldH, ogHako MmoxHo SABNOKMPOBATL onpegenéqHsle IP-agpeca, HACTPOWE NPaBMNa QUNETPALMK.

[NA HaCcTpoHEM MNLTPa MCxodALMY IP-a0pecos BOCNONL3YATECH KHOMKAMK [0GaBHT UNK YOaNWTL. MOMXHO HacTPOMT He Gonee 36 UNLTPOE.

| Wma hunsTpa | Bepcua IP-npotokona | Mpotokon | IP uct.f inuna npedukca | MopT uer | IP nazn./ [lnuna npedmkcaltd= | MopT HazH |Ynanurh |

PucyHok 4-30

Y106l HacTpouTL NpaBuno punbTpauum ncxoasawmx IP-agpecos:

1. HaxmuTe kHONKy [lo6asuTb (cM. PucyHok 4-30), nocne 4yero Bbl nonagé te Ha cTpaHuuy,
Kak Ha PucyHke 4-32.

DobaButb hpuneTp Ucxogawmx IP-agpecoB

Ha gaHHON CTPaHKLE MOXHO CO30aTE NPABMN0 GUNLTPa ANA oNpegensHuA UCxXoaALLero IP-Tpaduka, YKa3aE HOB0S MMA PUNLTPA W X0TA Bkl 04HO yonoere. YTodkl
npaenno UNETpa BCTYNWNG B CUITY, AOMKHE YAOBNETECPATECA BCe BRIGPAHHEIE 4NA HEro YCNosnA. HaxmuTe 'CoxpaHuT/TIPUMEHNUTE' ANA COXPAHEHUA W BEMYEHNA
dMneTpa.

Wma hunsTpa: |

BepcuA IP-npoTokona: IPvd v
MpoTokon: v

IP-agpec uctoyHMKa [/anuHa npedmecal:

MopT UCTOYHMEE (NOPT WAKW NOPT:NOPT):

IP-agpec HazHavyeHMA [/anuHa npedmrcal:

MopT HasHa4eHWA (NOPT WK NOPT:NOPT):

CoxpanuTe/TTpuMeHnTE

PucyHok 4-31
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2. Beeagute Umsa cdunbTtpa ons npasuna, 3T0 MM YHUKaNbHO U 06s3aTeNbHO AOMKHO ObITb
yKasaHo.

3. W3 Boinapatoulero cnucka Bblibepute npotokon (TCP/UDP, TCP, UDP unu ICMP) ans
coeguHeHuns mexay IP-agpecom nctovHmka u IP-agpecom HasHavyeHus.

4. Beegunte IP-agpec ncToyHuKa B gecATUYHOM dhopMaTe C pasgenuTenbHbIMM TOYKaMu, a
3atem BeeamTe MopT MCTOYHMKA (NOPT MM MOPT: NOPT) B COOTBETCTBYHOLLUMX NMOJISIX.

5. BeeauTe IP-agpec HazHa4YeHUs B AeCATUYHOM popmaTte C pasgenuTenbHbIMU ToYKaMMu,
3aTem BeeauTe MopT Ha3Haye HUA (NOPT UMK NOPT: NOPT) B COOTBETCTBYIOLLMX MOMSAX.

6. Haxmunte CoxpaHuTtb/lIpuMeHnTb 4N8 COXpaHeHus 3anmcu.

& lMpumeyaHue:

Korga Bbl pgobGaensieTe 3anucb unbTpauun mcxogdwmx IP-agpecoB, BaM Heobxoanmo
HaCTPOUTb XOTHA Obl OAHO YCIOBME Ha NpeabiayLUen CTpaHuL e 3a ucknoveHmem Mimenm ounbTpa.
Ecnn none lMpoTokon ocTaBuTb NyCcTbiM, 3TO ByaeT 03HayaThb, YTO NPABUIIO NMPUMEHSAETCH KO
BCEM npoTokonam. Ecnn Bbl octaBuTe nyctbiMu nons IP-agpec uctouyHuka w/wnu IP-agpec
Ha3HayeHus, 3To OyAeT O3HavaTh, YTO NPaBMMO NPUMeEHAETCS Ko BceM IP-agpecam UCTOYHUKA
n/vwnn IP-agpecam HasHauveHus. Ecnn octaButb nycTeiMy nons MopT uMcTouHuka w/mnum MopT
Ha3HayeHWs, TO NPaBuUo NPUMEHSIETCH Ko BceM NopTam ncTouHuka n/mnm NMoptam Ha3HayYeHuUs.

4.4.6.2 dunbTtpaumusa MAC-agpecoB

Ha ctpaHuue JononHuTe nbHble HaCTporku — 3awmTta — PunbTpauusa MAC-agpe coB MOXHO
HacTpouTb Npasuna dunbTpaumm MAC-agpecoB (cM. PucyHok 4-32). [aHHbI pasgen MeHo
No3BONSET KOHTPONMpoOBaTb AOCTYN K VIHTepHeT nonb3oBaTenein Ballen fokanbHOM ceTu No nx
MAC-agpecam.

& lpumevaHue:

dunbTpaumnsa MAC-agpecoB MOXeET MCNOMb30BaTbCA TOSMbKO ANA MOCTOSHHbIX BAPTYanbHbIX
kaHanoB ATM, HAaCTPOEHHbIX B peXnMe MOCTa.

HacTtpowuka ¢mnbTpauum MAC-agpecoB

PuneTpaura MAC-agpecos padoTaeT TONLKO AMA NOCTOAHHE EMPTYankHElX KaHanoe ATM, HACTpOSHHEX B pexmme mocTa. MEPEHANPABNEHO o3HayaeT, yTo BCe
kanpsl MAC-ypoeHA GyayT NEPEHANPABNEHLI, 33 MCKMHYEHWEM TEX, KOTOPEIE COOTESTCTBYHT HACTPOWKAM Npaeun B Tadnuue Huke. SABMOKMPOBAHO oaxauaer,
YTO BCE kaapsl MAC-ypoBHA GyayT SABNOKHMPOBAHLI, 33 MCKMHYEHWEM TEX, KOTOpLIE COOTBETCTEYHIT HACTPOHKAM Npasnn B TaBNWUe HUXe.

MonuTuEa GunsTpauun MAC-agpecos AnA kawaoro WHTepdenca:
BHWUMAHMWE: MzmeHenne rnofansHON NONMTHKK NPHEEET K TOMY, 4TO BECe HACTPOeHHbIe npaeuna BYAYT YOANEHLI ABTOMATUYECKW! Bam noTpebyeTca
CO30aTh HOBEIE NPAEMNA E OTHOWEHHH HOBOW NONMTHKM.

Wutepdpeiic Monutuka Namenntb

atm0.1 NMEPEHAMPABNEHO ]

[NA HACTPOHEM NPABUN MUNLTpauUMK MAC-aapecos BOCNONL3YATECE KHONKAMW [0GaBMTE MNK YOANHTL. MOM¥HO HAacTpoMTe He Gonee 36 GUNLTPOB.
WuTepdpeic Mpotokon MAC-agpec HazHa4eHHA |MAC«a,qpec WCTOYHHEA Ypanute

PucyHok 4-32

» W3ameHutb nonutuky: [Ona dunbTpaumm MAC-agpecoB MOXHO MCMOMb30BaTh ABa Buaa
nonutuk: MNEPEHAMPABJIEHO wnn 3ABJIOKUPOBAHO. [locTtaBbTe ranodky B cronbue
MN3MeHUTb, 3aTEM HaXXMUTE KHOMKY M3MeHUTb NONUTUKY ANS M3MEeHEeHMUs1 NONUMTUKN. Ecnin
Bbl Bbibpanu onuuto MEPEHAMPABIJIEHO, 1o BCce kagpbl MAC-ypoBHSA GyayT nponyLueHbl
MapLUpyTM3aTOPOM, 38 UCKIIOYEHMEM TeX, KOTopble ObINM ykasaHbl B MpaBunax B Tabnuue
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(cm. PucyHok 4-32). Ecnn BbibpaTb onuunto 3ABJIOKUPOBAHO, mapwpyTtmusatop 6yaer
onokmnpoBaTtb Bce kagpbl MAC-ypoBHA 3a MCKOYEHMEM TeX, KOTopble Oblv yKkasaHbl B
npasunax punbTpaumm MAC-agpecos.

> [ob6aBuTb:Haxmute kHonky [lo6aBuTb, MOCne Yero Bbl NoNagéTe Ha CneayoLLyo CTpaHmly
(PucyHok 4-32), roe MoxHO HacTponTb hunbTp MAC-agpecos.

» Ypanutb: OTMeTbTe ranoykon 3to none B Tabnuue (PUcyHok 4-32), 3aTeM HaXXMUTE KHOMKY
YaanuTtb, nocne 4ero COOTBETCTBYIOLAsA 3anvck byaeT yaaneHa us tabnuubl.
Y7106b1 fOGaBUTL NpaBuno dunbTpaunn MAC-agpecos:

1. Haxwmute kHonmky [Job6aBuTtb (PucyHok 4-32), Bbl nonagére Ha cnegyloLlylo cTpaHuuy
(PvncyHok 4-33).

HobaBute cpunbTp MAC-agpecoB

Coznaiite uneTp, 4Tobkl ONpegentTs kaapsl MAC-ypOBHA, BEbiOpae x0TA Okl 04HO YCNoEue. Ecni BeiGpaH0o HECKONLKO YCNOBMIA, BCe OHM GYOYT NPUMEHATLCA. HamuTe
"CoxpaHUTe/NPUMEHUTE" ONA COXPaHEHUA W BKMHYEHMA hUneTpa.

Tun npoToKona:

MAC-afpec HazHa4eHHA: | |

MAC-agpec MCTOYHMKA: |

WAN-uHTepdbeichl (HacTpc ie TONBKO B P mocTa): br_0_8_35/atm0.1 v

CoxpanuTe/TpuMeHnTE

PucyHok 4-33
BbibepuTe 13 Boinagatowero cnmucka Tun npoToKona ans npasuna.
Beegnte MAC-agpec Ha3HavyeHusA n MAC-agpec MCTOYHMKA.
M3 BbinagatoLlero cnucka Bbibepute HanpaBneHue Kagpa ans npasvna.

M3 Boinagatowlero cnucka Bbibepute WAN-nHte ppemc.

o gk~ w DN

Haxmnte CoxpaHutb/lIpnMeHnTb NS COXpaHeHust 3anucu dunbTpa, nocre 4ero Bbl
yBMAMTE BalLM HACTPOMKM Ha CTpaHuL e, Kak Ha PucyHke 4-32.

447 PoputenbCKWM KOHTPOIb

B meHto Ha cTpaHuue [lononHUTe NbHbIE HACTPOWKKN — PoanTe NbCKMM KOHTPOJIb HaxoasTCsA
HaCTPOWKN POAMTENLCKOro KOHTPOSS, 30ECh e HaxoaaTcs pasgenbl OrpaHnyeHme no BpemMeHun u
®dunbtpaumsa URL. OrpaHudeHne No BpeMeHW MO3BONSIET BaM KOHTPONMPOBATb aKTUBHOCTb
nonb3oBartenen B IHTepHeT NyTEM orpaHudeHmns goctyna k MHTepHeT no BpemMeHn. dunbrpauus
URL 3anpeluaeT komnbloTepam, NOAKMIOYEHHBIM K MapLIpyTU3aTopy, AOCTYN K onpenenéHHbIM
Beb-cantam. O6e aTn oyHKL UM paboTatoT HE3aBUCMMO APYr OT Apyra.

4.4.7.1 OrpaHuye Hue No BpeMeHu

[aHHas hyHKL 1St NO3BONSIET HACTPOUTL BPEMSI, B TEYEHNE KOTOPOro OnpeaeNEHHOMY YCTPONCTBY
nokanbHOWN ceTu, NOAKMIYEHHOMY K MapLUpyTu3aTopy, 6yaeT 3anpeluéH aoctyn k IHTepHeT.
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Bpewms 3anpeTta goctyna

MoHO HACTPOWTE He Gonee 16 aanucel.

Wmsa nonbzoeatens

Nuen

Bpemn

MAC-agpec

I'IH|BT|Cp|'-IT|I'IT|C6| Bck HaqanolKoueu,

Coctoauue | Bknwoynte/OTENYnTE | MamennTs | Yoanute

|ﬂ06anTb || BrniounTe BCE || Bribpate BCE ||Y,qann'rb|

Y106b1 4OGaABUTL 3aNUCb orpaHn4ye HuAa gocTtyna AoCcTtyna no Bpe MeHu:

PucyHok 4-3

4

1. HaxmuTte kHonky [lo6aBuTtb (PucyHok 4-34), nanee Bbl yBUAMTE CTpaHULY, kak Ha PucyHke

4-35.

Bpewms 3anpeTta gocTtyna

Ha 3Toil cTpaHuue MoxHO 000aBKUTL BpeMA, koraa OyaeT aanpelyéH AocTyn YCTPOMCTE NOKankHOW CETH K MapLupyTHaaTopy. B none "MAC-agpec Gpayaepa”
aBTOMaTH4eckK oTobpaxaeTcA MAC-anpec ycTpoHCTEA NOKAnNkHOI CETH, Ha KOTOPOM 3anyLleH Gpaysep.
[n= 3anpeTa 4OCTyNa APYTMM YCTPORCTEaM HaxmuTe "Opyrue MAC-agpeca” u eeeauTe MAC-agpec Apyroro YCTPOACTEBA NOKANLHON CETH.
YTobk! HaliT MAC-agpec KoMnsoTepa ¢ Windows, OTKPORTS KOMaHIHYH CTPOKY M BEeaWTe “ipconfig /all".

MA NONb30BaTENs: I:I
(O MAC-appec Gpaysepa: T4:d4:35:9f.d8:b0
® Opyroii MAC-agpec (XX:XXXXXXXXXX): | |

MHel Heflenu: MH BT Cp Yr nr Cco Bk
HaxmuTe Ans Bwibopa: O O O O O O |

HayaneHoe Epema dnokupoeku (Y4:MM):

KoHeuyHoe Bpema GnokmpoekM (Y4Y:MM):

| CoxpanHuTe/TIpUMEHNTE |
PucyHok 4-35
2. Beegute WmMaA nonb3oBaTtens YCTPOMUCTBA FOKaNbHOW CeTU, MOOKMIOYEHHOIO K

mMapLupyTM3aTopy.

3. YroObl 3anpeTuTb JOCTYN YCTPOWUCTBY, HA KOTOPOM 3anyLleH BeO-6pay3ep, OTMETbTE CTPOKY
MAC-appec 6pay3epa. B none psgom 6yaet aBtomatmnyecku ykasaH MAC-agpec. Yrobbl
3anpeTnTb AOCTYN NPOYMM YCTPOMCTBAM fOKanNbHOW CeTU, oTMeTbTe cTpoky Apyron MAC-
aapec (XEXKEXXXX:XX:XX) v Beegute MAC-agpec apyroro yCTpOMCTBa fIOKanbHOW CeTW.

BribepuTe geHb, korga oyget pabotaTb npaBuno.

Beeante HauyanbHoe Bpemsi 6nokupoBkM 1 KoHeuyHoe BpemMsa ONOKUPOBKM MO
OTAENBHOCTU B COOTBETCTBYHOLUMX MONSAX BHWU3Y, YTOObI KOHTPONMpPyeMoe YCTPOMCTBO He
MOTIO MNOAKIMIYMNTLCS K IHTEPHET B TEYEHME YKa3aHHOro nepmnoaa BpEMEHN.

6. Haxwute CoxpaHutb/NIpuMeHNTb ANs COXpaHeHNsa 4aHHOM 3anncK, Nocne Yero Bbl yBUauTe
BalUM HacTponku B Tabnuue (cM. PucyHok 4-34).

& lMpumeyaHue:

qDyHKLJ,MFl orpaHnyeHna gocrtyna no BpeEMEHU 6y,£|,eT pa6OTaTb TOJIbKO MOCIie TOro, Kak Bbl

HacTpouTe BpeMsl Ha MapLIpyTu3aTope B MeHo YnpaBrneHue — Bpe msi.
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4.4.7.2 dunbrtpauymusa URL

[aHHaa dyHKUMS no3BondeT HacTpamBaTb npasuna dunbTpaumm no URL-agpecam gnsa Toro,
YTOObI KOHTPONNPOBATbL AOCTYN KOMMBIOTEPOB FIOKANbLHOW CETU K onpeaenéHHomy nopty. [laHHas
yHKL NS paboTaeT HE3aBNCUMO OT OrpaHUYEHUS 4OCTYMNa No BPEMEHM.

®unetp URL-agpecoB

CHauana BuiGepuTe TUN CNACKA, 3aTemM HACTPONTE 3aM1cK B crMcke. MOXHO HACTPOWTL He Gonee 200 URL-aapecos.

Tun cnucka URL-appecos: (o) OTkrmounTe () Paspewwts () 3anpeTuTs

LAN IP-agpec | MopT | Anpec | CocToAHne | BEnoynTe/OTKNHYHTE | Hamennthb Ynanuth

|ﬂ053EH-1Tb || Pazpewnts BCE || Bribpate Bce| |Y,qam1Tb |

PucyHok 4-36

MapLpyTunsatop pacnonaraet Tpems nonMtukamm gns pyHkuum ounbtpauumn URL-agpecos.
»  OTkntounTb: PyHKuMAa punbTpaumn URL-agpecos He GyaeTt paboTtaThb.
» PaspewuTtb: PaspewmnTb kOoMnbloTEpamM JOCTYN K ykazaHHbIM URL-agpecam.

» 3anpetTtb: 3anpeTunTb AOCTYN KOMMNblOTEPaM K ykasaHHbIM URL.

Y1061 fOGaBUTL 3annchk punbTpauum URL:
1. Bbibepute kHonky 3anpe ™Tb unu PaspewunTtb. [Insg npumepa BbibpaHo 3anpeTUThb.

2. HaxmuTte kHonky lo6aBuTb (CM. PucyHok 4-36), nocne 4ero Bbl yBUANTE CTPaHULY, Kak Ha
PucyHke 4-37. Beeante URL-agpec n Homep nopta.

Poautenbckuit KoHTponb — ®unsTp URL-aapecoB [lo6aBuTh

BeeguTe agpec, 3ateM HaxmMuTe "CoxpaHuTe/TIpuMennTs” 4nA godaeneHnA 3ankck duneTpauut URL-agpecoe. Mo #enaHuio MoxHOo yEasats LAN IP-agpec, ecnu el
XOTUTE AENaeTe HACTPOMHKY ANA KOHKPETHOTO KOMNLIOTEPE NOKANEHON CaTH.

INuanazou LAN IP-agpecoe: | |—| |(HeoﬁﬂaaTeano]
Homep nopra: I:I (Ecnu 3To none ocTaBMTE My CTRIM, TO N0 YMonuaHui SygeT nenone3oeatecA nopt 80.)
Appec: | ||,E|06aBMTh eLL|é|

| CoxpaHuTte/TIpuMeHuTE |

PucyHok 4-37

3. Haxwute Coxpanutb/NIpuMeHnTb ANs COXpaHEeHNsa 4aHHOM 3anncK, Nocne Yero Bbl yBUauTe
BalLK HACTPOMKWN Ha CTpaHuL e, kak Ha PrucyHok 4-36. Kaxxablin KoMnbloTep, NOAKITHYEHHbIN K
MapLUpyTM3aTopy, HE CMOXeT 3aiTu Ha AaHHbIn URL-agpec yepes ykasaHHbIn NopT.

448 lMpnoputesaumna AaHHbIX

Ha cTtpaHuue [lononHuTenbHble HacTpoku — Mpuopute3aumus AaHHbLIX MOXHO BKMOUUTb
byHKL MO0 NpuopuTesaunm gaHHbIX (M. PucyHok 4-38). laHHasa yHKLMSA NO3BONSET yCTaHOBUTb
oYepéaHocTb 06paboTkM pasnMyHOro Tpadmka, BXOAALLEro Yepes Ball MapLupytTusatop. PyHkims
npuopuTesaunn aHHbIX MPUKPENNAeT cneuunanbHble onpeaenuteribHble MeTKU NN 3arofioBKU
BXOOALUMM NakeTam, YTO MO3BOSIAET HanpaBuTb NaKeTbl B TY UMW UHYIO NPUOPUTETHYIO ovepeab.
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OTO NonesHo, Koraa Bbl XOTUTE ykasaTb 6oree BbICOKUI MPUOPUTET HEKOTOPOMY TUMY AAHHbIX,
Hanpumep, NakeTbl FON0COBOro Tpadmka byayT nmeTtb 6onee BbICOKUI NPUOPUTET, YEM NaKeTbl
web-Tpadwmka. JaHHasa onuunsa no3sonseT 6onee kayecTBeHHO obpabaTbiBaTh Yka3aHHbIN CETEBOM
TpaduK C NOMOLLbLH pPa3NNUYHbIX TEXHOMOTNN.

MpuopuTesauusa AaHHbIX — HacTpoMkKa ynpaeneHus oyepeasaMu

Ecru oTmedexa cTpoka 'BrmiounTs dyHELMIO NPUOPUTEIELMK NaHHLE, Heobxoaumo BriGpate DSCP-mapkep no yMONUYaHWKD ANA aETOMATUYECKDH MapKUPOBEN
BExogAlero Tpaduea Ge3 MCNonLE30BaHKMA 0TAenkHoro KnacckudmkaTopa. Haxmute 'CoxpaHnTh/MpUMEeHHT: .

MpuMeYaHue: ecnu CTPOKa "BENHYKTE (YHKLMK NPUHOPUTE3aLMKM JaHHbIX' He BeliOpaHa, To faHHaA (pyHKUMA DyOeT OTKNHYeHa ANA BCcexX NOPTOE.
Npumeyanue: DSCP-mapkep NO YMONYaHUIO HCNIONbL3YETCA ANA MaPKMPOBKW BCEX MCXOAALMX NAKeTOE, KOTOPLIE HE NOAXOAAT NOM NPABMNA KNACCHDUKALMM.

[/] BHNOUKTS QYHKELMED NPUOPUTESALINM AaHHLLX

Buibpats DSCP-Mapkep no yMON4YaHWo Bes namenenua(-1) V|

CoxpaHuTte/TIpUMeHUTE

PucyHok 4-38

OTmeTbTe CTPOKy BknounTs (PyHKUMIO NpUopuUTe3aLMKM AaHHBLIX, YTOObI BKMOUYATL AAHHYIO
YHKL MO ANs BCEX UHTEepdencoB.

M3 Bbinagatowero cnucka Heobxoaumo Bbibpats DSCP-mapkep no ymMonuyaHuio Ans
aBTOMaTMYeCKOM MapKMpOBKM Bxodswero Tpadwmka 6e3 wncnonb3oBaHWA OTAENbHOM
KnaccudukaTopa.

Haxxmnte CoxpaHuTtb/NIpuMeHnTb 4Ns COXPaHEeHMUS TEKYLLMX HAaCTPOEK.

& lMpumeyaHue:

DSCP—MapKep no ymMoJ/i4aH1o NnoMeYaeT BCe Ucxoadiline nakeTbl, KOTOpPble HE NOOAXOOAT HU NMo4
OOHO npaBuIio KJ'IaCCl/I(pI/IKaLI,VIVI.

4.4.8.1 Hactponka o4ye pegen

Ha cTpaHvnue [lononHuTenbHble HacTpolku — [MMpuopuTesaumus gaHHbiIx — HacTtpoiika
ouepenaen MOXKHO HAaCTPOUTL BUPTYaslbHbIE CEPBEPbI.

PucyHok 4-39
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Haxxmute kHonky lo6aBuTb (CM. PucyHok 4-39) onsa HacTpPOWVKM 3anmcu ovepeam Ha cnegytoen
cTpaHuue (cm.PucyHok 4-40).

HacTpouka ouepenei npuopuTesaLum Tpaduka

Ha gaHHoA CTPaHMLE MOXHO HACTROWTE CYEpedb NPUOpHTE3aUMH Tpaduka M A0G3ENTE € K BelIBpaHHamy
WHTEpdecy 2 ypoBHA.

MmnA;
BEMHYHTE: Brnrwounte | w
WuTepedc: atmi | »
MpUopHTET OYepene: 1WRRIWFQ) | v | (Hu#e 3HAYEHWE, BEIWE NPUOPWTET)

- B cnncke NpUopUTETOR oYepenei oToGpakaeTcA anropuTM pacnncaHing
ONA K3KO0MD YPOEHA NPHOPUTETHOCTH.
- Quepegm © OOMHAKOELIMKM NPWOPUTETAMK PACNONArakTCA COMacHo
ANropnTIY.
- Quepegm © pasHeIMKM NPUOPUTETAMK PACNONATAKTCA HA GCHOBAHWN
CTROrof NPUOPHTETHOCTH.

ANTropUTM paciMCaHnA
(@) BageWeHHEIR LMKNMYECKUA anropnTi

(") B3BeleHHaA cnpaeeanuean ouepeds
BecoBoi KO3(MUUMENT OYepenn: 1 [1-63]

Janepwka DSL-nUHMK: Path( |«

Coxpannte/ T pumeHnTe

PucyHok 4-40

>  WNma: Ykaxute nmsa sanucu.

A\

BknounTthb: Bbl6paB 3Ty onuuio, Bbl BKINMHOYNTE aHHYIO 3annchb.

» WHrepdenc: KoHkpeTHbIn WAN-cepBUC, Ha3HaYeHHbIM Anst AaHHOW 3an1Mcy Nnpuoputesauim
OaHHbIX.

> TpuoputeT ouyepenen: YpoBeHb NPUOPUTETHOCTM ANA AaHHOW odepean npuopuTesalum
OaHHbIX.

» 3apepxka DSL-nuHuu: Bbibepute napameTp 3agepkkum Ons OaHHOro Tuna nepegaym
OaHHbIX, 419 HaCcTOoSALWEero MapLupyTmsaTopa 4OCTYneH ToNnbko BapuaHT PathO.

3aBepLUMB HACTPOWNKY NapamMmeTpoB NpuopuTesaumm gaHHblx, Haxmute CoxpaHnTte/lMpume HITL
ONsa eé coxpaHeHus, Nocrie Yero Bbl YBUAMTE BalLW HACTPOWKM Ha CTpaHuu e, kakHa PucyHke 4-39.

& lMpumeyaHue:

1) MeHbLuee yncrno Ans 0603HauYeHNs NPMOPUTETHOCTU O3HaYaeT Goree BbICOKUI NpUopuTeT
[aHHOW oYepeay No OTHOLUEHWIO K APYrvM.

2) 3anucb o4yepeaun, HaACTPOEHHasi Ha QdaHHOW CcTpaHuue, OydeT MCnonb30BaTbCA
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KnaccudurkaTopom Ans npaBuUbHOM COPTUPOBKM BXOOSALLMX NaKeTOB.
4.4.8.2 Knaccudmkaumsa

B paHHOM pasgene ykasaHo, Kak co3gaTb MpaBuio Knaccudukauum mcexogsawero tpadmka,
Ha3Ha4MTb OoYepedb NPUOPUTETHOCTU, MHTepdenc un (no Bbibopy) nepenncatb DSCP-6ant
3aronoBka IP-nakeTa.

[MpaBnno COCTOUT M3 UMEHMU KIacca U Kak MUHUMYM M3 OOHO M3 YKa3aHHbIX HWxe ycrnosui. [Ons

TOro YTOoObI npaBunno BCTynumo B cuiy, OOJDKHbI BbINOJIHATLCA BCE YCIOBUA, YKa3aHHbIe OJ1A
OaHHOIo npasuma.

HacTpolka hyHKUMK NPHOPHTE3ALMM JaHHBIX — MOKHO HACTPOMTL He Gonee - MOXHO HACTPOMTL He Gonee 32 npasun.

“iTofia ofansms. npamns, waae woncy fofankTi.

Toka YIANKTS. NHARAN, NOCTAAKTA FAACICY HANDOTYR HAHYOHOFT RAM NNARUTLA B CTOACLS YIIATHTY W MENMINTR EHOTKY YRANNTS

Ti5ens HRWATR 40083 MENIOUUTL, YETROAETRS NPOSIAHNDYAT ACA ANHEM A TRENMR. TPARNNA, \ EDTHLL CYOHT FARGER B EFONGUR TRNGMATS', By/1yT irscuaies T NAUNG,  KSTEQLE: HIT STUATIL B ETEARLS THTICHMTY, HA BT REFWREORRH!
Mecna ofeian P Cau DeancHmre’ PAHRYET O COCTORHMAN JANHCR

Ecnn s omoucrane drensns WIAM 1 cTpase Brcnp ez e pewanuty, we Syye

[ KPHTEPHHA KIACCHOMEALIMA

PEIYIBTATE KIACCHTHEALIAR
| | Chass Intd|Ether Type|MACmackn mer|MACimaces waaw| IPianwna nped. wer

Mopr met | lopr wasm| Nposepxa DSCP| Nposepsa 302.1F | Knoy ovepean | D5CP-smaprep [BIZ1P.

¥ nanw|
IPignmiea npedy. wasw | lpoToson)

Flofianss | | B || Yiansam.

PucyHok 4-41

Haxvmute kHonky Ho6aButb (cM. Puc. 4-41) gna HacTponkM npasuna Kraccudukaumm
npuopuTesaL MM AaHHbIX Ha CNeayoLen CTpaHuue.

OdobaBuTEL NpaBuoO Knacca ceTeBoro tpacdgpuka

Ha 3ToR CTpaHWLe MOKHO COZ0aTh MPAENNE KNAccos Tpadmka AnA knaccuduEalumi BXoqAWero Tpadka Ha OCHOBE NPUOPUTETHOR OUepenu 1
AONeNHWTENEHE yrka2ate DSCF unu Ethernat-npuopuMTeTHOCTE NakeToe.
Ha#aaute 'coxpasnte/lIpUMEHHTE' ANA COXPAHEHWA 1 AKTWEALWM NPaBMNA.

WmA knacca Tpacduka: |

MopAgok npaeuna:
CocToRHWe Nnpaeuna:

YKazaTh KpUTEPUH Knaccudmkaumm (ECru He yKasaH, 3T0 03HAYAST, UTO KPUTEPHIA He WCTIOMNb3YeTCH)

WHTepderc knacca: LAN v

Ether Type:

MAC-agpec UCTOYHHEE:

Macka MAC-agpeca MCTOYHMEKA:

MAC-Ha3Ha4YeHuA:

Macka MAC-agpeca HazHa4YeHWA:

YKasaTh Pe3yNbTaThl KNACCHPHUEALMM (ECNM 3HAYSHWE HE YKA3aHO, TO [aHHLIA NapaMeTp He WCMoMbL3YeTCA)

YKa3aTh 04Yepefb Knacca (06A3aTenbHan HacTpoika): | v|

MapkupoEka To4KK Koda audpihepeHunporaiHelx yenyr (DSCP): | v|

MapKMpOBKa NPMOPUTETHOCTH 802.1p: | v

- MakeTsl Ges VLAN, BeixogAalme Yyepes uHTepdeic Ges VLAN, GyayT T3rvposateca VID 0 u P-BITS Ha ocHoBe NpaBMna Knacca.

- ¥ nakeToB ¢ VLAN, BbIX0JALLMK Yeped uHTepdeiic ¢ VLAN, P-BITS nakeTa Oy/ayT 3aHOEO MapkMpoBaTLCA P-BITS NpaEunoM knacca.
DononHKTENEHEIR T3r VLAN He Byaet nobasneH.

- MakeTsl Ges VLAN, BuixogAwLme Yyepes uuTepdenc ¢ VLAN, GyayT TawpoeatkcA VID uHTepdeiica and n P-BITS npaewna knacca.

- MakeTsl ¢ VLAN, BEbx0gALIME Yepes uHTepdenc ¢ VLAN, ByayT ononHUTENEHO T3rMposatsl VID naketa W P-BITS npaeuna knacca.

| MpUMeHNTLIC OXpaHnTL |

PucyHok 4-42
Yka3saB ycrnosusi, Haxmute CoxpaHuTb/TIpUMeHnTb NSt COXpaHEHNs 3anmcu.
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449 KOHTpPOb NPONYCKHOM CMOCOOHOCTU

Ha cTtpaHuue [lononHuTeNnbHble HACTPOUKU — KOHTpONb NPONYyCKHOW CNOCOGHOCTU (CM.
PucyHok 4-43) MOXHO BKMOYATL [AaHHYK QYHKUMIO W HaAcTpoMTb MapamMeTpbl obLuen
ncxoasiuen/exoasLLen NponyckHom cnocobHOCTH.

KoHTponb nponycKHOM CNOCOBGHOCTH

Ha 3Toif CTPaHWLE MOXHO EKNHYMTE/OTKIRUATE KOHTPONE NPONYCKHONR CNOCOGHOCTH. HACTPORKN NPHMEHAKTCA TONLKO, 2CNKM OTMEYeHa CTPOKA
"BHMKYTL KOHTPONE NPONYCKHOA CNocoGHoCTH".
HaauTe "CoxpaHuTe/TIpUMMEHHTE” 4NA COXPAHEHNA HACTPOSK.

Mpumeyanue:
Ecnu AaHHaA CTPOoKa He OTMEYeHa, BCE NPaBMNAa KOHTPONA gocTyna SyoyT oTHNHYEHEL.

Ecnu Bkl HCnonkayeTe ADSL-nogknioyeHne, yoeauTecs, 4To oflan NCXOAALAR/EXOOAWAA NPONYCKHAA CNOCODHOCTE He NPeELIWaeT
EXOOAWYI/MCXOOALYH CKOPOCTE NOAKNKYEHUA, MHAYe KOHTPOML NPONYCKHOW CNOCOTHOCTH He DyaeT paboTaTk.

] BEMKYNTE KOHTPONE MPOMYCKHON CNOCOGHOCTH

THN NHUHKK: (@ ADSL () Jpyroe

O0Wwan MCXo4AWAEA NPONYCKHAA CNOCODHOCTL: I:I KGuTic
0Obwan BxogAWan NPonyCckHan cnocobHOCTL: I:I KGuTic

| Coxpasute/lpuMeHHTE |

PucyHok 4-43

» BKJHOYNTbL KOHTPOJIb MPONYCKHOM CNOCOBHOCTU: OTMETLTE 3Ty CTPOKY AN BKIYEHUS
PYHKLL UM KOHTPOIIS NPOMYCKHON CMOCOBHOCTMW.

» O6wan ucxoasiwan nponyckHasi cnocobHoctb (Kbut/c): Beegnte ckopocTb ncxogsailero
noToka gaHHbIx Yepes nopTt WAN.

» O6wana Bxogawas nponyckHass cnocobHocTb (K6ut/c): BBeauTe CKOpPOCTb BXOASILLENO
noToka AaHHbIX Yepes nopT WAN.

» Coxpanutb/lIpuMeHUTL: HaXxXmMuTe 3Ty KHOMKY, YTOOLI Bally HACTPOMKN BCTYNUIN B CUTY.
& [pumeyaHue:

MapameTpbl 06Lien mMcxoddwen npomnyckHOM CnocoBHOCTM M obLen BXOAALEN NPOMYCKHOM
CMOCOBOHOCTM JOIMKHbI ObITb HACTPOEHbI 06A3aTENbHO.

4.4.9.1 Cnucok npaBun

Ha cTtpaHnue [ononHutenbHble HAacTPOMKM — KOHTposnb NPOMNYCKHOM CNOCOGHOCTN —
Cnucok npaBun (cM. Puc. 4-44) moxHo npocmaTpmBaTh U HacTpamBaTb NapaMeTpbl KOHTPOs

Tpadwmka.
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CnucoK NpaBun KOHTPONS NPONyCcKHOM CNOCOBHOCTH

Ha aToi cTpasnUe oToOpaxeHsl NPaEMna KOHTPONA NPONYCKHOA cnoce@HOCTH. [NA HAacTPOAKA NpaBWN BOCNONL3YATECH CODTBETCTEYIOLMMA KHOMKaMy. MoXHO HacTpoUTs He Gonee 16
3anucei

Ecnun HasA nponyckHan Th HE YKa3aHa WK eé 3HaYeHHe NpeBbilaeT 3HateHme obwed nponyckHoR
cnocofHOCTL No yMon4auu Oyaet pagHa obuen .

CneguTe 3a TeM, 4T00kI MUHUMAILHAA NPONYCKHAA cNOCOGHOCTL He NpeekIWana oGy, WHave (YHKLMA KOHTPONA NPONYCKHOW cnocoGHOCTH He GyaeT padoTaTk.

™, TO Han nponyckHas

Wcxopawan nponyckHan cnocobHocTk (Kout/c) Bxopfwan nponycksan cnocobHocTk (Koutic)
Onucanue | Mpuopurer | | Coctosauue | Mzmennts | []

Mun Makc Mun Makc

|,El,oﬁaEMTb| | Brnwounts H O‘rmwuu‘rb| ‘Y,qanmb |

PucyHok 4-44

UroObl 406GaBMTE NpaBWO KOHTPONs Tpadwmka, HaxmMuTe KHoMky [Job6aBuTb, NpaBuno MOXHO
OyaeT HacTpOUTb Ha cneayloLen cTpaHuue (cm. Puc. 4-45).

HacTpoika npaBun KOHTPONA NPONyCKHOW CNocoBGHOCTH

Ha 3T0 CTPaHULLE MOXHO HACTPOWTL NPABUNO KOHTPONA NPONYCkHOR cnocoGHOCTK. [INA KAKQ0ro NPpaeuna MOXHO YKa3aTk onpenenéHHbLIi npuopuTeT. Mpaeuno Syaet
MCNOML20B3TLCA ANA KOHTPONA CKOPOCTH MCXOAALNX W BXOAALUMY MAKETOR
Haxmute "CoxpasnTe/TPUMEHHTE" 4NA COXPAEHEHUA NPaBuna.

CocToAHWe npaBuna: (@) BrniounTe () OTKMHOUMTE
Ilwana3oH NopToE: |—| |
MpoTokon: TCP/UDP v
Mpororon:

MHH. CKOpOCTE Makc. CKOpOCTh

MNuanazox IP-agpecoe:

CKOpOCTbL MCXOOAWero Tpaduka: | |—| | Koutic
CropocTe BEXOAAWeEro Tpaduka: | |—| | Kautic
CoxpanuTe/lTpUMeHnTs

PucyHok 4-45

» CocTtosiHme npaBuna: Bbibepute cocTtosiHMe npaBuna M3 BbiNnagalolwero crnucka ans
BKJTHOYEHUA/OTKNHOYEHUS npasuna.

» [OwnanasoH IP-agpecoB: Beeante ognH IP-agpec unm gnana3soH IP-agpecos.

» [OwmanasoH nopTtoB: BeBegnte oguH NnopTt ngn gnanasoH NopToB.

» [MpoTtokon: BeibepuTe TN npoTokona ua Bbinagatowwero cnmcka (TCP, UDP unun TCP/UDP).

» MpuopurteT: /3 BbiNagaroLero cnmucka Bbibepute npuoputeT. [JJOCTYNHO NATbL BAPMaAHTOB:

Cawmbin Bbicokuin, 1, 2, 3, 4,5, 6 1 CamMbli HU3KMIA. o ymMmon4yaHuIo odepenb NPUOPUTETHOCTU
ans npasuna: 4.

» CKopocTb ncxopgsiyero tpadmka:; Ykaxxute MUH. U Makc. 3Ha4E€HUS1 CKOPOCTU UCXOOSALEro
noToka gaHHbIX Yepes nopT WAN.

» CKopocTb Bxoasiwero tpadmka: YKaXnte MuMH. U MakC. 3Ha4YEHUS1 CKOPOCTU BXOASALLErO
noToka gaHHbIX Yepes nopT WAN.

lNocne Toro kak Bce nmapameTpbl HACTPOeHbI, HaxMuTe CoxpaHuTb/lpyumMme HUTL, 4YTOObLI BaLK
HaCTPOWNKN BCTYNWUNN B CUMY, NMOCIe Yero Bbl YBUANTE CMUCOK, Kak Ha PucyHke 4-46. Ecnun Bbl
XOTUTE U3MEHUTb NPaBUIIO, HaXMUTe kHonky U3meHuTsb. Ecnn Bbl xoTUTe yganutb npasuIio,
CHa4ana noctasbTe ranoyky B ctonbue Yaanutb, 3aTeM HaXMUTE KHOMKY YaanuTb.
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CnMCOK NpaBun KOHTPONA NPONYyCKHOW cnocoGHOCTH

Ha 3Toit cTpaHuue 0ToSpaeHsl NPABMNA KOHTPONA NPONYCKHOA CNocoBHOCTU. [INA HACTPOIKN NPABMN BOCTIONE3YHTECH COOTEETCTEYHOLLMMA KHOMKaMW. MOKHO HACTPOWTS He
Gonee 16 3anucei.

ECnM MakcuMansHasA NponyckHan cnocoGHOCTL He YKa3aHa MK eE 3Ha4yeHne NPeBLIEaeT 3Ha4eHue oBLWed NPoNyCKHOR cNocoGHOCTH, TO MaKkCMMansHaA NPonycKHan
CNOCOGHOCTE NO YMON4aHWK GyAeT paEHa obwed .

CnequMTe 2a TeM, 4T00klI MUHUMANEHaA NPONYCKHAA CNOCOBHOCTE He NpeBkIWwana obuy, MHa4e (PYHKLMA KOHTPONA NPONyCKHON CNOCOBHOCTH He OyAeT paboTaTk.

Wcxopawan nponycknan cnocobHocTe (Kbut/c) | Bxogawan nponyckHan cnocobHocTk (KowuT/c)
Onucanwe |[lpuoputer Coctoauue | Mamennts | []
Mun Makc MuH Maxkc
192.168.1.101-
192.168.1.103, 4 100 200 400 200 Brnioueno ||Wamenmnts || [
30, TCP/UDP

| HobaeuTs | | Brniounte || OTENIOYMTE | | Yaanute |

PucyHok 4-46
& lpumeyaHue:

Makc. CKOpOCTb MCXOASLEro/Bxoaawero Tpadmka U MWH. CKOPOCTb MCXOOSLLEro/BXoasLero
Tpacuka onpenensaTca 3a CYET BbiAENEHUS M3NULLKA UCXOOALLen/BXoadALen NpOonyCKHON
CrnocobHOCTN cornacHo npuoputeTty. Ecnu npasvuna ¢ pasHbiMW NpUopuUTETaMu, TO U3NULLEK
NPOMYCKHOM CNOCOBHOCTM NCNONb3YeTCa CHavyana Ans npasuna ¢ HanbonbLMM NPUOPUTETOM
COrnacHO Makc. CKOPOCTM UCXOASLLErO/BXOAALErO Tpadmka, HACTPOEHHOro ANs Takoro npasuna.
Ecnn nocne aToro BCE elwé OCTAETCA KakOM-TO W3MNMLIEK MPOMYCKHOW CMOCOBGHOCTMU, OH
ncnonb3yeTcs Ang npasuna ¢ MEHEE BbICOKMM NpuoputeToM. Ecnv npasuna uMeroT OAMHaKOBbIN
NPUOPUTET, N3MULLEK MPOMYCKHOW CNOCOOHOCTU pacxoayeTcs Ans 3TUX NpaBuil UCXoaa M3 MUH.
CKOPOCTU UCXoOsLlero/Bxoaswlero Tpaduka, HacTPOEHHOW Ans Takmx npasun. Yem 6Gonblie
CKOPOCTb Ucxoadulero/Bxoasuwero Tpadwuka, KOTopasa ykasaHa nna npasuna, Tem 6Gonee
NPOMNYCKHOM cnocobHOCTM OyaeT BblAENEHO ANS HEro.

4.4.10 MapwpyTunsaums
B meHio [ononHuTenbHble HacTpouMkn — Mapwpymmsauma cogepxutca Tpu pasgena:

OcHoBHoWM w3, Ctatmyeckne mapuwpytbl u RIP. MNogpobHoe onncaHne HaAcTpoek ykasaHo
HUXe.

=MapwpyTHzauun

+* OCHOBHOM WNK:

* CTaTH4eCKHEe MapWpyThl

*RIP

4.4.10.1 OcHOBHOM LWUNIO3

Ecnu Bbl 3angéte B MeHto [lononHuTe NIbHble HACTPOMKK — Mappym3auns — OCHOBHOMN
W3, Bbl YBUAUTE CReayoLLyo CTpaHuLy.
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HacTtpounku mapupyTtusaumm — OCHOBHOM LINHO3

CnmMcoK MHTepMeACOE OCHOBHOMD LUMH3a MOMET COEPHaTh HECKONEKO MHTepdeiicor WAN, paGoTakuiy B KAYeCTBE CUCTEMHBIX OCHOBHBIX LUMKOZ0B, HO TOMBKO OJMH
M3 HWX BYAET MCNONLI0BATECA COMACHO CNEaYLEe 04epeaHoCTH NPUOPHUTETOR: NEPBLIA MMEST HanGonbLLIMIA NPUOPHTET, A NOCNEAHWUIE MMEET HaNMEHKLLIMIA
MPWOPUTET, ECNM NOAKMKYeH WHTepdeic WAN. NMopALOK NPUOPUTETHOCTH MOXHO M3MEHATE NYTEM YAANeHWA BCeX W 00pPaTHOMD Mx A00ABNEHUA..

BbiOpaHHkIe MHTEppeHChl OCHOBHOTO WNI03a [locTynHbie MHTepdercsl WAN
atm0.3

ppp0.2

BriGepuTe NpeanodyTHTENLHLIR MHTepdedc WAN B ka4ecTBe CHCTEMHOro IPVE OCHOBHOMD LWIMK3a.
BriOpaHHbIiA WHTephenc WAN HET HACTPOEHHGLIX MHTEP®EWCOB v|

CoxpanuTe/TTpuMeHnTE

PucyHok 4-47

4.4.10.2 Ctatm4ye ckas MapLupytusaums

Ha crpaHnue [ononHuTenbHble HacTpoku -— Mapwpymsauma - CraTudeckas
MapLpyTu3aums MOXHO HAaCTPOUTb CTaTUYeckme MapLupyThl (M. PucyHok 4-48). CtaTuueckin
MaplipyT — 9TO 3apaHee YCTaHOBMIEHHbI MapLUpyT, MO KOTOPOMY CeTeBble [aHHble

nepemMeLlarnTCcAa K KOHKPETHOMY Y3y Uin ceTu.

MapuwpyTusaumsa — CTaTuyeckue MapLpyThbl

MakcMansHoe KoNMMYecTBo 3anicel, KOTOPOe MOXHO HacTpOuTL: 32.

Bepcwua IP-appeca | DstiP/lnuna npedmrca | Lintoz | WuTepdeiic | MeTpuka | CocTtoaHue | Brnrounte/OTEnounte | U2MeHnTL | Ypanute |

|ﬂ06aam'b || BrniounTe BCe || Bribpats BCE ||Y,u,ann'rb|

PucyHok 4-48
Y106bI 4OGABUTL 3aNUChb CTaTU4Ye CKOro mMapLipyra:

1. HaxmwuTe kHonKy [lo6aBuTb (CM. PucyHok 4-48), Bbl yBUAUTE CTPaHULYy, Kak Ha PucyHke
4-49.
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MapuwpyTtusauyma — Ctatnyeckme mapuwpytel Job6aBuTh

BeequTe agpec, Macky NOACETH, LUMK3 ceTW HazHadesua WIMMIK gocTynHeil WAN-uHTepdeic, 3atem Hamute "CoxpaHuTu/TIpMMeHNTE" ANA n0GaENeHUA 3aNUck B
Tabnuue.

Bepcun IP-agpeca: [1Pv4 M

IP-agpec HazHa4yeHMA/QNUHa npeduKca: | |

WHTepdenc: | v |

IP-agpec wnwza: | |

(no exDopyl: ZHAYEHWE METPWEM JONM¥HO GbiTe 0 MNK BhIWE)

MeTpMKa: | |

| CoxpaHuTte/TpMMEHHTE |

PucyHok 4-49
BeeauTe cnegyrolme AaHHbIE:
Bepcus IP-agpe ca: Bbibepute Bepcuto IP-npoTokona.

IP-appe c Ha3Ha4Ye HUA/gNuHa npe pukca: IP-agpe c Ha3HaYe HUA ABNAETCS aapPeCcoOM CeTun
W1 y3na, KOTOPOMY Bbl XOTUTE HA3HAYUTb CTaTUYECKNN MapLUPYT.

MHtepdperic: Buibepute mmsa mHTepdenca nHave Ons craTudeckoro Mapipyrta Oyger
NCMNONb30BaHO NMS UHTeperica N0 yMOSHaHuo.

IP-agpec wnr3a: Ecnu Bbl BoiGpanu IPOE unun IPoA ons UHTepdpenca, To Ha cTpaHuue
nosiBUTCA AaHHbI napameTp. Cnegnte, 4tobbl agpec wWrto3a Obin BBEOEH MpPaBUNbHO.
MapameTp WHTepdhenc OyaeT wncnonb3oBaTb agpec LWo3a Mo YMOJYaHUIO Ans
CcTaTU4eCcKoro mapLipyTa.

Haxmunte CoxpaHutb/lIpuMeHnTb O COXpaHEeHMsl BaluMX HaCTpPOEK, Mocre 4ero Bbl
yBMAMTE BalLM HACTPOMKM Ha CTpaHuL e, Kak Ha PucyHok 4-48.

UT06bI YyAanuTbL 3anucb cTaTMye CKOro MapLupyra:

1.
2.

OTmeTbTe ranoykon aTo none B Tabnuue (PucyHok 4-48).

HaxmuTe kHOMKy Y@anuTb, nocrne 4ero COOTBETCTBYHOLIAs 3anucb OygeT yganeHa u3
Tabnmybl.

& lpumeyaHue:

Cnegute, utobbl IP-agpec wnto3a 6bin ykasaH 6e3 owmnbok, ecnu 6bin BoibpaH nHTepdenc Ha
6ase IP-agpeca (IPoE, IPoA).

4.410.3RIP

BeibpaB meHio [JononHuTenbHble HacTpouMkum — Mapuwpym3sauua — RIP, Bbl yBugnte
cneayouyto ctpaHuuy (cm. PucyHok 4-50).

52




L DRVEELDLL YR DRVELET1IIMPykoBoACcTBO nonb3oBatens 6ecnposogHoi maplpytusatop ¢ mogemom ADSL2

MapuwpyTtusauusa — Hactpouka RIP

NMPUMEYAHMWE: HEBO3MO¥HO HACTPOWTEL NPOTOKON RIP Ha WAN-uHTepdheiice CO BKNHYeHHBIM NAT (Hanpumep, PPPoE).

[nA ekniodeHuA RIP Ha WAN-uHTepdeiice BelfGeprTe HY#HY Bepciio RIP M pesxuM | 3aTeM 0TMeTsTe none "BrnounTe’. [AnA ocTaHoekM RIP Ha WAN-uHTepdelice,
CHUMWTE Fanouxy c nonAa 'BrnoueHo'. HawauTe kHonky "CoxpasuTe/TIpUMEHKHTE' ANA Hayana/ocTaHoek RIP 1 coxpaHeHWA napaMeTpos.

Wutepdeiic Bepcusa Pexum Brnwounts
O
CoxpaHuTe/TIpUMEHNTE

PucyHok 4-50

& lMpumeyaHue:
Henb3a HacTpouTb RIP Ha WAN-uHTepderice co BkntoyéHHbIM NAT (Hanpumep, PPPOE).

4.411DNS

Ecnu Bbl Beibpanu tun nogkntodeHns PPPoE, PPPoA unu IPoA B HacTporikax WAN, Bam Byaet
aoctynHo meHo DNS, kotopoe cogepxut pasgensl DNS-cepBep v inHamuyecknin DNS.

-DNS

+*DNS-cepeep

+* Ilunamuyuecend DNS

4.4.11.1 DNS-cepBep

Ha ctpaHuue JononHuTe nbHble HAacTponkn —DNS — DNS-ce pBep goctynHbl HacTponkn DNS-
cepBepa (cM. PucyHok 4-51).
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Hactpowka DNS-cepBepa

BriGepuTe wHTepdeic DNS-cepeepa W3 JOCTYNHELX WHTepdeRcos WAN WNW BEROMTE cTATHYeCKMH IP-aapec DNS-cepeEepa AnNA cMCTemel. ECNW B pexime ATM
(BCMHXPOHHEIA cnocod Nepegaqyl OaHHED) HACTPOSH TONBKO OOWH MOCTORHHEIR EMPTYaNEHEIH KaHan ¢ IPoA Wik cTaTudeckui |PoE-npoTokon, HeoDxogumo yxazate IP-
agpec DNS cepeepa.

WMHTepdelicel DNS-cepEepa MoryT MMETE HeCKOMNBKD WHTepdelicos WAN | paGoTaliywx B KaYecTES CHCTEMHbE: DNS-cepEEpOE, HO TONBKD OQWH W2 HWX Gyget
MCMOMNbL30BaH COTMIACHO NPHOPMTETY: NEPBLIA MMeeT HauGOoNMbLLUWA NPUOPUTET, A NOCTIEAHUA UMEEeT HAMMEHELUKMA NDUOPUTET, ECNH NOAKNIoUeH uHTepdeiic WAN.
MopAn oK NPMOPUTETHOCTH MOXHO MIMEHATE NYTEM YAaNeHWA Bcex | 0BpaTHOro WX A002BNEHNA.

(@) BbiOpaTe uHTepihbeic DNS-cepeepa Wz gocTynHbix WAN-uHTepdeicoB:

BriGepuTe uHTepdelickl DNS-cepeepor Ooctynueie WAN-uHTepheicl
atm0.3
ppp0.2

(O Mcnonb3osaTk cnefytoumi cTaTuyeckui IP-agpec DNS-cepeepa:
NpegnoynTaemelid DNS-cepeep:
AnstepHatuenein DNS-cepeep:

BriGepuMTe HacTpoesHEIR WAN-wHTepdeic ANA BeB0AA MHpOpMaLMK no IPvE-anpecam DNS-cepBepoB MMM BESAMTE cTaTWdeckme IPvE-anpeca DNS-cepeepos.
MmeitTe B BUAY, uTo BRG0P WAN-uHTepdelica anA IPvE-aapeca DNS-cepeepos BrniounT DHCPVE KNWEHT Ha 3ToM uHTepdeiice.

MonyynTe MHBOpMaUWKD o IPvE-aapece DNS-cepeepa oT WAN-uHTepdeica:

BriGpaHHelid WAN-uHTepdeic: WHTEP®EWC HE HACTPOEH v

(@) Wcnonb3osatk cnegyowmil cratuieckuil IPvE-agpec DNS-cepeepa:

MpegnounTaembid IPvé-anpec DNS-cepeepa: | |

AnbTepHaTMEHLIN IPv6-anpec DNS-cepeepa: | |

| CoxpaHuTha‘I’IpMM9HuTb|

PucyHok 4-51

[nsa noctosiHHbIX BUPTYyanbHbiX kaHanoB (PVC), HacTpoeHHbix kak PPPoA, PPPoE, oTmertbTe
cTpoky Bbiopate wuHTtepdenc DNS-cepBepa u3 poctynHbix wuWHTepdcgencos WAN,
MapLpyTu3aTop aBToMaTUyeckum npuMeT nepBbii MnonydveHHbln agpec DNS-cepsepa ot
BbiGpaHHOro HactpoeHHoro WAN-nHTepdenca Bo BpeMA YCTAaHOBKM NOOKNIOYEHNS.

[ns ogHoro nocrtosiHHOro BupTyasnbHoro kaHana (PVC), HacTpoeHHoro kak IPoA, ctaTtuyeckui
IPoE-npoTokon Bbibepnte Ucnonb3oBaTb cneayrowmn ctatuye ckum IP-appec DNS-cepBepa
n seegute IP-agpeca npegnountaemoro u/mnu ansTepHaTmeHoro (no Beibopy) DNS-cepsepa,
npegocTaBneHHble BallMM NocTaBWmMkoM VIHTepHeT-ycnyr.

3oecb Takke MOXHO BblbpaTb HacTpoeHHblin WAN-nHTepdenc ans IPv6 DNS-cepsepa wnu
BBeCTU craTuyeckme IPv6-agpeca DNS-cepBepoB, npeaocTaBneHHble BallMM MNOCTaBLLUMKOM
WHTepHeT-ycnyr.

HaxxmuTte kHonky CoxpaHuTb/lMprmMme HUTb 415 COXpaHeHMWsi NPOAENaHHbIX BaMU HACTPOEK.
4.4.11.2 QuHamunue ckum DNS

Ha cTtpaHuue JlononHutenbHble HacTtpolkn — DNS — OuHamunyeckum DNS Bam gocTtynHbl
HacTpoukn napameTpoB AnHamudeckoro DNS (cm. PucyHok 4-52).

MapuwpyTnsatop nogaepxmeaet QyHKLUIO OMHAMMUYECKON CUCTEMbI AOMEHHbLIX MMEH (DDNS),
KOTOpasi N03BONAET HasHauMTb PUKCUPOBAHHbLIN Y3en Unn JOMEHHOoe NMSA guHamudeckomy IP-
agpecy MHTepHeT. C nomoulbto anHammyeckoro DNS MoxHO HasHaunTb agnHamunydeckuii IP-agpec
CTaTU4YEeCKOMY MMEHM y3ra B JOOOM W3 HECKONbKMX AOMEHOB, 4TO 0OnerynT p[octyn K
MapLipyTusaTopy u3 IHTepHerT.
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Dynamic DNS

DYHKUMA auHaMuueckoro DNS noasonseT zafaeats AMHaMudeckui IP-agpec CTATMUYECKOMY yany & NGoM M3 HECKOMBKWX AOMEHOE, 0BNerdan JOCTYN K Baluemy
mapLupyTuzaropy ¢ DSL-mogemom C pasHel: MecT Yyepes MHTepHeT.

[nA HacTpoiixM auHamMudeckoro DNS euifepuTe JoGaBTL MK YOANKTE.

Wms yzna WmAa nonkzoeatena | Cepemc | WnTtepdeiic Yoanute

PucyHok 4-52
Y1061 O6aBUTL 3anucb DDNS:

1. Haxmute kHonky Oo6aButb (cM. PucyHok 4-52), nocne 4ero Bbl CMOXETE HaCTpOUTb
napameTpbl DDNS Ha cneaytowen ctpaHuue (cm. PucyHok 4-53).

Ho6aesute OuHamuyeckun DNS

Ha gaHHoi cTpaHuue Bl cModeTe gobaente agpec uHamudeckoro DMNS ot cmyekd DynDMNS.org, TZ0 v NO-IP.

NMocraswuk D-DNS: Mo-IP W
HuA yana:
WuTepdpeic: W

Hactpoikn No-IP

WMA nonbaoBatena:

Maponk:

CoxpannTe/TpumernTs

PucyHok 4-53
Bei6epute MNoctaBwuka D-DNS 13 BbinagatoLLero cnucka.

Beeante Umsa yana DNS-cepsepa, 3atem Bbibepute cooTBeTCTBYOWMI UHTEe pdhenc ans
DDNS, MOXHO OCTaBUTb 3Ha4YeHMe MO YMOMYaHuo.

4. Beeaunte Umsa nonb3oBartens n Maponb angd y4étHom 3anucyu DDNS.

Haxmute CoxpaHuTb/MIpMMeHUTL AN COXPaHEHUS BaLLMX HACTPOEK.
4412DSL

Ha ctpaHuue JononHuTte nbHble HacTpoukn — DSL Bam gocTynHa HacTpolika napameTtpos DSL
(cm. PucyHok 4-54).
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HacTtpowku DSL

BelOepHTe pexMM MOOYNALMMK HH¥E.

[ BrnmoduTe G.Dmt
[+ Brmrouums G lite
[+ Brmouuts T1.413
[+ Brmouuts ADSL2
[+ BrmouuTs Annexl
] Brmouute ADSL2+

[] Bemouums Annexi

BeiGepuTe napy TenedpoHHOro Nposo0a.

(@) BHYTpEHHAA napa

() BHeLWHAA napa

MponyckHaa cnocobHOCTE

[+ BrmrouuTe Bitswap

[] BrmouuTe SRA

| CoxpanuTe/lprMeHHTE

PucyHok 4-54

MoxHo BbIGpaTb pexuM Moaynsuumn, napy TenedoHHOro NnpoBoaa U NPOMNYCKHYK CNOCOBHOCTb
Bitswap wnm SRA. T[llocne Toro, kKak Bbl HacCTpPOWM [aHHble napameTpbl, HaXmure
CoxpaHuTtb/lpUMe HUTb ANs CoOXpaHeHMs HacTpoeK.

4413 UPnP

Ha ctpaHuue JononHuTenbHble HAacTPOWMKM — UPNP MOXHO BKMOYMTbL WU OTKMOYUTb
nopaepxky UPNP (yHMBepcanbHas aBTomMaTMyecKasi HaCTpOKKa CETEBbLIX YCTPONCTB).

UPnP (Universal Plug and Play) — Habop ceTeBbIX NPOTOKOMNOB, KOTOPLIN CTPOUTCHA HA OCHOBE
CTaHOapTOB M TEXHONOIMIA UHTepHeTa, Taknx kak TCP/IP, obecneuynBarowwmin ObiCTpbIi 0OMEH
OaHHBIMWU MeXay NMobbIMU ABYMS YCTPOMCTBaAMU, HAXOOALWMMMUCA NMOA KOHTPOSEM Kakoro-nméo
ynpaendawLlero ycrponctea cetu (peer-to-peer). UPnP-yCcTpOWCTBO MOXET OUHAMUYECKA
nogKknunTbLCA K cetTn, nonyuutb IP-agpec, nepepatb uHdopmaumio o cebe n nonyyntb
WMHOpMAaLIMIO O ApYrux ycTponcTeax ceTu. Kpome Toro, yCTpOMCTBO MOXET JIerko NOKUHYTb CeTb
N BbINTU N3 CETU aBTOMAaTM4YECKN, ecnn oHo Bonblie He ncnonbayetcs. LnpokosewaHme UPNP
BO3MOXHO TOSbKO B NTOKaNbHOW CETH.
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UPNnP

MPHUMEYAHWE: ©yHKUMA UPNP pafoTaeT TONLKD NP HaNWYUK 3KTHEHOD WAN-CEPEUCA CO BEMOYEHHLM NAT.

|| Brmounte UPNF

Coxpanute/lTIpMMeHnTE

PucyHok 4-55

MocTtaBbTe ranoyky n Haxmmte CoxpaHnTb/INMpMeHnTb Ans BrtOYeHUs dyHkuum UPNP.
4.414TpynnnpoBKa nopToB
Ha cTtpaHuue JononHuTe nbHbIe HAaCTPOWKU — MpynnMpoBKa NMOPTOB MOXHO MpUBA3bIBaTb

NOCTOsIHHbIE BUpTYanbHble kaHanbl (PVC) k onpeaenéHHbiMm noptam LAN 1 coequHATb rpynnbl
Yepes MOCT, kaxaas rpynna 0yaeT JeNCcTBOBaTb Kak OTAeNbHas CeTb.

MpynnupoBKa NopToB

[pyNNWPOEKA NOPTOE NOZECNAST NPUEAZLIEATE NOCTOAHHEIE BUPTYankeHLIe KaHans (PVC) K onpegen&iHeiv nopTam LAN ¥ coeguHATE rpynnel Yyepes mMocT. Kaxaan
TpYNNa AeHCTBYET KaK 0TAENLHAR CeTh. [INA 3TOH YHKLMW HAZO0 C MOMOLLK KHONEM [Jo0aEWTe CO30aTh IDYNNMPOBKY C COOTEETCTEYHILMMA WHTepdeicami LAN 1
WAN. KHOMEa Y0anuTe CNY*MT ANA yAaNSHWA rpyNNMpoBKK U 0,008BNEHWA He CIpyNNUPOBaHHLL MHTepdercos K OCHOBHON rpynne. IP-agpec MMeeT TONLKO OCHOBHAR
rpynna. MoXHo HACTPOMTE He Gonee 16 zanucei.

Wma rpynne Ypanute WAN-unTepdeic LAN-uHTepdedc ID DHCP uzrotoBuTena

LAN1
atm0.1 LAN2
ppp0.2 LAN3
WLAN1

Default

PucyHok 4-56

UroObl gaHHas QyHKUus paboTana, ¢ Momolwbl kHonkn [Jo6aBUTb HeobOxoaMmo co3paTb
rpynnupoBky ¢ cooTeeTcTBYyoWMMM nHTepdencamm LAN n WAN. KHonka Yaanutb cnyxut ans
yaaneHust rpynnupoBkM 1 400aBNeHnst He CrpynnMpoBaHHbIX MHTepdencoB K OCHOBHOM rpynne.
IP-agpec nmeeT TONbKO OCHOBHas rpynna.

YT106bI CO3AaTb HOBYIO rPYNNUPOBKY NOPTOB:

1. Haxmute kHonky [lo6aBuTL, 3aTeM gobaBbTe HOBYIO rPYNMUPOBKY MOPTOB Ha criedytoLlen
cTpaHuue.
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HacTpouka rpynnMpoBKu NOPTOB

YTkl CO30aTh HOBYH rPYNNY MHTEpdEHCoB:
1. Beegute MMA rpynnkl. MMA rpynnkl A0MHHO GbITL YHHEANLHEIM, BhiGepuTe 2. (QHHAMAYSCKWA) UMK 3. (CTaTHYSCKWH):

2. ECcnu BBl X0THTE aBTOMaTHWYeCKM 000aBNATE LAN-KNHeHTs £ WAN-uHTepdeiicy B HoBOW rpynne, nodassTe DHCP ID uaroToeuTenA. Ecnn Bw ykaweTe ID DHCP
waroToBuTenA, Ndomy 2anpocy DHCP-knueHTa C ykasaHHem |D wzrotoeutens (DHCP onuwa 60) OygeT oT¥azaHo B NpeaocTagneHun IP-agpeca oT NoKansHoro
DHCP-cepeepa.

3.4To0kI CO30aTE rPYNMNUPOEKY MOPTOE, ELIGEPUTE WHTEPdERCE! M3 CNMCKA AOCTYNHLIX MHTepMeicoE U 00GAELTE WX K CIIUCKY FPYNMHDYEMEIX MHTepdeicoR ¢ NOMOLLLK
KHOMOK-CTPENOK.

WMelTe B BIOY, YTO 3TH KNMEHTLI MOTYT NONy4aThk nybnuyHeld IP-agpec

4. Hanmaute MpumMeHMTE/CoxXpaHuTE, YToDR COENEHHEIE BAMKM MAMEHEHWA HEMEONEHHD BCTYNHMIW B CUNY

BHMMAHME: Ecnu ID M2roTOBMTENA YKa3aH ONA KOHKPETHOTO KNHEeHTCKOTD YCTPOHCTEA, Hy#HO NMEPE3AMPY3UTE KNHEHTCKOE YCTPORCTED, NOOKNIYEHHOE
K MOJEMy, 4T0ObI OHO MOTMO MONY4HThL HeoOXoauMbIW IP-agpec.

WmAa rpynnei: | |
WAN-uHTepdeic, NCNONb3yeMblid B IPYNNUPOEKe | br_0_8_ 35/atm0.1 v |
CrpynnupoBaHHbie LAN-WHTephedchl MocTynHbie LAN-HHTepeilchl
LAN1
LANZ
LAN3

WLANT

ABTOMaTH4eCKH AO6ABUTE KNWEHTEI O
cnegyrowumu ID DHCP usroToBUTenA

Coxpanute/TTpumeHnTE

PucyHok 4-57
2. BBeauTe yHuKanbHoe UMs rpynneol.

3. W3 Bbinagatowlero cnvcka BbIGEPUTE MHTEPXENC, KOTOPbIN Bbl XOTUTE UCMONb30BaTh.

& lMpumeyaHue:

Ecnu Bbl xoTuTe aBToMaTudeckn 0obaenaTb LAN-knmeHTbl K WAN-nHTEepdericy B HOBOW rpymnne,
ykaxxute ID DHCP unsrotoButens, Torga Ha 3anpoc DHCP-knmeHTa ¢ ykasaHHbIM ID n3rotoButens
(DHCP onuus 60) nokanbHbin DHCP-cepBep oTkaxeT B npegocTasneHun IP-agpeca.

4. Bblbepute uHTEpdENCbl M3 CnNucka AOCTYMHbIX WHTepdencoB un agobaBbTe B CNUCOK
rpynnMpyeMbiX MHTepPEencoB C MOMOLLBIO KHOMOK-CTPENOK AN COo3OaHusi rpynnupoOBKA
nopToB.

& lMpumeuvaHne:
[aHHble KNMeHTbl MOTyT NoNyYnTb Ny6nmyHble IP-agpeca.

5. Haxwmunte CoxpanuTtb/lpuMeHnTb, 4TOObI 3aNnCb BCTyNuna B CUNy HEMEANEHHO.

& lMpumeyaHue:

Ecrm ID wu3rotoBuTEnss yKasaH [Ons  KOHKPETHOrO KIMEHTCKOTO YCTPOWCTBA, HYXXHO
MEPESAIPY3NTb KnueHTCkoe YCTPOWCTBO, MOAKMYEHHOE K Mogemy, 4Tobbl OHO MOrIo
nony4nTb Heobxogumbin IP-agpec.
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4.415IP-TyHHeNb

IPv6-TyHHENb npeacTaBnseT cobon nepexodHbli MexaHnam, No3Bonistowmi nepegasath IPv6-
nakeTbl Yepes IPv4-ceTu n obecneunsatomii coobLueHmne mexay n3onmpoBaHHbiMu IPV6-y3anamm
n cetamu no IPv4-uHdpacTtpyktype Ao Toro, kak IPv6 nonHocTbio 3ameHuT IPv4. 9To BpemeHHoe
pelweHne Ons ceTen, KoTopble He NoaaepPXMBalT naparnnensHoe UCnonb3oBaHe OBYX CTEKOB
npotokonoB — IPv6 u IPv4 (dual stack).

MeHio [ononHuTenbHble HacTpokn — IP-TyHHenb copepxuT aBa pasgena: IPv6inlPv4 n
IPv4inlPv6, nanee naét nogpobHoe onncaHue aTux pasaenos.
44151 IPv6inlPv4

Ha ctpaHuue JononHuTte nbHble HacTpouku — IP-TyHHe nb — IPv6inlPv4 HaxoasaTcsa HacTpoliki
TYHHend 6in4. Ha gaHHOW CTpaHuLe MOXHO HacTpoOUTb CTaTu4eckue MapLupyTbl (CM. PucyHok
4-58).

IP-TyHHenu — HacTpouka TyHHens 6ind

|HMH | WAN | LAN | [uHamu4yecku | Nnuna macku IPv4 | Mpedmrc Grd | Apnpec rpaHM4HOrO peTpaHcnATopa Ynanute

|ﬂoﬁaBuTb ||Y,qanHTh BCE ||Y,qanMTb |

PucyHok 4-58

Haxxmute kHonky [lo6aBuTb (CM. PucyHok 4-58) ona HacTpownku TyHHens 6ind Ha crnegytoLlen
cTpaHuLe (cMm. PucyHok 4-59).

IP-TyHHenupoBaHue — HacTpowka TyHHens 6ind

B HACTOAWMIA MOMEHT BO3MOXKHA HACTPOIKA ToNbKO Grd.

MMA TYHHENSA:

MexaHuam: 6RD v

CooTBETCTRYHWNA VWAN-nHTepiheic: ]

CooTeeTcTEyHWHA LAN-uHTepheic: LAMN/Br0 w

(@) B pyuHyi0 () ABTOMATHYECKN

Onuna macew |Pvd:
NMpedmkc 6rd ¢ ANMHOR NpeduKca;

IPvd-anpec rpaHH4YHOro peTpadcnaTopa:

CoxpaHute/TTpumeHnTs

PucyHok 4-59

» MexaHnam:6RD - aTOT TMN Ucnornb3yeTcs, ecnny Bac nogkrnodeHne WAN vcnoneayet IPv4-
agpeca, a B fnokanbHOM ceTun ncnonbaytotcs IPv6-agpeca.

» CootBeTtcTBytowmnnn WAN-uHte pcpenc: Buibepnte nogknoveHne WAN 13 BbinagatoLlero
cnucka. B BoinagatoLlem cnuncke ykasaHbl TOMNbKO yCTaHOBMNEHHbIe noakntoveHns WAN.

» CootBeTtcTBYlOWMN LAN-uHtepcpenc: Boibepute nogknoveHne LAN 13 BbinagatoLlero
cnncka. B BoinagatoLlem cruncke ykasaHbl TOMNbKO akTuBHbIE noaknodeHnsa LAN.

» OnuHa macku IPv4: [InnHa mackn IPv4 BbiGpaHHoro nogkntoveHmns WAN.

» [TMpedmkec 6rd c annHon npe domkca: [InvHa 6rd npedumkca.
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> IPv4-agpec rpaHu4Horo peTtpaHcnsaTopa: IPv4-agpec rpaHu4HOro mapLupyTusaTopa
TyHHena 6RD, peTpaHcnuvpyowero IPv6-agpeca B IPv4-agpeca.

Haxxmnte CoxpaHutb/MpuMeHnTb 4N BCTYNMEHNA HaCcTPOEK B CUNY.
& MpumeyvaHmue:

B aTom cniyyae He gomkHO ObiTh IPv6 WAN-NoakntoyYeHUn, ecnmn TakoBble MMEKTCS, NOSIBUTCS
yBeoMIieHne ¢ TpeboBaHNEM yaanuTb UX.

4.4.15.2 IPv4inIPv6
Ha ctpaHuue JononHuTte nbHble HacTpouku — IP-TyHHe nb — IPv4inlPv6 HaxoaaTca HacTpoliki

TyHHend 4in6. Ha gaHHOW CTpaHULe MOXHO HacTpOUTb CTaTudeckue MapLupyTbl (CM. PucyHok
4-60).

IP-TyHHenu — HacTpouka TyHHens 4in6

| WUmna | WAN | LAN | NuHamuyeckun | AFTR Yaoanute

| Hobaeute | | YaanuTe BCce | | Yoanute |

PucyHok 4-60

Haxmute kHonky [lo6aBuTb (cM. PucyHok 4-60) anst HacTpowviku TyHHens 4in6 Ha cnegytoLlen
cTpaHuue (cMm. PucyHok 4-61).

IP-TyHHenupoBaHue — HacTpouka TyHHens 4in6

B HACTOALLMIA MOMENT BOSMOXHA HACTPOIKA TonMsKo DS-Lite.

MMA TYHHENRA:
MexaHmnam: DS-Lite w
CooTBeTCTEYHIWMA WAN-uuTepdeic: W
CoOTBeTCTEYHIWMA LAN-uHTepderc: LAN/br( e

() B pyunyi () ABTOMBTHYSCKM

AFTR: |

‘ CoxpaHuTe/lpMMeHNTE

PucyHok 4-61

» MexaHnuam: DS-Lite — aToT TUN ucnonbayeTcs, ecnu y Bac nogknoyeHne WAN uncnonbayer
IPv6-agpeca, a B nnokanbHoOM ceTu ucnonbaytotcs IPv4-agpeca

» CootBeTtctBYowmnn WAN-uHte pchenc: Boibepnte nogknoueHne WAN m3 BbinagatoLlero
cnucka. B BeinagatoLleM cnucke ykasaHbl TONbKO YCTaHOBMNEHHbIe noaknoyeHns WAN

» CootBetctBylowmnn LAN-nHtepdenc: Buibepute nogknoveHme LAN un3 BbinagatoLlero
cnuvcka. B BeinagatoLleM cnucke ykasaHbl TONMbKO akTUBHbIe noaknoyeHnst LAN.

» AFTR: Ykaxute IPv6-agpec yaanéHHoro yana.
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Haxxmnte CoxpaHutb/MpumMmeHnTb Ans BCTYNMEHNA HAaCTPOEK B CUAY.

& MpumeyaHue:
B atom cnyyae He gormkHo ObiThb IPv4 WAN-nogknoueHuin, ecnm TakoBble UMEKTCS, NOsIBUTCS
yBeZoMIieHne ¢ TpeboBaHNEM yaanuTb UX.

4416 1PSec

Ha cTtpaHuue [JononHuTenbHble HacTporkn — IPSec MoxHo [JoGasBuTb/Yoanutb unu
Bkntounte/OTKMIOUMTEE coeanHeHus IPSec-TyHHenb Ha cneaywowen ctpaHuue (cM. PucyHok
4-62).

CoegunHeHun B pexxume IPSec-TyHHenA

Do6aBnTh, YAANUTE UMW BKNKYMTE/OTKNHOYUTE COBAHHEHHUA Yepes IPSec-TYHHeNkb C 3TOI CTPaHHULEI.

] DPD - OGHapy#eHne MEpTEOrO y3na (BHumanue! MOXET HEraTHEHO ENWATL Ha CTADUNLHOCTL COBOUHEHMA)

Wma cc Ynané 1 W3 |I'onanhub|ﬁ agpec |Y,qanéuublﬁ agpec |Cocmnuue |BIU1IO‘|HTI:JOTIU1ID'|HTI: HUaMeHHTE |Ynanmn: |

|,ﬂ06aBuTh HOBOE COEOWHEeHUE || BrniounTe BCE || Bribpate BCE ||y,qal1MTb|

PucyHok 4-62

B paHHOM pasgene nokasaHo, kak HacTpouTb VPN-TYHHENb Mexay OBYyMSA MapLupyTusaTopamu
TD-W8950N. Cxema nokasaHa HUXxe.

WAN IP WAMN IP
219.134.112.246 219.134.112.247

TO-Vig9s0mH TO-VUSa500H
LAN IP: 192.168.1.1 LAN IP: 192.168 2.1
Subnetmask: 255.255.255.0 Subnetmask: 255.255.255.0

PC2
IP: 192.168.2.100

& lMpumeyaHue:

MoxHo ucnonb3oBatb gpyrne VPN-mapuwpyTtusatopbl ana Hactpouku VPN-TyHHenen c TD-
W8950N. TD-W8950N nogaepxumsaet o 10 VPN-TyHHenen ogHOBpEMEHHO.

Haxxmunte [lo6aBUTL HOBOE coe auHeHue (CM. PucyHok4-62), nocne 4ero oTKpoeTcs crieayoas
cTpaHuua (cMm. PucyHok 4-63).
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HacTtpowku IPSec

HmA IPSec-coeMHEHNA: new connection
Appec (URL/IPv4) yoanédHoro IPSecAunza: 0.0.0.0
TYyHHENbHLIA AOCTYN C NokankHoro IP-agpeca: Mogcets S
IP-anpec nnA VPN: 0.0.0.0
Macka nogceTtu IP-agpeca: 255 255 2550
YHHEeNLHLIA AOCTYN C yOanédHoroe IP-anpeca: Mogcets A
IP-anpec onA VPN: 0.0.0.0
Macka nogcetw IP-agpeca: 2R5 255 25510
MeTog oOMeHa KNKYamMi: AeTomaTtrdeckw (IKE) l'~---"|
MeToq ayTeHTH(PUEALIMK: Mapons BecnpoeogHok V|
Maponk GecNpOBOOHOW CETH: key |
CoBeplleHHaA NPAMAaA CEeKPETHOCTh: OTENHYHTE W

NononHWTENbHLIE HACTPOREM IKE: | [ononHMTENkBHEIE HACTPOREM |

| CoxpaHuTte/lpUMeHT: |

PucyHok 4-63
» Wmsa IPSec-coeanHeHusa: Ykaxute nmsa VPN-coegmHeHus.

> Appec yaanéHHoro IPSec-wnto3a (IP unu gomeHHoe nmsa): Ykaxnte IP-agpec wnto3sa
Ha3Ha4eHus, KoTopbiM siBrsieTca nyonmyHbin WAN IP-agpec unm gomMmeHHOe UMSA KOHEYHOTO
yaanérnHoro VPN-cepsepa (Hanpumep, BBeanTte 219.134.112.247 ons ne pBOro ycTpomucTea
1, BBegute 219.134.112.246 ons BTOpOro ycTpomcTea).

» TyHHenbHbIN pocTyn ¢ nokanbHoro IP-agpeca: BuiGepute lNoaceTb, ecnu Bbl XOTUTE
NOOKMIOYNTb BCHO NOKanbHyo ceTb kK VPN-ceTu unun Beibepute OQMHOYHBIA agpec, ecnu Bbl
XoTUTE, YTOObLI TONLKO 0aMH IP-agpec nogkntoyancsa k VPN-ceTu.

» IP-agpec ana VPN: Beegute IP-agpec Bawen nokansHon cetu (Hanpumep: 192.168.1.1 anqa
nepBoro yctponcteaun 192.168.2.1 ons BTOporo ycTpomcraa).

» Macka noacet IP-agpeca: Ykaxute macky noaceTu Ballen nokansHow cetu (Hanpumep,
BBeamTe 255.255.255.0 ona ne pBOro ycTpomcTBa 1 4511 BTOPOro yCTPOMCTBA).

» TyHHenbHbIM pocTyn ¢ yganéHHoro IP-agpeca: BuiGepute lNoaceTtb, ecnu Bbl XOTUTE
NOOKMUYNTL BCIO YAANEHHYI0 NokanbHyto ceTb K VPN-ceTu unm Beibepute OguHOYHBIN agpec,
€CINK Bbl XOTUTE, 4TOOLI TONbKO oaunH IP-agpec nogkntovanca k VPN-ceTw.

> IP-agpec ana VPN: Beegute IP-agpec ynanéHHom nokansHon cetun (Hanpumep, 192.168.2.1
Anst nepBoro yctponctea n 192.168.1.1 s BToporo yctpoucrea).

» Macka nocet IP-agpeca: Beegute macky nogceTtu yganéHHon nokansHon cetu (Hanpumep,
255.255.255.0 onst nepBOro yctpoucTBa v 411 BTOPOro ycTpoucTBea).

» MeTtoa o6MmeHa kntoydamu: Buibepute AsTo (IKE) unun Bpyuryto.

» MeTon ayteHTMdMmKaumm: Beibepute MNapons 6ecnpoBogHoM ceTu (pekoMeHayeTcs).
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» Pre-Shared Key: [Ina ayteHTudmkaumm seegnte Pre-Shared Key (Hanpumep: 12345678).

> CoBepuweHHasas npsamas cekpeTHocTb: PFS (CoBeplweHHas npamMas CeKpeTHOCTb)
npeacraensdeTt coboi 4ONONHUTENbHbLIN MPOTOKOM 3aLLMThI.

Pekome HOye TCA OCTaBUTb 3Ha4Ye HUA NO YMOJT4YaHUIO B AONOJTHUTE NIbHbIX HaCTpOﬁKaX.

Mocne Toro, Kak OCHOBHbIE HACTPOWNKN 3aBepLUEHbI, U KHoMKa CoxpaHnTb/IMpumeHnTb Ans
nepBOro v Ans BTOPOro ycTponcTea Obina HaxaTta, KOMNbTepbl NEPBOW JTIOKarnbHOM CeTu
cMoryT oOMeHMBaTbCA AaHHbIMKU C KOMMNbOTEPaMN BTOPOI yaanEHHOWN NOKaNbHOM CeTU
(Hanpumep: MOXHO OTNPaBMTb 3anpoc ping Ha IP-agpec BToporo komnbtoTepa — 192.168.2.100 —
C NepBoOro KomnblTEPA).

& MpumevaHue:

O6e koHeuHble To4kM VPN-cepBepoB A0IMKHbI CMOMNb30BaTbh OANHAKOBbIV Maposb 6ecnpoBogHON
CeTV U OOQNHAaKOBblEe HACTPOMKM COBEPLLUEHHOW NPSAIMON CEKPETHOCTM.

HaxxmuTe kHonky [lononHUTe NbHbIE HACTPOMKMU, Nocrie vYero 6yayT nokasaHbl OMONHUTENbHbIE.

[ononHUTENBHBIE HACTPOWHKM IKE: |CKpblTb OOMNONHHUTENbHEIE Hac:TpoﬁKH|

®aza

Pexum:

Tun moero wnoeHTHUEaTOpa:

Mo#i uoeHTH(PHKaTOp:

Tun yaanéHHOro WOeHTAMKEaTOpa:
YnanéHHbIA MOSHTHIDHKATOP:

OcHoBHOH v|
NokaneHed WAN IP-agpec V|

|‘:~",J:1anéHHb|ﬁ WAN IP-agpec V|

ANropuTM WK POBaAHMWA: IDES V|
ANropuTM NpOBEPKW LIENOCTHOCTH: MD5 V|
Bribepute rpynny Judipu-Xennmana qnA odMeHa KnoYamm: 10246uT v|
CpoK QedcTEWA KNYa: 3600 | CeryHn
dasza 2
ANropuTM WHPOBAHMWA: JDES W
ANropuTM NpOBEpPKM LIENOCTHOCTH: MD5 W
Cpok JeWCTEMA KNYa: 3600 | CeryHn

| CoxpaHute/lTpuMeHUTE |

PucyHok 4-64

» OcHoBHOWM pexum: Boibepnte OCHOBHOM peXxmm A4St HACTPOKMKM NapaMeTpPOB CTaHAapTHOM
obmeHa gaHHbivK ans IKE daza 1.

» ArpeccuBHbIN pexuMm: Boibepute aTOT pexxknm ans Hactponku napameTpos IKE dasa 1 VPN-
TYHHena ans ocyuwecTterneHnss 6onee ObicTporo obMeHa AaHHbIMU (3TOT BapuaHT He
peKoMeHOyeTCs N3-3a MeHee HagEXHOM 3aLnTbI).

& lMpumeyaHue:

PasHnua mexay aTuMn pexmmMamu 3akiioyaeTcss B TOM, YTO arpeCcCuBHbIA PEXUM MPOMNyCcKaeT
fonblle AaHHbIX B MEHbLUEM KONMUYeCTBE NakeToB, MPEMMYLLeCTBO B TOM, YTO COeAUHEeHWe
yCTaHaBNMBaeTCs HEMHOrO OGbICTpee B arpecCMBHOM pexuMe, NMOCKOSbKY 3alUMTHbIE MapKepbl
MEeXCeTeBOoro aKkpaHa nepefarTca B OTKPbITY0. [Mpy MCnonb3oBaHUM arpeccuBHOIO pexuma
MHopMaLMs O HeKOTOpbIX napameTpax (Hanpumep, rpynnel Ouddun-Xennvana, n PFS) He
MOXeT ObITb NnepeaaHa, Mo3TOMY B 3TOM Cly4ae OYeHb BaXKHO, YTOObI HACTPOWMKM coBnaganu Ha
060MX «KOHLLax» CeTW.
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» CpoK aeCTBUA KnKova:

BeeauTe konmyecTBO CekyHA Ansi cpoka aencteus IPSec. 3To nepmoBpeMeHN, KOTOPbIA AOMKEH
NponTn nepen TeMm, kak byaeT ycTaHoBNeHo HOBoe cornocTasneHue 6esonacHocTun (SA) IPSec ¢
yOanéHHOM KOHEeYHOM TOYKOW. 3HayeHune no ymondanuio: 3600.

& lMpumeyaHue:

Ecnu Bbl XOTUTE N3MEHNTb HACTPOWKM MO yMOnyaHuio B [lononHUTE NMbHbIX HACTPOMKAX,
ybenunTtech, 4To 06e koHeuYHble To4YkM VPN-cepBepoB NCNOMb3YT OANHAKOBBIN ANTOPUTM
LWncbpoBaHns, ANropmMTM NPOBEPKM LLeNOCTHOCTK, rpynny Ouddum-XennmaHa n Cpok aencTeums
knova B ®asze 1 1 Pase 2.

4.4.17 Multicast

Ha ctpaHuue flononHuTe NnbHble HAacTpouku — Multicast MoxxHo HacTpouTb npoTokon IGMP.

HacTtpouka IGMP
BeeauTe napameTpe! NpoTokona IGMP B HIKECNeay WM. NONAX, 8CNW Bl X0THTE W3MEHWTE HACTPOREN N0 YMOMYaHWID.
BepcHA no yMon4YaHHID: 3
WuTepean zanpocoe: 125
HHTepBan o#MOaHWA OTEETA Ha 3anpockl: 10
WHTepBan 3anpoca ANA NOCNeaHero y4acTHUEA: 10
MepemMeHHan HAOEMHOCTH: 2
MakcumMansHoe Kon-eo multicast-rpynmn: 25
MakcumManeHoe Kon-so multicast-McToyHuEoB (OnA IGMP Bepcun 3 : (1 - 24)): 10
MakcHmanskHOe KON-BE0 y4acTHHEOB multicast-rpynn: 25
BrnwuuTe Fast Leave:
BrnwynTe LAN-LAN Multicast (BHyTpu LAN): |
|CoxpaHHTh.n'I'|pHMEHHTb|

PucyHok 4-65

Haxxmute NMpumeHMTL/COoXpaHUTb OJ151 COXpaHEHMS BalUMX HACTPOEK.

4.5 IPTV

Mpwn BeIGOpPE IPTV OTKpOETCA CTpaHuLLa, Kak yka3aHo Ha PnucyHok 4-66.
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IPTV

[ ] BrnwounTte IPTV

BuiGepuTte nopT LAMN, KoTopklil GyAeT MCNoNk30BaTeCA ANA IPTV, W nogknoynte TB-NpUCTABKY K 3TOMY NOPTY.

LANT @ LANZ ) LAN3

Brntounte becnpoeogHoe coeguHenne ana IPTV

Mpumevadue: Korga nopT WLAN HacTpoeH anA IPTV-coeaWHEHWA, GiyHKUMA GeCcnpoBOOHOro BEUAHWA
OOCTYNHA ToNeKO anA IPTV-coeguHEeHKA.

WLANZ () WLAN3

YEa¥WTE NapameTpel NOCTXAHHOID BMURTYaNEHOMD KaHana (PVC) ana IPTV.

VPL 0 (0-255)
VCI: 35 (1-65539)
BeNunTe MapaHTUROBAHHYID NPCNYCKHY DYHKUWA KOHTRONA NPONYCKHOR cnoco@HocTH
cnocofHocTs ana IPTV YCTPORCTEA OTKMIOYEHA, HAXMUTE 308ck, UTabEl
BEMIOYHTE 2E.
CoxpannTe/TTpuMeHnTs

PucyHok 4-66

> Bknwouutb IPTV: OTmeTbTe gaHHoe none, 4tobbl BkMouuTtb IPTV. Ecnn gaHHoe none
OTMEYEHO, YKaXXNTe HACTPOMKUN, YKa3aHHble Ha M300paxeHun. YbeanTech, UTo Bbl yKasanu
BEPHbIE 3HAYEHUS.

» VPl (0-255): OnpegenseT BMpTyanbHbIA NYyTb MEXOy KOHEeYHbIMU Touykamu B cetu ATM.
JDonyctumbin guanasoH: oT 0 go 255. NMoxanyncra, ykaxuTe 3HadeHus, npeaocTaBneHHble
BalLUMM NOCTaBLUMKOM NHTEepHeT-yCryr.

» VCI (1-65535): OnpepensdeTr KOHEYHble TOYKM BUPTYanbHOro kaHama B cetun ATM.
Oonyctumbin ananasoH: oT 1 go 65535 (OwanasoH ot 1 go 31 3ape3epBupoBaH nof
pasnuyHble M3BECTHbIE MPOTOKOMbI). MoXanyhicra, ykaxute 3HadeHus, NnpeaocTaBrneHHble
BaLUMM MOCTaBLUUKOM VIHTEpHET-yCnyr.

» HaxmuTte kHonky CoxpaHuTb/Mpume HUTb OJ151 COXPaHEHMWS HACTPOEK.

4.6 BecnpoBoAHON PEXUM

Pazgen wmeHio BecnpoBOoAHOM peXuUM COOepXUT 7 MNOAMEHK HaCTpPOMKM napameTpoB
b6ecnpoBogHon cetu. lMpu BbIOOpE COOTBETCTBYIOLIErO MOAMEHIO Bbl CMOXETE HaCTpPOUTb
COOTBETCTBYHLLYIO QyHKLMI0. MNogpobHOE onucaHmne Kaxxgoro NyHKTa NpeacTaBrneHo HUXe.

bBecnpoeoaHONH pexmM

* OCHOBHEIE HACTPOWKW

* Jamura

* Pacnucanmne Wi-Fi

+ OunbTpauna MAC-anpecoe

* becnpoeoAHOW MOCT

+ [lonoNHWTENEHEBIE HACTPOHKH

+ CoCcTOAHNE CTaHUMHA
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4.6.1 OCHOBHbIe HACTPOMKMN

Mpu BbIGOpe BecnpoBogHOM peXxumM — OCHOBHbIE HACTPOMKMU OTKPOETCS OKHO, KaK yKa3aHo Ha
pucyHke Hmxe. OCHOBHbIE HACTPOWKN 6ECNPOBOAHONM CETH yKa3aHbl Ha JAHHOM PUCYHKE.

BecnpoBoaHOW peXuM — OCHOBHbIE€ HACTPOWKHU

Ha gaHHoR CcTpaHULE MOXHO HACTPOWTE OCHOBHEIE NapamMeTpel GeCNpoBOOHOIC pexuma LAN-nHTepdenca. Bul moxeTe
EKMKYNTE/OTKNKYMTE GECNPOBOOHOE EEWAHWE, CKRBITE CETh OT AKTWEHOID CK3HWPOEAHWA, YKa3aTe WMA DecnpoBogHON CETH
(Tak#e HaswleaeTcA SSI0) W 3aNpPeTHTE HACTPONKY K3HAN0oE COMACHD PEMMOHANLHEIM TREGoEaIHUAM.

HaxmuTe "CoxpadnTe/MTpUMEHNTR”, 4To Gkl HACTPONKW GA30BLIX NApaMeTpoE GeCNpOBOOHOMD PEXUMA BCTYMMMNA B CHMTY.

BrniouyuTe GecnpoBoaHOE BEWAHWE
[ CEpLITh WWpOKOBEWEHKE SSID
[ FlaonWpoEaHWe KNWeHToB
S5ID1: TP-LINK_1808
SSID2: TP-LINK_1808_01 [ ] BrrigumTs
SSID3: TP-LINK_1808_02 [ BrnioumTe
BSSID: 02:10:18:63:18:08
Crpana: RUSSIAN FEDERATION b

CoxpaHnTe/ T pMMEHNTE

PucyHok 4-67

Ha paHHOM cTpaHuue Bbl CMOXETE HaCTPOUTb OCHOBHLIE NapameTpbl 6eCNpPOBOAHOIO pexuma
LAN-nHTepdenca. Bbl MOXeTe BKNIOUYNTL/OTKMNIOUMTL GECNPOBOAHOE BELLAHUE, CKPbITh CETb OT
aKTMBHOIO CKaHMpPOBaHWS, ykasaTb umsa 6ecnposogHon cetu (SSID) M 3anpeTuTb HACTPOWKY
KaHanoB COrnacHo permoHasnbHbIM TpeboBaHUAM.

>

Bknounts 6OecnpoBogHoe BelwaHue: Ecnv Bbl XOTUTE MCMNOMb30BaTb  (PYHKLUIO
DecnpoBoAHOro BellaHus, BaM HeoOXoAMMO OTMETUTb AaHHOe none. Ecnu Bbl CHumeTe
OTMETKY C JaHHOro Nonsl, BCe HUXeyKasaHHble HaACTPOVKu 6GecnpoBOAHOrO BellaHus OyayT
OTKIOYEHbI.

CKpbITb WnpokoBe WwaHue SSID: Bbl MoxeTe BbiOpaTh AaHHYKO HACTPOViKY, YTOObI Balla CETb
He nosiBNsnacb B pe3ynbTaTax nNpu noucke OecnpoBOOHbIX CeTen Monb3oBaTensmMm
©ecnpoBOAHbIX YCTPOWCTB.

N3onupoBaHue knmeHtoB: OTMETbTE JaHHOE NOJIe ANs BKIOYEHUS PyHKL UK M305IMpOBaHUS
TOYKM [JocTyna, 4ToObl CTaHuWW, MoAKMYaemMble K TO4yke [OCTyna, He MOorm
B3aMMOAENCTBOBATL APYr C APYroM.

Mma 6ecnpoBoagHom cem: Nmsi 6ecnpoBO4HON CETU, MCMOMb3yeMOe BCEMU TOYKaMu B
becnpoBogHon ceTu. ima GecnpoBogHon ceTu (SSID) AOMKHO ObITb OANHAKOBLIM AM1S1 BCEX
YyCTpPOMCTB B GecnpoBoAHOM ceTu. [JaHHOE none sABNseTcs YyBCTBUTENbHBLIM K PEECTPY U He
OOJDKHO npeBbiaTbh 32 3HaKka (MoryT ObiTb MCMONb30BaHbl NOObLIE 3HAKW Ha KnaeuaTtype).
Ybeantech, YTO AaHHbIE HACTPOWKM SABNAKOTCA OAMHAKOBBLIMU AN BCEX CTaHUWUW B Ballen
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GecnpoBogHoOn ceTu. Ykaxute Heobxoanmoe 3HavyeHme nmexHn ecnposogHon cetu (SSID) B
JaHHOM none.

» BSSID: Otobpaxaet MAC-agpec mogema Co BCTPOEHHbIM MapLUpyTN3aTopom

» CrtpaHa: Pa3sHble cTpaHbl MOTryT UMeTb OonpeaenéHHble orpaHMyYeHns Ha HacTPOKKY KaHana u
MOLLUHOCTb NepeaaTymka.

Haxxmute Coxpanutb/lIpuMeHnTb 45151 COXpaHeHMs BalMX HACTPOEK.

4.6.2 3awuTta

Mpn BbIGOpPEe BecnpoBoaHoM pexuM— 3awmTa nepes BaMmy OTKPOETCHA CTpaHuULLa, Kak yKkasaHo
Hwxe. Ha gaHHOM cTpaHuLe Bbl CMOXETe HacTpoUTb napamMeTpbl 6e3onacHOCTU 6ecnpoBoaHOO
pexuma LAN-nHTepdenca, Bpy4YHylo ykaszaB MeTO/ CEeTEBOM ayTeHTUduKaLum unm ¢ NOMoLLbo
dyHkun WPS (Hactponka sawmiénHoro Wi-Fi).

BecnpoBoOHON pexuMm — 3aluuTta

Ha 3T0A CTPaHMUE MOXHD HACTROWTE NapaMeTpel 33WnTel GeCcnNpoB0OHOA NOKANEHOA CETH.
Bhl MO#ETE HACTPOWTE NAPAMETPEI BRYYHYKD UMW C NOMOWLK GyHELMKN WPS (HacTpoika 3awmnweéHHora Wi-Fi)

WPS

Brnw4ute WPS: BrnwoueHo | w

LoGaenTe KNKeHTa (JaHHan yHEUWA QOCTYNHA TONeKD, ecni JeiNK BEBldpadel pexumel 3awutel WRPA-PSK, WPAZ-PSK
UK OTEPBITAA CMCTEMA)

() KHonka WPS (@) PIN- i
Lobasute yeTpoiicTeo

Ko,
Cnpaeka
. . Coanats Hoswiil PIM i
PIN-koq ycTpORCTEA: 21464065 Cnpaska

HacTpoMTE TCYKY AOCTYNa EPYYHYKO

B UenAx 3aUNThl CETH OT XaKePOB H HEABTOPHI0BAHHLIX NONL30BATENEN HACTORTENLHO PEKOMEHOYETCA BhlGpaTh OOMH U3
YEAZAHHBIX HHKE THNOB 3aWMThl GECNPOBOOHOR CETH.

Bbl MO¥ETe HACTPOWUTE METOd CeTeRON AYTeHTUdNEALMN, BRlGpaTh WWHPOBAHME, YKa3aTh, HZKHO MW BEOOWTE NApone OMNA
BX0Qa B DECNpOBOOHYK CETh, @ T3KKE BeIDpaTe CTENeHb HAOEXHOCT WNDPOBAHWA.

BHUMaHWe: He pekomeHgyeTcd epldnpate WHgpoeadne WEP, ecnn yeTpolcTeo padoTaeT 8 pexune 11n. Ecnu eri@pad WEF,
TO MAKCHMANBHAA CKOPOCTE NEPEOAYN OAHHEX COCTABNAST A0 54 MouT/c.

Mpumeyadne: Pexan Toneko 110 "He NogOep#UEASTCA NPK MCNONB30EAHKY WKW poeaHuA WEP Wi ecnK TiN WHgpoeaHuA
WPA BRIDpaH "TKIP™.

MpumMeyanne: Henb3A eel@upate "TKIP® anA “wrdpoeadna WPA™, ecni yCTpoAcTED padoTaseT B pesiuMe "Toneko 110"

Korga ykaseTe HeoBxoaMmele HACTPOMKK, HAXMUTE "CoxpaHUTRMITpUMEHNTE .

BuiGepute SSID: TP-LIMK,_1808 | v
CeTeBanA ayTeHTHUKALIMA; Open (&3 33K ha
WEP Encryption: OTknodeHD | »

CoxpaHuTe/TIpUMEHNTE

PucyHok 4-68
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4.6.2.1 Hactpounkn WPS

OToM pasgen nomoxeT BaM ObiIcTpo [obaBuTb HoBoe ©ecnpoBOAHOrNO YCTPOWMCTBO K
CyLLeCTByOLEN ceTn ¢ nomoLbto pyHkumm WPS (nnn QSS).

& lMpumeyaHue:

1) OaHHas dyHKLMS BO3MOXHA TOmnbko Npu Bblbope pexuma OTkpbiTaa cuctema, WPA-PSK,
WPA2-PSK nnn CmewanHas WPA2/WPA-PSK.

2) Ona ocyuwlecTBneHnsa ycnewHoro coeamHeHust ¢ nomouwbtio WPS Bam Takke noTpebyercs
NPOM3BECTM COOTBETCTBYIOLUME HACTPOMKM HOBOIO yCcTponcTea ana dyHkumum WPS.

l. C nomouwbro kHonkn WPS

Ecnun 6ecnpoBogHOM MapLupyTU3aTop Noaae prmBaeT pyHKLMI0 WPS 1 BO3MOXKHOCTb NOAKOYEHNA
HaXaTMeM KHOMKM, Bbl MOXKeTe A06aBUTb €10 K CeTU NPM NOMOLLM ABYX CleaytoLLmx cnocobos. Mpu
Bbibope nona KHonka WPS nepeBamun NOABUTCA CTPAHMLLA, KaK YKa3aHO HUMKe.

BecnpoBOOHON peXuMm — 3awmTa

Ha 370l CTPaHULLE MOKHE HACTPOUTL NAPAMETPLI 33WWNTH GECNPOBOOHON NOKANLHGI CETH
Bl MOM¥eTE HAaCTpONTE NAPaMETRE! BRYYHYK) NN C NOMOWEK GyHKUMM WPS (HacTpoitka aawmwEnHoro Wi-Fi)

WPS
Brnoynte WPS: BrnroueHo | v
HoGaenTe knuenTa (J3HHaR GyHKWA JOCTYNHA TONBKD, ecni Geiny BeIGpanel pexnmel 3awmnTel WPA-PSK, WPAZ-PSK nnu OTKpeITaA cucTema

() KHonka WPS (@) PIN- =
- = [oGaButk ycTpoiictao

Koa,
Cnpaexa
PIN-kog yCTpOWCTES: 21464065 Coapars Hoswit PIN

Crpagka

HacTpouTe To4Ky AOCTYNA EPYYHYIO

B LeNAX 3aUUTh CETH OT XaKEPOB H HEaBTOPH30BAHHBIX NONL30BaTENEeR HACTOATENLHO PEKOMEHAYETCA BbiGPATL O/HH U3 YKA3aHHBIX HIDKE THNOB 3aLUTE! GECNPOBOAHON CETH.

Bl MO¥ETE HACTPONTE METOR CETEBON 3YTEHTAMUKALNK, BEIGRATE WWGPOEAHNE, YKA3aTE, HYHO MW BEOANTL Nap0onk ANA BX0Na 8 G2cnpoBOAHYI0 CaTk, 3 TAKHE BelOPaTh CTENEHs HAMEMHOCTH WHHPOBSHUA
BHumaHne: He pekomMeHayeTcA eplGnparte whngpoeanue WEP, ecnun ycTpoicteo paGoTaeT B pexime 11n. Ecnn eeiGpand WEP, To MaKcMIManeHaA CKOPOCTe NEPELayl JaHHEIX COCTaENAST 0o 54 MEnTic.
Mpumeyanne: Pexium “TonsKo 11n"He nogaepmeaeTcA Npu UCNoNL30BE3HUN poeaHnA WEP unu ecni Thn wndpoeanns WPA ebiBpan TKIP

Mpumeyanne: Henbas ewiGupate “TKIP® gnA "wudpoeanua WPA" ecnu ycTpoiicTeo padoTaeT B pexume “Tonsko 110

Korfa ykameTe HeoGxoanMele HACTPOMKN, HAKMUTE "CoXpaHnTEMBHMEHNTE

BoibepuTte SSID: TP-LINK_1808 |+

CeTeBan ayTeHTHOHKALNA: WPA-Persanal (Hag&xHo/pekoMerayeTcA) v

MNaponk GECNPOBOOHON CETH: | sesseces (Tatcke HazeieaeTca OFwmn kioy WRA)
MNoka3zaTe napons
(BB2AMTE 3H3YSHNE OMHOI 0T 8 A0 B3 CUMECNOE B KOAMPOBKE ASCII UMW 0T 8 A0 B4 WECTHAOUATEPHYHELX UMCEN.)
TMepuon 06HOENEHUA NaponA GecnNPOBOHON CETH: 0 (He 06A3aTenkLHo)
LWindbposanne WPA: AES v
WEP Encryption: OTknioueHo

Coxpanute/lIpumennTs

PucyHok 4-69

MepBbIN cnoco6: Haxxatnem KHonku.

War 1: Haxxmute kHonky WPS Ha 3agHen naHenu mapLipyTmsaTtopa.
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__}-____\

BT .00
LAN4 /WAN LANZ LANZ LAN1 WiFi EY ON/OFF  POWER

War 2: Haxmnte n yaepxusante kHonky WPS Ha aganTepe B TedeHue 2-3 ceKkyHA,.

1 1

War 3: MNogoxante HEKOTOpoOe BpeMs, NoOKa Ha MOHUTOPE He MOABUTCS OKHO aganTepa. Haxmure
3aBe pwuTb ANg 3aBepLueHus HacTponkm WPS.

¥ WPS for Wireless @

Wireless Configuration Completed

Your computer has successfully joined the TP-LINK network.

PucyHok 4-70

Bropow cnoco6:

War 1: Haxmute kHonky WPS Ha 3agHen naHenu maplpyTtmsaTtopa.

_-}-__“

£ 9TTTY g0p|

War 2: [Ins HacTpoviku 6ecnpoBogHoOro agantepa Bblbepute “HaxaTb KHOMKY Ha Moe 1 ToUKe
pocTtyna” B yTunute HacTporikn WPS kak nokasaHo Huxke, 3aTeMm HaxmuTe Janee.
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{'H WPS for Wireless

Join a Wireless Network

WPS iz preparing to join pour computer bo a wireless netwark,

Which setup method do you want to uze?

(%):Push the button on my access point

() Enter a PIN into my access point or a registrar

") Enter the PIN from my access point

Puzh the buttan on wour access point and click Mext to continue.

Aytormatically select the network

[ < Back ” Mest > l[ Cancel

PucyHok 4-71

War 3: MNMogoxaute HekoTopoe BpeMsd, Nnoka Ha MOHUTOPE He MNOSBUTCA crnefylollee OKHO.
Haxvmute 3aBe pwmnTb Ans 3aBepLueHns HacTporiku WPS.

#3 WPS for Wireless @

Wireless Configuration Completed

Your computer has successfully joined the TP-LINK network.

 Finish

PvcyHok 4-72

Il. Yepes3 PIN

Ecnun pobasnsemoe HoBoe yCTPONCTBO nogaepxusaeT yHku o WPS n ayteHTncukaumio vyepes
PIN-koa, Bbl MOXeTe 400aBUTb €ro B ceTb € NoMoLLbo PIN-koga aByma cneayowmmm cnocobamm.

MepBbIK cnoco6: Beeaute PIN-kog GecnpoBogHOro agantepa Ha MapLupyTmsaTope.

70



LPRVEEED L YR DRVEET I MPykoBoACcTBO nonb3oBatens 6ecnposogHOl maplpytusatop ¢ mogemom ADSL2

War 1: OtmetbTe none PIN-kog n Beeaute PIN-kog ©GecnpoBogHoro agantepa B nore,
yKasaHHOM Ha usobpaxeHun Huxe. 3atemMm HaxmuTe [lobaBUTbL YCTPOUCTBO.

BecnpoBOAHON PeXUM — 3alluTa

Ha 3T0il CTPAHULIE MOKHO HACTPOWTE NAPAMETPE 3aWNHTE GECNPOBCOHOH NOKANEHON CeTh.
Bl MOKETE HACTROWTE NAPaMETRkl BPYYHYIO UMK C NOMOWER dyHKUWA WPS (HacTpoiika 3awnwéHHaro Wi-Fi)

WPS§

Brrnrouuts WPS: BrnwoueHo |

Ty KHonka W

[0GaBNTE KNKeHTa (JaHHAA GyHKUMA AOCTYNHA TONEKD, SCNM GLINH BEIGPEHE PEXMIME] 3aiHTH WPA-PSK, WPAZ-PSK uni OTKpHITAA CHCTENMa)

Jofaente yoTpoiicTeo

16952696 Cnpaska

PIN-koL yCTpORCTEA: 21464065 Coapats Hoewtii PIN Cnpaeka

HacTpoUTE TOUKY ACCTYNA BPYUHYLO

B LenAx 3alKTel CETH 0T XaKepoE U HeaBTOPH3OBAHHKLIX NONL30BaTENed HACTOATENBHO PEKOMEHYETCA BRIOPATE O[MH U3 YKA3AHHEIX HIDKE TUNOE 3aWNTLl BecnpoBoaHON CeTh.

Bl MOXKETE HACTPONTE METOR CETEBON ay‘reHTmleaLum Bb\DpaTb mnq: 0BAHNE, YK33aTk, HYKHO MM BEOAMTE Napenk ANA BX00a B GecnpOBOHYI0 CaTk, 3 TaloKe BbIBPaTE CTENEHE Hane)KHoc‘m u.mm 0B3HNA
BHumanue ye Gupats wud pexame 11n. Ecnan BeIf V 0 MAKCHManbHanA cK
MpMMEYaHNE: PEXNM “Tonkka 110" He non.uepxusae‘rcn npu WENOMS 308 3HAN Wit POBAHIA WEP N £CIM TUN WD POBAHIA WPA BeIGpaH TKIP".
MprMeyanne: Henb3A BelGnpate TKIP" AnA “wndpeeaHiA WPA', ecni yeTpoicTeo paBoTaeT B pesume "Tonkko 110",

Korpa ykaweTe HeoGxognMele HacTpokn, HaxaanTe “CoxpanuTeiMprMeHnTs

Buibepure SSID: TP-LINK_1808 | v

Cetean ayTeHTM(HEALMA: WPA-Personal (Haa&xHo/pekoMeHIyETCA) v

Mapons GeCNPOBOAHONH CETH:

(Tatcke HazwieaeTcA OGwmi Koy WPA)
M2K33aTe Naponk
(BEEANTE 3HAYEHNE AWHOI 0T 8 Ao 63 CMMBONOE B Koanpoeke ASCI AN 0T 8 A0 64 WeCTHAAUATEPUYHEIX YHCEn.)

Mepnop napons [IHOW CETH: 0 (He 00A3aTensHO)
Wndhposanne WPA: AES v
WEP Encryption: OminiodeHo

Coxpanue/TlpumeHuTs

PucyHok 4-73

& lpumeyaHue:

PIN-kog apantepa Bcerga otobpakaeTcs Ha cTpaHuue HacTporiku WPS.

War 2: nsa HacTponkn 6ecnpoBoaHoro agantepa Boibepute “BBectu PIN-koa Ha moe 1 Touke

pocTtyna/mapwpytmsatope” B okHe yTunntbl WPS, Kak nokasaHo HUXe, 3aTeM HaxXMUTe
Danee.
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i WPS for Wireless

Join a Wireless Network

WS iz preparing to join pour computer to a wireless network,

‘which zetup method do pou want to use?

(_) Push the button on my access point

(3)Enter a PIN into my access point or a registrar

() Enter the PIN from my access point

Enter the PRI 16952898 jhto wour access point or external registrar
and click MNexNe-cankiree.

Automatically select the network

’ < Back ” Mext » l[ Cancel

PucyHok 4-74

& lpumeyaHue:

B naHHom npumepe PIN-kogom no ymonyaHuio sinsietca 16952898, kak ykasaHo Ha
n3obpaxeHunn BbiLLe.

MeTon BTOopon: Beectu PIN-kog maplipytusatopa Ha 6ecnpoBogHOM aganTepe.

LWar 1:MonyunTtb PIN-koA, creHeprpoBaHHbI MapLUpyTU3aTOPOM, Kak ykasaHo Hxke. Haxvute
Co3aaTb HoBbIM PIN, 4T0oObI nonyuntb HOBLIM PIN-KO4 Ans Ballero mapLupytusatopa.
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BecnpoBoAHOM pexuM — 3awmTa

Ha 3T0M CTPAHULIE MOKH HACTDOMTE NApaMETDL! 33WMTE GECNPaB0nHOA NOKANEHOR CETH.
Bhl MOETE HACTROWTE NAPaMETRL BRYYHYK AN © NOMOWE K GyHKUMM WPS (HacTpoiika aawmwéHHor Wi-Fi)

WFPS
BEn4MTE WPS: Brnioyero | v

[DodaenTe KNueHTa (DaHH3A GYHKUNA AOCTYHE TONBKE, BCni GEINM BBIGDAHE! PEXUMEI 3AWNTEl WPA-PSK, WPA2-PSK nnn OTKpEITaA CUCTEME)
() KHonka WPS @) PIN-

Ko

[Jofaente yeTpoiicTEo

Cnpaeka

PIN-koq yCTpORCTES: Coaparte Hoewiit PIN Crpaeka

HacTpouTE TOHKY AOCTYNA BPYHHYIO

B uensx 3aumTel CETH 0T XaKepOE M HeaBTOPM30BAHHEIX NONb30BATENEN HACTORTENBHO PEKOMEHAYETCR BbIBPATL OIMH U3 YKA3AHHBIX HIXKE TUNOB 3aUNTEl BeCNPOBOAHOM CETH.

Bll MOETE HACTPOHTE METOM CETEROA YTEHTHGMKALWMN, BEIGPATE WAHPOBAHNE, YKa3aTh, HYHHO N BEOONTE NAPeNs ONA BX04a B GECNPOBOAHYK CeTk, @ TakKe BelGpaTe CTENSHE HAMEKHOCTH WHHPORZHIA
BHuMaHwe: He pekomeHayeTes Bplinpate wngipoeadne WEP, ecnu yeTpoicTeo pafioTaeT e vie 11n. Ecnu eeifpad WEP, To MakcuManbHanA cKopocTk Nepeayn AaHHbIX cocTaenAeT Ao 54 Mout/c.
MpuieyaHie: Pesii "ToneKo 1107 He NOOASPKNEIETCA NPU HENONL30BHIM WHHPOBAHWA WEP UMW ECH TR WidpoBaHWA WPA BbIGpaH TKIP

MpumeyaHre: HenbaA ebiBupats “TKIP® AnA “wugposaua WPA", ecnn yeTpoiicTeo paBoTaeT B pesume “Tonbko 110

Korga ykakeTe HeoGx0gumble HACTPORKN, HaXMUTe “CoxpaHnTe/MpHMEHHTE

BuiGepure SSID: TP-LINK_1808 v

CeTeBan ayTeHTH(HKALMA: WPA-Personal (HagéxHo/pekomeHayeTca) v

MNaponk GecnpoBOaHOR CETH: (Taioxe HassleaeTcA OO knioy WPA)

Mokazate napone
(BEEUTE 3HaYEHWE AMHON 0T 8 Ao 63 CHMBOMOE B KOAWPOBKE ASCII MK 0T 8 A0 64 WECTHAOUATE PHUHEIX YMCen.)

Mepuoa napons [IHOW CETH: 0 (He oGA3aTenEHD)
Wudbpoeanue WPA: AES W
WEP Encryption: OTknHouEHD

CoxpaHuTe/lpUMEHNT

PucyHok 4-75

War 2: ina HacTpovikn BecnpoBogHOro agantepa, noxanyincra, Belbepute “Beectn PIN-kop
Moe W Touku gocTtyna/mapupym3aartopa’ B ytunute HacTporkn WPS, Kak yka3aHo Huxe,
nocne yvero eeegute PIN-kog mapwpytusatopa B none PIN-kog Touku goctyna, 3aTtem

HaxvmunTe Odanee.

for, Wireless

Join a Wireless Network

“WwFS iz preparing to join pour computer to a wireless network.

Wwhich getup method do you want to use?
(") Push the button on my access point

() Enter a PIN into my access point or a registrar

(*)Enter the PIN from my access point

Enter the PIM fram pour access point below and click Mest ta continue.

Access Point PIN:

Automatically select the network

[ < Back ” Mext = ][ Cancel

PucyHok 4-76
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4.6.2.2 HacTpouTb TOUYKY AOCTyna BPY4HYyIO

Cnepnynte Hwkeyka3aHHbIM WHCTPYKLUSAM NG PYYHOM HACTPOMKM napameTpoB 6e30macHOCTU
6ecnpoeogHoro pexnma LAN-uHTepderica. Bbl MoxeTe BbibpaTb pexum CeTeBOMr
ayTeHTudukaumm, BblOpaTb cnoco® wWngpoBaHMA AaHHbIX, Yka3aTb HeobxoaMMoCTb
NCnonb30BaHMSA CETEBOrO Koya Ans ayTeHTudukayum B aHHOW 6ecnpoBoaHOM ceTu 1 BbibpaTb
ypOBEHb WMPOBaHNS.

BecnpoBoOHOW peXum — 3awmTa

Ha 3T0i1 CTPAHMLE MOXHO HACTPOMTE NAPAMETPE 33WHTE GECTIPOBOAHON NOKANLHAN CETH
Bhl MOMETE HACTPONTE NAPaMETREI BRYUHYK MW C NOMOWEK dyHKLMM WPS (HacTpoiika 3awnwénHaro Wi-Fi)

WPS

Brnwyute WPS: BrnwugHo | v

[o0aeuTs knuerTa (JanHanA PyHKUMA AO0CTYNHAE TONbKO, ecni Geinn BblGpaHsl pextimel 3awmTel WPA-PSK, WPA2-PSK unn OTkpeITaA cncTema)

() KHonka WPE (@) PIN- =
- = JoBaeute ycTpoilcTBo

Kog,
Cnpaeka
- . Coagate Hoewlit PIN .
PIN-kog ycTposicTea: 59149408 Cnpaexa

HacTPOUTE TOHKY AOCTYNA BRYYHYKO

B uenAx 3alluTel CeTH 0T XaKePOB W HeaBTOPM30BAHHLIX NONb30BATENEH HACTOATENLHO DEKOMEHAYETCA BbIBPATE QMK U3 YKA3aHHLIX HIKEe THNOE 3aUKTL BECNPOBOAHON CETH,

Bl M0ETe HACTPONTE METOf, CETEBO ayTeHTMdNKALUNW, BEIGPaTs WNPOBaHNe, YKa3aTk, HYKHO N BEOONTL Napens ANA Bxoda & GeCNPOBOJHYI0 CeTh, 8 TaKKe BuiGPaTh CTENeHb HAOEKHOCTI WIHPOBAHNA
BHUMaHNe: He pekomerayeTcs eplpate wndpoeanue WEP, ecnn yctpoicTeo paGotaeT e peskmme 11n. Ecnu eriGpan WEP, To Ma3KCWIManeHaA CKOpOCTe NEPedayl OaHHEIX COCTaBNABT 40 54 MEuTic.
MpuMeyarie: PeiM “ToneKo 11n"He NOOAS PHMBAETCA NPW MCNONE30BAHNN WWHROEaHNA WEP N eCiin THN WHdpoeaHuA WPA BeIGpan TKIP

TMpuMeyanie: HeneaA eplBnpate "TKIP” ONA "WihposaHiA WPA", ecnu yeTpoAcTee paBoTaeT 8 peniMe "Toneko 1107,

Korga ykameTe HeoGxogumeble HAcTpoMKK, HaxmMiTe “CoxpaHuTbMpuMeHnTs

BuiGepute SSID: TP-LINK_1808 |+
CeTesan ayTeHTHhHKaLUA: WPAZ2-Personal {oueHe HagéxHo/pekoMengyeTca) v
Maponb GECNPOBOAHOM CETH: | ssesssss (TatcKe HaabIEAETCA OOWMI KNy WPA)

Moka3aTe Napone
(BeegwTe 3Hauenne arHoi o1 8 oo 63 cumeonoe e kogupoeke ASCII vnn 0T 8 0o B4 wecTHagUaTEPUYHEIX YHCEn.)

Mepuos 0GHOBNEHUA Napons GecnpoBoaHoi CeTH: 0 (He ofiAaTensHo)
LWnchposanmne WPA: AES v
WEP Encryption: OTknKUEHD

Coxpanute/puMEHUTE

PucyHok 4-77

CeteBas ayteHTUdMKaumsa: Bbibepute Tun ayteHTMdMKauMm n3 BbiNagatolero Crnucka.
BoamoxHble BapuanTbl: Open, Shared, WPA, WPA-PSK, WPA2, WPA2-PSK, CwmelaHHas
WPA2/WPA n CmewaHHaa WPA2/\WPA-PSK.

& lMpumeyaHue:

[ns 6onblUMHCTBA Nonb3oBaTeNnen pekoMeHayeTCcsa UCnonb30BaTb HACTPOWKM B6ecnpoBogHOIO
pexnma LAN-uHtepderica no ymonyaHutoo. VIsaMeHeHUs, npuMeHaeMble K JaHHbIM HaCTponkam,
MOIyT HeraTMBHO MOBMMSATb Ha MPON3BOAUTENBHOCTb BaLlel 6ecnpoBogHoON ceTu. [pu HEKOTOPbIX
00CcTOATENBCTBAXHACTPOMKM MOTYT yNyylwmnTh paboTy 6ecnpoBogHon ceTu. [Npexae 4em BHOCUTb
N3MEHEHNSA B HACTPOWKKN, BHUMATENBHO NOAYyMaNTE N OL,EHUTE NX BO3MOXHbIE NOCIEeACTBUS.

1. WEP

WEP - 310 6a308Bbii cnocob wndpoBaHus, obecnedmBaoLmn aBa YpOBHSA wWndpoBaHms: 64-
OUTHBIN 1 128-OUTHbLIN. YTOOLI HacTpouThb WudposaHne WEP, ecTb oga nyTu.

o BbibepeTte Tnn CeTteBon ayteHTudmkaynm OTKpbITaa cuctema (6e3 3awmTbl) 1
BbiGepnTe Bkntoye Ho 13 Bbinagatowwero cnmcka wudgposaHna WEP, kak ykasaHo Ha
Puc. 4-83. Tun CeteBon ayTeHTUdmkaumm OTKpbiTas cucte ma (6e3 3awmThbl) C
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OTKITHOYEHHbIM WndpoBaHnem WEP nossonut ntobor 6ecnpoBogHOn CTaHunum
nogknoYaTbCs K TOYKe AocTyna.

o Bbibepute Ob6LWasn cuctema (c 3aWMTOM) M3 BoinagaroLlero cnmcka wudgposaHmns WEP,
Kak ykasaHo Ha Puc. 4-84. Obwas cuctema (c 3awmrton) gomkHa obecneunsatb
wudpposaHne WEP. CeTb, ucnonsaytouias OTkpbITyto unm O6LLyto cuctemy
ayTeHTudukayunm ¢ wmdpposaHnem WEP, no3BonuT CTaHLUAM UCNONb30BaTb OAMH KoY
LWwndpoBaHna Ans nogkntoyeHns. Crnegynte HKeykasaHHON MHCTPYKL MK A11S1 HACTPOMKn
O0oLWwmx Kno4en.

BecnpoBOAHON pexXuM — 3aluTa

Ha 3Tl CTPaHNLE MOMKHO HACTROWTE NApaMETPLI 3alWWTL BeCnpoBOOHON NOKAMLHOA CeTH
Bl MOMETE HACTPOUTE NapaMeTphl BPYYHYI0 UMK C NOMoLb0 dyHKumn WPS (HacTpoka aawnwéntoro Wi-Fi)

WPS

Brnwyute WPS: OTkniodeHo

HacTpoMTL TO4KY AOCTYNa EPY4HYH

B LenAx 3aUMTLl CETH 0T XaKePOR W HEABTOPH30BAHHEIX MONL30BaTENe! HACTOATENLHO PEKOMEHYETCA BbIGPATL O[IMH M3 YKA3aHHLIX HIKE THNOB 3aUHTLl GeCNPOBOAHON CETH.

Bl MOMKETE HACTROWTE METO CeTeBof ayTeHTUdIMKaLWW, BuIGPaTL WHPPOBAHNE, YKa3aTk, HYKHO NW BEOAWTL Naponk ANA Bxofa B GecnpoBodHyI0 CeTh, a TaKoKe BLIGPATL CTeNeHk HAAEMHOCTH WNHPOBAHNA
BHAMaHNE: He peKOMEHOYETCA BEIGNPATE WHdpoEaHNE WEP, ecnn yeTpoicten paGoTaeT & peskime 11n. Ecn seiGpan WEP, To MaKCHMaNEHaA CKOPOCTe NEPeaayn DaHHLR cOCTABNAET A0 54 MEWT/C
MpMMeYaHne: Pesii ToneKs 110" He NOAASEXHEASTCA NEN MCNONEI0BAHMN WHHPOBAHNA WEP MK cni TUN WidpoeannA WPA Belfipan TKIP.

MprMeyaHne: Henb3A BeiGupate "TKIP” ANA “WndposaHia WPA”, ecni yeTpoAcTeo paBoTasT B pewime “Tonkko 110

Korga ykaxete HeoGxoanmble HACTpOMKN, HaxMuTe "CoxpaHnTbMpuMeHnTL

Bribepute §SID: TP-LINK_1808 |v
CeTeEan ayTeHTH(DUKALHA: Open (Ge3 3awnsi) v
WEP Encryption: Brnroueno |
Wwepposanue WEP: 128-6ut | v
Tekywui napons cem: 1|w

CeTeBoH napons 1:
CeTeBoH Naponks 2:
CeTesoi napone 3:
CeTeroH napons 4:

BeenuTe 13 CHMBONOE B KOOWPOBKE ASCII N 26 WeCTHAAUATEPHYHED YNCNE ANA 128-GHTHEIX KNiuel WHdpoBaHNA
BesnuTe 5 CMMBONOE B KoaMpoeke ASCIH ik 10 WeCTHANUATE PUYHER YNCEN NA G4-GUTHEL KN0Yei WNdPOBAHNA

Coxpatute/MpUMERUTE

PucyHok 4-78
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BecnpoBOOHOWN peXxum — 3awura

Ha 3700 CTDAHULE MOXHO HACTPOWTE NaPaMeTPel 33WNTE GECnpOBOAHOA NOKANLHOR CETH.
Bl MOM¥ETE HACTPOWTL NapamMeTPbl EPYYHYI0 UMK C NoMoLUER dyHKUAN WPS (HacTpoiika 3awmwéHHoro Wi-Fi)

WPS

Brniounte WPS: OTknioyeHo

HacTpOMTE TONKY AOCTYNA EPYYHYIO

B uensx 3aunTbl CETH OT XaKePOB H HEaBTOPHI0BAHHLIX NONbL30BATENER HACTORTENBHO PEKOMEHAYETCA BLIBDATL O[MH M3 YKA3AHHBIX HIDKE THIOB 3alMTL! GECNPOBOAHOA CETH.

Bll MO#&Te HACTPOUTE METOR CETeB0 ayTeHTMdMKALIMN, BRIGPATE WHGPOBAHNE, YK33aTk, HY#HO NY BEOAWTE NAponk ANA BX0Aa B GECNPOBOAHYID CETh, A TAKKe BbIGPaTe CTENEHE HAMEKHOCTH WHPPOBAHNA.
BHUMaHNE: He pekoMeHmyeTed Eufnpate wugpoeadne WEP, ecnn yeTpoicTeo TaeT e pexatme 11n. Ecnn eslGpad WEP, To MakcumMankHanA ckopocTe NePegadyn OaHHe cocTaenAeT a0 54 Mant/c.
MprMeyanne: Pexii “ToneKo 110°He NoaOepMBasTCA NPM MCNOML30BAHNN WHGPOBAHNA WEP MMM €Cni TN WHposanna WPA eeifpan TKIP™.

Mpumeyanne: Heneas esiGnpats “TKIP® gna “wudpoesanna WPA", ecnn yeTpoicTeo padoTaeT B pexame “Tonsko 110"

Koraa ykameTe HeoGxoanMele HACTDOMAKK, HaxMITe "CoxpaHnTe/IpUMEHNTE".

Buibepure SSID: TP-LINK_1808 | v
CeTeBan ayTeHTH(MKALLAA: PacnpegeneH(xopoLio) v
WEP Encryption: Brnioueno | v
LWntpposanue WEP: 128-6uT [ v
Tekywuii napons cet: 1|w

CeTeBoil napons 1:
CeTesoi napons 2:
CeTesoi napone 3:
CeTesoi napone 4:

Beegute 13 cumeonoe e kognpoeke ASCI nnn 26 wecTHaguaTepuyHblx Yucna anda 128-GuTHeIX Knioyel wndposanmna
BeeauTe 5 CHMBONOE B KOAMPeEKE ASCI Nk 10 WeCcTHAALATE PHYHEIX YNCEN ANA B4-BUTHBIX KMIOYei WHHPOBAHNA

CoxpaHnte/MpuMeHuTE

PucyHok 4-79

» LudpoBaHme WEP: BbibepuTe COOTBETCTBYIOLMI YPOBEHb 3aLUMThI, 64-OUTHbIA U 128-
OUTHbBIN.

> TeKywuin naponb ceT: YTo6bl YKkasaTb, KaKoi KoY UCMONb30BaTh, BbiGepUTE HOMEP Kroya
nepenayu.

» CeTteBou naponb 1-4: Ecnu Bbl xoTUTe BpyyHyto yka3aTb knoun WEP, BBegute nx B nonsx
CeteBoun naponb 1-4.
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HacTtponka napametpoB WEP

1. Bbibepute O6GLias cucte ma (c 3awnMTon)

2. Bbibepute Ob6Lwasn cuctema (¢ 3awmMTon) 13 BoinagaroLero cnmcka Cete Bas

ayTte HTUPMKaLLUSA, NMOCIE Yero B MEHH0 NOSABATCS HOBbIE pa3aenbl And COOTBETCTBYHLLMX
HaCTpPOEK.

Bbibepute 64-61T 13 BoinagatoLlero cnucka LndposaHmne WEP.

Bbibepute “1” 13 BbinagatoLlero cnucka Te Kywum naposnb ceTu.

Beegute naponb B none CeteBow naponb 1.

Haxxmute Coxpanutb/lIpuMeHnTb ON151 COXpaHEeHMs HOBbIX HACTPOEK.

o0k w

BecnpoBOOHOW PeXuMm — 3aluTa

Ha 370/ CTDAHULE MOMHO HACTPOUTE NApamMaTpel 3aWNTel GeCcnpoBOOHON NOKANEHOIA CaTh.
Bl MO¥ETE HACTPOMTE NAP3AMETPEI EPYUHYI0 UMK C NOMOLWsK ByHKUMW WPS (HacTpolika 3awmwénHoro Wi-Fi)

WPS§

Brnioyuts WPS: OrTknroveHo

HacTpoMUTE ToUKY AOCTYNA BPY4HYHO

B UenAxX 3aWMTel CeTH OT XaKepoB W HeaBTOPU30BAHHbIX NONL30BaTENEA HACTOATENLHO DEKOMEHIYETCA BLIGpaTE OHH K3 YKa3aHHLIX HHKE THNOB 3alHTsl GeCnpoBOaHON CeTH.

Bl MOXETE HACTPOHTE METOM CETEBOI aYTeHTHDNKALNK, BblGPaTE WHGPOBAHNE, YK33aTh, HYHO N1 BECAWTE NAP0Nk ANA EXCAA B G2CNpOBOAHYID CeTe, 3 TAKKE BLIOPETE CTENEHE HAAEKHOCTH WHDPOBAHNA
BHUMaHWe: He pekomeHOyeTcA BblDnpaTs wugposadve WEPR, ecnn yctpoicTeo paboTaeT B pexxune 11n. Ecnu eeiBpad WEFR, To MakCHMankHaA CKopocTb Nepeaavi AaHHbIX CocTasnaer oo 54 Mouric.
MpMMEYaHe: PesuM “ToNeKo 110°"He NOANEPXMEAETCA NP MCNONE30BAHUN WWHROEAHMA WEP MK eCni TN WHBPOBIHUA WPA BeiGpaH TKIP

MprMeyaHie: Henb3as BeBUpaTe “TKIP® ANA "WidpoBaHnA WPA”, ecni yCcTpoicTee paboTasT B pesnme “TonsKo 110

Korga ykaeTe HeoGxogMMble HACTPORKN, HEXMUTE “CoXpaHUTL/MpHMEHNTE

Bribepute SSID: TP-LINK_1808 |«
CeTeBan ayTeHTHDUKALWA: PacnpegeneHixopoLo) v
WEP Encryption: BrnioueHo | v
LWndbpoeanme WEP: 128-6ur | v
Texywmit napons ceTm: 1w
CeTeBoi napons 1: 1234567390

CeTeBol Napons 2:
CeTeBoH Napons 3:

CeTeBoH Napons 4:

BeeauTe 13 CMMBONOE B KOAMPOBKe ASCI MNK 26 WECTHAALATEPUYHEIX UACNA ANA 128-GUTHER KNIYE WHPPOBIHIA
BeeawTe 5 CHMBONOE B KOAMPOBKe ASCI nnw 10 WeCTHAOUATePHUHBIX YUCEN ANA G4-GUTHLIX KNS WHPPOBIHNA

CoxpannTe/TlpuMernTs

PucyHok 4-80
& lpumevaHue:

B maHHOM pykoBoACTBeE AN MpUMeEpa UCMNOSb3yeTCs Creayowmin BapMaHT HacTpoek: Ce e Bast
ayteHTMdMKauma - Obwas cucrtema (¢ sawmton), CteneHb HagEéXHOCTU - 64-0uT, Te KyWwnn
naponb cem™ - “1” n CeteBom naponb 1 n3 10 wecTtHaguaTepuydHbixmcen’1234567890” (cm.
PucyHok 4-80).
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2. WPA-Enterprise

Sawmta WPA ans 6ecnpoBogHoro coeanHeHus paspaboTtaHa ¢ Lenbto yCTpaHnTb HegocTaTtk
TexHonormn WEP. WPA couyeTaeT reHepuMpoBaHMe Napons BMECTe C ayTeHTudukaynen yepes
RADIUS-cepsep.

BecnpoBogHON pexuM — 3awmra

Ha 3T0il CTpaHULE MOXHO HACTPOUTE N3PaMETPh 3aWNTEl GeCnpPoECOHOR NOKANLHOR CaTH
Bhl MOMETE HACTPOUTE NAPAMETDE! BRYUHYIO UM C NOMOWLEK QYHKUMK WPS (HacTpoiika 3awmgHHore Wi-Fi)

WPS

Bintouuts WPS: OtknrayeHo

HacTpomnTs To4ky ACCTYNa BPYYHYLO

B UenAX 3allHTLI CETH OT XaKePOE M HeaBTOPHU30BAHHLIX NONL3I0BATENSA HACTOATENLHO PEKOMEHYETCA BLIBPATE OMMH H3 YKa3aHHBIX HIDKE THNOE 3aWMTEl GeCNPOBOAHOR CRTH,

Bhl MONETE HACTDOMTE METOD CETEBOM ayTeHTHRNKALNY, BRIBPATE WHPPOBAHNE, YKA3aTk, HYHO NW BBOAMTE Napons ANA BX0A3 B G2CnpoBOAHYI0 CeTe, @ TakKe BEIGPATE CTENEHE HAMEKHOCTH WHHPOBAHNA.
BHumaHne: He pekomenayeTca BelGnpats wnfposanue WEP, ecnun ycTpoicTeo pafoTaeT 8 pexdame 11n. Ecnn eeiGpan WEP, To makcimanbHanA cKopocTe Nepefadn AanHex cocTaenaet oo 54 Mourlc
Mpumeyanne: Pexam “Tonbko 11n"He noggep#neasTca Npu NCNONL30E3HIM BaHnA WEP vnn ecnn tun wndposanua WPA esibpan "TKIF

Mpwrmeyanne: Henbas eelBnpate "TKIP” gna "wndpoeaHna WPA", ecnn yoTpoidcTec paGoTaeT B pexume “Toneko 110"

Koraa ykameTe HeoGxoouMEle HACTPORKN, HEXMITE "CoXpaHnTL/MBHMEHNTE".

Bribepute SSID: TP-LINK_1808 |+
CeTeEan ayTeHTH(HKALHA: WPA-Enterprise (xopowo) v
Nepuon napons [HOW CeTH: 0 (He 06A3aTENLHO)
IP-anpec RADIUS-cepeepa: 0.0.0.0
Mopt RADIUS-cepeepa: 1812 (1-65535)
Mapone RADIUS-cepeepa: (He oBA3aTensHo)
(BEEOMTE 3HAYSHNE AMHON OT 8 A0 63 CMMBONOE B KooMpoeke ASCI MnK 0T B A0 64 WeCTHAOUATE PUYHEIX YNCen.)
Lndppoeanue WPA: AES v
WEP Encryption: OTknrayeHo

Coxpanute/MpuMEHNTE

PucyHok 4-81

» MMepwnopn o6HOBNEHUsA Napons 6ecnpoBoAHON ceTU: BBeauTe neprnog o6HOBNEHUSA naposs
6ecnpoBOAHON CETU, KOTOPbIV ONpeaensieT, Kak YacTo MapLLPYTU3aTOpP AOJHKEH MEHSITb €r0.

> IP-appec RADIUS-cepBepa: IP-agpec RADIUS-cepeepa ayTeHTUdMKaL K.

MopT RADIUS-cepBepa: [Nopt RADIUS-cepepa ayteHTudukaynn. Homep no ymonyaHuio:
1812.

» Maponb RADIUS-cepBepa: lNMapone RADIUS-cepBepa ayTeHTUdMKaLnn.

» llUndpoBaHne WPA: Buibepute wmndpoBaHne, KOTOpble Bbl cObupaeTechb MCNONb30BaTh:
TKIP+ AES unu AES (meTtopg wndgposaHua AES 6onee HagéxeH, yem TKIP).

HacTtponka WPA-Enterprise

1. Bbibepute WPA-Enterprise 13 Boinagatoulero cnucka CeteBas ayreHMcukauumsa. MeHo
N3MEHUTCS, B HEM NOABATCS HOBblE pasferbl C COOTBETCTBYIOLWMMU HACTPONKaMu.

N3ameHuTe Mepmnoa o6HOBNEHNA Naponsa 6e cnpoBOAHOM CeTU M0 XKeMNaHUIo.
Ykaxute IP-agpec RADIUS-cepeepa B none IP-agpec RADIUS-cepBepa.
Mpn HeobxoaumocTn nameHnte MopT RADIUS-cepBe pa.

BeeauTte naponb B none NMaponb RADIUS-cepBe pa.

Beibepute AES B kadecTtBe LUndposaHuma WPA.

N o o b~ wDd

Haxmute COXpaHMTb/anMeHMTb Ona coxpaHeHna Ballnx HaCTpoOek.
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BecnpoBOOHON pexum — 3awumra

Ha 2Toi CTPaHULE MOKHO HACTPOWTE NApaMETREl 2aWMTE GECNPOEOOHGR NOKANEHOA CaTH.
Bhl MOM¥ETE HACTPOMTE NApAMETELI BEYYHYID UMW C NOMOULLI diyHKUMM WPS (HacTpoiika aawmwéHHoro Wi-Fi)

WPS

Brnro4uTe WPS: OTknkouEHD

HacTpoMTE TONKY AOCTYNA BRY4HYIO

B UENAX 3aUMThl CETH OT XaKePOB W HeaBTOPHI0BAHHEIX NONbI0BATENEA HACTOATENLHO PEKOMEHOYETCA BLIBPATE OMUK U3 YKa3aHHLIX HIKEe THNOE 3allHTLl GECNPOBOHON CETH.

Bl MOMKETE HACTPOUTE METOM CETEBOM AyTeHTUhUKALMY, BEIGPaTE WM POBAHNE, YKA3aTE, HPPKHO MW BEOQUTE NApOons ONA Bx0Aa B GECNPOBOOHYI0 CaTh, 3 TAKKe BLIBRATE CTEMEHs HAOEKHOCTH WHDHPOBAHUA
BHUMEHNE: He pekoMEHyeTCA BRIGMpaTE WhdpoeaHine WEP, ecni yeTpoicTeo TAeT B pexkame 11n. Ecni seipan WEP, To MaKCHManeHaA ckopocTk NEPENay DaHHeIX COCTAENAET 0o 54 MEuTIC
Mpumeyanne: Pexum “TonsKo 110 He Nogae p#ueaeTcA NpW NCNONb30BaHUY WWHpoeaHna WEP unn ecnn Tun wngpoeanna WPA euiOpan "TKIF

MpHMEYaHIE: HenkaA eplfupaTe TKIP” ANA “wkdposaHuA WPA", ecnu yeTpoicTeo paBoTasT B pesime “Toneke 110

Korfa ykaseTe HeoGxooumMble HACTPORKN, HEXMUTE "CoxpaHnTeMPHMEHNTE

BoiGepure SSID: TP-LINK_1808 | v
CeTeBan ayTeHTU(DHKALNA: WPA-Enterprise (xopoio) v
Nepuoa napona HOW CETH: 0 (He o0AzaTensHaO)
IP-agpec RADIUS-cepBepa: 0.0.0.0
Mopt RADIUS-cepeepa: 1812 (1-65535)
Napone RADIUS-cepeepa: (He 0BA3aTENEHO)
(Beegure 3HayeHne guHoi o7 8 go 62 cumeonce e kogupoeke ASCI unw ot & 0o 64 wecTHagUaTe PUYHLIX YUCen.)
Wucbpoeanue WPA: AES v
WEP Encryption: OTKNKYEHD

Coxpanute/TpuMernTs

PucyHok 4-82
3. WPA-Personal

B wundposaHnn WPA-Personal ncnonbayetcsa obwmni kntod n He TpebyeTcst ncnonb3oBaHue
oTOenbLHOro cepeepa ayteHTudmkaumn. Maponm moryT ObiTh ykasaHbl B koguposke ASCIl nnu
LecTHaguaTepUYHbIMU YMCNaMMU.
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BecnpoBOoOHOWN peXum — 3alura

Ha 3O CTPAHMLIE MOKHO HACTDONTE N3PaMETPL! 3AWMTEl GECNPIBOOHA NOKANEHOR CETH.
Bl MOMETE HACTROWTE NAPAMSTPE! ERYYHYE MK C NOMOWLK GyHKUMY WPS (HacTpoilka 2awnwéHHaro Wi-Fi)

WPS

BrnmoyuTe WPS: BrnwougHo | v

[003BNTE KNWeHTa ([JaHHAA fYHKUMA O0CTYNHAE TONBKO, 8CNW BINK BRIGPAHE! peXiMEl 33WNTE WPA-PSK, WPAZ-PSK unin OTKpLITAR CUCTEMAE)

() KHOMKa WPS @ PIN- -
- JofaenTs ycTpoiicTeo

Ko,
Cnpaeka
PIN-kog ycTpoiicTea: £9149408 Cozaatk Hoswii PIN

Cnpaeka

HacTpouTE TouKy ACCTYNA BPY4HYIO

B 1enAx 3aWMTel CeTH oT M HeaBT! Teneil HaCTORTENLHO PEKOMEH/YETCA BaIGPATE OMMH H3 YEA3aHHLIX HHKE THNOB 3alMTl GeCNPOBOAHON CETH.

Bl MOMNETE HACTROWTE METOR, CETEB0I AYTEHTHRUKALMN, BolBpaTe WHHPOBIH 33Tk, HYKHO N BEOOWTE NAponk ANA BX0A3 B 2CNpOBOAHYK CeTh, a TaKGKe BblBPaTk CTENeHE HAMEKHOCTH WHHPOBAHKA
BHumMaHne: He pekomerayeTca eulinpats wudpoeanne WEP, ecnn ycTpoict e 11n. Ecnn esiBpad WEP, To makcuMansHan CKopocTs Nepeaayi AaHHbIX cocTaenaeT go 54 Mout/c,
MprMeYaHne: PEXUM “ToNeKo 110 He NOAAEPXNEIETCA NPU UCNONLIDEAHUN WHPHPOEZHNA WEP UMM ECIK TR WHHPOBAHKA WPA BRIGpaH TKIP".

MprMeyaHne: HenbaA BelGnpate TKIP™ ANA "widpoeaHnA WPA", cni yeTpocTED paBoTaeT B pesume Toneko 110

Korma ykasete HeaGxXoguMble HACTPOMKK, HAMUTE “CoXpaHUTL/MpHMEHUTE

Bribepute 55ID: TP-LINK_1808 |+
CeTeBan ayTeHTHDHKALMA: WPA-Personal {(Hag&xHo/pekomeHgyeTca) v
Mapons GecnpoBOAHOR CETH: (TaKeke HaablBaeTCA OBWMIA Koy WPA)

[loKa3aTk Naponke
(BeeguTe 3HAYEHUE ANHOI 0T 8 Ao 63 cuMEONOE B Koanposke ASCIl nnu oT 8 [o B4 WeCTHagUaTepUYHbIX YUCEn.)

Mepuog oGHOBNEHNA NaponA GecnpoBOHON CETH: 0 {He 0BA3aTensHo)
Wuchpoeanue WPA: AES W
'WEP Encryption: OtknioyeHo

Coxpanue/TIpUMEHNTE

PucyHok 4-83

Maponb 6ecnpoBogHOMn ceTn: YKaxuTe naposb, oOWMIA Ana Bawero maplpyrtmsatopa u

npoYmMx ceTeBbiX YycTpouctB (8-63 cumeBonoB B koauposke ASCI wnm  8-64
LWecTHaaLaTepuyHbIX YMcna).

MNMokasatb naponb: HaxmuTe 3geck, 4Tobbl 0TOOpasuTb MNaponb 6ecnpoBogHON CETH.
Hactponka WPA-Personal

Boibepute WPA-Personal. MeHi0 wu3ameHuTCA, B HEM NOSABATCSA HOBble pasgenbl C
COOTBETCTBYHOLMMMN HACTPONKaMMN.

3awmta WPA-Personal ncnonbsyet obwun kntoy. BeBegnte naponb B none psagom (B
kognposke ASCIl nnu wecTHaguaTepuyHbIMM Yicnamm).

MameHuTe lNepnon obHoBneHms naponsa 6ecnpoBogHOM CETU MO XEeNaHUK Wnn ocTaBbTe
3HaYeHUe No YMOSYaHuIo.

HaxmuTte CoxpaHuTb/MIpUMeHUTb A8 COXPaHEHMUS HOBbIX HAaCTPOEK.
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BecnpoBOAHON peXUM — 3aluTa

Ha 3700l CTPaHWLIE MOMHO HACTPOUTE NapaMeTpLl 33LUNTH GECNPOBOAHOR NOKANLHOM CaTH
Bl MOM¥ETE HACTROWTL NAPaMETELI EPYUHYID UMK C NoMoWbK dyHKun WPS (HacTponka aawmwénHoro Wi-Fiy

WPS

Brnwyute WPS: BrnrougHo | v

[0GaBuTs KNUeHTa (JaHHAA GYHKLMA ACCTYNHE TONBKO, §CNN GbiINN BRIGPAKE! PEXMMEl 3aWNTEN WPA-PSK, WPAZ-PSK unn OTKpEITaA cUCTEMa)

() KHonka WPS @) PIN- =
[oBaeuTe yCTPOACTBO

Kom
Cnpaeka
- ' Coagate Hoewlit PIN
PIN-koq ycTpoicTea: 59149408 Cnpaeka

HacTpouTE To4KY AGCTYNA BPY4HYLO

B uensx 3aWuTbl CETH OT XaKEPOE M HEABTOPHIOBAHHLIX NONbL30BaTENed HACTOATENLHO PEKOMEHIYETCA BLIGATL O/IMH W3 YKA3aHHbIX HIDKE THNOB 3aWMThl GECNPOBOAHON CETH.

Bll MOETE HACTPOMTE METOD CETEBON AYTEHTMdNKALAN, BeIGPaTE WHHPOBAHNE, YKA3aTE, HYKHO NN BEOINTE Naponk ANA Ex0A3 & GeCNPOBOAHYID CETh, 3 T3KHE BEIGPATE CTENEHs HAOEXHOCTH WNDHPOBAHNA.
BHUMaHWE: He DEKOMERQYETCA BelGNpaTh WihporaHne WEP, ecnin yeTpoicTes paGoTaeT B peskime 11n. ECnn BeiGpan WEP, T0 MaKCHMaNbHaR CKOpoCTh Nepefaun A3HHEX COCTABNAST A0 54 MEuT/C.
MpuMeyanie: Pexiim “TeneKo 110 He NOQNEPHMBASTCA NPH MCNCMNBI0EAHNM WHBPOBAHUA WEP UNk ecni THR WidpoBannA WPA eelBipan "TKIP”

MpuMeyanie: HenkaA eslBipate “TKIP” AnA “wn@posanna WPA", ecni yeTpoicTRO paboTaeT & pexnme Tonsko 11n°.

Korga ykameTe HeoGxoguMeIe HACTPoRkK, HaxmnTe "Coxpannte/MpumeHuTs”

Bribepure SSID: TP-LINK_1808 v

CeTeBan ayTeHTHIDNKALHA: WPA-Personal (HagéxHo/pekomeHayetca) v

Naponk GeCNPOBOOHON CETH: | ssssssss (Take HazeigaeTcA OGWwni knioy WPA)

MokasaTe Naponk
(BEEMMTE 3HAYLHNE ANHOI 0T 8 00 63 CUMBONOB B KODMPOBKE ASCI UNN 0T & 00 B4 WECTHAAUATE PUYHBIX YNCEN.)

Mepuog napona OHOWH CeTH: 0 (He o0AsarensHo)
Lncppoeanme WPA: AES v
WEP Encryption: OTknioyeHo
Coxpannte/TlpumeHnTs

PucyHok 4-84

& lNpumeyaHue:

Ecnu Bbl HaxMéTe “lNokasaTb Naponb”, nosaBMUTCS OKHO (CM. PucyHok 4-85), B koTopom byaeT
BMAEH yKa3aHHbI BaMu naponb. Kpome Toro, He 6yayT nokasaHbl MyCTble CUMBOJIbI Ha KOHLLax
napons.

http://192. 168. 1. 253/wlsecrefrezh. wl?wlRefresh=

1234567890

@ ke 0 Internet

PucyHok 4-85

4. WPA2-Enterprise

Bbibepute WPA2-Enterprise U3 BbiNaaatoLLEro cnmcka ansa Hactponku 3awmTsel WPA2-Enterprise,
nocne 4Yero B MeHHO NOABATCA HOBbIE pasfe bl 417 COOTBETCTBYOLWMX HAacTpoeK. HacTpoika
aHanornyHa Hactporkam WPA.
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BecnpoBOAHOW peXuMm — 3awuTa

Ha 370l CTRAHIULE MOXHO HACTPOUTE NAPAMETPEl 3aUMTEl GECNPoBOOHON NOKANLHON CaTi
Bl MOXETE HACTPOUTE NAPAMETPEI BPYUHYID MW C NOMOWLI dyHKLMK WS (HacTpoiika aawnwgrHora Wi-Fi)

WPS

BRIHOYHTE WPS: OTKNKYeHD

HacTPoMTE TOYKY ACCTYNA BPYYHYHO

B uensax 3aunTel CETH OT XaKePOB M HeaBTOPHI0BAHHLIX NONL30BaTeNel HACTOATENLHO PEKOMEHAYETCA BbIODATE O/IMH U3 YKA3aHHLIX HIDKE THAOB 3aWKTL! GECNpPOBOAHONR CeTH.

Bl MOXETE HaCTPOUTL METOA CETEBOM ayTeHTMdNKALMK, BLIDpaTE WADPOBaHNE, YKadaTk, HYKHO NI BECONTE Napenk ANA BX00d B GECIPOBOAHYI0 CETb, 3 TIOKE BbIDPATE CTENEHL HAMEMHOCTH WNDPOBaHNA.
BHuMaHue: He pekomeHayeTcA BeIOnpaTe wngpoeanne WEP, ecnmn yCTponCTBc oTaeT B pexume 11n. Ecnn eelGpad WEP, T0 MakCMMankHan CKOPOCTe Nepeaayn QaHHe CoCTaenaeT 4o 54 Mowr/c.
Mpumeyanme: Pexm “TonsKo 11n"He NoggepmeaeTca Npu UCNone30BaHNK Wihpoeadua WEP nnu ecni Tun wngpoeasna WPA elOpad “TKIP™.

Mpumeyanne: Henbad exiGnpate “TKIP® gna “wudpoeanua WPA", ecnu yCTROACTEO paloTaeT B pexime “Tonsko 1107

Korga ykameTe HeoOxaaumele HACTPOMKN, HEKIMNTE "COoXPaHNTL/MPUMEHNTL ™.

Bribepute SSID: TP-LINK_1808 |+

CeTesan ayTeHTUhMKAUMA: WPAZ2-Enterprise (bonee HagéxHo) v
MpeaeaputencHan ayTenTudukauna WPAZ: OTkNKYEHD | v
MepHoa NOBTOPa CeTEBOH ayTEHTA(MKALHH: 36000 (He oDA3aTensHo)
Mepuog obHOBNEHWA Napons GecnpoBogHON CETH: 0 (He oBAaaTenbHa)
IP-appec RADIUS-cepeepa: 0.0.0.0
Mopt RADIUS-cepBepa: 1812 (1-65535)
Napons RADIUS-cepeepa: (He ofA3arensHo)
(BEEOUMTE 3HAYEHNe OWHOM oT B Ao B3 cumeonce B kogupoeke ASCI unn o7 & go 64 WecTHAOUATepUYHEIX YCEen.)
WnchpoBanne WPA: AES v
'WEP Encryption: OTknioyeHo

CoxpaHnTe/TTpHMEHNTE

PucyHok 4-86

» MpepBaputensHaa ayteHMdpukauma WPA2: Boibepute BknounTb 13 BblinagaloLlero
cnucka, Torga cradHuuu GyoyT npoxoamTb ayTeHTUUKALLMIO C TOYKOM [OocCTyna B xoAe
CKaHUPOBaHMSA, MOCKONbKY HEoOXoAMMO COMOCTaBfeHWe 3almTbl, CTaHuua yxe 6yget
ayTeHTUduUMpoBaHa.

> [lepunoagnoBTopaceTeBOW ayTe HTUhUKaUmMKn: BBeanTe 3HayeHmne B CEKyHOaX — 3TO Nepuog,

yepes KOTOpbI DyaeT NOBTOPATLCA CeTeBas ayTeHTuduKaums, gaHHas dyHKumsa He byageT
paboTaTb, ecnu ykasatb “0” unm octaBuTb NOMe NyCTbIM.

5. WPA2-Personal

Ecnn Bbl xoTute Hactpoutb 3aumty WPA2-Personal, Bbibepute WPA2-Personal wu3
BbiMaJatoLLEero cnucka, nocne 4Yero B MeH0 NosSIBATCA HOBble pasfernbl Ansi COOTBETCTBYHOLMX
HacTpoek. Ona 3awmtel WPA2-Personal wucnonb3yeTcss oOwmMin ko4 u He TpebyeTcs
ncnonb3oBaHWe OTAENbHOro cepBepa ayTeHTudukaumm. Naponu ykasbiBaloTCA CMMBONaMn B
kogupoeke ASCIlI nnm ¢ nomoLLbo WecTHagUuaTepuYHbIX YNCETT.

HacTpouTe To4Ky AOCTYNa BPY4HYH

B LenAxX 3alluTel CeTH 0T XaKePOB H HeaETOPHIOBAHHEIX NONL30BaTENeA HACTOATENLHO PEKOMEHAYETCA BaIGDaTh OMH U3 YKA3AHHBIX HIDKE THNOE 3allMTsl GeCNPOBOAHON CeTH.

Bl MOETE HACTPOWTS METO[] CETEBOI AYTEHTHIINKALIIN, EBIOPATE WH(POBAHNE, YKA3ATH, HYKHO MM BBOAWTE Napons AnA 8X0Aa & GecnpoBoaHyio a TaKoKe BLIBPATh CTeneHk HaJEXHOCTH WNHPOBaHNA
BHUMaHNE: He peKOMEHOYETCA BEIGNDATE WHPOEaHNE WEP, ecni yeTpoicTen AET & pexime 11n. Ecnu eeiGpan WEP, To MakCMIMankeHaA c Tk NEPENAYN DAHHED COCTABNAET 00 54 MEWT/E.
Mpuieyanne: Pesxni Tonkke 110" He NOAASP#MEAETCA NPK MCNONLA0BAHMK WIGHPOBAHIA WEP Uni ecnit TN widpoeanA WPA BelBpaH TKIP".

Mpumeyanne: Henbana epiGupats “TKIP® gns “wudposanua WPA”, ecni yeTpoiicTeo paGoTaeT B pexime “Tonsko 110

Koraa yKkaweTe HeoGx0aMMble HACTPORKY, HAXKMAUTE "COXpaHUTE/TIPHMEHNTE”.

Bribepute SSID: TP-LINK_1808 |~
CeTeBan ayTeHTHIDMKALKA: WPAZ-Personal (04eHe HAaE¥HO/DEKOMEHAYETCR) b
Mapons GECNPOBOOHON CETH: | ssssssss (TaKHe Ha3kIEaETCA OOWMA KNy WPA)

[oKaaaT Napone
(BeeguTe 3HaYeHWe AWHOR oT 8 Ao 63 cumeonos 8 kogupoeke ASCI unw ot 8 go 64 WecTHaOLATePUYHBIX YNCen.)

Mepuon 0GHOENEHUA NaponA GecnpoBOaHON CeTH: 0 (He 0GA3aTensHa)
nchpoeanne WPA; AES v
WEP Encryption: OtknraueHo

Coxpanute/TlpumeHnTs

PucyHok 4-87

82




LPRVEEED L YR DRVEET I MPykoBoACcTBO nonb3oBatens 6ecnposogHOl maplpytusatop ¢ mogemom ADSL2

6. Mixed WPA2/WPA Enterprise

BbibepuTe 13 Bbinagatwero cnucka CmewanHas WPA2/WPA Enterprise, nocne 4ero B MeHIo
NosIBATCS HOBblE pa3derbl AN COOTBETCTBYIOLLMX HACTPOEK. HacTpovika Takas xe, kak 1 Ans
WPA-PSK.

BecnpoBofHoOW pexum — 3awura

Ha 3700 CTpaHNLE MOKHO HACTROWTE NAapaMETPEI 33WTE B2CNPOBOAHGI NOKANEHON CeTi.
Bl MO¥ETE HACTPOWTE MapaMeTphl BPYYHYID MK © NOMOWLI0 dyHKUKMW WPS (HacTpoiika 3awméHHoro Wi-Fi)

WPS

Brnoyuts WPS: OTkntoueHo

HacTpouTL To4KY AOCTYNa EPY4HYH

B uensx 3aWuTsl CeTH OT XaKepOB W HEaBTOPH30BAHHEIX NONL30BaTeNeR HACTOATENLHO PEKOWEHYETCA BbIGPATL O1MH U3 YKA3aHHbIX HWKE TMNOB 3aWHTLI GECNPOBOHON CETH.

Bll MO3KETE HACTDOMTE METOA CETEBOM 3YyTeHTMHMKALMN, BLIBPATE WHPPOBAHNE, YKA3aTe, HKHO NN BEOOMTE Naponks ANA EX00a 8 GeCNpOBOgHYK CETh, A TakKe BblfpaTk CTeNeHb H3AEXHOCTH WHDPOBAHUA
BHUMaHWe: He peKOMEHOYETCA BEIGNDATE WHdpoEaHNe WEP, ecni yeTpoicTen pa 2T B pentime 11n. Ecnu Belfipan WEP, To MaKCHMankHaA © epenayn DaHHe COCTABNAET 0o 54 MEuTic.
Mpumevanne: Pexum “TonbKo 11N He noadep#uBaeTca NpH MCNONL30BAHWK Wh{p HUA WEP unu ecnu Tun whdpoeanna WPA eelfpan "TKIFP

Mpumeyanne Henbaa ewlupats “TKIP® ona "wvdposadna WPA®, ecni ycTpoicTeo paGoTaeT B pexuime “Tonsko 110

Koraa ykaweTe HeoGxoaMMele HACTPOMKN, HAKMUTE "CoXpaHnTE/MIPHMEHNTE”.

Buibepure SSID: TP-LINK_1808 v
CeTesan ayTeHTU(OHKALNA: Mixed WPA2AWPA Enterprise (ananTuenan aawura) v
lMpeaBapHTEnkHAR ayTeHTHNKAURA WPAZ; OTkniodeHD | v
MepHoa NoETOpa CETEEOW AYTEHTUGIHKALMK: 36000 (He o0A3aTenkHo)
NMepuon napona it ceT: 0 (He o0A3arensHo)
IP-agpec RADIUS-cepeepa: 0.0.00
Mopt RADIUS-cepeepa: 1812 (1-65535)
Mapone RADIUS-cepeepa; (He 0GA3aTENLHO)
(BEEANTE 3HAYEHNE AMHOI OT 8 00 63 CUMECNOE B KOAMpoEKe ASCII UNK 0T & Ao B4 WeCTHAAUATE PUYHELX YHCER.)
Lnhposanue WPA: AES v
WEP Encryption: OtknroueHo

Coxpannte/TlpumeHnTs

PucyHok 4-88
7. Mixed WPA2/WPA-Personal

BbibepuTe 13 Bbinagatowero cnmucka CmewanHas WPA2/WPA-Personal, nocrne 4ero B MeH0
NosIBATCS HOBbIE pa3aenbl AN COOTBETCTBYHOLUMX HACTPOEK. HacTpolika Takas e, kak 1 ons
WPA-PSK.
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BecnpoBoaHOW pexuM — 3alluta

Ha 3T0i CTPAHMLE MOMXHE HACTROUTE NaP3METPEI 33WNTE GeCnpCBOAHOM NOKANEHOI CaTH.
Bl MOKETE HACTPOUTE NAPAMETPLI BRYUHYID WK € NOMOWEK dyHKUMI WPS (HacTpoiika 3awnwénHoro Wi-Fi)

WPS

BENK4uTE WPS: BrnwoueHo | v

[0GaBuTs KNueHTa (JaHHaA hyHKUMA DOCTYNHE TOMBKD, BCMK GEINW BEIGPEHE PEXMME 3aWNTEN WPA-PSK, WPAZ-PSK uni OTKpEITA clcTema)

(T Kronka WPS @) PIN- =
- [Jobasute ycTporictso

Kof,
Cnpaeka
PIN-kog ycTpoHCTEa: 59149408 Cozpare Hosiil PIN Cnpaeka

HacTpouTe TOYKY AOCTYNA BRYYHYKO

B LenAxX 3alluThl CETH OT XaKePOE M HEABTOPH30BaHHEIX NONL30BaTENeH HACTOATENEHO DEKOMEHYETCA BhIGPaTE OJHH 3 YKa3aHHbIX HIDKE THNOB 3aWHTel GecnpPOBOaHON CETH.

Bl MO3KETE HACTPOMTE METOM CETEBON AYTEHTUDUKALMN, BLIGDATe WHDHPOBAHNE, YKAETe, HYKHO NN BBOOTE N3P0Nk ANA BX0A3 B GECNPOBOAHYI0 CETk, a TaKKe BEIGPATE CTENEH: HAAEKHOCTH WHHPOE3HUA
BHUMaHWE: He DEKOMEROYETCA BEIGUPaTe WidpoeaHie WEP, ecnin yoTpolicTe T B pexmme 11n. Ecni BelGpan WEP, To MaKCMMaNEHaR CKOPOCTe NEPENaYM A3HHEIX COCTABNAST A0 54 MEHTIC.
MprMeyanie: Pexim “ToNbKD 110"He NoAASPXNBIETCA NPW MCNONE30BAHMN WAHPOB3HWA WEP UMM €GN TR WG ROBAHNA WPA BEIBpaK TKIP".

MprMeyanie: Henkaa BelBnpate "TKIP ANA "wudposanuA WPA", ecni ycTpoicTee paBoTaeT B penime "Toneka 1107

Korga ykameTe HeoGxoguMble HACTPORKKY, HaumuTe “"CoxpanTe/MpuMeHnTs

Bribepute SSID: TP-LINK_1808 |+
CeTesan ayTeHTHDHEALNA: Mixed WPA2AWPA-PSK Personal(agantiesan 3awuta) v
Mapons GecnpoBogHON CETH: (Takeke HazblgasTcA OOWMA Koy WPA)

[loKa3aTe Naponk
(BESANTE 3HAUSHNE OUHOM 0T 8 40 63 CMMBCNCE B KOAWPOEKE ASCI MK 0T 8 00 54 WaCTHAAUATEPHYHEIX YNCEN.)

Mepuog napons [HOW CETH: 0 (He 00A3aTenkLHO}
Wlnchpoeanue WPA; AES v
WEP Encryption: OTknkoueHo

Coxpanute/lpumeHnTs

PucyHok 4-89
4.6.3 PacnucaHue Wi-Fi
B meHto Ha cTpaHuue BecnpoBogHom pexum — Pacnncanme Wi-Fi MoxxHO HacTpouTb

NAaHMPOBLUMK 3ad4ad. [na ncnonb3oBaHMsa JaHHOM PyHKL MM CHavYana HeobxoanmMo HacTpouTb
CUCTEMHOE BpeMsi MapLipyTusartopa.
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BecnpoBoaHou pexum — Pacnucanue

Ha AaHHOM CTPAHULE MOMHO HACTPOWTE PacnUCaHHe.
HasmauTe Ha TaGnuuy nu Ucnons3syiTe kHonky '[ofaeuTs’, yTobkl yKazaTe nepuog, korga GecnpoBogHoe BellaHre GyLeT OTKNHUYEHD aETOMAaTIYECKu!

Pacnucadne xe Oyget pafoTaTk, eCNM Bbl HE HACTPOWNK CHCTEMHOE BPeMA. HTo0bl HACTPOWTEL CHCTEMHOE BPEMA, HAMMWTE 3AeCh.

PacnucaHue DECNPOBOAHOIOD PEXUMA: BrniounTe & OTHNoUUTE
MPUMEHUTE K: Ha4yano: KoHew:
Kamawiit geHs |V | 00:00 v 24:00 1| lobasuTs

BpewmA | 0:00 1:00 2:00 3:00 | 4:00 500 600 7:00 8:00 9:00 10:0011:0012:0013:0014:00

Bk
IH.
Bt.
Cp.
Y.
T
C6.

QuucTuTs TAbNMUY

CoxpanuTe/TIpumet

PucyHok 4-90

& MpumeyaHue:

BpeMsi, koTopoe Bbl yka3biBaeTe, 3TO TOT Nepuog, koraa 6ecnpoBofHoe BellaHne He byaeT
paboTaTb.

Mepen HacTponkon pacnucaHus pabotel 6€CNpPoOBOLHOIO peXUMa HaCTPOUTE CUCTEMHOE BPEMS
(cm. pasgen 4.9.5 Bpems), mocne 4ero Bl CMOXETE BKIOYaTb UK OTKMoYaTb 6ecnpoBoarHoe

BellaHue.

> MpumeHuTb K: BbiGepute AeHb MM OHKU, B KOoTopble BecnpoBogHoe BellaHue He Oyaet
paboTtaTb.

»> Ha4vano/KoHeu: MoxHo BbIGpaTh Bce OHN —24 Yyaca ninu ykasaTb KOHKpeTHoe Bpems Havana
1 KoHua B COOTBETCTBYIOLLEM MOIe.

> Jo6aBuTb: Haxmute 3Ty KHOMKY, 4TOObI 406aBUTL BoIOpAaHHOE BamMu Bpemsi B Tabnuuy.
Haxxmnte OunctmTb pacnucaHue, YTodbl yaanuTb HACTPOMKN M3 Tabnuubl.

Haxxmute CoxpaHutb/lIpyuMeHuTb O515 3aBEPLLUEHNSI HACTPOWKN.
4.6.4 dunbtpauyusa MAC-agpecoB

BbibpaB B meHto pa3gen becnpoBogHomn pexnm — Punbtpaumnsa MAC-agpecoB, Bbl nonagére
Ha cTpaHuuy HacTporkn dounbTpauun MAC-agpecoB (cM. Puc. Huxe).
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BecnpoBoaHou pexum — ®dunbTpauma MAC-agpecos

Mo¥HO HAacTpOWTL He Gones 64 3anucei.

BriGepure S5ID: TP-LINK_1808 |«

Mpumeyadne: Ecnn BelBpad sapuaHT
()] ) PaapewnTk’, Ho MAC-agpeca He ykasaHsl anAa
npaewn fpuneTpaumn, To gyHKuma WPS Syget
OTKMDYEHA.

Pexmum zanpeta MAC-agpecos: -
OTenoyeHo  PaspewwTs  3anpeTuTh

MAC-agpec Ynanute

Hobasute  Yoanute

PucyHok 4-91

MoxHo orpaHnunTb 6ecnpoBoagHon AocTyn, HacTpomB unbTp MAC-agpecoB 6ecnpoBOAHbIX
YCTPOWCTB, paboTalolwmxB Nnpeaenax Ballen ceTu u 3akpensérHbix 3a Bawmm RADIUS-cepeepoMm.
MoxxHo 6GnokupoBaTh UnNu paspeLuatb 4OCTYN nonb3oBaTensam no ux MAC-agpecam. Ecnu Bbl He
xoTuTe hunbTpoBaTh Nonb3oBatenen no MAC-agpecam, Boibepute OTKNOYEHO.

» OTknioveHo: BoibepuTte 3Ty onuuio ANg OTKMOYeHUs yHKLun dunbTpaumum MAC-
afpecos.

» PaspewunTtb: Bbibepute 3Ty onuuio, ytobbl dyHkumsa dunetpauum MAC-agpecos
paspelumna 6ecnpoBOAHOM AOCTYN YCTPOMWCTBAM, 3aHECEHHBIM BaMuy B Tabnuuy.

» 3anpetutb: Bbibepute aTy onuwuto, 4ToObl dyHKUMA unbTpauum MAC-agpecos
3anpeTuna 6ecnpoBOoaHON AOCTYN YCTPONCTBAM, 3aHECEHHBLIM BaMu B Tabnuyy.

» JHdo6aBuTtb: Haxkmute 3Ty KHOMKY, 4T0ObI f0OaBNTL MAC-agpec.

» Ypanuntb: OTmeTbTe 3Ty onuuto ansa MAC-agpeca, 3aTeM HaXXMUTE KHOMKY YaanuTb ans
yoaneHns MAC-agpeca n3 tabnuubl.

Mocne HaxaTus kHonkv [lo6aBUTL OTKPLIBAETCS CTPaHULLA Kak HA PUCYHKE HUXKE, FAe Bbl MOXETE
BBecTu MAC-agpec B none MAC-agpec.

& lpumevaHue:

dopmaTt MAC-agpeca AomKeH ObITb “XX:XX:XX:XX:xX:xx", Hanpumep “00:13:0A:55:FF:09".
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BecnpoBogHoe BewaHue — ®unbtpauna MAC-agpecosB

Beegute MAC-agpec v HaxmuTe "CoxpaHuTe/NpumernTh”, ToOkl Ao0aBnTh ro B cnucok uneTpauwn MAC-agpecos.

MAC-agpec: 00:13:0A:55:FF:09

|C0}(paHHTh.l'|_|pHMEHHTI:

PucyHok 4-92
3anonHne MAC-agpec, HaxmnTe CoxpaHuTb/TIpUMeHNTb AN COXPaHeHNs HacTPOEK.
4.6.5 becnpoBoagHON MOCT
Ha ctpaHnue BecnpoBogHon pexum — BecnpoBogHOM MOCT BaM [OCTYMHbl HAaCTPOWKA

napameTpoB 6ecnpoBogHoro mocta LAN-uHTepdernica (cm. Puc. Huxke). Ons coxpaHeHus
TeKyLmx HacTpoek HaxmuTe NMpumeHnT/CoxpaHnTb.

BecnpoBogHon pexum — MocT

Ha aToil cTpaHuue MoX¥HO HAacTROoWTE BYVHELWK GecnpoB0ogHoro MocTa ans GecnpoBcgHoi ceti. MoxHo BEpiGpate
BecnpoBOOHOR MOCT  (Takke HazbleaeTcA WDS - CUCTeMa pacnpeneneHA GecnpoBogHEX CeTeR), Toroa GyoeT OTKNKYEHa
HYHKLMKA TOYKKM QocTyna, yTodkl BEMNKYWTE &, BeldepuTe pesim "Touka gocTyna”. $yHKUWA GecnpoBogHoro mocta Gyger
padoTaTe W B 3TOM pexume, W GeCcnpoBOdHEIE CTAHLWK CMOTYT NOAKNKYATECA K TOYKE 40CTyna. ECNK Bl BEIG2pHTE "OTENKYEHD
E CTPOKe "OrpaHMyeHie MocTa”, orpaHWUEHWA CEA3N WNK3a C MOCTaMK He GyOeT, TO eCTk MOXHO Gy0eT YCTAHOEWTE COROMHEHKE
C N GeIMK GeCcnpoBoOHEIMK MOCTaMKW. MNapamaTpel "BKNKYEHD" UNK "BKN. (CKaHWpOEaHWe)” YCTAHABNWBAKT orpaHiyeHne CBA3N
WNK3a c Mmoctamu. JocTyn Gy0eT pa3pelWEd ToNsKO ANA TeX MOCTOER, KOTORLIE YKa3aHel B nonAx "MAC-agpeca yaan&HHeIX
MOCTOR".

Haxmute "OGH0EUTE" ONA 0GHOBNEHUA YOANEHHER MOCTOR. OGHOBNEHWE 33AMET HECKONLKD CEKYHL,

HaxmnTe "CoxpaHnTe/MpUMEHnTs”, yToGk! HACTPOAKK GeCNPOBCAHOTD MOCTA BCTYMMNK B CHMY.

MNpumeyanne 1; GecnpoBOAHOA MOCT OOCTYNEH TONMLKD, ECNA UCNONL3YHTCA THNLI CETEBOH ayTEHTHODUEALMK: "OTEpLITAA
cuctema” unu "Ofwan cuctema™.

ECINK Bbl XOTHTE, 4TOOLI yAanNéHHbIe GecnpoBoaHbIE YCTROACTEA NOOKMHYANKCE K AAHHOMY MapWpyTH3aTopy Yepes MOCT,
cHavyana YKamuTe B HACTPOHKAX CETEBOW ayTeHTHMEALMH "OTKpLITaA cHCTema™ K "0bwan cacTema™!

Mpumeyanue 2: Opyrde TOYKK OOCTYNA MOMYT NOOKNKYATECA Yepes MOCT K AaHHOMY MapIWPYTH3aTopy TONLKD B TOM CNy4Yae,
£CITH B X HACTPOMKAX NapaMeTp KaHana HacTpoeH TaK ¥e, KAk Ha NaHHOM MapupyTH3aTope.

Pexum: Touka pocTyna v

OrpanuyeHdne mocra: OTknHIYEHD b

ObHoenTe | | Coxpannte/TpumeHnTs

PucyHok 4-93

» Pexum BbibepuTe pexxmm TOYkM 4OCTyNa M3 BbiNagatoLlero cnucka. JJocTynHbl onuum: Todka
poctyna n becnpoBogHOM MOCT.

e Touka pocrtyna: Bbibepute 3Ty onuwuio, 4Tobbl paspewmnTb AOCTyn GecrnpoBOAHbIM
CTaHUMSIM, BKIHOYas KMMEHTOB TOYKM AoCTyna.

e BbecnpoBogHon MocT: 3Ta yHKUMA Takke HasbiBaeTca WDS (Wireless Distribution
System — OecnpoBogHasa cucTema pacnpegeneHus), oHa nossonseT 6ecnpoBOfHbIM

87




LPRVEEED L YR DRVEET I MPykoBoACcTBO nonb3oBatens 6ecnposogHOl maplpytusatop ¢ mogemom ADSL2

cTaHuuaM (KoTopble Toxe paboTaloT B pexmMme MocTa) NOAKMHYNTLCA K ABYM Unn 6onee
yAanéHHbIM JTIOKanbHbIM CETSAM.

OrpaHnyeHne MocTa:

OTKkntoYeHo: Ecnv Bbl BbIGEPUTE 3TY ONL U0, OFPAHUYEHMIA CBA3YM LUMN03a C MOCTaMM He
OyneT, TO eCTb MOXHO OydeT yCTaHOBWUTb COeaMHeHWe C nodbiMyM 6ecnpoBOLHbIMM
MOCTaMW.

Bknouye Ho: Ecnu Bbl BbIbepuTe 3Ty ONLMIO (Kak MOKasaHo Huxe), To OyayT yCTaHOBIEHb!
orpaHu4eHus CBs3M Wo3a ¢ Moctamu. Beegnte MAC-agpeca yaanéHHbIX MOCTOB, C
KOTOPbIMU Bbl XOTUTE paspelunTb coeanHeHne. MoxHo OyaeT yCTaHOBUTb CoeanHeHne
TOJbKO C yKa3aHHbIMUW yOAanéHHbIMU MOCTaMMU.

Pemum: | Touka aoctyna v

OrpaHW4eHWe MocTa: | BrrmioueHo V|

MAC-anpeca yOanéHHLIX MOCTOE: | | | |

|DﬁHOBHTh || CoxpanuTe/TpuMeHuTs

PucyHok 4-94

Bkn. (ckaHupoBaHue). Ecriu Bbl Bbibepute 3Ty oOnuuio, To OyayT YCTaHOBMEHbI
OrpaHUYeHMs CBA3N LWI3a C MOCTaMu. YCTPOMCTBO OyAeT CkaHMpOBaTb BCE BOKPYr ANst
nomucka OOCTYMHbIX Tovek goctyna. MoxHo OyaeT ycTaHOBUTb COEOUHEHUE TOJbKO C

Bbl6paHHbIMVI TOYKaMu goctyna.

O6HOBUTBL: HaxkmuTe 3Ty KHOMKY ANsi CKAHMPOBaHWSA U 0TOBPaXXeHUst TOYEK JOCTyna.
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BecnpoBoaHou pexum — MocTt

Ha 370l CTpaHWLE MOMHO HACTROWTE BYHKLWMKID GeCcnpoBOOHOTD MOCTa OnA GecnpoBogHoi ceti. MoxHo BeiGpate "BecnpoBogHOR MOCT” (Takke
HaableaeTcA WD'S - CUCTEMa pacnpegeneHna GecnpoBodHelx CeTell), Toraa GyaeT oTKMNIDUEHa PyHKELMM TeUKN 4ocTyna, 4Todkl BKMUNTE 88, BRlGepuTe
pEmUM "TouKa QocTyna”. SyHKUWA GeCcnpoBodHore MocTa GyaeT padaTtate W B 3TOM pexuMe, 1 GeCnpoBOaHEIE CTAHUMW CMOrYT NOOKNKYATLCA K TOYKE
poctyna. Ecnu Bel BeIGepuTe "OTKNIOYEHO™ B CTPOKE "OrpaHudeHne MoCTa”, orpaHiyeHNA CBA3N WHKI3A C MOCTamK He GYOET, TO CTk MOMHO GygeT
YCTAHOBWTE COROWHEHKE © NKGBIMK GECNPOBOOHEIMW MOCTamMW. Mapametpel "BrnoyeHo™ unw "Brn. (CKa3HMpoBaHKE)" YCTAHABNWEAKT OrPpaHNYEHIE
CBA3W WN03a C mocTamu. JocTyn GyOeT paapewsd ToneKo gnA Tex MOoCTOB, KOTOPEIe YKa3aHe! B nonAx "MAC-agpeca yaan&HHeIX MOCToR”™.

Haxmute "OGHOENTE™ ONA 0GHOBNEHUA YOANEHHEX MOCTOE. OGHOBNEHME 33AMET HECKONBKD CEKYHL,

Hasoaure "Coxpadnte/MprMeHnTs”, yTofbl HacTpodkn GecNpoBOOHOIS MOCTa BCTYMMMKM B CHITY.

Mpumevanue 1: GecnpoBOAHOR MOCT OOCTYNEH TOMBKO, ECNH KCNONb3YKTCA THNLI CETERON ayTeHTHHKaUMK: "OTKpLITAA cHcTema unn "0bwas
cHcTema”,

ECnu Bbl XOTHTE, 4T00LI yOANEHHBIE BECNPOBOOHELIE YCTPORCTES NOOKN KHANNHCE K AAHHOMY MapWPYTH3ATOPY Yepes MOCT, CHAYana YKaunTe B
HACTPOHKAX CETEBON ayTeHTHbuKaumm "OTKpbITas cueTema” nnm "06was cucrema™!

MNpumesanue 2: [ipyrue TOMKH DOCTYNA MOTYT NOAKMKYATECA Yepes MOCT K JaHHOMY MaplWpyTH3aTopy TONBKO B TOM CNy4ae, eCNW B WX HACTDOAKAX
napameTp KaHana HACTPOEeH TaK #e, KaKk Ha OaHHOM MapupyTiaaTope.

Pewun: Touka gocTyna hd
OrpaHu4eHune MocTa: Brn. (CrkaHnposaHne) |«
MAC-anpeca yaanEHHLIX MOCTOR: sSIiD BSSID KAHAN
TP-LINK_796F 60:E3:27.44:79.6F 7
TP-LINK_RE_9B0A 22:19:66:CA9B:04 1
TP-LINK_0E99 CC:34:29:8A439:C8 i
TP-LINK_0E92 FC:DT:3310:0E:99 G
MEGuest_8B0O7 12:19:66:CA8B:07 11

OBHoenTE | | CoxpaHuTe/TTpMMEHNTE

PucyHok 4-95

& lpumevaHue:

BecnpoBoaHOM MOCT BO3MOXEH TOSMbKO B Clyvae MUCMNoSib30BaHWUsS CNOCOO0B ayTeHTudukaumm:
OtkpbiTtasa nnn O6wasa cucte ma. CHavana BonManTe B MeHto B pasaen becnpoBogHom pexum
— 3awwmTa n BoibepnTe MmeToq ayTeHTudukayum OTKkpbiTaa cuctema, O6wasn cucrte ma.

4.6.6 [ononHuTenbHble HACTPOMNKMN

B meHio BecnpoBoaHoOM pexuM — [lononHUTE NbHble HACTPOWMKM BaM AOCTYMHbI 6onee
AeTarnbHble HAacCTPOVikM NnapaMeTpoB 6eCrnpoBOAHOIO pexuma (CM. PUCYHOK HUXE).
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BecnpoBoaHOW peXum — [lononHuTenbHbie HaCTPONKU

Ha [aHHOI CTPaHMLIE MOXHO YKA3aTh AONONHUTENEHEIE HACTPOAKK GecnpoBogHOTO pexumMa. MoxHO BeIBpaTE KOHKPETHEIR KaHan, Ha KoTopom GyaeT paGotats
MapLUPYTM3aTOP, YKa3aTk Nopor dparMeHTauuy, nopor RTS, WHTepPEaN NPOBEPKH FOTOBHOCTH KNWEHTOR BLIATH M3 3HeprocGeperalollero pexumMa, WHTEPEan MaAka AnA
TOUKM AOCTYNA.

Mpumeyadue: Ecnu Bx BEIGpany pexmm "Toneko 110", Bel He cmoxeTe BeiGpaTte TMN WHdpoBaHuA OecnpoeogHoro pexmma; "WEP™ unu "TKIP".

Haxmute "CoxpaHTe/TIpUMEHHTE", YToDEI NApaMeTprl JONONHWTENEHER HACTPORK BCTYMMK B CHMY.

Kanan: Auto v
Pexum: 11bgn Vv
MponyckHas cnocobHOCTk: 20140 My v
KouTpons GOKOBOW NONOCKl 4acTOT: Huxman v
Mopor (hparMeHTaLAK: 2346
Mopor RTS: 2347
WuTepean DTIM: 1
WHTEepEan manka: 100
MowWwHOCTL NepegaTiuka: 100% v
WMM(Wi-Fi Multimedia): Brnwoueno W

CoxpaHuTte/TIpUMEHHTE

PucyHok 4-96

> KaHnan: U3 Bbinapatowlero cnvcka BbiGEPUTE KaHas, KOTOPbIA Bbl XOTUTE MCMOJb30BaTh.
3pecb ykasaHo, kakasi paboyasi 4acToTa 6GyaeT wucnonb3oBaTbes. M3MeHsTb KaHan
GecnpoBoOaHON CBA3WM He CTOMT, ecrin y Bac He HabniogatoTcs NpobnemMbl, Bbi3BaHHbIE
nomMexamu ¢ Apyroi TOYKOM JOCTyna, PacnosioKeHHON HenoJanéxy.

> Pexum: M3 BoinagatoLlero cnmcka MoxHo BblbpaTh 11b, 11bg, 11bgn u Tonbko 11n. Pexunm
11bgn nosBonsieT Bcem ycTponcTBam cTaHgaptoB 802.11b, 802.11g wm 802.11n
NOAKMHYaTbLCA K MapLUpyTM3aTopy.

> TponyckHas cnocoGHOCTL: BbiGepnTe NMponyckHyt CNOCOGHOCTb, KOTOPYIO Bbl XOTUTE
MCronb30BaTh U3 BbiNaaaLlero cnucka. Ecnu Bbl BbiGpany 6onee BbICOKYIO NMPOMYCKHYHO
CNocoGHOCTb, YCTPOWCTBO ByaeT OTNPaBnsAThb M NPUHUMAaTL AaHHbIe C 60MbLUIel CKOPOCTbIO.

» KoHTtponb 60koBoOM Nonockl YacToT: Ecnu ykasatb 6onbluee 3Ha4YeHUe Ans NponyCcKHOM
crnocobHOCTK, TO MOXHO ByaeT BelibpaTh Noboe 3HayeHne Ang JaHHOro napamMeTpa.

» Mopor cdparmeHTaumm: flaHHas BenuuvHa npeacrasnsgeT cobon MakcumarnbHbIN pa3vep
nakeTa, nocrne KOTOPOro nakeT AaHHbIX OyaeT dparMeHTUpOBaH B HECKOMbKO NakeToB. Ecnu
y Bac HabnoaaeTcs BbICOKMA NPOLLEHT NakeTHbIX OLWMBOK, Bbl MOXETe HEMHOMO NOBbLICUTb
3HadyeHWe [daHHoro napameTpa. Ecnn ykasaTb CRAMWKOM HW3KOE 3HayeHue, TO
NpPOM3BOANTENBHOCTL CeTU ynaaeéT. Ecnv Bbl yMeHbllaeTe 3HayeHue Mno ymonyaHuio, To
pekoMeHayeTCa NPOBOAUTb MU1LLIL COBCEM HE3HAUUTENBHOE YMEHbLLEHWE, HO BOOMbLLUMHCTBE
Cny4aes fydlle MCMNosib30BaTh 3Ha4YeHNe No yMonyaHuo: 2346.

» MNopor RTS: Ecnu Bbl CTOMKHYNMCb C NpOOMEeMon HeycTOMYMBOW nepefadv OaHHbIX,
peKkoMeHOyeTC A He3HaUUTENbHO YMEHBLUNT b HACTPOVKY MO YMOMYaHUI0, KOTOPOE COCTaBMsAET
2347. Ecnn ceTeBol NakeT MeHbLUEe, YeM pa3amep nopora RTS, 1o mexaHnam RTS/CTS He
Oypet BkmyeH. MaplpyTusaTtop nocbinaet 3anpoc Ha oTtnpaeky (RTS) KOHKpeTHow
NPUHUMAalOLLEN CTaHL MM 1 COrNacoBbIBaeT C HEW OTNpaBKy AaHHbIX. [Tocne nonydeHma RTS
(3anpoca Ha oTnpaBky) GecnpoBoAHas CTaHLMS OTBeYaeT C MOMOLLbK pas3peLleHns Ha
otnpaeky (CTS) ona noaTBepXOeHUs, YTO B AaHHbIA MOMEHT MOXHO HadaTb nepenaqy
OaHHbIX. [JaHHbIN MexaHM3M npefocTaBnseT BaM CBOOOAHBLIN KaHan nepefayvn OaHHbIX,
yBeOOMIIsisi OCTallbHble CTaHL UM HE OTNPABMATb NAaKeThl B TEYEHNE ONpeaenEHHOIO BDEMEHMN.
B 6onbLUMHCTBE criyyaeB AaHHbIM MapameTp ocTaéTcs 6e3 nsmeHeHuin: 2347.

» WurepBan DTIM: [aHHbin napameTp MOXeT OblTb HAacTpoeH B npegenax ot 1 go 255 u
onpegenseTr uHTepean oTtnpaskun CoobuweHus o [Hoctaske Tpadwmka (DTIM). DTIM -
BPEMEHHOW MWHTEpBan, MO WCTEYEHUM KOTOPOro LuMpokoBelaTenbHble (broadcast) u
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MHoroagpecHble (multicast) nakeTbl, nomeweHHble B ©Oydep, OyayT [octasBneHbl
OecnpoBoAHbLIM KNMeHTaM. ATOT NapameTp U3MepPSAETCS KONTMYECTBOM NOJTyYEHHbIX KaapoB-
MasikoB. Korga mapLupyTtmnsaTop nomectun B Oydep LumMpokoBellaTernbHble U MHOroagpecHble
nakeTbl ANs OTNPaBKM UX COOTBETCTBYHOLLUM KNMEHTaM, OH oTnpasnsaeT cnegytowee DTIM-
coobuweHne yepes nHtepean DTIM. KnveHTbl cribiliaT Masik v BbIXOAAT M3 peXnumMa OXuaaHusi
ONS NOJTyYeHUsI LULMPOKOBELLATENbHbLIXWU MHOTrOaap€eCHbIX NakeToB. 3HaYeHNe No yMOSTYaHMIo;
1.

> WurepBan masika: Beegnte 3HadeHme ot 20 go 1000 mwunnucekyHn. MIHTepBan masika
O3Ha4yaeT 4acToTy WHTepBana Maska. Mask — 9TO nakeT, LMPOKOBELLAEMbIN
MapLUpyTM3aTOPOM C LLeflbi0 CUHXPOHU3aL MK 6ecnpoBOAHON CETU. S3HAYEHME N0 YMOSYaHMIO:
100.

> MowHoCcTb nepepaTinka: 34ecb MOXHO ykasaTb MOLIHOCTb nepegayv GecnpoBOAHOM
cUrHana mapLlpyTu3aTopoM. Bbicokasi MOLUHOCTb YBENUYMT PacCcTosiHME, Ha KOTOpoe
MapLupyTM3aTop OTNpaBnsieT 6ecnpoBOAHONM CUTHasM, a Takke YNyylwuT Npuém curHana.
BbiGpaB HU3KYH MOLLHOCTb CUrHamna, Bbl YMEHbLUMTE pacCTOsiHUE, Ha KOTOpoe NnepeaaeTcs
6ecnpoBOAHON CUrHaM, HO CHU3UTE BEpOSITHOCTb TOro, YTO curHan OyneT crpagaTtb OT
BO3[eNCTBUSA NomMex apyrmx 6ecrnpoBOAHbIX YCTPOMCTB.

» WMM (Wi-Fi Multimedia): ®yHkuna WMM obecneunBaeT nepBoovepenHyto oTnpasky
COOOLLEHNA C BLICOKMM MPUOPUTETOM. HacToaTeNnsHO peKOMEHAYETCS BKIMOYATL OAHHYIO

dYyHKL MO,

4.6.7 CocTtosiHue cTaHLUUMN

B meHo Ha cTpaHuue BecnpoBogHoW pexum — COCTOsIHME CTaHLMW HaxoauTCs CMUCOK
ayTeHTUMULMPOBaHHbIX 6ECMPOBOAHbIX CTAHLUIA (CM. PUCYHOK HUXE).

BecnpoBoaHOW peXum — AyTeHTU(PULMPOBaHHLIE CTaHLUK

Ha 370/ CTpaHULe NokazaHk! GecnpoOBOAHEIE CTAHLIMK, KOTOPLIE MPOLUMK 3y TEHTUDMKALIMIO, 1 WX COCTOAHUE.

MAC MoakniwoyeHo | AeTopnzoBEaHo SSID

OBHOBKTE

PucyHok 4-97

Ha paHHo cTpaHuue oTobpaeHbl ayTeHTUpULMpoBaHHbIe 6eCNPOBOAHbIE CTAHLMMN U UX
COCTOSIHME.

» MAC-agpec: 3gecb nokasaH MAC-agpec noaknto4éHHon 6ecnpoBOAHOM CTaHL U,

> MoakntoyeHo: 30echk ykasaHo, nogkntoyeHa nvm 6ecnpoBoHasi CTaHL M K TOYKe JocTyna.
> ABTOpM30BaHO: 30echb ykasaHa MHopmaumnsa 00 ayTeHTudumKaL um.

» SSID: 3gecbh ykasaH SSID nogkntoueHHON 6ecnpoBOAHON CTAHLMN.

Ha gaHHOM cTpaHuue Henb3st UBMEHATb AaHHble. [na oGHoBneHus nHgopmayum B Tabnuue o
TEeKyLLMX NOAKIHOYEHHbIX 6ECNPOBOAHbLIX CTAHLMAX HAXMUTE KHONKY OOGHOBUTL.

4.7 NocteBaa CeTb

[[ocTeRan ceTh

* OCHOBHLIE HACTPOWKM

+ CNUCcoK cTaHL WA
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MeHio FocTeBas ceTb cogepxut ABa pasgena: OCHOBHble HAaCTPOMKKU M CnNMCOK CTaHUMUN.
Bbibepute HyXHbI BaM pasgen Ang npocMoTpa UM HacTPOMKM COOTBETCTBYIOLMX (PYHKLWA.
MogpobHoe onucaHune no Kaxxgomy pasgeny npusedeHo ganee.

4.7.1 OCHOBHbI€ HACTPOMUKMN
Ha cTtpaHuue NocteBas ceTb — OCHOBHbIe HAacTponku (cMm. PucyHok 4-98) moxHO co3gaTb

oTAeNibHYyO CeTb AJid ToCTEBbIX nonb3oBartenen 6e3 aoctyna K Balle OCHOBHOW CeTu MU
NOAKITHOYEHHBIM K HEWN KOMMNblOTEpPaM.

BecnpoBoaHou pexum — FocTeBas ceTb

Ha 3Toi CTPaHWLE MOXHO HACTPOMTE FOCTEBYH) CETh.

lNocTeean ceTk: (@) BrmounTs () OTKMOUMTE
SSID rocTeBoi ceTH: |TP-LINK_GuestU‘3
THN ayTEHTHDHEALIMK: WPA-PSK W
Linthpoeanue: AES Y

CTITTITY] | (BBEMTE 3HAYSHWe OUHOW 0T 8 0o 63 CUMEONOE B KOAWPOEKS
ASCII vnu o7 & go 64 WecTHAZUATEPHYHEL YWCEen.)

Mokasats napons
| 0 | (CeKYHA, MMHUMANEHOE 3HaueHue: 30; 0 o3HauaeT, uTo

Mapons 6ecNpoBOAHON CETH:

n 1. [ AHOW CeTH:

00HOENEHKE He NPOW2BOOMTCA.)

PazpewnTs rocTeBbIM NONb30BATENAM AOCTYN K NOKANEHOW CETH: OTknioueHo Vv
W20NALMA rOCTEBOW CETH: OTrniyeHo v

OTenioueHo v @YHELWMA KOHTPONA NPONYCKHOH cnocoBHOCTH YCTPONCTES OTKNIOYEHa,

KoHTpone nponyckHOW cNOCOOHOCTH NOCTEBOW CETH: H MTE 308Ch UTODL! BKTHOUMTS B8,

CoxpanuTe/TpUMEHHTE

PucyHok 4-98

Bbl MOXeTe BKNIOUYNTb U OTKIIOYNTb roOCTeBYylO CETb. Bkntouns OaHHYO (byHKLI.VII'O, MO>XHO
HaCTpOUTb NapaMeTpbl 6€CI'Ip0BOﬂHOFO pexnmva ona rocTeBOW CETH.

> SSID lNocteBon cetn: Nma rocteson cetu. Ecnm Bbl pelwmnu co3gaTb rOCTEBYIO CETb,
HaCTOSITENIbHO PEKOMEHAYETCS MCMONb30BaTh Takoe MMSA CETU, KOTOPOE JErko OTNINYaET eé
OT BalLlel OCHOBHOWN CETW.

> Twun ayteHTMdMKaummn: Boibepute Tvn ayTeHTUGMKAL MM U3 BbiNaAatoLLEero Crnmcka.
> lUudpoBanue: MoxHo BbiGpaTh nMbo AES, nm6o AES+TKIP.

> [TMaponb 6ecnpoBogHom ceTn: 3aech ykasaH 6ecnpoBogHOM NApPOosb MO YMOMYaHUI0, MOXHO
HaxaTb Moka3aTb naponb, 4ToObI yBUAETL ero. MoXHO co3gaTb CBOM Naporb ANMHON OT 8
0o 63 cumeornos B kognposke ASCIl nnu ot 8 oo 64 wecTHaauaTepuyHbIX YNCer.

> [lepuop o6HOBNEHUA Nnapona: YkaxuTe nHTepsan o6HoBneHus naponsa 6ecnpoBogHomn
ceTn B cekyHaax. [ing gaHHOro napameTpa MOXHO ykasaTb «30» unu 6onbLue. Ecnu ykasatb
«0», To o0BHOBNEHNE NPON3BOAUTBLCA He ByaeT.

> PaspewwunTb rocte BbiM Nonb3oBaTensm 4OCTyN K JloKanbHOW ceTu: [ocTu GyayT MMeTb
JOCTYN K Ballel rokarnbHOW CeTW, HO He CMOryT 3aWTu B BeG-yTUNUTY HacTpOukA

MaplupyTm3aTopa.

> MW3onsauua rocteBomn cet: [aHHaa ¢yHKUMA MNO3BOMSET M30nMpoBaTbh 6ecrnpoBOAHbIX
KNMeHTOB Apyr OT Apyra B Bawewn rocteBon ceTu. [aHHas dyHKUMA OTKNOKYeHa Mo
YMOMYaHUIo.
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> KoHTponb nponyckHon cnocobHoctn rocteBou cetu: [aHHas yHKuMA nossonser
HaCTPOUTb UCXOASALLYHO M BXOOALLYK NMPOMYCKHYK CNOCOBHOCTL Ansi TOCTEBOM CETH.

[ns coxpaHeHust HacTpoek HaxmnTe CoxpaHnTtb/MpUMeHUTD.
4.7.2 CnucokcrtaHuumu
Ha ctpaHuue NocteBas ceTb — CNMCOK CTaHLMMA MOXHO YBUAETb CrieayroLLyo nHopmaumo o

noaknoyeHHbIx 6ecnpoBoHbix cTaHuuax: MAC-agpec, NnoAKNioYEHO NN HET, aBTOPU30BAHO Uk
HeT, SSID n nHTepdeic.

BecnpoBogHOW peXumM — AyTeHTU(ULMPOBaHHbIe CTAaHLUU

Ha 3Toi cTpaHWLE NoKasaHyl GecnpoBoOHEIE CTAHLWM, KOTOPEIE NPOLLNK 8y TEHTMHMKALMIO, M MX COCTORHHE.

MAC MopknwoyeHo | AeTtopuzceaHo SSID

OBHoEWTE

PucyHok 4-99

MAC-agpec: 3aecb nokasaH MAC-agpec nogknto4éHHOM 6eCcnpoBOAHON CTaHL UK.
MopkntoveHo: 3gech ykasaHo, NogknoyveHa N 6ecnpoBogHas CTaHLUMs K TOYKE JOCTyna.
ABTOpU30OBaHO: 3ecCk ykasaHa UHdopmMauumsi 06 ayTeHTudukaumm.

SSID: 3pecb ykasaH SSID noakntoveHHOM 6ecnpoBOAHON CTaHL UK.

YV V VYV VY

Ha paHHoON CTpaHuue Henb3A MUAMEHATb laHHble. [na obHoBneHus I/IH(bOpMaLI,VIVI B Tabnuue o
TeKywmnx nogKno4YeHHbIX 6eCI'IpOBO/J,HbIX CTaHUUNAX HAaXMUTE KHOMKY O6OHOBUTDL.

4.8 [InarHocTuKa

Ha ctpannue “OuarHocmmka” ykasaHbl pesynbTatbl Tecte ENET (Ethernet) nogknioyeHus,
OecnpoBoAHOrO coeAuMHEHMs U CUHXpoHu3auum  ADSL-nMHMKM.  MOXHO  NOCMOTPETb
AononHuTenbHy nHdopmauymio B pasgene CnpaBka and 6onee nogpobHom nHdopmalmm no
OaHHOMY TecTy.
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br_0_8_ 35 OuarHocTuKa

Baw mogem MoxeT npoTecTupoEate DSL-nogrntodeHne. OTaensHbIe TECTE NepeYrcnedsl e, ECnl B pesynsTare TecTa yKasaHa ownbka, HaxmuTe "3anycTuTe
TECTLI NOETOPHO" BHUIY CTAHWLL! W NPOAIUTE TecT elé pa3, ytobsl yOeouTLCA, YTo JaHHaA olWKWGKa NoBTOpAETCA. ECTK TecT Boé ¥e He YNa&TCA NPOATH, HakMKUTE
"Cnpaeka” W cneqyiTe MHCTPYKELMAM.

TecT NOKNHYEHWA K Balled NOKaNsHON CeTH

Tect nogknioyenna LAN1: OLINBKA CnpaBka
Tect nogknyenna LANZ: OLINBKA CnpaBka
Tect nogknyenna LAN3: YCNEIWHO CnpaBka
Tect becnpoBOgHOTO MOAKNIYEHHA: YCNELWHO Cnpaeka

TecT NoAKNKYEHWA K BalleMy nocTaewmey ycnyr DSL

Tect cuuxponuzaumn XD SL-nuHKK: OLWBKA Cnpaeka
Tecr ping cermenta F5 ATM OAM: Cnpaexa
Tect ping uz koHua B koney ATM OAM F5: Cnpageka

Cnegyiowee nogknioyesne | |Ter:T c nomowsro OAM F4

PucyHok 4-100

4.9 YnpaBneHue

MeHio YnpaBneHue coaepXut Bocemb pasgenoB: Hactpomnku, Cucte MHbin xypHan, SNMP,
KnueHTTR-069, Bpe ms, KoHTponb aocTtyna, O6HoBne Hne BctpoeHHoro MO nMepe3arpyska.
BbiGepuTe Hy>XHbIN BaM pasgen Ans HacTPONKN COOTBETCTBYIOLLEN (DYHKLUW.

+Hacrpo#ku

+ CHCTEMHBIH XypHan
+ SNMP

* Knnent TR-069

+ Bpemn

+ KouTpons goctyna

+ Obnoenenue ectpoenHoro MO

+ [lepezarpy3ka
4.9.1 Hactpouku
B paHHOM pasgene HaxogsaTcsa Tpu BaxHble QYHKUUW OIS YNpaBneHUs MapLupyTyM3aTopoM:

OkcnopTt (pes3epBHOe coxpaHeHWe HacTpoek), WUmnopt (0OHOBNEHME HaCTpoek) u
BoccTaHoBneHUe 3aBOACKUX HAacCTpoeK. [loapobHas nHdopmaLus No pasgenam ykasaHa Huxe.

4.9.1.1 dkcnopT

Ha ctpaHuue YnpaBneHune — Hactpoinku — kcnopT (cM. PucyHok 4-101) MOXXHO COXpaHUUTb
TeKyLMe HaCTPOMKN MapLupyTmM3aTopa B pe3epBHbIi hann.
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HacTpoWku — 3KCNoOpTUPOBaTbL HACTPOMKKN

Co3aaHne Pe3epeHoi KONWM HACTPOEK MAPLIPYTUIATOPA CO BCTPOEHHLIM DSL-MogemoM. Bhl MOMETE COXPAHWUTL HACTPONKM MAaPLIPYTU3ATOPA B Pe3epEHLIA (haiin Ha
BalLEeM KOMMbHITEpe.

CozaaTe pesepEHYI0 KOMMKID HaCTpOeI{|

PucyHok 4-101

[nsa coxpaHe HUA HAaCTpPOeK B pe3epBHbIN chann:

1. Haxmnte Co3patb pe3e pBHYH KONUK HacTpoek (cM. PucyHok 4-101), nocne 4ero nosiBATCs
OKHO, Kak Ha PucyHke 4-102.

File Download - Security Warning §|

Do you want to save this file?

Mame: backupsettings.conf
Type: Unknown File Tvpe, 16.0 KB

From: 192.163.1.1

Save ]| Cancel |

While filez from the [ntermet can be useful, this file wpe can
o potentially harm your computer. If you do nat trust the source, do not

zave thiz zoftware. What's the rizk?

PucyHok 4-102

2. HaxxmunTte kHonky CoxpaHuTb 1 coxpaHuTe dhann, kyaa Bam ygobHo (cm. PucyHok 4-103).
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Save As @

Saveire | I TD-WEIS0M w 0 ¥ = -

B

My Recent
Documents

by Computer
t‘] File name: backupsettings conf hd
-

by Mebwork. Save as vpe: Diocument w

PucyHok 4-103

4.9.1.2 AmnopT

Ha ctpaHuue YnpaBneHnue — Hactponku — UmnopT (cM. PucyHok 4-104) MOXHO OBHOBUTb
HaCTpOMK1 MapLupyTm3aTopa.

HacTpouku — UmnopTt

OGHOENEHWE HACTPOSK BALLEND MAPLLPYTW3ATOPA CO ECTPOEHHEIM DSL-Mogemon. Bel MO¥eTe 0GHOBWTS HACTPORKN BALLETO YCTPOACTEA C MOMOLULK PE3EpBHLIX
DARNOE C HACTPONKAMM.

dain c HacTPORKaMK: O63op

| MmMnopThpoBaTe Ha c.Tpu|7n4

PucyHok 4-104

[Ons o6HOBNEHMA HacTpoeK MapLupyTMu3aTopa:

1. Haxmute kHonky O630p 1 BbibepuTe hann ¢ HacTponkamu, Takke MyTb MOXHO BBECTU
BPY4YHYIO B MOJSie MMeHu parina ¢ HacTporkamu.

2. Korpa Bbl BbIOpanu chann c Hactponkamm, HaxmuTe UMnopTMpoBaTb HACTPOMKMN.
& lMpumeyaHue:

Mo 3aBepLUeHMM HACTPOVKM MapLUpyTU3aTop GyaeT nepesarpykeH. ATOT NPoLEeCcC 3aiMET Kakoe-
TO BpeMsi, He BblKMoYanTe NUTaHWA MapLipyTU3aTopa M He HaxumanTe kHonky Reset Ha
YCTPOWCTBE, NOKa NAET NpoL,ecc OGHOBNEHMS HACTPOEK.
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4.9.1.3 BoccTtaHOBNEeHMe HacTpoek

Ha cTtpaHuue YnpaBneHue — Hactponku — BocctaHoBneHue HacTpoek (cM. PucyHok 4-105)
MOXHO BOCCT@HOBUTb HACTPOWKN MapLUpyTM3aTopa No YMOMYaHuIo.

UHCTpYMeHTbI — 3aBOACKMe HAaCTPOMUKHM

BOCCTAHOEWTL 383B0JCKME HACTPORKM HA MApLIPYTHIATOPE CO ECTPOSHHLIM Mogemon ADSL.

BoccraHoeuTe 2a BOOCEWME HACTPO KK

PucyHok 4-105

> BoccTtaHOBUTL 3aBOACKME HACTPOWKU: Haxmute 3Ty KHOMKY AnNs BOCCTaHOBMEHMS
3aBOACKMX HaCTpoeK MaplupyTusaTopa, 3aTeM crefyvite WHCTPYKUMSM, yKasaHHbIM Ha
MOHUTOPE KOMIMbloTepa.

» Yd4éTHasa 3anucb 1 naponb: [1o ymonyaHuio uMms nonb3oBaTtens/naponb: admin/admin.
> IP-apgpec no ymonyaHuio: 192.168.1.1
» Macka nogceTu no ymonudaHuto: 255.255.255.0.

4.9.2 CucTeMHbIN XypHan

Ha ctpaHuue YnpaBneHue — Cucte MHbI XXypHan (cm. PucyHok 4-106) MOXHO npocmMaTtpuBaTtb
CUCTEMHBIN XXypHan 1 HAacTpoOUTb NapameTpbl CUCTEMHOIO XXypHana.

CUCTeMHbBIW XypHan

Ha cTpannue CHCTEMHLIN ¥YPHAN MOXHO NPOCMATPHEATL COASPHMMOE CUCTEMHOTD XYPHANA W HAcTpauEaTs ero NapameTpel.
HasmuTe "CMOTPETE CHCTEMHBIN ¥ypHan" 4NA NPOCMOTPA &ro COASPHHMOro.

Hammume "HacTpouTh CHCTEMHBIN ¥YpHAN" [NA HACTPOMEM £ro NapaMeTpoE.

| CMOTpETE CHCTEMHLIR XYpHAN || HacTponTe cHCTEMHBIR #ypHan

PucyHok 4-106

Y1061 NOCMOTPETL CUCTE MHLIWN XYypPHan:

Haxmute CMOTpeTb CMCTe MHBIN XXypHan, Bbl onaaéTte Ha cTpaHuuy (cMm. PucyHok 4-107), roe
HaxoOATCA TeKyLUme XypHarbl MapLipyTusaTopa.
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CUCTeMHbIN XypHan

Bpemna | Facility BamxHocTe YeepoMmnenune

PucyHok 4-107
» OO6HoBUTL: [1na o6HoBNeHNA nHdopMaunn B Tabnuue HaXXMUTE 3Ty KHOMKY.

» Ha3sap: HaxxmuTte aTy kHONKy Ans BO3BpaTa Ha NpeablayLLUyto CTpaHuLy.

[nsa HacTpoOMKM cucte MHOIO XypHana:

HaxxmuTte kHonky HacTpouTb cucte MHbIN XXypHan (cMm. PucyHok 4-106), nocne 4ero Bbl
nonagérte Ha cTpaHuuy, kak Ha PucyHok 4-108.

CucTeMHbIW XypHan — HacTpouka

Ecnu BENHOYMTE ¥YPHAN, CUCTEMA HAYHET COXPaHATE MHIOPMALMKD 0 BCeX ERIDpaHHb coDRITWAX. B cnvcke "YPOEEHE #ypHana' MOo¥HO Bul0paTe coOLITHA, KOTOpLIE
GyayT 3aHOCUTLCA B ¥ypHan. B cnucke 'YpoeeHs aTobpaxeHnA’ EuDUpaoTea oTobpamkaemele B ¥ypHans cobuiTA (BufpasHoe cobeITHE W Te, YTO HAXOQATCA BLILE NO
cnucky). Ecnv epldpaTs "YoanéuHo' unun "06a’, cobbmuA OyayT 2aHOCHMTLCA B XYPHAN HA yOaNEHHOM cepBepe No ykazaxHomy IP-agpecy v UDP-nopTy. Ecnn eeibpaTe
‘NokankHo' unK '06a °, coBbimuA GyayT XpaHUTLCA B NOKANBHON NAMATH.

HacTpoiiTe napameTpel ¥ HaMUTe 'CoxpaHiTh/ MDUMEHHTS' ONA HACTPOMKK CHCTEMHOTO ¥ypHana.

HKypnan: (®) OTKMUMTE () BrNUMTE
YpoBEeHL XypHana: Wcnpaenenne v
YpoBeHb OTODPAKEHHUA: Owwbka Y
Pemxum: Nokansho v

Coxpanute/TTpumeHnTE

PucyHok 4-108

»  OtknunTb/BkniounTth: BbibepuTte BknounTb, YTOOLI COOLITUA 3anMcbiBanvchb B XXypHarn,
€CINK Bbl HE XOTUTE, YTOObI AaHHbIE CODLITUSI 3aHOCUIUCH B XXypHarn, HaxXMuTe OTKIOYNTD.

> YpoBeHb XypHana: M3 Bbinagarowero cnucka Bblbepute ypoBeHb XypHana. byayt
3aHOCUTbLCA B XXypHar Bce COObITUS, KOTOPbIE HAXOAATCS B CMMCKE Bbille BbIGPaHHOrO BaMu
BapuaHTa, BKNtoYasi BbloGpaHHbIN.

> YpoBeHb oTob6paxeHusi: BoiGepute ypoBeHb OTOGPaXXeHUs M3 BbiNadatoLero crucka.
BynyT oToGpaxeHbl Bce COObITUSA, KOTOPbIE HAXOAATCSA B CMUCKE Bbille BbIOpaHHOrO Bamu
BapuaHTa, BKIoYas BolopaHHbIN.

> Pexum: Boibepute pexum sanucm cobbitnn. Ecnu Boibpatb JlokanbHO, cobbiTusa GyayT
3aHeceHbl B fiokanbHy namate. Ecnv Beibpate YaanéHHO, 6yayT 3aHOCUMTbLCS B XXypHan Ha
yoanéHHom cepBepe no ykasaHHomy IP-agpecy n UDP-nopty. Ecnun Beibpate Ob6a, TO
coObITKst ByayT 3aHOCUTCA B NoKanbHY NaMATh U OTNPaBNSATLCA HA YAanNEHHbIN cepBep.

49.3 SNMP
Ha ctpaHuue YnpaBneHne — SNMP (cm. PucyHok 4-109), MOXHO HacTpanBaTb NnapameTpbl
SNMP.

SNMP ([MpocTon NnpoTOKON CETEBOrO YNpaBneHns) B HACTOSALLMIN MOMEHT LLUMPOKO NPUMEHSIETCS B
KOMMbIOTEPHbIX CETAX, €r0 HasHavyeHue — obecneunBaTb Nepegayy ynpaensoLlen nHgpopmauum
Mexay AByms y3namu. CeTeBble afMUHUCTPATOPbLI MOTYT NIErKO HANTWU U U3MEHUTb NapameTpbl
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noboro yana B ceTu, BbICTPO NToKkanM3oBaTb Npobremy n onpeaennTb €€ NpUYnHy, pacnpeaenmrb
notpebrieHne pecypcoB CETU M HACTPOUTb OTYETHOCTb.

SNMP-areHT — 3TO npunoxeHue, sanylleHHOe Ha MapLpyTu3aTope, KOTOpoe BbINOSHSAET
yHKL MO nonyveHns n obpabotkm SNMP-coobLieHnn n nocneayoLwero oTnpasneHns OTBETOB
SNMP-meHepkepy. Kpome atoro, SNMP-areHT nomoraeT fiokanv3osaTb TO UK UHOE CObbITue,
OoTnpaBuB MHpOPMALIMIO O er0 MECTOHaXOXAeHMM B ceTu. Ecnv Ha mapLupyTmnsaTope 3anyLleH
SNMP-areHT, TO €ro MOXHO oTcnexusaTb U/unu ynpaenaTb ero paboTton ¢ nomouwpio SNMP-
MeHempkepa Yepe3 SNMP-coobLueHms.

SNMP-meHe mkep — 3TO npunoxeHue (apyrmmm crnosamu, cnyxba SNMP), koTopoe reHepupyeT
SNMP-coobLeHuns/3anpockl 4ns N3MeHeHWs 1 4OCTaBKu ynpasnstoLen nHopMau nn, Takke OHO
nony4yaeT 3anpalinBaemyo MHPOPMALIMIO N OTYETBI O COBBITUAX/MECTOHaxXOXOEHNN COBLITUN,
koTtopble nocbinatotca SNMP-areHTom. SNMP-meHemxep npeacTtaBnseT cobon CTOPOHHIO
cucTemy ynpasneHus. PyHKU MO MOHUTOPUHra ceTun ocyllectensetr SNMP-meHexep.

SNMP — HacTtpomka

MpoTokon SNMP (MpocToil NPOTOKON CETEBOMD YNPAENEHWA) MO3E0NART NPOrPaMMe YNPABNEHWA WIEMeKaTe CTATHCTHEY W COCTORHWE 0T SNMP-areHTa AaHHoro
YCTPOWCTES.

BriGepuTe HeoGX00MMbIE SHAYSHUA W HAMUTE "CoXpasuTe/ TIPUMEHHTL" INA HACTPOHKK napamMeTpos SNMP.

SNMP-aremwT: (@ OTemioumTe () BrniounTe
CooDUecTBO YTEHWA: public
CooDWecTEO 3anMCK: private
MMA CHCTEMBI: TP-LINK
PacnonoxeHue CMCTEMbI: unknown
KOHTaKT cMcTeMbl: unknown
IP-agpec SNMP-meHexepa: 0.0.0.0

| CoxpaHuTb/lIpMMerHnTE |

PucyHok 4-109

» SNMP-areHT: MOXHO BKMHOUYNTb MM OTKAOYMTb AAHHYK (PYHKLUIO, OTMETUB HYXXHbIN Bam
BapuaHT.

& lpumevaHue:

CoobuwectBo SNMP obecneunBaeT npocTon METOA ayTEHTUUKaALUN MeXay MapLIpyTU3aToOpoM

(SNMP-areHT) 1 ypanéHHbiM ceTeBbiM MeHemkepoMm (SNMP-meHemkepom). MoxHO ykasaTb

3HavyeHne pAns napametpa «CooOLecTBO» Kak napofb AN ayTeHTUduKauum craHumm

yrnpaBneHns MapLUpyTM3aToOpPOM.

» CoobuecTBO YTeHUS: B 3TOM none MoxHO yka3aTb napameTp coobiectsa SNMP, koTopbin
npenocTaBnsaeT AOCTYN K MapLUpyTM3aTopy TONbKO Afst YTEHUS1, TO eCTb AaHHOE COOOLLECTBO
CMOXeT TONbKO MpOCMaTpuBaTb HACTPOWKM MaplpyTusatopa. 3HayeHMe Mo YMOYaHWo

“nybnmyHo”.
» CoobuwecTtBO 3anucu: B aTom none MoxHO ykasaTb napameTp coobuiectsa SNMP, koTopbin

npegoctaBnseT AOCTYNn K MaplipyTusaTopy AN YTEHMs U 3anucu, TO ecTb [AaHHoe
CO06LLECTBO CMOXET NPOCMaTPUBaTb HACTPOWMKN MapLUPYTU3aTopa U MBMEHSATb UX. 3HaYeHMe

Nno yMONYaHMIO “4acTHO”.

» WNma cuctembl: YkaxunTte nms (Oykebl n/unm uncna) coobwectsa SNMP. Baw mapLupytusarop
(SNMP-areHTbl) 6yayT nokasbiBaTb ynpaBnsiolLne AaHHbIe Ha ynpaBnseMblX cucTeMax Kak
yKasaHHOe BaMU "UMA cUCTeMbI".

» PacnonoxeHue cuctemsbl: TOT, KTO BygeT nonyyatb yBe4OMMEHME B criyqae obHapyxeHus
npobnem.
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» KoHTtakKT cuctembli: ['ge HaxoamMTca Nnuo, KOTOpoe ByaeT nonyyaTtb YBEAOMITEHUS.
> IP-appec SNMP-meHepxepa: IP-agpec SNMP-meHemxkepa, kyaa SNMP-areHT nepepnaér
yBEJOMIIEHMS O MOSsIBNEHNN Npobnem.

BbibepuTe HyxXHble BaM 3HaYyeHnsa n HaxmuTe CoxpaHuTb/lTpuMeHnTb, YTOOLI HACTPONKK
SNMP BcTynunu B cuny.

494 KnueHnt TR-069

Ha ctpaHuue YnpasneHue — KnueHT TR-069 focTynHbI HacTponkn napameTpos knneHTa TR-069.

TR-069 (npotokon ynpasneHms WAN) no3sonsietT cepBepy aBToHacTpouku (ACS) aBTomaTnyecin
nNpou3BoaANTb HaCTPOWKy, npefocTaBneHne/c6op uHgopmaumm o6 YCTpoOWCTBe B CETU U
OMarHoCTUKy yCTpPOMCTBa.

KnueHnT TR-069 — HacTpouka

MpoTokonN yNpagneH|A Yepes rmofankHyi ceTh (TR-069) N03BONAET CEPBEpY AETOHACTPOWEM OCYLIECTENATL ABTOHACTPOWEY, NpenocTaEneHWe NapaMeTpos, ciop
A8HHELX W AWATHOCTUEY JAHHOMO YCTPOHCTEE.

BriGepMTe Hy#HLIE NAPAMETPRI W HAXMATE "CoxXpaHuTE/TPUMEHITL" ANA HACTPORKW kNnexTa TR-069.

YBeOMUTE (@) OTkNHOUMTE () BENOUMTE
Mepwon yEeOOMNEHNA: 300
URL-agpec cepEepa aETOHACTPOWKM:
WMA NonNb30EaTENsA CePBepa aBTOHACTPOMKN: admin
Napont cepeepa aBETOHACTPOWKMK: sssee |
WAN-WHTephERC, HCNONbL3YEMbIA KNHeHToMm TR-069t: Any_WAN W
OTo0pazMTe coobweHHA SOAP Ha cepMAHON KOHCOMM (@) OTKNKUKTL () BKNHOUMTE

W] AYTEHTUDUKEALUMA 3aNPOCA Ha NOAKNKYEHHE

MMA nonk30BaTenA 3anpoca Ha NoAKNKYeHWe: admin |

Naponk 3anpoca Ha NOAKNKYeHHe: tenee |
URL 2anpoca Ha NogkniYeHHe:

Coxpannts/lNpuMeHuTs || GetRPCMethods

PucyHok 4-110

> YBepomnATb: OTmeTbTe 3TO Nore and BKINOYEHUs/oTKNoYeHus MNMe puon yBe AOMIIeHUA.

> Mepwuop yBe pomneHnsA: NpomMexXyToK BpeMEHU, Yepes3 KOTOpPLIN BaM MapLupyTusaTop oyaer
COeUHATLCA C cepBepomM aBTOHacTpouku (ACS).

» URL-agpec cepBepa aBTOHaCTPOMKN: DTy MHPOpMaL M0 HEO6XOAMMO NONYYUTh OT BaLLEro
nocTasLUuka VMIHTepHeT-ycnyr. CepBep aBTOHACTPONKM MOMOXET aBTOMaTMYECKM NPON3BOaUTb
HaCTpOWKy, npegocTasrneHne/coop MHdopmauun ob yCTpOWCTBE B CETU U AMArHOCTUKY
YCTpOWCTBA.

> Wmsa nonb3oBaTensi ce pBepa aBTOHACTPOMKMU: ATy MHGOPMAL M0 HEOBXOAMMO NOSYYUTb OT
Ballero nocrasLUMKa MIHTepHeT-ycnyr.

» Maponb cepBepa aBTOHACTPOUKU: ATy MHPOPMAL U0 HEOOXOANMMO MOMNYyYMTb OT BaLUEro
noctasLumka NHTepHeT-ycnyr.

& lMpumeyaHue:

Ecnun Bbl x0TUTE 3aTW Ha cepBep aBTOHACTPOWKM, BaM He0bxoaumo y3HaTe MMA nonb3oBarens
n Maponb cepBepa aBTOHACTPOMKMU.
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» WAN-unHtrepdenc, ucnonbsyembin knmeHtom TR-069: Bruibepute WAN-uHTepdenc us
BbiMagatoLLero cnmucka ans Toro, Ytobbl AaHHasa yHKUnA paboTana.

» Wmsa nonb3oBaTtens 3anpoca Ha nogkKnw4yeHue: YKaxuTe 3HayeHne Ha Balle yCMOTpEHNe.

» [MMaponb 3anpoca Ha NoaKnYe HUe : YKaXnTe 3HauyeHne Ha Balle yCMOTpeHume.

& lpumeyaHue:

Nmsi nonb3oBaTens sanpoca Ha noakmtoyeHve 1 Maponb 3anpoca Ha NoAKIYeHME UCMONb3yeTcs
AnNsi BXoAa Ha cepBep aBTOHACTPOVKM Yepes MapLUpyTM3aTop ANs YNpaBneHus UM.

BbibepuTe noaxoasiime 3HavyeHusa n Haxmute CoxpaHuTb/MpUMeHnTb, YTOGLI HAcTporka
knneHTa TR-069 BcTtynuna B cuny.

495 Bpewms

Ha ctpaHuue YnpaBneHue — BpeMsi 4OCTYNHbI HACTPOMKM BpEMEHW Ha MapLUpyTu3aTope.

HacTponku BpemeHu

Ha gaHHOoA CTpaHNLE MO¥HO YKa3aTh HACTPONKN BpEMEHI ONA YCTPOACTEE.

Oara/epenma : Thu Jan 1 00:;13:16 1870
Nata/BpeMa Ha BAWEM KOMNbHTEDE : Mon Aug 17 09:36:54 2015

CHHXPOHMANPOBATE C KOMI
YKa3aTe OaTy/EpEMA MapWpRYTUIaTopa co BCTPOEHHBIM Mogeman ADSL
Oara (YD) : 1970/01/01
Bpewma (H:M:5) : 00:13:16
[]Brniounte DST

Havano: 1970 | Mar Last Sun 01:00

Konew: 1970 | Oct Last Sun 02:00

AETOMATHYECKN CMHXPOHW3IWPOBATE C CEPEEPAMW MUPOBOID BPEMEHI

YHamuTe Nepeuld NTP-cepBep BpeMeHH: time_nist.gov W

YEamuTe ETOpoil NTP-cepEep BpeMeHHM: ntpl.tummy.com s

YEa#uTe TpeTHA NTP-cepBep BpeMeHu: Mone W

YEa#uTe YeTBEpTRIH NTP-cepBep BpeMeHn: Maone W

YEawuTe NATLIA NTP-cepeep BpemMeHH: Mone W
Cueles1e YyacoBoro NoACa: (GMT+03:00) Baghdad. Moscow, Kuwait, Riyadh v

CoxpaHute/TpuMernTs

PucyHok 4-111
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49.6 KoHTponbpocrtyna

- Kourpont goctyna

*[aponu

*¥YnanéHHbIA gocTyn

MeHio KoHTponb goctyna coaepxut ABa pasgena: Maponu n YaanéHHbin goctyn. [anee
npeacTasneHo noapobHoe onmcaHue No Kaxgomy pasgeny.

4.9.6.1 MNaponu

Ha crtpaHuue YnpaBneHue — KoHtponb goctyna — lMaponu (cM. PucyHok 4-112) MOXHO
M3MEHUTb Napofb MapLlpyTu3aTopa No ymosnyaHuto. [aponb MO ymMosf4aHuWio coBnagaeTt C
MMeHeM nonb3oBaTens no ymomnyaHuto: admin/admin, support/support u user/user
COOTBETCTBEHHO KaTeropmm nonb3oBaTtens.

KoHTponb goctyna — NMaponb

[ocTyn ¥ Ballemy Mapwpytuaatopy ¢ DSL-M00eMOM BOZMOMEH Yepes TPW Y4&THEIX 3anuck: admin, support M user.

Yy&THanA 3anMce "admin” NpegocTaENAET HeOrPaHUYEHHEIR SOCTYN C BOEMOMHOCTEH HIMEHEHWA M NPOCMOTPA HACTPOEK YCTPOHCTES.

YUETHaRA 3anMck "support” UCNoNb3YeTCA TEXHUYECKMMK CNELWANHCTAMU NOCTAELLMEA VHTEPHET-YCIYT ANA NPOBEgSHUA JUATHOCTHEW W 0BCTyMEaHWA YCTPORCTEA.
Yu&THaRA 3anMck "user” NpegoCcTABMAST NOCTYN K YCTPOWCTEY C MPAE0OM NPOCMOTPA HACTPOEK W CTATUCTHEM, 8 TAKKE C BO3MOMHOCTEH 0GHOBNEHWA BCTpoeHHora MO,

B NonAx HW¥e MOXHO BEECTH Napons ANWHOW A0 16 cumeonos. HaxmuTe "CoxpaHUThTIPUMEHHTE", YTOOL! M3IMEHWTL/CO30aTe Naponk. MpUMeYaHUe: Naponks He
MOMET COAEPHATE NPOGEn:.

WmMA nonkzoeaTena: admin v

CTapkli Naponk:

HoBLIA Nnaponke:

MogTEEpAUTE Naponb:

Coxpanute/lapons

PucyHok 4-112
Y1061 U3MEHUTL NAPOSb:

1. Bbibepute Umsa nonb3oBaTens, 4nsi KOTOPOro Bbl XOTUTE NU3MEHUTb Naporsib.
2. B none Crapbin naponb BBegUTE TEKYLUMA UCMONb3yeMbli Naposb.

3. B nonaxHoBbin naponb 1 MoatBe paAuTbL NAaposib YKaXXMTe HOBbIM Naporib.
4

Haxxmnte CoxpaHuTb/MpuMeHnTb, YTOOLI BaluM HACTPOMKM BCTYMUIN B CUITY.

& lMpumeyaHue:

1) [Hoctyn K Bawemy mapLipytusdatopy ¢ DSL-mogeMom BO3MOXeH Yepes Tpu yHETHbIX 3anucu:
admin, supportn user. Y4éTHada 3anucb "admin" npegocrasnseT HeorpaHNUYEHHbIN JOCTYN C
BO3MOXHOCTbI U3MEHEHNSA U NMPOCMOTPa HAaCTPOEK YCTPOMCTBa. YYETHas 3anuck "support”
NCcrnonb3yeTcHa TEXHUYECKUMU crieL uanMcTaMmm nocTasLmka VIHTepHeT-ycnyr angd nposeaeHus
ONarHOCTUKM 1 0BCNy>XMBaHUS YCTPONCTBA. YUETHasA 3annck "user" npegoctaBsngeTt 4OCTYN K
YCTPOWCTBY C MpaBOM MNPOCMOTPA HACTPOEK U CTaTUCTUKM, @ TaKKe C BO3MOXHOCTbIO
o6HoBneHNA BCTpoeHHoro I0.

2) MOXHO OCyLLeCTBNATh YAanéHHOe yrnpaBneHne Yyepes y4éTHble 3anucu "admin" n "support”.
Ecnu Bbl BKNIOUMNN OYHKLMIO yOANEHHOTO JOCTYNa, HACTOATENbHO PEKOMEHAYETCHA U3MEHUTb
naponv No yMOMN4aHuIo Ans 3TUX ABYX YY4ETHbIX 3anncen.
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3) lMaponb He MOXeT cogepxaTb MNpoben, MakcMmanbHasd AnvHa napons coctasnsetr 16
XapaKTepoB.

4.9.6.2 YpanéHHbIM gocTtyn

Ha ctpaHuue YnpaBneHne — KoHtponb goctyna — YaanéHHbIn goctyn (cM. PucyHok 4-113)
MO>XHO M3MEHATb Naponb Afs AOCTYNa Ha MapLUpyTU3aTop NO YMOMYaHMI.

KoHTponb goctyna — YaanéHHbIW QOCTyn

[ocTyn K BalemMy yCTpoRCTEY yeped WAN-uHTepdeic C NOMOLLLRH YUETHELE 3anuced user | support ¥ admin ).
BuibepuTe WAN-uHTepdeicC:

Web: ]

Telnet: ]

[

ICMP{ping):

CoxpanHuTe/TlpuMeHnTs

PucyHok 4-113
» Web OtmeTbTe 3Ty onuuio, 4Tobbl 3aX0ANTh Ha MapLUpyTM3aTop Yepes web-Opaysep.

» Telnet: OTMeTbTE 3Ty CTPOKY, YTOObI 3aX0AUTb Ha MAPLUPYTU3ATOpP Yepe3 KOMaHOHYH
CTPOKY.

» ICMP (ping): OTMeTbTe 3Ty CTPOKY, 4TOObI KOMMbIOTEP B NYBNNYHOW CETM MOr OTNPaBdATb
ping-3anpoc Ha WAN-agpec mapLpytusaTopa.

Haxxmnte CoxpaHuTtb/NIpuMeHnTb 4ns BCTYNNEHNS BalLMX HACTPOEK B CUITY.
4.9.7 O6HoBneHue BCcTpoeHHoro 1O

Ha ctpaHuue YnpaBneHue — O6HoBneHne BcTtpoeHHoro MO (cm. PucyHok 4-114) MOXHO
00HOBUTBL BCTpoeHHOoe MO mapLupyTmsaTopa 40 nocnegHen Bepcun.
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WUHcTpyMeHTbI — OOHOBNEeHue BcTpoeHHoro MO

War 1: CravaiTe HyH) BEaM BEpCHIO BCTpoeHHoro MO ¢ Hawero caidTa (www tp-link com).
HYHHY p cTp

LWar 2: YrawnTe nyTe K dhailny. HasmuTe kHonky "O630p", Beibepute dain 1 HaxmuTe 'OTKPLITE'.
War 3: HaxmuTe "O0HOBMTE BCTpoekHoe NO" ANA 2arpy3xM EeipadHore gaina.

NPMMEYAHIME: npouecc obHOBNEHWA ANUTCA OKONO 2-X MWHYT, NOCNe Yero Ball MapLUpyTMIaTop Co ECTpoeHHbIM DSL-mogemom nepe3arpy3anTca.

@ain co BCTpoeHHsIM NO: OG3op

| OBHOEWTE BCTPOEHHOE I'ICI

>
>

PucyHok 4-114

0630p: Haxxmnte aTy KHOMKyY, 4TOObI BoIOpaTh haiin co BCTpoeHHbIM MO mapwpyTusaTopa.

O6HOBUTL BCTpoeHHoe MO: HaxxmuTe 3Ty KHONKY Nocrne Toro, kak Bbl Bbibpany dann.

Y1061 06HOBUTL BCTPOEeHHOEe MO maplipymmsaTopa:

1.
2.

-
~

CkavanTe nocnegHtoto Bepcuto BctpoeHHoro MO c carita TP-LINK (http://www.tp-link.com).

Haxxmute kHonky O630p n BbibepuTe co BCTpOoeHHbIM 10 nmMbo ykaxuTte nyTb K channy
BPYYHYIO.
HaxxmuTe kHonky O6HOBUTL BCTpoeHHoe [10.

MpumeyaHue:

HeT HeoOxoanmocTn OGHOBMATbL MporpaMmHoe obecrneveHue, ecriv OHO He COOepXKuT
HeobXoAMMyl0 BaM HOBYH (yHKUMUIO. TeM He MeHee, Mpu BO3HUKHOBEHUW Mpobnem,
CBSI3aHHbIX HEMNocpeACTBEHHO C MapLUpyTM3aToOpOM, @ He C €ero HacTporkamu, criegyert
npounseecTn obHoBneHne BcTtpoeHHoro MO.

Mepen obHoBreHnem BCTpoeHHoro MO maplpyTu3aTtopa 3anvwmte HacTpPOoriku Hanbonee
Ba)XXHbIX MapamMeTpoB, KOTOpPbIE Bbl CAMW HACTpaunBalnu paHee, YTOObI HE 3a0bITb UX.

Mpn o6GHoBReHuM BCTpoeHHoro O He BbIKMWYaNTe NUTaHMe MapLupyTu3aTopa U He
HaxxmmanTe kHonky RESET Ha mapLupyTtusaTope.

Mo 3aBepLUeHUN OGHOBMNEHMS YCTPOMCTBO aBTOMAaTWNYECKN BbINOSTHUT Nepesarpysky.

4.9.8 lepesarpyska

Ha

cTpaHuue YnpaBneHue — [lepe3sarpy3ka (cM. PucyHok 4-115) MOXHO OCYLLUECTBUTb

nepesarpysky MapLipyTmsaropa.

Mepe3arpy3ka

[NA nepe3arpy3kd HaxEMUTe KHonky Mepe3arpyanTe.

MepezarpyanTe

PucyHok 4-115
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& lMpumeyaHue:

5) Tlocne TOro Kak Bbl Haxanu kHorky lNepe3arpy3nTb, NOJOXKANTE HEMHOIO Npexae 4Yem
CHOBa OTKpbIBaTb Be6-6paysep.

6) Bo Bpems npouecca nepesarpyskv He BbIKMOYanWTe NUTAHME N HE HaXKMMaMTe KHOMKY
RESET Ha maplpyTusaTtope.

7) Tlpun HeobxogumocTu nepeHacTpounTte IP-agpec komnbitoTepa, YTobbl OH noaxoaun
HOBbIM HacTponkam MapLupyTusatopa.

410 Bbixoa

Bbibpas B MeHto Bbixopa, Bbl BEpHETECH Ha CTpaHWLy aBTopuM3al um Ans Bxo4a B MapLupyTusatop
(cm. PucyHok 4-116).

150 MouT/cek GecnpoBogHoi N ADSL2+ Mofiem-maplipyTu3aTop
TP-LINK'

Mogene Her. TD-W3950N

je

Copyright & 2015 TP-LINK Technologies Co., Ltd. Bce npaea
33WMULEHEL

PucyHok 4-116
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NMpunoxeHune A: Cneundunkauum

O6wure napameTpsbl
CraHaapTh ANSI T1.413,1TU G.992.1, ITU G.992.2, ITU G.992.3, ITU G.992.5,
Aap [EEE 802.3, IEEE 802.3u, IEEE 802.11b, IEEE 802.11g, 802.11n
MpoTokonbl TCP/IP, IPoA , PPPoA , PPPoE, SNTP, HTTP, DHCP, ICMP, NAT
YeTbipe nopta RJ45 10/100 M6ut/c ¢ aBTocornacoaHnem (ABTO-
MopTb! MDI/MDIX)
OawvH nopt RJ11
10BASE-T: HeakpaHnpoBaHHas BuTas napakar. 3,4, 5
EIA/TIA-568 100Q STP (makcnmym 100m)
Twun kabens
100BASE-TX HeakpaHupoOBaHHas BMTas napa kaT. 5, 5e
EIA/TIA-568 100Q STP (makcumym 100m)
CeeTonMoaHbIe O power (Mutatue), ¥ ADSL, © Internet (MHTepHeT), = WLAN, =
nHanKaTopsbI WPS, % 1,2 3,4 (LAN) — JlokanbHas ceTb
CepTudumkauyms FCC, CE
BecnpoBogHom

OwanasoH yacTtoT

2.4~2.4835GHz

CkopocTb
OaHHbIX

nepegauu

11n: TD-W8950N go 150 Méut/c (ABTO)

TD-W8960N go 300 MouTt/c (ABTO)
11g: 54/48/36/24/18/12/9/6 MouT/c (ABTO)
11b: 11/5.5/2/1 MéuT/c (ABTO)

Pacwmpenune yactot

DSSS(Direct Sequence Spread Spectrum)

Mogynauus DBPSK, DQPSK, CCK, OFDM, 16-QAM, 64-QAM
BesonacHocTb WEP/WPA/WPA2/WPA2-PSK/WPA-PSK

130M: -640bM@10% PER (npoueHT nakeTos C owmbkamm);
UyBCTBUTENBHOCTH 54M: -68nBmM@10% PER
@PER 11M: -850bm@8% PER

6M: -880bM@10% PER

1M: -90abM@8% PER

du3nyeckas M OKpyxalowas cpega

Pabouass: 0 ~40 (32 ~104 )
Temnepatypa

XpaHeHusa: -40 ~70 (-40 ~158 )

Pabouasi: 10% ~ 90% RH, 6e3 o6pa3oBaHus koHOEHcaTa
BnaxHocTb

XpaHeHunsa: 5% ~ 90% RH, 6e3 obpa3oBaHus koHAeHcaTa
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NMpunoxeHue B: Hactpownku MK

B aTom pasgene Mbl pacckaxkeM, Kak yCTaHOBUTb M HacTpouTb npasunbHo TCP/IP B Windows?7.
CHavana ybeauntecb, paboTtaeT nu Baw Ethernet agantep, obpaTnTech K py4HbIM HAaCTpOMKam
aganTtepa ecnv HeobxoaMmo.

1. Hactpownku komnoHeHTta TCP/IP

1) Ha nanenu 3agay Windows, Haxmute kHonky CtapT, U 3ateM Haxvmute [MaHenb
ynpasneHus.

2) Haxmute 3Hayok CeTb W WMHTEpPHET, M 3aTeM HaxumuTe Bknagky CeTeBble
noaKmnoye HUA B NOSABUBLLEMCS OKHE.

3) LenkHnTe NpaBoi MbILWKOM MO 3HA4YKy, MOKasaHHOMY Huxe, BblbepuTe CBOWCTBa B
AMarnoroBoM OKHe.

CocToanue

L L | Omarouuts
— -

AwarHocTrea
% Hactpoiika mocTa

Co3gate ApABIK
¥panute

B Mepeumerosate

Hy Ceoiictea

PucyHok B-1
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4) B [OnanoroBoM OKHE, KOTOpPOE MOKa3aHO Hwxe, ABaxabl LWenkHuTe Ha WHTepHeT
npoTtokon (TCP/IP).

U NMokancHeie coeguHeHUn - cBoRCTEa Iﬁ

Cem |

Mo nioyeHe Hepes!

l_-'j‘ Realtel PCle GBE Family Controller

OmMeyeHHbIE KOMMOHEHTE HCMNONe3SYIOTCA 3THM NO QK NHYSHWEM |

M KnmerT ana cemeil Microsoft
.@ MNnaHupoBwmK NaKeTos GoS I
gCn;ﬂcﬁa NOCTYMa K painam 1 NpuHTEpam ceteid Micro.
[ s Mpotokon MHTepreTa Bepoi & (TCP/IPVE)

B lpoTokon Unteprieta sepoun 4 (TCF/IPv) |

- [paiieep B/B TONONOra KaHANEHOrD YPOBHA

i CeeTuiK oBHapYXEHUA TONOMNOMMA KaHANEHOrD YPOBHA

YoTaHOEWTE .. ¥oanute CeolicTea

OrncaHue

MpoToikcon TCP/IP - cTaHaspT™HRIA NpoToKon rnoSansHLm
ceTei, 0GecneYWESIOWMA CERSE MEXLY PASMMYHEIMI
E3aMMOLEACTEYHOLLNMIA CETAMK,

[ 0K ] [ Omena

PucyHok B-2

5) MosiButca cneayowee okHo CBoncTBaTCP/IP 1 Bknagka IP-agpec oTKpoeTcsi B 9TOM
OKHe NOo YMOIYaHuI0.

Tenepb y Bac ecTb ABa cnocoba HacTpownku npotokona TCP/IP Huxke:

> HacTtpouts IP agpec aBTomamyecku

Boibepute Monyunts IP apgpec aBTtomatnyecku, Boibepute [lMoyunts DNS cepBep
aBTOMaTMy4e CKU, Kak Moka3aHo Ha PUCyHKe HuXe:
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Ceoiictea: [Npotokoa MuTepHeTa sepaun 4 (TCP/IPv4) @éj

Obwime ANbTEPHATHEHEA KOHDMMyDaLLaa |

MapameTpel IP MOryT HASHEYATHCA AETOMATHYECKM, ECIM CETh
NoOAAEPHMEIET STY BOIMOMHOCTE. B MpOTHEHOM CnyYae NapamMeTpel
IP MOMHO NONYYUTE ¥ CETEBOr0 AAMMHWCTPETOPA.

@ Mony4uTe IP-agpec aBTOMATUHECKK

) Micnonb30BaTe cReayrowMi IP-anpec:

@) MNonyuute anpec DNS-CEPEEPa ABTOMATHYECKK

' Mcnonb3oBaTte cnenyiowmne aapeca DN5-Cepsepos:

MoATEEPAMTE NANEMETREI MPM BRIXOAE [ONONHHTENGHD. ..

[ OK ]I OTtmena J

PucyHok B-3
& lpumevaHue:

Ona OC Windows 98 nnun paHbLie, MKW mappyTtmnsatopy MoxeT noTpeboBaTbCs nepesarpyska.

> Hactpouka IP appeca Bpy4Hyo

1 Bbibepute nepeknovatens WUcnonb3oBatb cnepyrowmn IP  agpec. Wcnegywowme
aMNeMeHTbl ByayT 4OCTYMHbI

2  Ecnm LAN IP agpec mapwpyTusatopa 192.168.1.1, ykaxute IP agpec — 192.168.1.x (rge x
oT 2 0o 254) n Macky nogcet — 255.255.255.0.

3 Beeagute LAN IP apgpeca mapuwpyTtusatopa (no ymonyauuo IP 192.168.1.1) B none
OCHOBHOW LINIO3.

4 Bbibepute Ucnonb3oBaTtb cneayrowme DNS cepBep agpeca.B none MNpeanoyntaembin
DNS cepBep Bbl MOXeTe BBECTU TaKoe e 3HayYeHue, kak OCHOBHOM W03 U1 BBEOUTE
nokanbHbIi DNS cepsep IP agpec.
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Ceoiicrea: [Mpotokon Mureprera seporn 4 (TCP/IPvA) M

OBLKE | AnNETEpHETHEHEA KOHDHIYpaLMA | I

MapameTpel IP MOryT Ha3HEYETECA GETOMAaTHYECKM, ECAH CETh
NoAAepHMEEET 3TY BO3MOKHOCTE. B NpOTHBHOM Cny4ae NapaMeTpbl
IP MooKHO NONYYKTE ¥ CETEBOD AMMHWCTPETOPE.

(1 Mony4uTs IP-agpec aBTOMaTHHeM

@ WcnonesoBaTe cneayiowmi IP-agpec:
192 .168 . 1 ., 2

255 .255.255. 0O
192 .168 . 1 . 1
(71 Momy4uTe anpec DNS-Cepeepa SETOMATHHECKH

(@ Wononb3oBaTts cneayiowme agpeca DNS-cepeepos:

192 .168 . 1 . 1

Mo TEEpAMTE MNapaMETDLI MPK BEIX0AE [ JlonoAHHTENGHO ]

[ O ][ OTMeHa ]

N — ——

PucyHok B-4
3atem:

Haxxmute OK, 4TOObl COXpaHUTL BaLlUM HACTPOMKN.
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NMpunoxeHue C: YcTpaHeHue
HencnpaBHOCTEN

T1. Yto genatb, ecnu A He 3HaK UM 3abbin naponb?

1) Maponb GecnpoBoaHON ceTy No ymonyaHuto: Maponb 6ecnpoBOAHOM CETU NO YMOMYaHUO
ykasaH Ha cooTBeTCTBYOLWEeN Haknenke (“Mapones 6ecnposogHon ceTn/PIN’) Ha HuxHe naHemm
yCTpOWCTBA.

2) Maponb onga Bxoaa B BEG-yTUNUTY HAcTporiku: CHavana BOCCTaHOBUTE 3aBOACKME HACTPOMKA.
Mmsa nonb3osaTtens v naposib No ymonyaHuio: admin/admin.

T2. Kak BocCTaHOBUTb 3aBOACKUE HAaCTPOMKU MapLupyTu3aTopa?

He oTknoyas nuTaHusa mapLupytTmnsaTopa, C NOMOLLbI0 BynaBku HAaXMUTE U yAepXKMBanuTe
HaxxaTown 8-10 cekyHp kHonky RESET, pacnonoxeHHyto Ha 3agHen naHenn ycTponucTea.

& lMpumeyaHue:

Mocne cbpoca HaCTpoeKk TeKylme HacTporku OyayT yTepsiHbl, MO3TOMy BaM npuaéTcs
nepeHacTpavMBaTb MapLUpyTM3aTOp 3aHOBO.

T3.Y10 penatb, ecnm A He MOry 3auTu B BeO-yTUNUTY HaACTPOMKU
MaplwpyTusatopa?
1) HactponTte IP-agpec komnbtoTepa.

Onsa Mac OS X

o Haxmwnte Ha 3HauOK Apple Ha naHenu 3agad Ballero kKomnbroTepa.

o [lepengnte B pasgen Cucte MHble HacTPOMku — CeTb.

o Bbibepute Ethernet B meHto crnesa, nocne 4yero Haxxmute JJONONMHUTE NIBHO ANsi HACTPOWKA
NPOBOAHOIO NOAKMYeHus wnn Bblbepute AirPort ans HacTponku 6ecnpoBogHOrO
NOAKNIYEHUS.

o Ortkponte Bknagky TCP/IP, 3aTtem Huxe Bbibepute 3HavyeHune WUcnonb3oBate DHCP u3
BbinagatoLlero cnucka Kondurypuposats IPv4.

o Haxmute MpuMeHUTL AN COXpaHEeHUst HaCTPOEK.
Ona Windows 7

o OrtkponTte meHto NMyck — MaHenb ynpaBneHusa — CeTb u UHTe pHe T — NMpocMoTp cocToAHUA
ceTu 1 3agay — UameHeHNe napameTpoB aganTe pa.

o [lpaBon kHOMKOW MbILKM HaxmuTe Ha bBecnpoBogHoe ceTeBoe coeAuHeHue (Mnm
MoaknioyeHUe No nokanbHoOM ceT), 3aTemM HaxmMmuTe CBOoMCTBA.

o Bbibepute Npotokon UHTe pHeTa Be pcumn 4(TCP/IPv4) n Haxvute CBOMUCTBA.
o Bbibepute Monyuntb IP-agpec aBTomMatnuyeckn n lMonyunts apgpec DNS-cepBepa
aBTOMaTM4e CKu, nocne vyero Haxmute OK.

Ona Windows XP

e Ortkponte meHo Myck — MaHenb ynpaBneHus. Boibepute CeTbM nogkmnoyYeHue K
MHTe pHeTy — CeTeBble NOAKIIOYE HUS.

o [lpaBoi KHOMKOW MbIWK HaxmuTe Ha bBecnpoBogHoe ceTeBoe coeguHeHue (MM
Mopkntoye HMe nNo nokanbHOW ceT), Bbibepute CBONCTBA.
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o Buibepute NMpoTokon UHTe pHeTa N HaxxmnTe CBOMCTBA.

o Bbibepute Monyuntb IP-appec aBTomammyeckum u lMonyunts appec DNS-cepsepa
aBTOMaTn4e cku, nocne yero Haxunte OK.

Onsa Windows 8

« Bo BcnnbiBatoLweM okHe B HUXXHEM NpaBOM Yriy dKkpaHa HaxmuTe 3Ha4vok Mouck ). 3atem
BblGepuTe MpunoxeHus, BeeanTe MaHe Nb ynpaBneHUA B CTPOKe noucka v HaxxmuTe Enter. Bl
nonanéte Ha MaHenb ynpaBrie HUS.

o Bbibepute MaHenb ynpaBneHusa — NpocMoTp cocTosiHua ce™ M 3agay — UsmeHeHue
napameTpoB apanTepa.

« [lpaBoi kHoNKoW MbiWwKn HaxxmuTe Ha Ethernet, BoibepnTe CBOMCTBA.

o [anee pBaxabl HaxmuTe Ha [MpoTtokon wuHTepHeta BepcuAa 4(TCP/IPv4). BeiGepute
Monyuntb IP-agpec aBTomatnyecku 1 Monyunts apgpec DNS-cepBepa aBTOMaTUye CKy,
nocne 4yero HaxuuTte OK.

2) HactponTte Baw 6pay3ep (ans npumepa nokasaH InternetExplorer)

/} about:blank - Microsoft Internet Explorer

OTkponTe Bpaysep, B MEHIO

o File Edit Wiew Favorites | Tools Help
ceBepxy 3angute B CepBuc, Bbl

Mail and Mews r
yBNOUTE MEHIO, KaK MOKa3aHOo Ha o Back - 7 |£| |E Pop-up Elocker »
p1CyHKe cripaea. Address Iféj about:blank, Manage Add-ons...

Synchronize. ..

Windows Lipdate

Haxxmnte CBonctBa 0603peBaTens

W Windows Messenger
)

Generall Securityl F'rivacyl Content  Connections | F'rogramsl .&dvancedl

: - Toset up an Internet connection, click,
1 Sebup,

i

Setup...

r— Dial-up and “irtual Private Metwork. settings

Aidd...

Eemaove |
Bbibepute He ncnonb3soBatb Chaose Settings if you need to configure a proxy Settings.. |
KOM My11/| pye Mble NOAKMKYEeHUS server For & connection,

{* ever digl a connection ]

") Dial whenever a network connection iz not present
) Always dial my default connection

Current ome St Diefault

r Local Area Metwork, [LAM] zettings

LAMN Settings do not apply to dial-up connections. LAN Settings...
Choose Settings above For dial-up settings.

s

Haxmute OK W ————————
J ok Cancel Apply
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Tenepb nonpobynTte cHOBa 3aMTN B BED-YyTUNUTY HACTPONKM NOCIE TOro, Kak bbinm M3MeHeHbl
yKasaHHble Bbllle HACTponkn. Ecnn Bbl BCE eLlé He MoxeTe 3aiTh B BED-yTUNUTY HaCTpoOnu
MapLUpyTM3aTopa, BOCCTAHOBUATE 3aBOACKME HACTPOWKU M MepeHacTpouTe MapLipyTmsaTop
3aHOBO COrMNacHO WMHCTpyKuMsam pasgena 3.2 PykoBoAcTBo no 6bicTpor HacTtpovike. Ecnu
npobnema He peLleHa, CBAXXMUTECH CO CIyXDOW TeXHNYECKOM NoaaepKKU.

T4. Yto pgenaTb, ecnu nponan goctyn K UHTepHeT?

1) MpoBepbTe, XOPOLLO NN NOAKMIOYEHBLI BCE pa3bEMbl, BKIOYas pa3beéM TenedoHHoro kabens,
kabens Ethernet n pasbém agantepa nuTaHus.

2) lMNpoBepbTe, MOXETE N Bbl 3aUTU Ha CTPaHULYy BEO-YTUNMUTBI HACTPOWKM MapLUpyTmnsaTopa.
Ecnn y Bac nonyuvMnock, cnegymnte ykasaHHbIM Janee UHCTpyKuuam. Ecnv HeT, HacTpoinTe
napameTpbl TCP/IP komnbloTepa, kak ykasaHo B NyHKTe 3, Nocre 4Yero CHoBa NpoBepbTE, ECTb
nM y Bac poctyn Kk BeG-yTunute Hactpowmku. Ecnm npobnema He pelleHa, cmoTpute
CreayroLLyto NHCTPYKLMIO.

3) CBaxuTecb C BaliMM NOCTaBLUMKOM WHTepHeT-ycnyr n ytouHute gaHHele o VPI/VCI, Tune
NOAKII0YEHUS, UMEHU Monb3oBaTena U naporne Anga gocryna Kk VIHTepHeT. BoamoxHO, BaMu
ObINn yKasaHbl HEBEPHbIE AaHHbIE, NPOBEPLTE UX U NCMPaBbTE NPY HEOHOXOAMMOCTW.

4) Ecnu npobnema ¢ goctynom Kk MHTEpHET He pelleHa, BOCCTAaHOBUTE 3aBOACKME HaCTPOWKA
Ballero MapLupyTusaTtopa 1 nepeHacTponTe MOAEM 3aHOBO COIMacHO MHCTPYKLMAM pasaena
3.2 PykoBOACTBO MO BbICTPON HACTPOWKE.

5) Ecnn Bawa npo6Gnema octanacb He peLlléHHON, noxanyicra, obpaTntTecb B Hawly Crnyxoy
TEXHNYECKON MNOAAEPKKN.

& MpumeyvaHmue:

[Ona 6onee nogpobHOM MHOpPMaL UK NO YCTPAHEHMIO HEMONAAOK M KOHTAKTHON MHGOopMaLmum
TEXHNYECKOM MNOAAEPXKKM, MNOXanyncra, 3anWante Ha Haw  Beb-canT  TexHM4yeckon
nogaepxku:http://lwww.tp-link.com/ru/support.
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MNMpunoxeHune D: TexHnyeckaa nognepxka

Ons BonbLUe MoMoLM No YCTpaHeHuto Henonaaok, CJ'Ie,ElyI7ITe Mo CCblJKe:

http://www tp-ink.com/ru/support/faq

Urobbl ckavaTbnocnegHee MO, paiiBep, YTunuty 1 PykoB 0ACTBO Nonb3oBaTens, crefynTe no Cebiske:

http:/Wwww tp-link.com/ru/support/download

Mo Bcel ocTarnbHOM TeXHUYECKO NoAAEPXKKE, NoXKaryicTa, CBSIKUTECH C HAMM MCMOMNb3Y sl CIIEAY OLLY 0 UHGOPMaLMLO:

Mo Bcemy mupy
Ten.: +86 755 2650 4400

Tapud: B 3aBMCMMOCTM OT TapupoB pasniiHbIX OnepaTopos,
yenyrv IDD (npsiMoit Habop MexayHapoLHOro Homepa).
E-mail: support@tp-linkcom

PabGoyee Bpems: Kpyrmocyro4Ho, ©6e3 BbIXoaHbIX

ClUA/Kanana

Ten.: +1866 225 8139

Tapud: support.usa@tp-linkcom(CLLA)
support.ca@tp-linkcom(KaHaga )

Paboyee BpeMs: Kpyrnocyro4Ho, 6e3 BbiXogHbIX

Tyoumna

Ten.: 0850 7244 483

Tapud: 3aBUCMMOCTM OT TapupoB pasnnyHbIX OnepaTopoB
E-mail: support.tr@tp-linkcom

Pa6ouee Bpems: ¢ 09:00 fo21:00, 6e3 BbIXOAHbIX

Ykpauna

Ten.: 0800 505 508

Tapuch: 6ecnnaTHo ANs ropoackoii CBA3W; onepaTopbl
MOGWIBHOW CBA3W: B 3@BMCUMOCTM OT Tapud OB pasnnuHbIX
onepartopoB

E-mail: support.ua@tp-linkcom

Paboyee Bpems: c noHeaenbHWka no naTHuuy ¢ 10:00 go 22:00

Bpasunua
3BoHok GecnnarHbiii: 0800 608 9799
E-mail: suporte.br@tp-linkcom

PabGoyee Bpems: c noHepenbHka no naTHuuy c 09:00 Ao 20:00,
BockpeceHve: ¢ 09:00 go 15:00

WUnpoHesuns

Ten.: (+62) 021 6386 1936

Tapud: B 3aBUCUMOCTM OT TapuOB pasnidHbIX OrepaTopoB.
E-mail: support.id@tp-linkcom

Paboyee Bpems: € noHeaenbHWK No naTHULYy ¢ 09:00 go 12:00, n
¢ 13:00 go 18:.00

* KpoMe npas3fHUYHbIX [Hei

Ascipanus/Hosaa 3enaHausa

Ten.: NZ 0800 87 5465 (3BoHOK GecnnarHbii)

%ﬂ) 3300 87 5465 (B 3aBUCUMOCTM OT TapudOB ANS HOMEPOB
E—mazil: support.au@tp-linkcom (AscTpanus)
support.nz@tp-linkcom (HoBas 3enaHaws)

Paboyee BpemMs: KpyrnocyrodHo, 6e3 BbiXoaHbIX

CepmaHus/ABcipus

Ten.: +49 1805 875 465

+49 1805 TPLINK

+43 820 820 360

Tapud: ropoackast cesidb u3 Mepmarum: 0,14 eBpo/MuH.
ropoackas cssisb 13 AscTpum: 0,20 eBpo/MUH.

E-mail: support.de@tp-linkcom

Paboyee Bpems: ¢ 09:00 no 12:30 nc 13:30 no 18:00 ¢

noHeaenbHUka Mo naTHaly. GMT+1unu GMT+2 (netHee
Bpemsl)

*Kpome npasgHniHbIX AHen B Mepmanun
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CuHranyp
Ten.: +656284 0493

Tapud: B 3aBUCUMOCTY OT TapUdOB PasnUYHbIX OMepaTopoB
E-mail: support.sg@tp-linkcom

Pabo4ee Bpemst: KpyrmocyTouHO, 6€3 BbIXOHbIX
Benuko6putanus

Ten.: +44(0) 845 147 0017

Tapwud: ropoackast ceadb: 1n-10,5n/MuH., B 3aBMCMMOCTM OT
BPEMEHU CYTOK; onepaTropbl MobunbHoi cBssu: 15n-40n/MuH., B
3aBMCMMOCTM OT TapuhOoB pasfiHbIX OrepaTopoB

E-mail: support.uk@tp-linkcom

Pabouyee Bpems: Kpyrnocyro4Ho, 6e3 BbIXogHbIX

Wranua

Ten.: +39023 051 9020

Tapud: B 3aBUCUMOCTM OT TapudpOB pasnuyHbIX OrepaTopoB.
E-mail: support.it@tp-linkcom

Pabouee Bpemsi: C noHegenbHuka no nsatHauy ¢ 09:00 go 13:00; ¢
14:00 po 18:00

Manansusa

3BoHok GecnnarHbiin: 1300 88 875 465

Email: support.my@tp-linkcom

Pabo4ee Bpemst: KpyrmocyTouHO, 6€3 BbIXOHbIX

Nonbwa

Ten.: +48 (0) 801 080 618

+48 223 606 363 (aNs 3BOHKOB C MOBMMbHLIX TENeg oHoB
Tapud: B 3aBUCUMOCTM OT TapuOB PasnidHbIX OMepaTopoB
E-mail: support.pl@tp-linkcom

Pabouyee Bpemst: c noHegenbHuka no nsaTHULy ¢ 09:00 go 17:00.
GMT+1unn GMT+2 (neTHee Bpems)

®DpaHumna

Ten.: 0820 800 860

Tapud: 0,118 eBpo/MUH. 13 PpaHLmm

Email: support.fr@tp-linkcom

Pabouee Bpemsi: C noHeaenbHuka no nsTHidy c 09:00 fo 18:00
* Kpome npa3fHudHbIX AHel Bo PpaHuum

LU Beiiyapus

Ten.: +41(0) 848 800 998

Tapud: 4-8 Rp/MUH, B 3aBUCUMOCTU OT TapuOB pasnuyHbIX
onepaTopoB
E-mail: support.ch@tp-linkcom

Pabouee Bpemsi: C noHedenbHUka no naTHuyy ¢ 09:00 go 12:30 mc

13:30 go 18:00. GMT+1unu GMT+2 (neTHee Bpems)

Poccuiickan ®enepaums

Ten.: 8(499) 754 5560 (Mocksa)

8 (800) 250 5560 (3BOHOK GecnnaTHbIv U3 noGoro pervoHa Pd)
E-mail: support.ru@tp-linkcom

Dopym: http:/fforum.tp-linkru.ru/

Fa60;4ee Bpemsi: C noHedenbHuka no cyb6ory, ¢ 9:00 go 21:00
MCK

* KpoMe BbIXoAHbIX M MpasgHUYHbIX AHel B Poccuiickoin denepaum
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